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Abstract. This pap er describ es a data distribution algorithm suitable for cop ying large �les to man y no des in m ultiple clusters

in wide-area net w orks. It is a self-organizing algorithm that ac hiev es pip eline transfers, fault tolerance, scalabilit y , and an e�cien t

route selection. It w orks in the presence of to da y's t ypical net w ork restrictions suc h as �rew alls and Net w ork A ddress T ranslations,

making it suitable in wide-area setting. Exp erimen tal results indicate our algorithm is able to automatically build a transfer route

close to the optimal. Propagation of a 300MB �le from one ro ot no de to o v er 150 no des tak es ab out 1.5 times as long as the b est

time obtained b y the man ually optimized transfer route.
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1. In tro duction. This pap er describ es a practical algorithm for cop ying large data (t ypically in a �le)

from a source no de(s) to man y destination no des in parallel. W e seek a scalable solution suitable b oth within

a cluster and across man y clusters in wide-area. By suitable within a cluster, w e mean that it fully utilizes

the a v ailable bandwidth of LAN/cluster in terconnect. F or example, assuming 32 no des are connected via a

su�cien tly high-throughput switc h, it should b e able to cop y a single large �le to the 32 no des in not m uc h

more than the time it tak es to cop y the �le to a single no de. Suc h an algorithm m ust at least p erform man y

one-to-one transfers in parallel. By suitable in wide-area, w e mean it mak es a go o d c hoice in selecting transfer

routes. If man y no des in a cluster retriev e data from another cluster, a link across the t w o easily saturates.

Th us suc h an algorithm should ha v e a mec hanism to transfer data within a cluster where p ossible.

T o b e practical, it should w ork with a simple and small man ual con�guration that ma y not b e v ery accurate.

It w on't b e practical to assume, for example, that the user giv es a complete and accurate information ab out

ph ysical net w ork top ology , desirable paths for transferring data, or ev en logical net w ork connectivit y (i.e.,

net w ork settings suc h as �rew all and Net w ork A ddress T ranslation (NA T)). Assuming suc h information is

not practical not only b ecause the user ma y not w an t to write them, but also b ecause suc h information ma y

c hange o v er time due to suc h ev en ts as no de/net w ork failures. The system therefore m ust tolerate inaccurate

information and adapt to the conditions observ ed at run time. Suc h an adaptiv e system naturally supp orts fault

tolerance in the sense that ev en if some no des fail, remaining no des accomplish their w ork and no des that once

failed can join the transfer again.

W e b eliev e suc h a fault-toleran t and adaptiv e �le replicator is a mandatory building blo c k for cluster and

Grid computing. It ma y b e used for installing large program/data to man y no des. It ma y also b e used in

�le sync hronizers [5] so they supp ort sync hronizing data among a large n um b er of no des in parallel. P erhaps

most imp ortan t, replicating a large data to man y no des will b e a practical tec hnique to �reset� a distributed

computation; it simply reinitializes all the in v olv ed no des, so as to reco v er from some brok en/inconsisten t states.

This observ ation accords with recen t practices in large-scale cluster managemen t, where reinstalling op erating

systems from scratc h is considered as a normal op eration, rather than the last resort, to �x brok en clusters [13 ].

T o get an in tuitiv e idea ab out ho w a go o d transfer route t ypically lo oks, consider a net w ork in Figure 1.1.

There are t w o lo cal area net w orks (LANs) named A and B , eac h including three clusters ( A1 , A2 , and A3

in A and B1 , B2 , and B3 in B ). Assume no des can connect to eac h other via the TCP la y er.

Supp ose the data is on a no de in cluster A1 and should propagate to all other no des. In the �gure, a small

circle is a no de, a rectangle a switc h, and a line connecting a no de and a switc h a net w ork cable that can transfer

data with 100Mbps.

1

In tuitiv ely , the b est strategy is to form a transfer route lik e the one sho wn in Figure 1.2. Figure 1.3

represen ts the same route in the ph ysical top ology . Sp eci�cally , the follo wing t w o prop erties are imp ortan t.

� The n um b er of connections that cross a LAN/cluster b oundary is small; there is only one connection

across the t w o LANs and �v e connections across the six clusters.

� The en tire transfer route forms a list. That is, no no des serv e data to t w o or more no des.

The reason wh y the �rst prop ert y is imp ortan t will b e clear. A simple calculation will rev eal that if no des are

randomly connected without an y e�ort to connect no des close to eac h other, links across LANs/clusters will

�
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1
Of course, this limit ma y not b e due to the capacit y of the cable p er se , but due to NIC or switc h.
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Fig. 1.1 . T ypic al network envir onment for which our solution is suitable
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Fig. 1.2 . Best tr ansfer r oute in applic ation layer

easily b ecome a b ottlenec k. This is esp ecially true in to da y's t ypical net w ork con�guration where capacit y of

long links (corp orate-/campus-/wide- area) is similar to or at b est only an order of magnitude larger or so than

t ypical lo cal area links. F or example, let us assume for the purp ose of discussion that w e ha v e t w o 100Mbps

switc hed LANs connected via a 1Gbps link. In suc h settings, w e should b e able to transfer data among all

the no des in the t w o LANs appro ximately at the LAN bandwidth (100Mbps), but if connections are randomly

c hosen, a link across the t w o LANs can sustain only 10 suc h connections at b est. Th us the 1Gbps link w on't

b e enough for supp orting 10 or more no des in eac h side of it.

The second bullet ma y b e less ob vious. It is imp ortan t for reducing the b ottlenec k in NICs. Supp ose three

no des A , B , and C are link ed via a 100Mbps switc h. If data go from A to B to C , the throughput will b e

close to 100Mbps. If, on the other hand, A sends data b oth to B and C sim ultaneously , it can emit data at

50Mbps to eac h. Note that w e assume A m ust send data to B and C separately , whic h w e b eliev e is a reasonable

assumption b ecause B and C ma y w an t di�eren t p ortion of the en tire data stream. This is imp ortan t esp ecially
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Cluster B1 Cluster B2 Cluster B3

Cluster A1 Cluster A2 Cluster A3
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Root

Fig. 1.3 . Best tr ansfer r oute ac c or ding to our guidelines in typic al network

when links across LANs are su�cien tly p o w erful, so they w on't b ecome b ottlenec ks as long as w e main tain the

�rst prop ert y .

Our algorithm tries to build a transfer route close to suc h b est routes. Note that it is not alw a ys p ossible

to connect all no des in a list. F or example, if �rew alls do not allo w some connections, it ma y b e una v oidable

for some no des to serv e data to t w o or more c hildren. Th us, our algorithm in general forms a transfer for est ,

with some heuristics to connect no des close to eac h other and to mak e the tree deep er. It ma y b e a forest,

rather than a single tree, b ecause there ma y b e m ultiple no des that ha v e complete data in the b eginning. In

suc h cases, a separate tree will b e formed ro oted at eac h source no de.

The pap er is organized as follo ws. Section 2 describ es a mo del of the net w ork and the goal of this researc h.

Then, w e prop ose our algorithm and pro of of e�ciency in Section 3. And v alidation and ev aluation are sho wn

in Section 4. In Section 5, w e explain related w ork. Finally , w e conclude and summarize this researc h and

remark to future w ork in Section 6.

2. Problem Description. In this section, w e de�ne goals of the algorithm and formalize the problem.

2.1. Goals.

T olerate faults and adapt to resource conditions: Cop ying a large �le to man y no des tak es a long time.

Therefore our solution m ust tolerate temp oral/p ermanen t net w ork faults and no de crashes. When a

no de crashes, no des receiving data from the crashed no de m ust �nd a substitute so that the remaining

no des �nish their tasks. When a no de reco v ers, it m ust b e able to join the transfer net w ork and con tin ue

its job, without w aiting for the ongoing op eration to �nish and then restarting from scratc h. In addition

to b eing fault-toleran t, it m ust adapt to c hanges in net w ork conditions; it should c hange the transfer

route dep ending on c hanges of conditions.

Both of these requiremen ts preclude a simplistic solution that statically constructs a route in the

b eginning and tries to retain the same route un til they �nish. No des m ust con tin uously searc h for a

b etter transfer route.

Mak e an e�cien t transfer route automatically: As motiv ated in Section 1, our general criteria for �go o d�

transfer route are (1) using a small n um b er of �long� connections (i.e., connections that tra v el a large

n um b er of hops, suc h as in ter-subnet connections), and (2) ha ving a small n um b er of no des that serv e



70 T ak ashi Hoshino, Kenjiro T aura, T ak ashi Chik a y ama

data to m ultiple (more than one) c hildren. This is based on our assumption that a b ottlenec k is t ypically

caused b y an in ter-subnet edge or a no de. Examples for the latter are disks and net w ork in terfaces.

Our algorithm tries to optimize the n um b er of long connections and the n um b er of c hildren for eac h

no de, with a v ery simple lo cal searc h heuristics.

W ork on to da y's t ypical net w ork con�gurations: T o da y's t ypical net w ork con�gurations do not allo w

eac h no de to connect to all other no des. Firew alls ma y blo c k connections b et w een LANs. Inside a

LAN, it is common to place all cluster no des but one (a master no de) b ehind a NA T router, so that

accesses to clusters need go through the master. With DHCP , it ma y ev en b e impractical to assume all

no des to ha v e p ersisten t names.

In short, w e m ust mo del the net w ork as a general graph where allo w ed connections are represen ted

b y its edges. Y et it is impractical to assume suc h a graph is giv en b y the user (or the administrator)

either o�ine or in the b eginning of the algorithm. Altogether, w e m ust design an algorithm that b egins

with a minim um amoun t of global information (e.g., participating no des) and a lo cal kno wledge of the

net w ork (e.g., neigh b ors) in eac h no de.

Do not assume ph ysical net w ork top ology: Kno wing ph ysical net w ork top ology w ould help us to opti-

mize transfer routes. Designing the algorithm assuming a complete kno wledge ab out it is, ho w ev er,

impractical for man y reasons discussed so far. First it is cum b ersome for the user or the administra-

tor to main tain suc h information. W e ma y b e able to obtain suc h information b y using to ols suc h

as traceroute, but suc h to ols tend to b e una v ailable these da ys for securit y considerations. It is also

di�cult to obtain the top ology of the net w ork b ehind a single router with traceroute. Second, ev en

if top ology information is a v ailable, dynamically probing the net w ork is alw a ys necessary to mak e the

algorithm fault-toleran t and adaptiv e. Algorithms based on probing connectivit y and pro ximit y at

run time naturally w ork without detailed kno wledge ab out net w ork top ology .

Of course, w e could alw a ys use ph ysical top ology as hin ts to our algorithm, among man y other hin ts

suc h as IP address pre�x, latency , and observ ed throughput.

T o ac hiev e these goals, eac h no de in v olv ed in our algorithm con tin uously seeks a paren t, a no de that serv es

data to the no de. When it faces suc h ev en ts as paren t crashes or disconnections, it tries to �nd a new paren t.

Ev en without suc h ev en ts, they con tin uously searc h for a b etter paren t to optimize the transfer route. The

criteria for a b etter paren t are that (1) the closer a no de is to itself the b etter, and (2) the few er c hildren a no de

has the b etter.

Our algorithm is a simple lo cal searc h algorithm that con v erges to a satisfactory transfer in t ypical net w ork

con�gurations of to da y . Ideally , w e desire an algorithm to �nd a globally optimal solution for an y giv en net w ork.

A plausible de�nition of the optimal w ould b e to minimize the sum of selected edge w eigh ts and the n um b er of

branc hes (or equiv alen tly , the n um b er of lea v es) in the graph. The t w o criteria ma y con�ict for general w eigh ted

graphs and ev en if they do not, they will require a complex global optimization algorithm (e.g., fault-toleran t

MST construction) whose practical imp ortance ma y not b e v ery clear. In the follo wing, w e form ulate our

problem and pro v e our simple algorithm has a prop ert y whic h translates to �a su�cien tly go o d� transfer route

in t ypical real net w ork con�gurations.

2.2. Problem F orm ulation. As usual, w e mo del the net w ork b y a directed graph G = hV; Ei , where V is

a set of no des participating in the replication. E represen ts p ossible connections b et w een no des; (a; b) 2 E ()
a kno ws b's name and the curren t net w ork status allo ws a to connect to b.

The graph is for mo deling purp oses only; in practice, the net w ork status ma y c hange o v er time, so eac h

no de cannot kno w the complete status of the net w ork. It ma y ev en b e impractical to assume eac h no de kno ws

all the neigh b ors it can connect to. In our implemen tation, eac h no de b egins with kno wing information ab out

a few of its neigh b ors and receiving a command that instructs it to participate in the replication of a �le. They

learn other no de names on the �y b y propagating information along established connections. This w a y , they

learn other connections they ma y b e able to mak e. They learn whether a particular connection is allo w ed or

not b y trying to establish a connection only when necessary . No des nev er main tain information ab out edges

they are not adjacen t to.

Belo w, w e pro v e our optimization algorithm ev en tually reac hes a transfer forest that has some desirable

prop erties, assuming that the graph is �xed at some p oin t. Note that our algorithm correctly �nishes its job

without this assumption. The assumption is essen tial only for stating the prop ert y of the forest our algorithm

con v erges to.
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T o de�ne the �go o dness� of a transfer forest, w e m ust in tro duce a notion of distance b et w een no des. One

plausible form ulation w ould b e to giv e edges arbitrary w eigh ts, and to aim at reducing the total w eigh ts of

selected edges (i.e., minim um spanning forest). W e do not use this form ulation but in tro duce a stronger

assumption ab out the distances b et w een no des whic h w e b eliev e is a practical appro ximation of real net w orks,

and sho w a simpler lo cal searc h obtains su�cien tly go o d results.

W e assume no des can b e decomp osed in to groups so that no des close to eac h other constitute a group. Our

optimization algorithm do es not assume that eac h no de kno ws the decomp osition explicitly , but only assumes

that eac h no de can someho w compare relativ e distances from the lo cal no de to other no des. W e sho w in

Section 3.3 suc h a comparison induces a decomp osition. It is suc h a decomp osition for whic h our algorithm tries

to reduce the n um b er of in ter-group edges. Again, the replication correctly �nishes with inaccurate information,

th us an implemen tation can use an y su�cien tly accurate measuremen t. Our curren t implemen tation is giv en in

Section 3.2.1.

W e sa y a decomp osition is c omplete if no des in eac h group form a clique (a complete subgraph) of G .

That is, no des inside a group can connect to eac h other without b eing blo c k ed b y , e.g., �rew alls. F or an y

decomp osition whic h ma y or ma y not b e complete, one can deriv e a complete decomp osition b y dividing its

incomplete group in to a n um b er of groups so eac h of them is a clique. W e call suc h a complete decomp osition a

c omplete sub division of the original decomp osition. Giv en a decomp osition D , a complete sub division that has

the minim um n um b er of groups is called the c o arsest sub division of D .

Giv en a decomp osition, the goal w ould b e to mak e a transfer forest close to the follo wing b est desir able ,

whic h has

1. the minim um n um b er of edges connecting no des in di�eren t groups, and

2. the minim um n um b er of branc hes.

Our algorithm con v erges to the optimal if eac h no de can connect to an y other no de (i.e., the en tire graph

is complete, or in practical terms, �rew all, NA T, or DHCP do not den y an y connection against us). In more

general graphs, our algorithm has the follo wing prop ert y . Let D the decomp osition induced b y a heuristics used

to measure the relativ e distance b et w een no des, and D the coarsest complete sub division of D . Our algorithm

ac hiev es (1) the n um b er of in ter-group connections � N � F and (2) the n um b er of branc hes � N � 1, where

N is the total n um b er of groups in D and F the n um b er of groups in D con taining at least one �nishe d no de,

a no de whic h has receiv ed the en tire data.

Our claim that the ab o v e prop ert y translates to a go o d result in practice is based on the follo wing obser-

v ations.

� A simple measuremen t can reasonably appro ximate the �closeness� b et w een no des. F or example, giv en

a no de in the same LAN as the lo cal no de and another not in the same LAN, it will b e relativ ely easy

for the lo cal no de to judge if one no de is closer to the other, th us should b e preferred. Therefore, one

can obtain a decomp osition eac h group of whic h has no des close to eac h other.

� In t ypical net w ork con�gurations, no des close to eac h other tend to b e allo w ed to connect to eac h other.

Most t ypically , no des within a LAN can connect to eac h other. Making a group of no des close to eac h

other th us tends to yield a subgraph that is nearly complete.

The �rst bullet implies that, if w e group no des based on a reasonably accurate measuremen t of distances b et w een

them, w e will ha v e groups eac h of whic h consists of no des close to eac h other. Eac h suc h group will b e nearly

complete (bullet #2), therefore N will b e close to N . T ogether, the n um b er of connections crossing a group

b oundary will b e close to N � F , and the n um b er of branc hes close to N � 1.

3. Algorithm. The algorithm has sev eral features that w e should remark.

A simple, self-stabilizing distributed algorithm: Eac h no de w orks based on information ab out its neigh-

b ors and optimizes transfer routes with a small amoun t of lo cal information. Eac h no de c ontinuously

seeks a closer no de that ma y serv e data faster. This mec hanism naturally mak es our algorithm fault-

toleran t and allo ws no des to join or lea v e computation at an y time.

P arallel and pip elined transfer: T ransferring data from no de A to B and from C to D can o ccur in parallel.

Moreo v er, transferring a piece of data from A to B and transferring another piece of data from B to

C can also tak e place in parallel (pip elined transfer). This is esp ecially imp ortan t for replicating large

�les in switc hed net w orks.

A simple transfer lo op a v oidance: The algorithm naturally a v oids deadlo c k due to a transfer lo op simply b y

letting eac h no de b ecome a paren t of another only when it has more data than others. This mec hanism,
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together with the self-stabilizing nature of the algorithm, is enough to mak e it deadlo c k-free; when a

no de crashes, its c hildren will ev en tually learn there is no progress for a long time, in whic h case they

try to connect to another no de that is ahead of it.

01: /* Starting or After R e c over e d */

02: o�set = curren t �lesize on disk;

03: p ar ent = invalid ; /* the no de self is getting data fr om.

*/

04: c andidate = null ;

05: is_sending_giveme = false ;

06: childr en = none ; /* no des self is giving data to */

07: siblings = none ; /* use d for T r e e2List Suggestion */

08: neighb ors = list of neigh b ors (dead or aliv e);

09: while ( true ) {

10: /********** Se ar ching for Par ent **********/

11: ( c andidate == null && p ar ent == invalid ) )
12: c andidate = a no de in neighb ors ;

13: send ( c andidate , ask ( id , o�set ));

14: /* Ne arPar ent Heuristics */

15: ( c andidate == null && a no de in neighb ors satis�es

16: is_closer( self , no de , p ar ent )) )
17: c andidate = no de ;

18: send ( c andidate , ask ( id , o�set ));

19: /* T r e e2List Heuristics */

20: ( c andidate == null && a sibling in siblings satis�es

21: !is_closer( self , p ar ent , sibling )) )
22: c andidate = sibling ;

23: send ( c andidate , ask ( id , o�set ));

24: receiv ed ( ask ( wid , wo�set )) )
25: if (( o�set > wo�set ) &&

26: ( MAX_NODE > n um b er of childr en )) {

27: add this no de ( wid , wo�set ) to childr en ;

28: send ( wid , ok ( id , o�set ));

29: } else {

30: send ( wid , ng ( id ));

31: }

32: receiv ed ( ok ( wid , wo�set )) )
33: if ( wo�set > o�set ) {

34: p ar ent = wid ; c andidate = null ;

35: }

36: receiv ed ( ng ( wid )) )
37: if ( wid == c andidate ) {

38: c andidate = null ;

39: } else if ( wid == p ar ent ) {

40: p ar ent = invalid ;

41: }

42: /********** Data T r ansfer **********/

43: ( p ar ent != invalid && o�set < �lesize &&

44: ! is_sending_giveme ) )
45: is_sending_giveme = true ;

46: send ( p ar ent , giveme ( id , o�set ));

47: receiv ed ( giveme ( child , wo�set )) )
48: if ( o�set > wo�set ) {

49: size = max( BLOCKSIZE , o�set � wo�set );

50: buf = load( �lename , wo�set , size );

51: send ( child , data ( id , wo�set , size , buf ));

52: } else {

53: send ( child , ng ( id ));

54: }

55: receiv ed ( data ( wid , wo�set , size , buf ) )
56: if ( wo�set == o�set ) {

57: is_sending_giveme = false ;

58: sa v e( �lename , wo�set , size , buf );

59: o�set += wo�set ;

60: }

61: ( o�set == �lesize && p ar ent != null ) )
62: if ( p ar ent != invalid )

63: send ( p ar ent , disconnect ( id ));

64: p ar ent = null ;

65: receiv ed ( disconnect ( child )) )
66: delete the child from childr en ;

67: /********** T r e e2List Suggestion **********/

68: (ha ving more than one c hild) )
69: foreac h child in childr en {

70: send ( child , suggestion ( id , childr en ));

71: }

72: receiv ed ( suggestion ( p ar ent , new_siblings )) )
73: siblings = new_siblings ;

74: /********** F ault Hand ling **********/

75: (timeout( data , ng ) from p ar ent ) )
76: p ar ent = invalid ;

77: (timeout( giveme , disconnect ) from child ) )
78: delete the child from childr en ;

79: (timeout( ok , ng ) from c andidate ) )
80: c andidate = null ;

81: }

Fig. 3.1 . Pseudo-c o de of our algorithm

Figure 3.1 sho ws the lo cal algorithm running on eac h no de. Prior to running this algorithm, eac h no de

kno ws its neigh b ors ( neighb ors ) and the size of the �le eac h no de m ust ev en tually ha v e ( �lesize ). In actual

implemen tation, eac h no de ma y b egin with an incomplete list of neigh b ors. No des propagate their neigh b ors to

other and learn from others.

Inside the main while lo op (line 9�81) is written as a list of the follo wing form:

c ondition ) action

where c ondition is a precondition (or a guar d ) in whic h the action can tak e place. The predicate receiv ed( X )

ev aluates to true if a message that matc hes X is in the incoming message queue of the no de. Eac h iteration of

the lo op w aits for at least one guard to b ecome true, and executes the corresp onding action. If m ultiple guards
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are true, an y one of them is c hosen arbitrarily .

First, w e explain the base part of this algorithm in Section 3.1. W e con tin ue with the route optimization

heuristics in Section 3.2

3.1. The Base Algorithm. Eac h no de rep eats the follo wing un til it gets the en tire data.

� It seeks a no de that is ahead of itself (i.e., has more data than itself ). Let us call suc h a no de its p ar ent .

A paren t ma y c hange o v er time.

� Once it �nds a paren t, it asks the paren t to send the data that should come next to the data it curren tly

has. F or example, if a no de has the �rst 1000 b ytes of a �le, it will ask the paren t to send some amoun t

of data from o�set 1000.

� In addition,

� Eac h no de, except ones that ha v e obtained the en tire data, seeks a no de that is closer to its curren t

paren t. Details are in Section 3.2.1.

� Eac h no de ha ving t w o or more c hildren tries to resolv e this situation, b y suggesting c hildren to

connect to one of its siblings.

When a no de receiv es an instruction to participate in a replication, eac h no de c hec ks ho w m uc h data it

has (line 2), searc hes for a candidate no de that has data grater than itself b y connecting to some no des in

its neighb ors list. V ariable o�set indicates the size of data at that time, and satis�es the inequalit y 0 �
o�set � �lesize . During data transfer, the in v arian t child's o�set � p ar ent's o�set is main tained (line 25, 33,

and 48).

A no de searc hing for a paren t sends an ask message carrying its o�set (data size) to a candidate (line 11�13).

If the receiv er has more data than the sender, it sends an ok message to the no de sender (line 24�28, 32�35).

A t that time, the relation b et w een paren t-c hild is established. After that, the c hild sends a giveme message to

the paren t (line 43�46) and the paren t sends a c h unk of data to the c hild (line 47�51). This rep eats un til the

c hild either catc hes up the paren t in data size (line 52�54), �nds a b etter candidate than the curren t paren t, or

receiv es an error. If the receiv er of ask do es not ha v e more data than the sender, it sends an answ er ng (line

29�31) to the sender. Receiving an ng message (line 36�41), the no de con tin ues to searc h for a paren t.

A no de can b e a paren t of some no des and a c hild of another at the same time. In e�ect, w e ac hiev e a pip eline

transfer through all no des.

When a paren t b ecomes unreac hable from its c hild (due to a paren t crash or a net w ork failure), the c hild

merely searc hes for a new paren t. When a no de reco v ers, it can participate in the transfer from the o�set at

the time it has failed. Hence, this algorithm is fault-toleran t (line 74�80).

3.2. A daptiv e T ransfer Route Optimization. No w, w e explain optimizing heuristics on top of the

base algorithm (line 14�23, 67�73).

is_closer(A,B,C)

parent candidate

Sub
Tree

new
parent

A

C B C B

A

Sub
Tree

Sub
Tree

Sub
Tree

Fig. 3.2 . Ne arPar ent Op er ation

3.2.1. NearP aren t Heuristics. Eac h no de p erio dically tries to connect to a no de that is closer to its

curren t paren t ( c andidate in Figure 3.2, line 15�18 in Figure 3.1). If the candidate no de turns out to ha v e more

data than the lo cal no de (line 32�35), it selects the new no de as the new paren t. Figure 3.2 sho ws ho w this

heuristics mo di�es a part of the transfer tree.
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Note that ev en if eac h no de has connected to its paren t, it searc hes for an ev en closer candidate p erio dically .

W e ha v e not conducted an extensiv e study ab out the b est frequency . F requen t measuremen ts will allo w us to

�nd a go o d transfer route fast at the cost of increased net w ork tra�c. Our curren t implemen tation guaran tees

that there is at most one tra�c from eac h no de for the measuremen t. It also guaran tees eac h no de p erforms a

measuremen t at most once ev ery 100ms. This will hardly a�ects CPU or net w ork load.

The predicate to judge if a no de B is closer than C from the lo cal no de A , is_closer( A , B , C ), curren tly uses

the follo wing criteria in the listed order.

Throughput observ ed in the past: Eac h no de records throughput from eac h of the no des that ha v e b een

c hosen as its paren t. If A has c hosen b oth B and C as its paren t b efore, whic hev er pro duced a b etter

throughput is considered closer.

Observ ed latency: The ab o v e criterion is not applicable when either B or C has nev er b een c hosen one as

A 's paren t. In this case A uses latencies it tak es to connect to B and C .

The length of the matc hing IP address pre�x: When observ ed latencies are to o close to discriminate, w e

use IP addresses of A , B , and C . W e compare the lengths of the common pre�xes of IP addresses of A
and B to that of A and C .

F or the purp ose of pro ving the theoretical prop ert y of the algorithm men tioned in Section 3.3 (also stated as

Theorem 3.7), is_closer can b e an y predicate that satis�es the follo wing prop erties.

� is_closer (A; B; C ) and is_closer (A; C; B ) do not b ecome true at the same time.

� F or a giv en A , the binary relation:

RA (B; C ) def= is_closer (A; B; C )
is transitiv e. That is,

is_closer (A; B; C ) ^ is_closer (A; C; D )
) is_closer (A; B; D )

� is_closer (A; B; C ) ) is_closer (B; A; C )
It will b e clear that an y reasonable de�nition of relativ e distance and an accurate measuremen t of it, including

the ones listed ab o v e, will satisfy the �rst t w o bullets. The third prop ert y ma y not sound v ery ob vious. Examples

that satisfy the prop ert y include:

� A de�nition based on the b ottlenec k edge on trees. That is, assume no des are connected via a w eigh ted

tree and let is_closer (A; B; C ) b e true i� the minim um w eigh t on the path b et w een A and B is larger

than that on the path b et w een A and C .

� A de�nition based on the distance on trees. That is, assume no des are connected via a tree and let

is_closer (A; B; C ) b e true i� the path b et w een A and B is shorter than A and C .

� A de�nition based on address pre�xes. That is, assume no des are assigned in teger addresses and let

is_closer (A; B; C ) b e true i� the length of the matc hing address pre�x b et w een A and B is larger than

that b et w een A and C .

Therefore w e exp ect that our curren t implemen tation of is_closer based on measured bandwidths b et w een

no des, measured latencies b et w een no des, and the length of IP address pre�xes, will satisfy the third prop ert y

pro vided measuremen ts are accurate.

Note that implemen ting suc h a predicate do es not require an y a priori notion of groups. Just de�ning/mea-

suring the relativ e closeness b et w een no des will su�ce, as long as suc h a de�nition/measuremen t satis�es the

ab o v e prop erties. In Section 2.2, w e sho w suc h a predicate in general implicitly induces a distance b et w een

no des, whic h in turn induces a decomp osition of no des based on the distance. Our algorithm reduces the

n um b er of in ter-group edges for a decomp osition deriv ed this w a y .

3.2.2. T ree2List Heuristics. NearP aren t heuristics reduces the n um b er of edges that cross group b ound-

aries. It ho w ev er is not useful for reducing the n um b er of branc hes. Another optimization, called T ree2List

heuristics, comes in to pla y to mak e the transfer route closer to a list.

A no de that has t w o or more c hildren sends its c hildren list to ev ery c hild (line 68�71). When a no de receiv es a

suggestion message, whic h e�ectiv ely con tains its curren t siblings, it c ho oses one in the list as the next candidate

if the curren t paren t is not closer to it (lines 72�73, 20�23). Figure 3.3 sho ws ho w T ree2List heuristics mo di�es

a part of the transfer tree. In tuitiv ely , T ree2List pushes branc hes in a transfer tree do wn w ards, hoping the tree

ev en tually b ecomes a list.
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Fig. 3.3 . T r e e2List Op er ation

An imp ortan t prop ert y ab out T ree2List, pro v ed in the next section, is that it nev er increases the n um b er of

in ter-group edges. This guaran tees that applying T ree2List do es not imp ede the NearP aren t's e�ort of reducing

the n um b er of in ter-group edges. In the next section, w e state and pro v e prop erties of transfer forests after

applying b oth heuristics in an arbitrary order.

3.3. Prop erties of the Route Optimization Algorithm. Let is_closer satisfy the prop erties stated

in Section 3.2.1. W e �rst sho w the follo wing, that sa ys is_closer (A; B; C ) is equiv alen t to comparing a distance

b et w een A and B and b et w een A and C , for some de�nition of a distance.

Lemma 3.1. F or is_closer satisfying the pr op erty state d in Se ction 3.2.1, ther e exists a distance function d
that satis�es the fol lowing.

� F or al l no des A and B , d(A; B ) = d(B; A ) .

� F or al l no des A , B , and C ,

is_closer (A; B; C ) () d(A; B ) < d (A; C ):

Pr o of: See App endix A.1.

The follo wing Lemma is imp ortan t for guaran teeing T ree2List is applicable when w e ha v e man y branc hes.

Lemma 3.2. F or any d satisfying the c ondition in L emma 3.1,

max(d(A; B ); d(A; C )) � d(B; C )
is true for al l no des A; B , and C . Pr o of: See App endix A.2.

A distance function d and a threshold t de�ne a natural decomp osition of a graph. That is, w e remo v e all

edges (x; y) suc h that d(x; y) > t from the original graph, and let a group b e a connected comp onen t of the

graph. W e call suc h a decomp osition is derive d from is_closer. Man y decomp ositions can b e deriv ed from a

single de�nition of is_closer, dep ending on the c hoice of d and t .

W e mo del our route optimization heuristics as a pro cess of rewriting the transfer forest according to Near-

P aren t, T ree2List, or �nishing the transfer to a no de.

Definition 3.3. A state of c omputation is a for est among p articip ating no des, induc e d by their parent

p ointers. L et S and S0
b e states. W e de�ne r elations ! n , ! t , ! f , and ! by:

1. S ! n S0 def

() S0
is obtaine d by applying Ne arPar ent to S (Figur e 3.2),

2. S ! t S0 def

() S0
is obtaine d by applying T r e e2List to S (Figur e 3.3),

3. S ! f S0 def

() S0
is obtaine d by �nishing a no de and making its parent p ointer nul l, and

4. !
def

= ! n [ ! t [ ! f . That is,

S ! S0 def

() (S ! n S0) or (S ! t S0) or (S ! f S0):

Next, w e de�ne some quan tities of states. Belo w, w e �x a decomp osition D deriv ed b y is_closer, and let D
b e the coarsest sub division of D . Let d and t the distance function and the threshold that induced D . Let N
b e the n um b er of groups in D . When w e sa y a group, it alw a ys means a group of D . No des in a single group

b y de�nition form a clique.
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Definition 3.4.

� L et w(S) b e the numb er of e dges in for est S that cr oss gr oup b oundaries. F or te chnic al c onvenienc e, we

c onsider an invalid parent p ointer to cr oss a gr oup b oundary, and a nul l parent p ointer not to cr oss

any gr oup b oundary.

� L et f (S) b e the numb er of �nishe d no des (having parent = nul l) and F (S) b e the numb er of gr oups

that have at le ast one �nishe d no de. W e say such a gr oup is �nished . Note ther e may b e un�nishe d

no des in a �nishe d gr oup.

� L et l (S) b e the numb er of le aves (i.e., no des that ar e not p ointe d to by any parent p ointer).

Lemma 3.5. T r ansition p aths ar e b ounde d. That is, the length of a p ath S0 ! S1 ! S2 ! � � � is b ounde d.

Pr o of: De�ne SUMDIST (S) , SUMDEPTH (S) , and Q(S) as follo ws.

SUMDIST (S) =
P

x : no de

d(x; x 's parent );
SUMDEPTH (S) =

P
x : no de

depth (x); and

Q(S) = ( f (S); � SUMDIST (S); SUMDEPTH (S)) ;

where depth (x) is the n um b er of hops from the ro ot of the tree x b elongs to. d(x; x 's parent ) is the distance

b et w een x and its paren t. Again for tec hnical con v enience, if x 's parent p oin ter is invalid w e consider it has

a v alue larger than an y other d(y; z) for z 6= invalid . Similarly , if x 's parent is null , it tak es a v alue smaller

than an y other d(y; z) for z 6= null .

If w e in tro duce a lexicographical order among triples Q(S) , it is easy to see Q(S) strictly increases b y a single

transition step. That is,

S ! S0 ) Q(S) < Q (S0):

In fact, ! f increases f (S) , ! n do es not c hange f (S) and increases � SUMDIST (S) , and ! t do es not c hange

f (S) , nev er decreases � SUMDIST (S) , and increases SUMDEPTH (S) .

Since all quan tities of the triples are clearly b ounded ab o v e, w e ha v e pro v ed transition paths are b ounded.

Lemma 3.6.

1. If S satis�es w(S) > N � F (S) , then ! n is applic able to S . That is, ther e exists S0
such that S ! n S0

.

2. If S satis�es l (S) � f (S) � N , f (S) � 1, and ! n is not applic able to S , then ! t is applic able to S .

Pr o of:

1. If w(S) > N � F (S) ( = the n um b er of un�nished groups), either of the follo wing m ust hold.

� There is an un�nished group ha ving more than one outgoing in ter-group edges.

� There is a �nished group ha ving an outgoing in ter-group in ter-group edge.

An outgoing e dge is a parent p oin ter p oin ting to a no de outside the group. In the former case, let t w o

of suc h edges b e (A; B ) and (C; D) . A and C b elong to one group, sa y X , while neither B nor D b elong

to X . Th us, a transition b y ! n that either mak es A one of C 's c hildren or vice v ersa, is applicable. In

the latter case, let one suc h edge b e (A; B ) and one �nished no de in the group b e P . Th us, a transition

b y ! n that mak es A one of P 's c hildren is applicable.

2. W e split the pro of in to t w o cases, (i) l (S) � f (S) > N , and (ii) l (S) � f (S) = N .

(i) l (S) � f (S) > N :

W e ha v e at least one group X that satis�es:

l � f > 1

where l and f denote the n um b er of lea v es in X and the n um b er of �nished no des in X , resp ectiv ely .

Let a1; a2; � � � al b e the lea v es in X ( l � 2). Let ai; 1 = ai and ~ai = ( ai; 1; ai; 2; � � � ; ai;n i ) ( i = 1 ; � � � ; l ) b e

c hains of parent p oin ters starting from ai . That is, ai;j is a c hild of ai;j +1 ) for all i and j ( 1 � i � l ,

1 � j � ni � 1).

W e argue b y con tradiction that all but one of suc h c hains m ust b e en tirely in X . Let us assume w.o.l.g.

neither of ~a1 nor ~a2 are in X . Then there are j and k ( 1 � j � n1 � 1 and 1 � k � n2 � 1) suc h that

a1;j and a2;k 2 X , and a1;j +1 and a2;k +1 62X . Then a transition b y ! n that connects a1;j and a2;k

should b e applicable. This con tradicts the assumption that ! n is not applicable in S .

No w w e ha v e l � 1 c hains en tirely in X . Since l � f � 2 ( ) l � 1 � f + 1 ), at least t w o of them m ust

merge at some no de in X . Let a no de at whic h t w o merges b e A , and B and C the c hildren of A on the
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t w o c hains. It remains to sho w w e ha v e either ( : is_closer (B; A; C ) ) or ( : is_closer (C; A; B ) ), so either

B or C can trigger ! t . By Lemma 3.2, w e ha v e

max (d(A; B ); d(A; C )) � d(B; C );

from whic h w e can deriv e:

max (d(A; B ); d(A; C )) � d(B; C )
, d(A; B ) � d(B; C ) or d(A; C ) � d(B; C )
, d(B; A ) � d(B; C ) or d(C; A) � d(C; B )
) : is_closer (B; A; C ) or : is_closer (C; A; B ):

(ii) l (S) � f (S) = N :

If w e ha v e one group X that satis�es:

l � f > 1;

then the same discussion as (i) applies. In the remaining case all the groups satisfy:

l � f = 1 :

Let X b e an y group. As in (i), consider the l c hains starting from a no de in X . If all the l c hains are

en tirely in X , t w o of them m ust merge in X , and the follo wing argumen t is the same as (i). Therefore

eac h group has exactly one c hain outgoing from the group. Then w e ha v e N in ter-group edges, i.e.,

w(S) � N . This implies, ho w ev er, ! n is applicable b ecause f (S) � 1 ) F (S) � 1 ) w(S) � N >
N � F (S) .

Theorem 3.7. A long any p ath of state tr ansitions starting fr om any state I , we r e ach within �nite steps a

state S1 satisfying:

1. w(S1 ) � N � F (S1 ) , and

2. l (S1 ) � f (S1 ) � N � 1.

Pr o of: F rom Lemma 3.5, an y transition path I = S0 ! S1 ! � � � is b ounded, therefore reac hes a state S1

in whic h neither ! n nor ! t (or ! , for that matter) is applicable. Lemma 3.6 sho ws in this state w e ha v e b oth

of the ab o v e prop erties.

R emark 1:. As a sp ecial case where D = D (i.e., no edges are blo c k ed inside a group of D ), w e ha v e N = N .

In this case the theorem implies that, for su�cien tly long transfers, the n um b er of edges b et w een groups reac hes

the optimal N � F (S) . Replicating a �le from F (S) groups to the rest will clearly need N � F (S) in ter-group

edges. F or b eing close to a list, the second bullet of the theorem implies that the n um b er of branc hes, e�ectiv ely

calculated b y l (S) � f (S) , is the optimal N � 1. T o see this is optimal in general, consider a net w ork con�guration

sho wn in Figure 3.4, whic h forces in ter-group edges to form a star.

R emark 2:. Recall that the theorem applies to any decomp osition deriv ed from is_closer. If the net w ork has

m ultiple lev els of hierarc hies, (e.g., inside a cluster, clusters inside a LAN, LANs in a campus/corp orate area,

and LANs in wide area), and is_closer can descriminate all of them, our algorithm sim ultaneously optimizes

all the lev els. F or example, let us sa y w e ha v e N1 LANs and N2 clusters and f (S) = 1 as the usual case.

If w e assume is_closer can descriminate in tra-cluster, in ter-cluster but in tra-LAN, and in ter-LAN edges, and

the net w ork con�guration allo ws all connections, our algorithm con v erges to a state in whic h w e ha v e N1 � 1
in ter-LAN edges and N2 � 1 in ter-cluster edges.

4. Ev aluation.

4.1. Implemen tation. W e ha v e implemen ted the describ ed algorithm in Ja v a. This is executable on

common computers supp orting Ja v a and TCP/IPv4 proto col. W e con�rmed the program runs on Solaris (sparc),

Lin ux (x86), Windo ws (x86), and T ru64Unix (Alpha). Stopping some no des in the middle of a distribution task

did not prev en t an y of the remaining no des from �nishing the task, con�rming its fault-tolerance.
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Finished Node (and only it can be connected to by other's group.)

Leaf Node

N = 4
l(S) = 4
f(S) = 1
l(S)-f(S) = 3 = N-1

Data Flow
Group

Fig. 3.4 . A n example wher e the optimal value of l (S) � f (S) is N � 1

4.2. Single Cluster Exp erimen ts. First, w e ran some exp erimen ts in a single cluster. The cluster

consists of 16 no des. Eac h no de has t w o Alpha CPUs and a lo cal hard-disk. Net w ork cables of no des are

connected to a 100Mbps switc h. Lo cal disk bandwidth is faster than net w ork, so it do es not rev eal as a

b ottlenec k. CPU is also fast enough.

W e initially let one no de ha v e 500MB �le, and others ha v e no data. Since there is only a single cluster,

NearP aren t optimization do es not pla y an y role in this exp erimen t. So this exp erimen t is to see the e�ect

of T ree2List. In addition to T ree2List, w e ran the base algorithm without an y optimization, c hanging the

maxim um n um b er of c hildren eac h no de can serv e, from one to �v e. They clearly demonstrate ho w imp ortan t

is it to mak e the transfer tree close to a list.

The time whic h the distribution tasks sp en t is sho wn in Figure 4.1.

In this result, it is clear that the a v erage distribution time increases as the maxim um n um b er of c hildren

increases. The graph also indicates that, in this particular exp erimen t, limiting the n um b er of c hildren to one

yields the b est result. That is, restricting the shap e of the transfer tree to a list in the �rst place is b etter than

our T ree2List strategy whic h �rst forms an arbitrary tree and then tries to dev elop it to a list. W e b eliev e,

ho w ev er, our strategy has sev eral adv an tages. First, no des ma y not b e able to form a list in the presence of

�rew alls etc. In suc h cases, one m ust fall bac k to a tree. Second, forming a list in the b eginning ma y tak e m uc h

longer than forming a tree, esp ecially when the n um b er of no des b ecomes large, since a list can only gro w one

no de at a time.

4.3. Multiple Cluster Exp erimen ts. Next, w e made exp erimen ts in sev en clusters illustrated in Fig-

ure 4.2. They are all placed in the campus of Univ ersit y of T oky o.

� An IBM Lin ux cluster called �istbs� con tains 70 no des. W e used all of them for the exp erimen t. No des

within a cluster are connected via 1Gbps links. A no de in this cluster is the source no de in this

exp erimen t. Bandwidth from/to other clusters b elo w is p o or 100Mbps.

� A SunFire15K SMP called �istsun� has 70 CPUs, of whic h w e used 20. W e used this mac hine as if it

w ere 20 separate no des. It has a 100Mbps NIC shared b y all CPUs. Replication of 300MB data among

20 no des inside istsun tak es ab out 70 sec, where the throughput is ab out 34Mbps. This seems due to

disk I/O bandwidth.
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Fig. 4.1 . Performanc e in a single cluster

� A cluster of clusters called �k ototoi� con tains three cluster eac h ha ving 16 no des. Net w ork sp eed is

100Mbps inside eac h cluster. Throughput b et w een t w o of the three is sev eral h undreds Mbps. Ha ving

more than one connection to a single cluster easily saturates the link. No no des outside k ototoi cannot

directly connect to inside it.

� An HP Alpha cluster called �o xen� con tains 16 no des, whic h is the same cluster in Section 4.2. There

are t w o (and only t w o) gatew a y no des that can connect to and can b e connected from outside the

cluster.

� A Lin ux cluster called �marten� eac h of whic h runs Lin ux inside VMW are. Its con�guration is almost

the same as a cluster in k ototoi.

� F or connectivit y , an y no de can connect to istsun no des and the gatew a ys of o xen. Also, istsun and

istbs are in the same virtual LAN, so no des in the t w o clusters can directly connect to eac h other.

Connections to remaining no des from other clusters are blo c k ed.

W e compared the follo wing algorithms.

Random tree: The base algorithm without an y heuristics, with no limit on the n um b er of c hildren for eac h

no de.

NearP aren t only: The base algorithm + NearP aren t. No T ree2List.

T ree2List only: The base algorithm + T ree2List. No NearP aren t.

NearP aren t + T ree2List: Use b oth T ree2List and NearP aren t.

Man ual: Fix the transfer route that w e consider will b e the b est, as follo ws; istbs connects to istsun via one

in ter-cluster edge. It is branc hed in to three inside istsun. They go to k ototoi, o xen, and marten. Inside

clusters, there are no branc hes. The throughput should b e close to 100Mbps / 3 = 33Mbps, determined

b y the three outgoing edges from istsun, whic h share a single 100Mbps NIC.

In Figure 4.3, the results are presen ted. Not surprisingly , �Man ual� is the fastest. NearP aren t + T ree2List

ac hiev ed an o v erhead of 50-100% to the man ually tuned transfer and more than four times faster than the

random tree.

Figure 4.4 sho ws that the n um b er of in ter-cluster edges and distribution time ha v e a strong correlation.

This result con�rms that reducing in ter-cluster (and in ter-subnet) edges strongly a�ects p erformance of

replication among man y no des.



80 T ak ashi Hoshino, Kenjiro T aura, T ak ashi Chik a y ama

istbs 70 nodes

kototoi 16x3 nodes

istsun 20 nodes

Root

Max 100Mbps Data Route

oxen 16 nodes

marten 14 nodes

Internet

Gateway Node

Fig. 4.2 . Condition of 7 clusters

5. Related W ork.

5.1. Minim um Spanning T ree Construction. MST construction is a commonly used tec hnique for

optimizing �o ws in net w orks. There ha v e b een a n um b er of published algorithms and their applications [2 , 6, 1].

It is comp elling to mo del our problem b y a general w eigh ted graph, with the goal b eing a tree that has a small

w eigh t and a small n um b er of branc hes.

W e considered approac hes along this line and then abandoned them for sev eral reasons. First, from theoretical

p oin t of view, minimizing the t w o criteria at the same time is imp ossible for general w eigh ted graphs, so w e m ust

mak e a di�cult (and somewhat arbitrary) decision ab out ho w to trade one for the other. F rom the practical side,

building an MST for general w eigh ted graph in fault-toleran t and self-stabilizing manner is already complex to

implemen t. Finally , t ypical real net w orks ha v e a relativ ely simple structure w e can (and should) exploit. That

is, no des close to eac h other in terms of ph ysical pro ximit y can logically connect to eac h other at some lev el

and b elo w. Therefore these no des should b e able to form a list en tirely within the clique. W e ha v e sho wn this

is in fact p ossible with a v ery simple hill-clim bing with fault-tolerance and adaptiv eness.

5.2. Application-Lev el Multicast and CDN. Our w ork is in spirit similar to a n um b er of w ork on

application-lev el m ulticast and con ten t distribution net w orks (CDN). Our optimization criteria are di�eren t

from them, particularly in that w e try to reduce the n um b er of branc hes.

ALMI [9 ] uses a cen tralized tree managemen t sc heme and mak es MST for go o d p erformance. End System

Multicast [7 ] tak es b oth latency and bandwidth in to accoun t when making a tree of end-hosts. In [12 ], CAN [11 ]

is used for the infrastructure of m ulticast. Ba y eux [15 ] uses T ap estry [14 ] that is also con ten t-addressable

net w ork. Ov ercast [8 ] is a m ulticasting system that ac hiev es b oth small latencies and high throughput. The

main application of these systems is m ultimedia streaming to widely distributed no des. In suc h settings, it is

imp ortan t to b ound latencies b ecause the application ma y b e an in teractiv e m ultimedia application. Also in

CDNs, the main criteria are latencies and tra�c load balancing, rather than deliv ering as m uc h bandwidth

as p ossible. So researc hes ab out CDN suc h [10 , 4 , 3 ] mainly concern ho w to allo cate replicas of con ten ts,

and ho w to redirect user requests to appropriate replicas. On the other hand, it is less imp ortan t for suc h

applications to squeeze the a v ailable bandwidth of lo cal area net w orks, b ecause there are t ypically a small

n um b er of participating no des within eac h net w ork. In con trast, our �le replication do es not ha v e to optimize
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latencies aggressiv ely , b ecause the �rst priorit y is on the completion time of transferring large �les. It is also

v ery imp ortan t to utilize LAN bandwidth as m uc h as p ossible, as the t ypical usage will b e to cop y large �les

to man y no des in clusters. These di�erences lead them to di�eren t optimization criteria, with ours including a

unique T ree2List heuristics.
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6. Summary and F uture W ork. W e ha v e describ ed a large �le distribution algorithm that realizes

scalabilit y , adaptiv eness, fault-tolerance, and e�cien t use of bandwidths. It is based on a simple distributed

algorithm with simple lo cal heuristics to optimize transfers. W e formalized and pro v ed the prop erties of our

algorithm and argued that this giv es a go o d result in practical settings. Our system will b e useful for setting

up a n um b er of clusters and preparing wide-area distributed computations with a large data. Ev aluations

sho w that our implemen tation is e�ectiv e in real en vironmen t consisting of o v er 150 no des across sev en clusters

campus-wide.

Our curren t implemen tation of the proto col is not secure. An y malicious no de can participate in the replica-

tion and breaks the in tegrit y . T o b e a useful to ol for distributed computing, w e m ust use a suitable authen tication

when no des connect to eac h other. While in tro ducing secure authen tications is p ossible, this ma y increase the

cost of deplo ying suc h to ols, whose v ery purp ose will b e to help main tain a large n um b er of no des easily . W e

m ust study ho w to main tain ease of installation and use of this to ol while ac hieving a reasonable lev el of securit y .
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App endix A. Omitted Pro ofs. In this section w e abbreviate is_closer to C.

A.1. Lemma 3.1. Let V b e the set of all no des. W e in tro duce an unkno wn xAB for eac h A; B 2 V . F or

eac h triple (A; B; C ) suc h that C(A; B; C ) is true, w e generate a constrain t xAB < x AC . W e then unify xAB

and xBA for all A; B 2 V , replacing all o ccurrence of one with the other. W e are going to sho w there are no

lo ops of constrain ts xAB < x CD < � � � < x AB , th us the constrain ts are satis�able. When w e ha v e pro v ed this,

w e let d(A; B ) = xAB , for all A; B 2 V .

T o b egin with, w e sho w the follo wing:

xAB < � � � < x Y Z

) C (A; B; Z ) or C(A; B; Y );

b y induction on the length (the n um b er of inequalities) of the lefthand side n .
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1. n = 1 :

Observ e w e m ust ha v e A = Y , A = Z , B = Y , or B = Z since this constrain t w as generated from C.

When A = Y , xAB < x Y Z ) xAB < x AZ ) C (A; B; Z ) . Other cases are similar.

2. Assume the claim holds up to n � 1 and no w w e ha v e

xAB < x CD < � � � < x Y Z

of length n . By induction h yp othesis, w e either ha v e:

(a) C(C; D; Z ) , or

(b) C(C; D; Y ) .

By xAB < x CD , w e either ha v e:

(i) A = C and C(A; B; D ) ,

(ii) A = D and C(A; B; C ) ,

(iii) B = C and C(A; B; D ) , or

(iv) B = D and C(A; B; C ) .

Since (a) and (b) are similar w e only pro v e the case (a) b y analyzing the four cases (i)�(iv).

(i) C(A; B; D ) and C(A; D; Z )
) C (A; B; Z )

(ii) C(A; B; C ) and C(C; A; Z )
) C (A; B; C ) and C(A; C; Z )
) C (A; B; Z ) .

(iii) C(A; B; D ) and C(B; D; Z )
) C (B; A; D ) and C(B; D; Z )
) C (B; A; Z ) ) (A; B; Z ):

(iv) C(A; B; C ) and C(C; B; Z )
) C (B; A; C ) and C(B; C; Z )
) C (B; A; Z ) ) (A; B; Z ) .

No w w e pro v e b y con tradiction there are no lo ops:

xAB < � � � < x Y Z < x AB :

By the ab o v e induction, w e either ha v e:

(a) C(A; B; Z ) or,

(b) C(A; B; Y ) .

By xY Z < x AB , w e either ha v e:

(i) Y = A and C(A; Z; B ) ,

(ii) Y = B and C(B; Z; A ) ,

(iii) Z = A and C(A; Y; B ) , or

(iv) Z = B and C(B; Y; A) .

W e see com bining an y of (a)�(b) and an y of (i)�(iv) will lead to con tradiction. W e only pro v e case (a) since (b)

is similar.

(i) C(A; B; Z ) and C(A; Z; B )
) false.

(ii) C(A; B; Z ) and C(B; Z; A )
) C (B; A; Z ) and C(B; Z; A )
) false.

(iii) C(A; B; Z ) and Z = A ) false .

(iv) Same as (iii).

A.2. Lemma 3.2. Analyze the three cases, (i) d(A; C ) < d (A; B ) , (ii) d(A; B ) < d (A; C ) , and (iii)

d(A; B ) = d(A; C ) . Pro v e eac h case b y con tradiction.

(i) Let us assume d(A; C ) < d (A; B ) < d (B; C ) . Then,

d(A; C ) < d (A; B ) and d(A; B ) < d (B; C )
) d(A; C ) < d (A; B ) and d(B; A ) < d (B; C )
) C (A; C; B ) and C(B; A; C )
) C (A; C; B ) and C(A; B; C )
) false.
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(ii) Similar to (i).

(iii) Let us assume d(A; B ) = d(A; C ) < d (B; C ) . Then,

d(A; B ) = d(A; C ) and d(A; C ) < d (B; C )
) d(A; B ) = d(A; C ) and d(C; A) < d (C; B )
) d(A; B ) = d(A; C ) and C(C; A; B )
) d(A; B ) = d(A; C ) and C(A; C; B )
) d(A; C ) = d(A; B ) and d(A; C ) < d (A; B )
) false .
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