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Abstract.

The Grid approac h pro vides a vision to access, use, and manage heterogeneous resources in virtual organizations across m ultiple

domains and organizations. This pap er foremost analyses some of the issues related to establishing trust and reputation in a

Grid. In tegrating reputation in to qualit y managemen t pro vides a w a y to reev aluate resource selection and service lev el agreemen t

mec hanisms. W e in tro duce a reputation managemen t framew ork for Grids to w ork to w ard facilitating the complex task of impro ving

the qualit y of resource selection. Based on comm unit y exp erience w e adapt trust and reputation of en tities through sp ecialized

services. Simple con textual qualit y statemen ts are ev aluated in order to e�ect the reputation for a monitored resource. A dditionally ,

w e in tro duce a no v el algorithm for ev aluating Grid reputation b y com bining t w o kno wn concepts using eigen v ectors to compute

reputation and in tegrating global trust.

1. In tro duction. The Grid approac h [18 , 21 ] pro vides a vision to dev elop an en vironmen t for co ordinated

resource sharing and problem solving in dynamic, m ulti-institutional virtual organizations under qualit y-of-

service constrain ts [5 , 10 ]. Ho w ev er, optimal use of these distributed services and resources requires not only

kno wledge ab out the capabilities of the resources, but also the assurance that the a v ailable and requested

capabilities can b e used successfully . Grid users are faced with questions suc h as whic h resources are a v ailable

remotely , whic h capabilities these resources ha v e, whether one is authorized to use these resources, whether the

information for a resource selection is accurate, and on whic h resources a task is lik ely to execute with the most

success.

In a t ypical Grid scenario users iden tify p ossible candidate resources through metainformation obtained

from directories, databases, or registries. Ho w ev er, the curren t generation of Grid information services pro vides

only the most elemen tary information to guide qualit y-of-service based resource selection. F or example, the

Globus T o olkit Monitoring and Directory Service (MDS) [19 ] pro vides a limited set of information ab out Grid

resources, including static and p ossibly dynamic attributes and prop erties. In man y cases the information

returned b y this service is costly to obtain, inaccurate, or outdated and do es not in tegrate a resource selection

service. W e observ e that, similar to Heisen b ergs uncertain t y principle [13 ], the more v ariabilit y (momen tum),

the information in regards to a resource attribute con tains, the less w e can predict the accuracy of its v alue at

a time, and vice v ersa. This principle is of esp ecial imp ortance if w e consider the use of m ultiple resources in

a co ordinated fashion, m ultiplying this e�ect. F urthermore, the sp oradic nature of the Grid and its measured

v alues as w ell as the p ossibilit y of in tegrating ad ho c services [21 ] in a Grid en vironmen t for whic h no historical

data is a v ailable, p oses a sev ere limitation on the curren t generation of prediction services. A dditionally , w e often

lac k information pro vided on the qualit y of the participating en tities, similar to an In ternet shopping site, whic h

classi�es included items while augmen ting them with information not only ab out functionalit y , app earance,

a v ailabilit y , and price, but also ab out appreciations and ratings b y its shopp ers.

In our framew ork w e prop ose a probabilistic preselection of resources based on lik eliho o d to deliv er the

requested capabilit y and capacit y . Suc h a service can b e in tegrated in to a qualit y-of-service managemen t

framew ork [7] to enable the reev aluation of the e�ectiv eness of qualit y-of-service p olicies and service lev el

agreemen ts.

This motiv ated us to design a reputation framew ork for Grids to assist in the selection pro cess for resources

while in tegrating the notions of trust and reputation. T rust is already a critical parameter in the decision-making

pro cess of sev eral p eer-to-p eer (P2P) framew orks. Reputation is computed b y using a trust rating pro vided b y

users of services through a feedbac k mec hanism. Reputation-based service and pro duct selection ha v e pro v ed

to b e a great asset for online sites suc h as eBa y [9] and Amazon [3].

Hence, w e prop ose a framew ork that selects through a hierarc hical pro cess, with the help of sophisticated

Grid service, sets of resources and services as suitable candidates to ful�ll qualit y-of-service requiremen ts. This

includes the selection of trusted resources that b est satis�es application requiremen ts according to a prede�ned
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trust metric. Therefore, w e prop ose that our hierarc hical resource selection pro cess b e augmen ted b y qualitativ e

and quan titativ e exp eriences based on previous transactions with resources so w e can in tegrate this exp erience

in future resource selections.

W e en vision suc h a reputation system for Grids, in whic h resources and services are rank ed based on the

reputation they obtain. Generating a reputation or establishing trust b y en tities (resources, services, and

individuals) in regards to their a v ailabilit y and capabilit y . W e b eliev e that suc h a reputation service framew ork

is of crucial imp ortance for Grid computing to increase reliabilit y , use, and p opularit y . T rust and reputation

serv e as an imp ortan t metric to a v ert the use of underpro visioned and malicious resources; they pro vide the

abilit y to simplify the selection pro cess while fo cusing �rst on qualitativ e concerns.

Consider a Grid en vironmen t that agglomerates exp ensiv e and sp ecialized resources including high-p er-

formance serv ers, storage databases, adv anced scien ti�c instrumen ts, and sophisticated services to visualize

macromolecules [22 ] or nanomaterial [4 ] structures. Suc h an en vironmen t requires reliable ad ho c Grid services

to ful�ll the necessary qualit y-of-service required b y secure real-time use. F urthermore, the sp oradic and time-

limited nature of the services and resources used ma y result in a lac k of historical data, p osing sev ere limitations

on existing prediction services.

Comm unit y-based adaptiv e metrics suc h as trust and reputation serv e as building blo c ks to supp ort our

qualit y-of-service requiremen ts. W e emphasize that the self-ev aluation of a service m ust b e an in tegral part of

the Grid arc hitecture in order to increase reliabilit y and predictabilit y . Consider the case in whic h a service

claims it will pro vide a particular lev el of qualit y and engages in a service lev el agreemen t with another service.

Assume that this service fails to deliv er the promised agreemen t. Suc h a scenario migh t exist when the metrics

a v ailable for selection do not coincide with the goals. Cho osing a more reliable service can a v oid this problem.

But ho w do w e kno w that another service is more reliable?

Concretely , if w e try to transfer 10 Gb ytes of data b et w een remote resources through a net w ork, w e migh t

b e tempted to select a net w ork path with the highest observ ed p eak throughput. Ho w ev er, if the net w ork gets

in terrupted and the transfer w ould fail, the measuremen t and metric m ust tak e this in to accoun t. W e cannot

rely on a service that selects the route for transfer based only on a simple bandwidth measuremen t. Rather,

w e require a service that ev aluates the promised agreemen t and is a v ailable for future reference. Hence, w e are

not only concerned with the qualit y-of-service, but also with the qualit y-of-information [20 ] to establish suc h a

service.

W e need to address in an e�ectiv e qualit y-of-service framew ork the follo wing issues:

1. Iden tify the metrics that are de�ning the service,

2. Implemen t a qualit y-of-service p olicy ,

3. Pro vide measuremen ts that can help selecting resources under metric service lev el agreemen ts,

4. Decide for a service agreemen t,

5. Preselect a n um b er of resources that will lik ely ful�ll the agreemen t,

6. Execute the service,

7. Ev aluate the p olicies b y measuring a successful resp onse,

8. A dapt the strategy if it w as not successful, to select new resources (i.e, return to Step 5).

In this pap er w e will fo cus on Step 8 of this framew ork. Other asp ects are addressed in [2 ].

Our pap er is structured as follo ws. In Sections 2, 4, and 5, w e de�ne the terms trust and reputation and

pro vide an o v erview of the existing reputation systems for the Grids and their limitations. In Section 3, w e

presen t the general requiremen ts of Grid reputation framew ork and service. In Section 6, 7, and 8, w e prop ose

a new algorithm for managing reputation in Grid-based systems and discuss its underlying arc hitecture. After

w e pro vide an o v erview of other related w ork w e summarize future w ork and conclude our w ork.

2. T rust and Reputation. In this section w e de�ne the basic terminology used throughout the rest of

the pap er.

2.1. De�nition: En tit y . F or simplicit y , w e refer to a resource, agen t, service, organization, or user as an

entity . This de�nition allo ws us to sp ecify the term �trust in the most general w a y while applying it to the Grid

approac h.

2.2. De�nition: En tit y T rust. As p oin ted out b y man y researc hers, trust is an am biguous concept

that de�es exact de�nition. Based on economic mo dels [11], ho w ev er, w e can de�ne trust as a commo dit y for

reducing risk in unkno wn situations. Hence, trust has an imp ortan t role in enabling in teractions in an unfamiliar

en vironmen t while w eighing the risks asso ciated with actions p erformed in that en vironmen t. The protection of



T o w ards Reputable Grids 97

trust through economic incen tiv es is an imp ortan t factor to allo w trust to b ecome a stable commo dit y . F or our

prop osed framew ork, trust is the underlying principle that w e determined through lo cal or global in teractions

among en tities and their decisions based on it.

2.3. De�nition: Virtual T rust. So far w e ha v e not discussed the �o w relationships b et w een trustors and

trustees. If a trust v alue in a comm unit y is assigned to an en tit y (the trustor) its trust v alue can b e reused b y a

new trustee who joins the comm unit y and adheres in principle to the same v alues as the comm unit y mem b ers.

In this case w e use the term c ommunity trust , or virtual trust .

2.4. De�nition: En tit y Reputation. Reputation refers to the v alue w e attribute to a sp eci�c en tit y in

the Grid, based on the trust exhibited b y it in the past. It re�ects the p erception that one has of another's

in ten tions and norms. En tit y reputation pro vides a w a y of assigning qualit y or v alue to an en tit y . Reputation

is usually asso ciated with a time factor; it is often gained o v er time, based on qualities attributed to it b y

ev aluations of other en tities. In man y reputation mo dels, reputation decreases quic kly based on adv erse b eha vior.

2.5. De�nition: En tit y Reputation Service. An en tit y reputation service is de�ned as a secure in-

formation service resp onsible for main taining a dynamic and adaptiv e trust and reputation metric within a

comm unit y . En tities in the Grid con tin uously in teract with the reputation service to create a comm unit y rating

mec hanism that co op erativ ely assists their future decisions based on the o v erall comm unit y exp eriences.

3. T rust Mo dels. T o de�ne a trust mo del, w e need to establish trust requiremen ts, assign trust ratings,

and de�ne trust mediation framew orks and algorithms. Because of the div ersit y of the Grid and its comm unities,

w e cannot de�ne a single trust mo del suitable for ev ery case. Instead, w e need to revisit the requiremen ts and

the circumstances in whic h suc h a trust mo del brings added v alue to the Grid infrastructure. Some of the most

common ingredien ts used to design trust mo dels for Grids are neigh b orho o ds, comm unities, virtual organizations,

con tracts, branding, and o wnership.

3.1. Neigh b orho o ds and Comm unities as T rust Mo dels. One of the most common trust mo dels

is based on the de�nition of neigh b orho o ds and comm unities. Here a group of en tities form a relationship

net w ork that can b e used to query ab out the trust the mem b ers ha v e for another en tit y to b e accessed or

used. Neigh b orho o ds are t ypically small p eer-to-p eer groups where eac h mem b er t ypically kno ws the others.

In con trast to this mo del, comm unities con tain man y more mem b ers, and it ma y no longer p ossible that for

mem b er of the comm unit y to kno w the others. In b oth groups, ho w ev er, trust and reputation are established

through standards and common views go v erned b y the comm unities and neigh b orho o ds. Ratings are A dapters

through in terp ersonal comm unication or through publication on a comm unit y-wide scale. A go o d example of a

neigh b orho o d trust mo del is the close in teraction among computational scien tists to in terpret the outcome of a

particular scien ti�c exp erimen t. A go o d example of a comm unit y trust mo del is the collection and publication of

opinions ab out a particular topic. In some cases trusted neigh b orho o ds are established to pro vide the comm unit y

with trust ratings. An example is an editorial b oard for the publication of articles in a scien ti�c journal. The

scien ti�c comm unit y pa ys more atten tion to an article review ed b y its p eers than to an article published on a

unmo derated W eb page.

3.2. Geograph y and P olitical Boundaries as T rust Mo del. A simple w a y to establish neigh b orho o ds

and comm unities is to consider geographical distance or p olitical b oundaries. Being a citizen of a foreign coun try

will b e in most cases require sp ecial clearance to participate in en tities con trolled b y a go v ernmen t or univ ersit y

as is often the case for sup ercomputing cen ters. Geographical constrain ts ma y b e needed in order to restrict

adaptiv e trust algorithms to a n um b er of en tities in close vicinit y . This is often the case for certi�cate authorities

that ha v e branc hes op erating in geographical distributed lo cation to v erify the ph ysical existence of a p erson.

Hierarc hical Grids suc h as the T eraGrid or the Ph ysics Data Grid function in suc h fashion. Although considered

a virtual organization, mem b ership in to this organization sp onsored b y the comm unit y is determined b y lo cal

trust authorities.

3.3. Con tracts as T rust Mo del. A con tract is a binding agreemen t b et w een t w o or more p ersons or

parties. Con tracts are curren tly under m uc h discussion as part of service lev el agreemen ts in QoS-based frame-

w orks suc h as W eb services and Grid services. Here a con tract b et w een en tities is formed and agreemen ts are

cast to ful�ll a particular service. This concept is based on the trust that the agreemen t will b e ful�lled. If

an unrep eatable en tit y is presen t, ho w ev er, the mo del will not function, and adaptations need to b e made to

enforce the agreemen t (e.g., through litigation or punishmen t). One of the earliest suc h mo dels used in Grid
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computing w as exp erimen ted with b y the Ja v a CoG pro ject in 1997 in a high-throughput structural biology

pro ject. Resources w ere put together in a p o ol and if a resource failed to rep ort or the a v erage time tak en b y

other resources to resp ond w as ab o v e a threshold, that resource w as mark ed as unfa v orable and w as c hosen

only if no other resources w ere a v ailable. In other w ords, the resource obtained a certain reputation based on

its con tractual ful�llmen t.

3.4. Ownership as T rust Mo del. Highp erformance computing has traditionally fo cused on o wnership

mo dels. Suc h mo dels are an extension of the comm unit y mo del in whic h, ho w ev er, the o wnership of an explicit

en tit y forms a comm unit y . In the 80s and 90s these mo dels w ere driv en b y sup ercomputer cen ters that o�ered

their users exclusiv e use of sup ercomputers through batc h queuing systems. T o da y , in Grid, the o wnership mo del

is the most common one. W e b eliev e that in future, ho w ev er, w e will see a shift to w ard virtual o wnerships (as

already promoted b y the concept of virtual organizations). Not only will w e see virtual organizations but w e

will also see so on virtual mem b erships to these organizations.

T o apply the concept of o wnership to comm unit y Grids [21 ], one m ust revisit the role of virtual organizations,

institutions, and mem b ers creating them. Since shared resources in a virtual organization are con tributed b y

v arious institutions, an elab orate reputation service is needed, that deals with the fact that resources can b e

part of m ultiple domains and V Os. The di�eren t cases are depicted in Figure 3.1. W e use the follo wing

nomenclature:

n E i de�nes an en tit y with the lab el i that is shared b y n organizations. In case w e do kno w

a p ercen tage of share, w e augmen t it appropriately

p1 :::p n E i where pk de�nes the p ercen tage of o wnership of

organization k . Considering this nomenclature, w e can de�ne use of en tities based on the reputation en tities

obtain. W e note that en tities within organizations can ev aluate eac h other. T o mak e the system w ork, ho w ev er,

w e need to de�ne a v alue-based system across the organizations or main tain reputation for di�eren t comm unities

and virtual organizations.

Fig. 3.1 . Institutions c ontribute in various ways their r esour c es and servic es to p ossibly various virtual or ganizations.

3.5. Use as T rust Mo del. One of the simplest trust mo dels is based on the n um b er of uses. The concept

is the follo wing: the more the en tit y is used, the higher the trust in this resource. Common sense suggests that

when so man y p erceiv e this en tit y as desirable, it m ust b e so. Use statistics ha v e long b een p opular in the

computer industry , although these often giv e a �rst impression of whic h en tities should b e considered, one m ust

mak e sure that the concept of p opularit y is indep enden t of other attributes suc h as securit y or ev en con ten t.

One need only consider p opular but insecure op erating systems on W eb pages with dubious con ten t appreciated

b y a large n um b er of In ternet users that ha v e ac hiev ed more p opularit y than true con ten t driv en pages.

3.6. Branding as T rust Mo del. One other imp ortan t concept in industry that is related to reputation

is br anding . Here the reputation of con tin uously high recommended en tities that b elong to a particular class or

organization ma y create the desire b y other customers to use the same w ell kno wn brand. Branding is usually

in business a go o d concept as outliers of p o or acciden tal ev en ts e�ecting the reputation negativ ely are damp ed.
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In computer science the concept of branding is also often used in regards to organizations and pro ducts deriv ed

from these organizations.

3.7. Time as T rust Mo del. Time is an essen tial v ariable as part of eac h trust mo del. T rust and repu-

tation mo dels ha v e sometimes a wide v ariet y of p oten tial con�icting time assumptions. W e ha v e branding that

clearly augmen ts an en tit y with a reputation that is less time sensitiv e than establishing short term con tracts

b et w een en tities that only deal with one time in teractions. A similar concept to branding is seniorit y with time

in whic h the assumed en tit y b ecomes a seniorit y v alue that is based on exp erience gained through in teraction

with the comm unit y . Statemen ts suc h as I ha v e done it this w a y for y ears, it m ust therefore b e w orking for the

up coming y ears are common.

3.8. Econom y as T rust Mo del. In order to establish a b etter reev aluation metho dology , trust mo dels

can b e augmen ted through economic mo dels. F or example, con tracts can b e signed under exc hange of real or

virtual money , use can b e rew arded through a coup on system, and auctions or mark ets can b e put in place to bid

for the most trusted and capable resources. This approac h naturally can succeed only if a common, con trollable

commo dit y suc h as (virtual) money is used. Business and economic researc h in these areas is plen tiful; indeed

the term virtualization in business mo dels long b efore the Grid comm unit y used these terms [17 ].

3.9. Reputation as T rust Mo del. As indicated earlier, reputation can b e used as a ma jor enhancemen t

to eac h of the mo dels in tro duced. Since reputation de�nes a metric, w e should b e able to use this metric to

select en tities for closer consideration as part of a neigh b orho o d, comm unit y , or virtual organization and help

supp ort mo dels emplo ying economic goals, usage, and to establish con tracts. This is of esp ecial imp ortance

b ecause the time it tak es to query all a v ailable en tities for the b est p ossible �t ma y b e to o large. Hence w e need

to group a class of prop erties of in terest to a particular comm unit y and preselect from the man y thousands or

millions those that giv e the highest lik eliho o d of success.

4. Application of Reputation Related T rust Mo dels. T rust mo dels and use of reputation framew orks

has b een considered in a wide v ariet y of systems. The most visible framew orks ha v e b een used to enhance

business and information services a v ailable for a large comm unit y through the In ternet.

4.1. Review T rust Mo del. One p opular use to establish reputation is to design information p ortals,

similar to C | net [8 ], whic h main tains ratings for pro ducts based on the ratings of an editor. In tegrating feedbac k

from the comm unit y pro vides an additional v alue in order to reev aluate the judgmen t of the editor against input

from a larger comm unit y . Although, the comm unit y feedbac k is not in tegrated in to the editors rating it is still

a v ailable for review. Hence, the consumer m ust review b oth pieces of information to obtain an accurate picture.

Detailed textual reviews are also pro vided to pro vide the consumer with a seman tic explanation on the reason

for the giv en grade b y another consumer. The adv an tages of in tegrating a comm unit y are that the bias of an

editor ma y b e minimized. The disadv an tage is that in v alid resp onses not corresp onding to the editors standard

could result in an incorrect ev aluation.

4.2. Buy ers and Sellers Reputation T rust Mo del. The online auction system eBa y [9] is an imp ortan t

example of successful reputation managemen t. In eBa y's reputation system, buy ers and sellers can rate eac h

other after eac h transaction. The feedbac k system is based on a simple p oin t system, that assigns a p ositiv e

p oin t for a p ositiv e feedbac k, No p oin ts for neutral feedbac k, and a negativ e p oin t for a negativ e feedbac k. The

reputation is the summation of all feedbac ks for a buy er or seller o v er the last six mon th. A dditionally , the

feedbac k is classi�ed in a detailed view to b e groups in time p erio ds of the past 7 da ys, the past mon th, and

the past six mon th. E-ba y p oin ts out the a high feedbac k rating not necessarily means a go o d reputation. It �is

a go o d sign, but a consumer �should alw a ys c hec k a mem b er's feedbac k pro�le for an y negativ e remarks. It's

b est not to judge users only on their feedbac k ratings.

4.3. Information Ranking. The searc h engine Go ogle [6, 15 ] pro vides a reputation and trust mo del

based on a metho d called P ageRank that uses the links b et w een pages as input. Here a link from other pages

to the page in question is in terpreted as a p ositiv e sign and indicates that the page has some imp ortance. The

mo del is based on the concept that the more links can b e found the more imp ortan t the page is. A dditionally ,

it w eighs the pages based on the imp ortance of the v oting page.

5. Basis of GridEigenT rust. Before discussing our Grid reputation managemen t framew ork and the

GridEigenT rust algorithm, w e pro vide a short o v erview of curren t researc h e�orts that form the basis of our
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w ork. The GridEigenT rust algorithm is inheren tly based on the p eer-to-p eer (P2P) EigenT rust algorithm [16 ]

and the use of reputation to de�ne ev olving and managed trust in Grids through the in tro duction of global

trust [1]. The GridEigenT rust algorithm com bines these algorithms making it conduciv e for a large Grid

en vironmen t b y increasing its scalabilit y .

5.1. EigenT rust Algorithm for P2P Net w orks. A reputation managemen t algorithm for P2P net-

w orks, called EigenT rust, is in tro duced in [16 ]. W e summarize the main principle but use within this section

the term en tit y instead of p eer in order to pro vide a uniform nomenclature. Ev ery en tit y E i rates other en tities

based on the qualit y of service they pro vide. Therefore, ev ery en tit y E j with whom E i had business will b e

rated with a grade gij ( i
gij
! j ) and is normalized as describ ed in [16]. Hence, for eac h en tit y E j , the normalized

lo cal trust v alue cij is de�ned as follo ws:

cij =
max(gij ; 0)

X

j

max(gij ; 0)
(5.1)

The normalized lo cal trust v alues throughout the P2P domain needs to b e aggregated. This pro cedure can

b e done b y means of a transitiv e trust mec hanism: en tit y E i asks his friends for their opinions ab out other

en tities:

t ij =
X

k

cik ckj (5.2)

where t ij represen ts the trust that en tit y E i puts in en tit y E j based on the opinion of his k friends. The

co e�cien ts are assem bled in to a matrix, C = [ cik ]. Hence, equation (5.2) can b e written in matrix notation as

sho wn in equation (5.3):

~t i = CT ~ci (5.3)

The pro cess of obtaining the trust v alues of friends is rep eated to obtain the transitiv e closure of the matrix.

After n iterations, where n is the rank of the matrix, the transitiv e trust is obtained. F or large n ,

~t i con v erges

rapidly as sho wn in [12 ], to the same v alue

~t . Hence,

~t sho ws ho w m uc h trust the system as a whole has for

ev ery en tit y E i .

5.2. Managing Reputation in Grid Net w orks. In [1, 14 ] sev eral asp ects of trust v alues are considered

as part of a glob al reputation mo del. In this mo del it is assumed that the trust v alues deca y with time. It

is also assumed that the trust mo del should stim ulate organizations to sanction en tities who are not b eha ving

consisten tly in the Grid en vironmen t and who break trust relations. Finally , it is assumed that trust relationships

are based on a w eigh ted com bination of a dir e ct relationship b et w een domains and the glob al reputation of the

domains. The mo del is also based on con texts that, in Grids, can b e n umerous, v arying from executing a

sp eci�c job, to storing information, do wnloading data, and using the net w ork. T o re�ect more accurately the

terminology of the Grid, w e replace the term domain with organization. W e b eliev e that the domain is not an

appropriate division for trust within Grids.

Our goal is to de�ne a form ula for the trust relationship function � , based on the parameters time, con text,

and the organizations in v olv ed.

� Let Oi and Oj denote t w o organizations.

� Let �( Oi ; Oj ; t; c) denote a trust relationship based on a sp eci�c con text c at a giv en time t of Oi to w ard

Oj .

Next w e de�ne � with the help of the follo wing functions:

� Let �( Oi ; Oj ; t; c) denote a direct relationship for the con text c at time t of Oi to w ards Oj , whic h is the

relationship b et w een neigh b oring organizations that ha v e direct relationships b et w een en tities in b oth.

� Let 
( Oj ; t; c) denote the global reputation of Oj for the con text c at time t .

� Let DT T (Oi ; Oj ; c) denote a direct trust table en try of Oi for Oj for con text c. The table records the

trust v alue from the last transaction b et w een Oi and Oj .
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� Let �( t � t ij ; c) denote the deca y function for sp eci�c con text c, where t is curren t time and t ij is the

time of the last up date of DTT or the time of the last transaction b et w een Oi and Oj .

In [1, 14 ], �( Oi ; Oj ; t; c) is computed as the w eigh ted sum of direct relationship b et w een domain and global

reputation of the domain:

�( Oi ; Oj ; t; c) = � � �( Oi ; Oj ; t; c) + � � 
( Oj ; t; c) (5.4)

where �; � � 0, � + � = 1 .

The direct relationship is a�ected b y the time elapsed b et w een in terdomain con tacts, hence

�( Oi ; Oj ; t; c) = DT T (Oi ; Oj ; c) � �( t � t ij ; c) (5.5)

The global trust for domain Oj is computed as


( Oj ; t; c) =

nX

k=1

R(Ok ; Oj ) � RT T(Ok ; Oj ; c) � �( t � tkj ; c)

nX

k=1

(Ok )

(5.6)

where R(Ok ; Oj ) is the recommender's trust lev el, and R TT is usually equal to DTT. Since reputation is

based primarily on what organizations sa y ab out another domain, the recommender's trust factor R(Ok ; Oj )
is in tro duced to prev en t c heating through collusion among a group of domains. Hence, R(Ok ; Oj ) is a v alue

b et w een 0 and 1 and will ha v e a higher v alue if Ok and Oj are unkno wn or ha v e no prior relationship among

eac h other and a lo w er v alue if Ok and Oj are allies through, for example, a virtual organization relationship.

6. GridEigenT rust F ramew ork. In this section w e in tro duce more details ab out our prop osed Grid-

EigenT rust framew ork. W e b egin b y p oin ting out some of the limitations of the t w o other approac hes discussed

in Section 5. Then, w e sho w ho w one can build a more adv anced framew ork b y com bining the t w o approac hes,

while a v oiding their limitations while applied to the Grid.

The eigen v alue approac h discussed in 5.1 is explicitly designed for P2P net w orks. It has not b een applied

to the underlying arc hitecture of Grids that in tro duce virtual organizations, pro viding an ob vious classi�cation

of resources, users, and their reputation that is needed to establish scalabilit y . The approac h discussed in [1]

has sev eral limitations. First, as already p oin ted, the use of the term domain is not appropriate for Grids.

Hence w e ha v e mo di�ed the original form ulation as sho wn in Section 5.2. Second, in case of a large n um b er

of organizations, it will b e costly to compute the global trust (Equation 5.6) b ecause w e will ha v e to consider

all relationships to increase accuracy . T o impro v e scalabilit y , one can compute the global trust among a set

of neigh b ors; ho w ev er, suc h a computation w ould represen t only trust b et w een neigh b ors but not a global

trust v alue. Third, the authors suggest in their study limiting the n um b er of con texts on. Sp eci�cally , the

authors reduced the n um b er of con texts in the study to only three: prin ting, storage, and computing. In

Grid en vironmen ts, ho w ev er, w e deal with man y more con texts. An example is the ev aluation of trust and

reputation for net w ork c haracteristics, an essen tial part of an y Grid infrastructure. F ourth, the function � ,

whic h dep ends on the duration of the in teraction b et w een t w o organizations, m ust b e c hosen carefully . W e

b eliev e that for con texts suc h as �le transfer, a time deca y function ma y ha v e to b e c hosen far larger than the

longest �le transfer to b e considered, otherwise the deca y function ma y in v alidate the reputation ev en b efore

the transaction is completed. Hence, it will b e necessary to in tro duce classes of similar con text, for example,

for �le transfers with di�eren t n um b ers of b ytes. Another limitation is that in the case of net w orks the actual

sp eed b et w een resources could v ary , making it ev en more complex to obtain the prop er trust v alues.

W e design a new algorithm, called Grid EigenT rust, that o v ercomes some of the limitations of these t w o

approac hes. W e apply the EigenT rust algorithm explained in Section 5.1 to address the problems of scalabilit y

and m ultiple con texts; at the same time w e in tro duce a global trust v alue based on the abilit y of institutions to

main tain a trusted Grid en vironmen t and pro vide the high-p erformance comm unit y with reputation services.
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Fig. 6.1 . Example of a distribution of r eputation management fr amework b ase d on r eputation servic es in a Grid.

7. GridEigenT rust Algorithm. W e address the complexit y issue b y in tro ducing a set of reputation

services arranged in hierarc hical graphs. T o illustrate this p oin t, w e consider the scenario sho wn in Figure 6.1.

In this scenario, t w o V Os are depicted con taining t w o organizations eac h. Eac h organization has a set of

en tities. Hence, w e ha v e in tro duced an implicit hierarc h y based on en tities, institutions, and virtual organiza-

tions. W e assign a reputation to the en tities in the lo w est lev el. Based on the reputation of the en tities, the

reputation of the organization gets up dated. Finally w e compute the reputation of a virtual organization b y

using the reputation v alues of all the organizations that b elong to the virtual organization. Our reputation

service can b e reused and in tegrated in eac h lev el of the hierarc h y .

The n um b er of reputation services needed for a virtual organization or institution ma y v ary based on its

implicit size, determined b y the en tities and the hierarc h y they de�ne. Eac h reputation service is resp onsible

for a subset of en tities within the hierarc h y . The reputation services compute the reputation in a collab orativ e,

but distributed, fashion. Under the assumption that the in terc hange of reputation data is secure and can not

compromised, and the time in terv al that a datum is v alid is longer than the Smallest up date, it ma y b e p ossible

to distribute previous reputation v alues from en tities in the net w ork in order to reduce the net w ork o v erhead

for lo okups through a simple cac hing mec hanism. In order to calculate and main tain the reputation, eac h

reputation service uses the GridEigenT rust algorithm describ ed in the next section. T o guaran tee accuracy , the

reputation services m ust exc hange messages with eac h other in a secure w a y and the seman tics of the reputation

service m ust b e secured through a service signature that can b e used to clearly iden tify w ether the service has

b een tamp ered with.

7.1. Calculating T rust. T o describ e our GridEigenT rust algorithm, w e use the notation used in Section

5.2. T o simplify our discussion, w e assume eac h en tit y is in only one organization (compare Section 3.1).

W e establish a trust v alue for eac h en tit y based on v arious con texts it supp orts within an organization. W e

use the term organization trust to refer to a trust v alue for eac h organization. Organization trust di�ers from

other con text trust in that it agglomerates sev eral con text trust v alues to a single one. It re�ects a general

opinion of the reliabilit y of an organization to pro vide accurate information on what resources this organization

supplies. As a result, a reliabilit y trust b et w een organizations can b e calculated quic kly to obtain the global

trust. Although this strategy sounds initially coun terin tuitiv e, it is often used in an economic mo del based on

the trust mo del through branding.

By com bining organization trust and the trust lev el of an en tit y within an organization (for a sp eci�c

con text c at time t ), w e deriv e a reliable trust v alue for the giv en en tit y . W e apply the eigen v ector mathematical

mo del to compute the global reputation of an organization. Curren tly , w e compute the reputation of a virtual

organization as w eigh ted sum of the reputations of all organizations that b elong to the virtual organization.

7.1.1. Calculating the T rust of En tities. T o describ e ho w an organization main tains trust parameters

of its en tities, w e mo dify the notation from Section 5.2. Since w e are calculating trust v alues lo c al ly , (i.e. within
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an organization), w e omit the �rst parameter in the function sp eci�cation � , whic h denotes the en tit y from

whic h the trust v alue w as obtained.

All en tities that use resources or collab orate with users within another organization grade the qualit y and

reliabilit y of the requested en tit y . The o v erall grade of the en tit y is established as the w eigh ted sum of the

previous grade (whic h deca ys with time) and the new grade. It is also imp ortan t to consider ho w m uc h w e trust

the organization from whic h the remote en tit y (i.e., en tit y that giv es the grade) originates its requests.

If � p(E i ; t i ; c) is the previous cum ulativ e grade established at time t i for en tit y E i within con text c, then

gij (t; c) is a new grade giv en b y en tit y from organization Oj , and T(Oj ) , then reliabilit y trust lev el of organization

Oj , is the o v erall new cum ulativ e grade. Then, �( E i ; t; c) can b e calculated as

�( E i ; t; c) =
� (c) � � p(E i ; t i ; c) � �( t � t i ; c) + � (c) � T (Oj ) � gij (t; c)

� (c) + � (c)
(7.1)

where � (c); � (c) � 0.

Equation 7.1 is similar to Equation 5.5 from Section 5.2. Ho w ev er, the parameters � (c) and � (c) re�ect the

con text imp ortance of the latest grade the en tit y receiv ed.

If an organization just joined the Grid, the initial trust v alues will b e set to a lo w initial v alue b ecause the

trust m ust b e earned �rst. Ho w ev er, if the en tit y for whic h w e assign the trust is su�cien tly similar to others in

the already existing Grid, an initial v alue can b e obtained from these in tegrated en tities. W e c hose the lo w est

trust v alue and add as p enalt y a linear correction function.

Let � 0(E i ; t0; c) denote the initial trust v alue for an en tit y E i within our organization for a con text c. Let

�( E i ; t i ; c) denote the cum ulativ e reputation v alue gathered from other en tities (de�ned b y equation (7.1)).

Then the initial trust of the en tit y is the w eigh ted sum of these t w o v alues:

�( E i ; t; c) =

 (c) � � 0(E i ; t0; c) + � (c) � �( E i ; t i ; c)


 (c) + � (c)
(7.2)

where 
 (c); � (c) � 0.

7.1.2. Calculating the Reliabilit y T rust b et w een Organizations. The reliabilit y trust of organiza-

tion Oi to w ard organization Oj re�ects the opinion of organization Oi ab out the qualit y and trust w orthiness of

information organization Oj supplies . Therefore, b esides main taining individual con texts, w e in tro duce global

con text (compare Section 5.2). W e use a similar notation as in Section 5.2, but w e omit the parameter c. If

w e ha v e a priori kno wledge ab out the initial trust information, w e assign this v alue at initialization time of our

algorithm.

Let the initial v alue of trust b e represen ted as C(Oj ) . R eliability trust should b e obtained through the

w eigh ted sum of direct exp erience and global trust v alue of organization Oj .

Direct exp erience can b e calculated in the same w a y as in equation 7.1. It is a normalized w eigh ted sum

b et w een C(Oj ) , the cum ulativ e grade from the previous p erio d � p(Oi ; Oj ; t ij ) and the new grade G(t) .

Users within organization Oi grade the reputation of a certain en tit y E j within organization Oj with

grade �( E j ) . Also, organization Oj adv ertises the qualit y-of-service of this en tit y with grade �( E j ) . Then,

organization Oi will grade reliabilit y of information giv en b y organization Oj with grade G(t) . F or determining

grade G(t) w e ha v e three cases:

� If � 2 [� � �; � � � ], the new grade G(t) is 1.

� If � > � � � , the new grade G(t) is bigger than 1.

� If � < � � � , the new grade G(t) is less than 1, dep ending on ho w m uc h the � di�ers from �
Direct exp erience that organization Oi has with Oj at some time t , �( Oi ; Oj ; t) can b e calculated in the

same w a y as in equation 7.1. It is a normalized w eigh ted sum b et w een C(Oj ) , cum ulativ e grade from the

previous p erio d � p(Oi ; Oj ; t ij ) and the new grade G(t) .

�( Oi ; Oj ; t) =
� � C(Oj ) + � � � p(Oi ; Oj ; t ij ) � �( t � t ij ) + 
 � G(t)

� + � + 

(7.3)

where �; �; 
 � 0.
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Global reliabilit y trust of organization Oj , 
( Oj ; t) can no w b e calculated with the EigenT rust algorithm

explained in Section 5.1. If w e replace cij with �( Oi ; Oj ; t) in Section 5.1, w e obtain a matrix C = [�( Oi ; Oj ; t)] ,

and initial v ector

~T0 = t0(i ) , t0(i ) = C(Oi ) . No w w e ha v e all the ingredien ts to apply a p o w er iteration for

computing the principal eigen v ector of CT
, whic h represen ts global reliabilit y trust v alues for organizations in

Grids.

W e can summarize the basic steps of the algorithm as follo ws:

En tit y E i within organization O1 w an ts to use en tit y E j within organization O2 in the con text c at time t .

� Consider the reliabilit y trust of O2 computed using the EigenT rust algorithm, 
( O2; t) .

� Ask E i ab out �( E j ; t; c) , the trust v alue of organization E j within organization O2 .

� In calculating the o v erall trust v alue for en tit y E j , in form ula (5.4) replace 
( E j ; t; c) with 
( O2; t) �
�( E j ; t; c)

� Compute the o v erall trust for the en tit y �( E i ; E j ; t; c) with form ulas (5.4) and (5.5).

After computing the trust v alues, w e can compare them to suggest the resource with the highest reputation.

Mo di�cations, suc h as the in tro duction of a statistical selection algorithm based on random v ariables, are

p ossible.

This com bined approac h has sev eral adv an tages. First, the algorithm con v erges rapidly and in tro duces less

o v erhead than computing global trust v alues for individual en tities within ev ery con text. One of the reasons

is that the n um b er of v alues for computation is not to o large b ecause w e are computing global trust v alues of

organizations through hierarc hies, not an o v erall p o ol of individual en tities. Second, organizations will mak e

an e�ort to rep ort accurate trust information ab out their en tities b ecause wrong information will b e p enalized,

lo w ering the global trust of the organization.

8. Reputation Service Arc hitecture. The arc hitecture of an individual reputation service is sho wn in

Figure 8.1. It consists of a collection manager, computation manager, storage and collection manager, and

rep orter. The collection manager is resp onsible for ev aluating the qualit y statemen t describing the requested

reputation, and collecting relev an t data from the en tities suc h as resources and users. It giv es the collected

data to the computation manager. The computation manager computes the reputation v alues of en tities based

on the con text sp eci�ed and giv es the result to the storage manager, whic h stores the v alues to main tain a

global and historical view. The rep orter con tacts the storage manager to rep ort the reputation v alues whenev er

queried b y some en tit y in the Grid.

Fig. 8.1 . A r chite ctur e of a r eputation servic e.

Hence, when an application submits a request for a service cast in a qualitativ e statemen t to the reputation

service, the reputation service ev aluates the statemen t and computes the reputation for all the en tities pro viding

the required service using the heuristics explained in Section 7.1. It con tacts other reputation services if required

and returns the information regarding the services and their reputation bac k to the requester. The requester

can decide to select the service b y lo oking at the reputation v alues. This pro cedure can b e easily mo di�ed for

enabling and enhancing automating resource selection decisions in the Grid.
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9. Conclusion and F uture W ork. In this pap er, w e ha v e describ ed a framew ork for calculating repu-

tation in Grid-based system. The pap er w as mostly fo cused on issues that ha v e to b e addressed while w orking

to w ard Grid services that in tegrate reputation concepts in to their functionalit y . W e ha v e iden ti�ed sev eral of

these issues. Second w e ha v e exp erimen ted with an arc hitecture and algorithm to gain exp erience with this new

area of researc h for the Grid comm unit y . W e ha v e iden ti�ed a framew ork and algorithm, that is a com bination

of other researc h e�orts. The underlying algorithm is based on in tro ducing a global trust v alue that is up dated

with an eigen v alue based trust calculation algorithm. A t presen t w e are enhancing and ev aluating our framew ork

b y in tro ducing a v ariet y of reputation measuremen ts that are con trolled through adaptiv e parameters.
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