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�

Abstract. Large p ortions of the W eb are buried b ehind user-orien ted in terfaces, whic h can only b e accessed b y �lling out forms.

T o mak e the therein con tained information accessible to automatic pro cessing, one of the ma jor h urdles is to na vigate to the actual

result page. In this pap er w e presen t a framew ork for na vigating these so-called Deep W eb sites based on the page-k eyw ord-action

paradigm: the system �lls out forms with pro vided input parameters and then submits the form. Afterw ards it c hec ks if it has

already found a result page b y lo oking for pre-sp eci�ed k eyw ord patterns in the curren t page. Based on the outcome either further

actions to reac h a result page are executed or the resulting URL is returned.

Key w ords: form analysis, deep W eb na vigation b y page-k eyw ord-actions

1. In tro duction. The W eb can b e classi�ed in to t w o categories with resp ect to access patterns: the

Surface W eb and the Deep W eb [7]. The Surface W eb consists of static and publicly a v ailable W eb pages, whic h

con tain links to other pages and can b e represen ted as a directed graph. This W eb graph can b e tra v ersed b y

cra wlers (also kno wn as spiders) and the found pages are then traditionally indexed b y searc h engines.

The Deep W eb in con trast consists of dynamically generated result pages of n umerous databases, whic h

can b e queried via a W eb form. These pages cannot b e reac hed b y follo wing links from other pages and it is

therefore c hallenging to index their con ten t. Figure 1 depicts the general in teraction pattern b et w een the user

and a Deep W eb site. The user �lls out the form �eld with the desired information (1) and the W eb form is

sen t to the serv er where it is transformed in a database query . In this phase it is p ossible, that the system

needs further user input due to am biguit y in the underlying data, e.g. there migh t b e to o man y results for a

query , and the user has to pro vide further information on in termediate pages (2). Finally , the W eb serv er has

gathered all necessary information to generate the result page and it is deliv ered to the user (3).

[12 ] disco v ered an exp onen tial gro wth and great sub ject div ersit y of these Deep W eb sites. Among others

they arriv ed at the follo wing conclusions:

� There are appro ximately 43.000�96.000 W eb-accessible databases,

� The Deep W eb is 400�500 times larger than the Surface W eb,

� 95% of the a v ailable data and information on the Deep W eb is freely a v ailable.

T aking in to accoun t this v ast amoun t of high-qualit y data, whic h is geared to w ards h uman visitors, it is not

surprising that man y di�eren t researc h questions are activ ely pursued in this area at the momen t, e.g. v ertical

searc h engines [13 ].

In this pap er w e presen t DNavigator , a framew ork to automate the necessary in teraction steps to obtain

data from Deep W eb sites. The idea is to record the user in teractions from the initial W eb form to the desired

result page. These in teractions are generalized, where t w o di�eren t phases can b e distinguished: the �lling

out and submission of the fron tend form (cf. (1) in Figure 1) and the actions p erformed on in termediate pages

(cf. (2) in Figure 1). Consequen tly , DNa vigator consists of t w o comp onen ts: W eb form analysis and Deep W eb

na vigation mo deling.

This framew ork has b een motiv ated b y the FireSearc h pro ject [15 ], whic h is geared to w ards collecting and

analyzing Deep W eb data at query time. The ultimate extraction and lab eling of data from the result page is

done with the ViPER extraction system [23 ]. Ho w ev er, as the framew ork has b een implemen ted in Ja v aScript

and Ja v a as a Firefo x plugin it could b e used with minor mo di�cations in other pro jects, e.g. for a domain-sp eci�c

Meta Searc h engine, where the relev an t Deep W eb sources could b e in tegrated b y an in terested comm unit y , as

w ell.

The pap er is structured as follo ws: w e start with a description of the t w o main comp onen ts of our framew ork,

namely the analysis of form �elds in Section 2 and the na vigation mo del in Section 3. Section 4 deals with the

in tricacies of implemen ting our researc h protot yp e in the Firefo x bro wser. In Section 5 w e presen t an ev aluation

of our system and in Section 6 w e discuss related w ork. Finally , w e giv e an outlo ok on future w ork in Section 7

and conclude with Section 8.
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Fig. 1.1 . A c c essing a De ep W eb site

2. F orm analysis. W eb forms are omnipresen t: whether the user searc hes for information on Go ogle,

participates in an online v ote, or commen ts an en try in a blog, she alw a ys pro vides information via �lling out

and submitting a form. On a more tec hnical lev el, eac h input elemen t (in the con text of this pap er w e refer to

all elemen ts in the form �eld that can b e pro vided with a v alue, e.g. c hec kb o xes, as input elemen ts) of a W eb

form is asso ciated with a unique ID and on submission of the form the v alue assignmen ts are enco ded as either

GET or POST HTTP request [3 ].

Fig. 2.1 . W eb form with HTML r epr esentation

Figure 2.1 sho ws an example of a simple W eb form. The unique ID for the input elemen t lab eled First

name is s1 and th us the asso ciated HTTP GET request lo oks as follo ws:

GET /search.cgi?s1=Y an g& s2= Wa ng HTTP/1.1

Host: www.example.org

User-Agent: Mozilla/4.0

Accept: image/gif, image/jpeg, */*

Connection: close

In Section 2.1 w e discuss ho w to map user-de�ned lab els on to input elemen ts, while w e deal in Section 2.2

with the problem of dep endencies b et w een di�eren t input elemen ts. Finally , in Section 2.3 w e sho w ho w to

generate a v alid HTTP POST/GET request based on the collected data.
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2.1. Lab eling of Input Elemen ts. Initially for eac h new W eb page w e store all o ccurring forms with

all input elemen ts, IDs and the range of legal v alues (i. e. for drop do wn men u lists, this w ould b e the set of

legal options), in a database for later analysis. Afterw ards the user can load the desired form �eld and lab el the

desired input elemen ts, e.g. in Figure 2.2 the maxim um desired price the visitor is willing to pa y for a used car

has b een lab eled Price-T o. The lab eling of the W eb forms is inspired b y the idea of so cial b o okmarking [14 ]:

eac h user has a p ersonal, ev olving v o cabulary of tags. Here a tag is a com bination of a string lab el with an

XML datat yp e [15 ]. The example in Figure 2.2 sho ws the user v o cabulary in the upp er corner, where the size

of the lab els is determined b y the frequency they ha v e b een used b efore.

Ov erall she has lab eled six input elemen ts, e.g. the desired brand and the mak e of the car. No w w e c hec k

for eac h lab eled input elemen t, if they are static or if there are an y dynamic dep endencies, whic h migh t b e due

to Ajax in teractions with the serv er. Note, that only these input elemen ts of the form can b e used later on for

querying that ha v e b een lab eled in this stage.

Fig. 2.2 . L ab eling of input elements

Our running example is the analysis of a W eb searc h engine for used cars ( http://www.autosc ou t2 4.d e ),

where eac h car mo del dep ends on its car mak e. The other input elemen ts are static, i. e. they do not c hange if

one of the other input elemen ts is c hanging.

2.2. Dep endency Chec k of Input Elemen ts. The dynamic and static com binations are determined

automatically after the user has �nished lab eling the desired input elemen ts based on the follo wing idea: mo dify

the �rst drop do wn men u (only drop do wn men us are curren tly considered as candidates for dynamic elemen ts, all

other input elemen t t yp es are assumed to b e static b y default) and c hec k all other lab eled drop do wn men us, if the

a v ailable options ha v e c hanged. If this is the case, then mo dify the dep enden t drop do wn men u to unco v er la y ered

dep endencies and mark the dep enden t men u as dynamic. After all drop do wn men us ha v e b een c hec k ed, w e mark

all men us that are not dynamic as static. T o a v oid lo ops, w e only c hec k p ossible drop do wn men us that ha v e not

participated in a dep endency in the curren t analysis cycle b efore, e.g. in the example sho wn in Figure 2.2 the

car mo del w ould not b e considered if w e c hec k for further dynamic dep endencies for the car mak e input elemen t.

Figure 2.3 and Figure 2.4 sho w the resulting static and dynamic dep endencies for our running example.

After the dep endency c hec k, the form is submitted and either a POST or GET HTTP request [3] is gener-

ated, whic h enco des the v alue assignmen ts for the input elemen ts. Here w e store the request URL, the action

attribute of the form, and the sp eci�c v alue assignmen ts, whic h are later used for building new requests o�ine.
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Fig. 2.3 . R elation tr e e for static input elements for http://www.autoscout24 .de

Fig. 2.4 . R elation tr e e for dynamic input elements for http://www.autoscout24.d e

2.3. Sim ulation of W eb F orm Beha vior. Using the gathered data w e no w ha v e t w o p ossible options to

sim ulate the W eb form b eha vior: w e can either use the v ariable bindings for the user-de�ned tags to �ll out and

submit the W eb form online, taking in to consideration the dynamic and static dep endencies or w e can directly

generate a POST/GET HTTP request o�ine. F or ob vious reasons, w e usually prefer the o�ine generation, but

as is discussed in Section 5.2 it is sometimes necessary to (automatically) �ll out the W eb form online.

Supp ose the user pro vided the follo wing v ariable bindings for our running car searc h example

Car-Brand=BMW

Car-Model=850

and the originally captured request URL w as

http://www.autos co ut2 4. de /Li st .a spx

with the follo wing searc h part

vis=1&make=9&mod el =16 58 1& ...

No w w e �rst matc h the tags to the corresp onding URL �eld and the string represen tation to the asso ciated

v alue, yielding

make=13

model=1664
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These t w o k ey-v alue pairs can then b e inserted in the original searc h part, whic h giv es us the new searc h part:

vis=1&make=13&mod el =1 664 &. ..

Dep ending if a POST or GET request is required, the v ariable bindings are either enco ded in the b o dy of

the message or directly in the URL.

After the HTTP request is send to the serv er, w e either directly get bac k the result page, or alternativ ely an

in termediate page. In the latter case w e automatically na vigate to the result page based on the Page-Keywor d-

A ction p ar adigm , whic h is presen ted in the next section.

3. Deep W eb na vigation. The na vigation mo del is a crucial part of our system. Based on the mo del

the system can determine an ytime, if it has already reac hed the result page or if it is on an in termediate page.

A dditionally the mo del determines the actions, whic h should b e p erformed for a sp eci�c in termediate page, e.g.

to clic k on a link or �ll out a new form �eld. The k ey idea of our P age-Keyw ord-A ction paradigm is that the

system �rst determines its lo cation (in termediate vs. result page) based on a page k eyw ord and then in v ok es a

series of asso ciated actions if appropriate.

Fig. 3.1 . Navigation pr o c ess

3.1. Deep W eb Na vigation. The o v erall na vigation pro cess is illustrated in Figure 3.1: the user pro vides

the system with a v alue map that con tains for eac h desired input elemen t lab el/v alue com binations. If the form

�eld con tains dynamic input elemen ts for whic h she has pro vided input lab el/v alue com binations w e c hec k if

they are legal. If so, w e subsequen tly �ll out and submit the form �eld with these com binations, whic h yields a

new W eb page (additionally , w e use the information obtained during form analysis for directly generating the

request POST/GET URL; thereb y w e can o�ine mimic the b eha vior of the form �eld). F or this W eb page w e

c hec k, if w e can �nd one of our de�ned k eyw ords (cf. Section 3.2). If so, w e p erform the asso ciated actions

whic h result in a new W eb page and c hec k again if w e are on a in termediate page. The cycle con tin ues as long

as w e can �nd k eyw ords on the W eb page. T o a v oid an in�nite lo op, the user can sp ecify an upp er b ound on the

n um b er of p ossible in termediate pages, after whic h an error message is returned. If w e cannot �nd a k eyw ord

on the curren t W eb page, w e ha v e found the goal page and return its URL.

3.2. In termediate P age Keyw ord. Deep W eb pages are t ypically created dynamically , i. e. data from

a bac kground database is �lled in to a prede�ned presen tation template. Therefore, w e can usually iden tify

�xed elemen ts, whic h are part of the template and are almost iden tical b et w een di�eren t manifestations. After

the form analysis is �nished the user can iterativ ely submit the form with di�eren t options. If an input v alue

com bination leads her to an in termediate page, she can iden tify the relev an t k eyw ord as describ ed in the

follo wing. If she has already reac hed a result page for a v alue com bination no further user in teractions are

required. Note that as long as she is in the con text of the curren tly activ e form �eld, she can also access a

series of in termediate pages and for eac h page sp ecify a series of actions. F or the iden ti�cation of a sp eci�c

in termediate page w e opted for a static text �eld. The reason is that it can b e included in man y HTML elemen ts,

e.g. the div, h2, or the span tag and giv en our template assumption they serv e as a su�cien t discriminatory

factor. Other more adv anced tec hniques based on visual mark ers on the page or more IR-related tec hniques,

suc h as text classi�cation approac hes [19 ], could b e used in this con text as w ell and are planned as future w ork.

In Figure 3.2 w e ha v e mark ed p oten tial candidates for k eyw ords with a rectangle.
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Fig. 3.2 . Interme diate p ages for http://www.autoscout24.de (left) and http://www.imdb.com (right)

The most lik ely candidates whic h are most c haracteristic are encircled with an ellipse, e.g. the error message

for the car searc h service sho wn on the left. After the user has iden ti�ed the k eyw ord in the page, she can no w

sp ecify actions that should b e p erformed in order to reac h the result page.

3.3. In termediate P age A ctions. The ab o v e sp eci�ed k eyw ords can b e used to iden tify in termediate

pages. Ho w ev er, our ultimate goal is to �nd a result page giv en a set of input v alue com binations for the initial

form �eld. Therefore some actions, suc h as clic king on a link or �lling out and submitting a new (in termediate)

form, ha v e to b e p erformed to access the next�preferably result�page. In order to uniquely iden tify the

appropriate HTML elemen ts on whic h the stored actions should b e executed, w e de�ned a path addressing

language called KApath, whic h is a seman tic subset of XP ath [5 ]. In order to access the appropriate action

elemen t, the system �rst �nds the common ancestor of the k eyw ord elemen t and the action elemen t and then

descends do wn w ards in the action elemen t branc h. Afterw ards, the registered actions are executed for the found

action elemen t. Th us, KApath supp orts the follo wing path expressions:

� /No de[@aname

1

=a v alue

1

=] . . . [@aname

n

=a v alue

n

] : The elemen t in the DOM tree that

matc hes the sp eci�ed attribute name-v alue com binations of t yp e No de,

� /P : Immediate paren t no de of curren t no de,

� /P::P : All (transitiv e) paren t no des of curren t no de,

� /P::P/No de[@aname

1

=a v alue

1

] . . . [@aname

n

=a v alue

n

] : The �rst found paren t no de in the

DOM tree that matc hes the sp eci�ed attribute name-v alue com binations starting from the curren t no de

and is of t yp e No de,

� /Child : Immediate c hild no des of curren t no de,

� /Child::Child : All (transitiv e) c hild no des of the curren t no de,

� /Child::Child/No de[@aname

1

=a v alue

1

] . . . [@aname

n

=a v alue

n

] : The �rst found c hild no de

in the DOM tree that matc hes the sp eci�ed attribute name-v alue com binations starting from the curren t

no de and is of t yp e No de.

Figure 3.3 sho ws an example ho w the asso ciated action elemen t in a page can b e referenced with resp ect

to the page k eyw ord with a KApath expression. Here, the TBOD Y no de is the �rst common paren t no de for

b oth (k eyw ord and action) elemen ts. Therefore the system automatically generates a KApath expression whic h

allo ws optional in termediate elemen ts b et w een the k eyw ord and the �rst common paren t no de. F or �nding the

correct action elemen t it is crucial to consider its attributes as w ell.

If the desired action elemen ts ha v e no (e.g. links) or dynamic attributes (e.g. visibilit y), w e additionally

store the absolute path from k eyw ord to action elemen t and the tree structure starting from the common paren t.

Another situation where w e can mak e use of the absolute path is when the HTML page structure has c hanged

and the common paren t no de is still on the same lev el in the DOM tree but in another branc h. The tree

structure is helpful if there are c hanges on the w a y do wn w ards from the common paren t no de.
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Fig. 3.3 . Example KAPath expr ession, which al lows optional HTML elements in the interme diate p age

3.4. Recording User A ctions. Based on the user's bro wsing b eha vior, the system can generate the

complete na vigation mo del. First, she iden ti�es the k eyw ord for an in termediate page b y clic king on the

relev an t text in the W eb page. Then, the system determines the closest surrounding HTML elemen t and stores

the relev an t con text information. Afterw ards, the system monitors the user b eha vior and stores eac h action she

p erforms un til she reac hes a new page. Based on this action log, the system can automatically determine the

paths and tree structures for eac h action.

T o ease the recording of the user actions w e ha v e implemen ted WScript , a HTML action language similar to

Chic k enfo ot [8]. This in termediate script language is con v enien t, b ecause in order to �nd the HTML elemen ts

on whic h the actions ha v e to b e in v ok ed w e ha v e to rely on the na vigation structures de�ned in Section 3.3.

Therefore, the pro vided actions ha v e a na vigation and (if applicable) an input part.

The follo wing t yp es of actions are supp orted b y our system:

� Clic king on links: link(absolute p ath, KAp ath, tr e e structur e) ,

� En tering text in input �elds: enter(absolute p ath, KAp ath, tr e e structur e, element name, element ID,

input value) ,

� Selecting a c hec kb o x or radio button: click(absolute p ath, KAp ath, tr e e structur e, element name, element

ID) ,

� Selecting an option from a drop do wn men u: dr op down(absolute p ath, KAp ath, tr e e structur e, option

text, element name, element ID) , and

� Submitting forms: click(absolute p ath, KAp ath, tr e e structur e, element name, element ID) .

The elemen t name and ID that are presen t for some actions are iden tical to the name and ID attributes of

the underlying HTML elemen t and are used �rst to �nd the relev an t HTML elemen t. If the lo okup b y ID and

name fails, the searc h for the action elemen t con tin ues with the KApath as describ ed in Sections 3.3 and 4.2.

F or example the follo wing action expression w ould en ter Hal lo W orld in to the text input �eld of the HTML tree

in Figure 3.3:

enter(/ParentNode /P ar ent No de /Pa re nt Nod e/ Chi ld [1 ]/C hi ld [1] /C hi ld[ 0]

,/P::P/TBODY[@a1= v1 ][ @a2 =v 2] /Ch il d: :Ch il d/I NP UT [@a 3= v3 ],

TBODY(TR,TR)/TR(T D, TD )/T D( IN PUT )� ,H all o World)

T ogether, k eyw ord and the asso ciated actions form the na vigation mo del for this in termediate page (cf.

Figure 3.3).

4. Implemen tation. In this section, w e describ e in detail the implemen tation of DNa vigator. Because

the framew ork is geared to w ards casual W eb users, imp ortan t requiremen ts m ust b e met, most notably the

to ol m ust b e easy to use. The DNa vigator functionalit y is implemen ted as a Firefo x extension in Ja v a and

Ja v aScript running a MySQL database for storing the necessary metadata (cf. Figure 4.1). Liv eConnect [11 ]
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pro vides Ja v aScript with the abilit y to create and manipulate standard Ja v a ob jects so that the system can

connect to the database, e.g. to store the extracted dynamic dep endencies and the na vigation mo del, and fetc h

the prede�ned na vigation mo dels from the database to manipulate an in termediate page.

Fig. 4.1 . System ar chite ctur e

The rest of this section describ es the implemen tation as w ell as the main issues w e solv ed while implemen ting

the system.

4.1. Na vigation Mo del Creation. The system trac ks a user's na vigation actions on an in termediate

page b y adding Ja v aScript ev en t handlers to W eb pages b efore recording. These ev en t handlers are in v ok ed

when certain user actions o ccur (e.g., clic king on text, clic king on a link, c hanging the selected option in a

drop do wn men u, etc.), whic h are supp orted b y our system. The recording pro cess is as follo ws: when the user

presses the analysis button in the Firefo x plugin windo w, the system sets ev en t handlers on all clic k able elemen ts

in the page displa y ed in the bro wser (i. e., handlers for links, handlers for forms, etc.). When an ev en t �res,

the system records all the necessary information for the ev en t, e.g. KApath, absolute path, tree structure etc.

It m ust then w ait un til the follo wing page is loaded to rep eat the pro cess of adding handlers and w aiting for

ev en ts.

In order to determine the KApath, absolute path and tree structure with resp ect to the k eyw ord and action

elemen t the system tra v erses the Do cumen t Ob ject Mo del [1 ] tree starting from b oth elemen ts.

4.2. Deep W eb Na vigation. After submitting the o�ine generated HTTP request, the �rst w eb page

is returned from the target serv er. The system inserts an onlo ad handler in the W eb page to detect when the

page has b een completely loaded. Then, after the page has b een do wnloaded, the na vigation is in v ok ed, i. e. the

system will c hec k whether one of our prede�ned k eyw ord elemen ts exist in this returned page. If this is the case,

it is an in termediate page. Because for eac h k eyw ord elemen t w e ha v e sa v ed its HTML t yp e, attributes sequence

and con tained text, the c hec k pro cess w as realized in Ja v aScript using the do cumen t ob ject and no de ob ject

based on the DOM tree, i. e. with the metho d getElementsByT agName() . The system �rst �nds all HTML

elemen ts that ha v e iden tical HTML t yp es as k eyw ord elemen t. After the comparison b et w een the attributes of

these found elemen ts and the stored attributes of the k eyw ord elemen t, and b et w een the sa v ed k eyw ord text

and the found k eyw ord text, the system can determine whether a sa v ed k eyw ord (k eyw ord elemen t) exists in

this in termediate page.

F or an y in termediate page a n um b er of related actions m ust b e p erformed, so that the system is able to

na vigate in the direction of the result page. Before suc h actions are executed, the system m ust �rst �nd the

action-related elemen ts, i. e. w e m ust �nd all HTML elemen ts, on whic h the action-ev en ts ha v e to b e activ ated.

F or this goal w e use WScript that w as presen ted in Section 3.4. The asso ciated script will b e fetc hed from the

database using the W ebsite ID and the iden ti�ed k eyw ords. Afterw ards, an in terpreter function is in v ok ed to

parse and execute ev ery WScript expression step b y step. Here, w e iterativ ely use the follo wing approac hes:

1. When the corresp onding elemen t's attributes id or name are a v ailable, the action elemen t can b e easily

found with the metho d getElementById() and getElementsByName() .
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2. Otherwise, w e try to �nd the action elemen t based on the KApath-expression.

3. Finally , if the action elemen t after executing the �rst t w o strategies cannot b e found, the system uses

the absolute path and the tree structure to lo cate the action elemen t.

The execution of related actions is sim ulated using DOM Lev el 2 ev en ts [1 , 2 ], i. e. fak e ev en t ob jects are

created using the do cument.cr e ateEvent() metho d. Afterw ards, they are activ ated on the desired action elemen t

using the element.disp atchEvent() metho d.

5. Ev aluation. In our exp erimen ts, w e ev aluated the follo wing asp ects for our t w o ma jor comp onen ts:

accuracy and run time. F or this, w e selected 100 Deep W eb sites from di�eren t domains, e.g. car searc h and

video searc h. 60 of them w ere directly adopted from the w ebsite table in [7 ], b ecause they con tain a large

amoun t of data. The others w ere selected b y a fo cused searc h on Go ogle on Deep W eb rep ositories. F or a full

list of the tested W eb sites w e refer the in terested reader to [25 ].

5.1. Exp erimen tal Results. All exp erimen ts ha v e b een conducted on a Thinkpad T60 (In tel Core Duo

2 Pro cessor T7200 2,00Ghz with a 667MHz fron t side bus and 2GB of main memory) running Windo ws Vista,

MySQL Serv er 5.0, Ja v a JDK 1.6 and Firefo x 2.0.0.12. The maximal do wnload rate of the in ternet connection

w as 2048 Kbit/s and the maxim um upload rate 256 Kbit/s.

5.1.1. F ron tend Analysis. F or 99% of the tested W eb sites the fron tend analysis w as successful, �nding

the correct static and dynamic dep endencies. Dep ending on the n um b er of items in the drop do wn men us of the

form �elds, the time needed for analysis to ok from 0.5 to 30 seconds, i. e. 4.28 seconds on a v erage. Since this

analysis has only to b e p erformed once, w e feel that p erformance optimizations for this analysis are of limited

b ene�t, b ecause our ma jor fo cus is on correctly iden tifying hidden dep endencies b et w een the drop do wn men us.

T able 5.1

Time (in se c onds) for navigation exp eriments.

# In t. P ages # W eb Sites P age Load 1 Mo del 6 Mo dels

0 58 2.25 2.26 2.31

1 22 - 4.60 4.66

2 14 - 6.47 6.55

3 4 - 8.12 8.23

4 1 - 9.70 9.83

5 1 - 11.06 11.22

5.1.2. Deep W eb Na vigation. F or 96% of the tested W eb sites w e w ere able to successfully �nd a

k eyw ord and to na vigate to the desired result page. The na vigation pro cess to ok from 2.26 to 11.22 seconds,

i. e. 3.79 seconds on a v erage. As sho wn in T able 5.1 most of the time w as sp end for loading pages, i. e. 2.25

seconds on a v erage. The columns lab eled 1 Mo del and 6 Mo dels indicate the n um b er of registered na vigation

mo dels for eac h page. As can b e seen, the o v erhead for c hec king m ultiple mo dels w as marginal in con trast to

the time sp en t for loading pages. This is due to the fact that the execution of the actions is p erformed b y the

bro wser on the clien t side and since no computationally in tensiv e algorithm is required to iden tify in termediate

pages.

5.2. Op en Issues. Our ev aluation rev ealed the follo wing op en issues of our system.

5.2.1. F ron tend Analysis.

� Dela y ed AJAX in teractions: F or one W eb site w e w ere unable to correctly detect the dynamic dep en-

dencies b ecause the serv er to ok longer than our sp eci�ed threshold to c hange the items in the resp ectiv e

drop do wn men u.

This could b e remedied b y increasing our threshold v alue to some exten t, but further in v estigation is needed

to �nd a general solution for this problem.

5.2.2. Deep W eb Na vigation.

� Dynamic request URLs: Usually , di�eren t request URLs only di�er in the searc hpart, i.e. the part of

the URL after ?, due to di�eren t v ariable bindings, whic h are transferred to the serv er. T w o W eb sites

in our test b ed used di�eren t paths as w ell, whic h our system con v erts in to illegal request URLs.
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� Hidden form elemen ts: Since the user can only drag lab els to visible form elemen ts, v alues in hidden

form elemen ts that ha v e to b e correlated with visible elemen ts cannot b e detected b y our system.

� Session IDs: Session IDs are often used to trac k user in teractions with W eb pages and are only v alid

for a certain p erio d. Because w e are not able to pro duce a new (fak e) session ID for eac h service, the

o�ine generated URL b ecomes in v alid o v er time.

All of the ab o v emen tioned issues could b e solv ed b y �lling out the fron tend form at run time and skipping

the o�ine generation of the URL for suc h resources.

� Static URLs: Our system determines, if a new W eb page has b een loaded based on the curren t URL.

If the URL do es not c hange after a form has b een submitted, w e are not able to initiate the na vigation

pro cess and add the required ev en t handler as describ ed in Section 4.2.

This can b e solv ed b y using another metric for determining if a new W eb page has b een loaded, e.g.

a c hec ksum of the W eb page.

6. Related W ork. [22 ] presen ts a framew ork called DEQUE for querying W eb forms where input v alues

are allo w ed from relations as w ell as from result pages. As a part of their system they also mo del W eb

form in terfaces, but their fo cus is more on the mo deling of consecutiv e forms and they did not consider the

dep endencies b et w een form input elemen ts.

A n um b er of na vigation concepts ha v e b een prop osed for accessing Deep W eb sources. [10] and [18 ] prop osed

pro cess-orien ted na vigation maps, whic h describ e a set of paths from a start page to a result page. But these

maps rely on consecutiv e state transitions and �xed in teractions b et w een them. In [16 ] the user actions from

a sp eci�ed start page o v er p ossibly m ultiple in termediate pages to an end page are recorded in a na vigation

map. The actions that link t w o adjacen t pages are strongly connected as w ell. A sophisticated Deep W eb

na vigation strategy based on the branc hed na vigation mo del is prop osed in [6 ]. The na vigation is represen ted as

a sequence of pages, with en visioned future supp ort for standard pro cess-�o w languages suc h as WS-BPEL [4].

In [21] a na vigation sequence w as sp eci�ed in NESQL [20 ]. The NESQL expression con tains metadata ab out

action elemen ts, for instance, their sp eci�ed names and t yp es. Eac h expression will b e in terpreted based on

these elemen t prop erties. By storing historical information from previous accesses of a Deep W eb resource and

utilizing bro wser p o ols, their system tries to reuse the curren t state of a bro wser. [24 ] describ e a system called

W ebV CR, whic h is able to record and repla y a series of bro wser steps as a smart b o okmark, but they do not

consider optional in termediate pages.

Our framew ork is not dep enden t on a rigid sequence of in termediate pages, b ecause for eac h new page all

k eyw ord patterns are c hec k ed and therefore the previous state of the system is not imp ortan t for our page-

orien ted na vigation mo del. Besides, w e do not need a complex na vigation algebra or calculus for the na vigation

pro cess b ecause w e just sa v e the ab o v e describ ed na vigation mo del for eac h in termediate page. F or instance,

the framew ork prop osed b y [10 ] relies on a subset of serial-Horn T ransaction F-Logic [17 ]. As discussed in

Section 3.4, the sa v ed action sequences are just macro pro cedures, whic h are in terpreted b y our Ja v aScript

macro engine.

7. F uture W ork. A t the momen t w e only p erform a hard string matc h b et w een user inputs and the

options in a drop do wn men u. If the strings do not matc h exactly an error is returned. A t the momen t w e

are in v estigating appro ximate string matc hing tec hniques [9 ] to alleviate this problem to some exten t. An

alternativ e w ould b e to use seman tic similarit y metrics, suc h as prop osed in [27 ], whic h w ould also b e able to

capture the similarit y b et w een the t w o car companies T oyota and L exus (a division of T o y ota). The w ork b y

[26 ] tries to automate the extraction of query capabilities, suc h as lab eling form input elemen ts and �nding legal

ranges of input v alues. This could b e in teresting to com bine with our approac h to suggest tags to the user, or

to try to matc h the lab els on the W eb form with the tags in the user v o cabulary and th us easing the lab eling

of the W eb forms.

Our exp erimen ts suggest that the determination of a suitable k eyw ord is crucial for the successful iden ti-

�cation of an in termediate page, and that for some cases it migh t b e b etter to skip the o�ine generation of

the start URL. Curren tly , w e are extending our researc h protot yp e to accept a list of k eyw ords and w ork on

an algorithm to automatically suggest meaningful and discriminatory k eyw ords. Ultimately , w e are in terested

in generalizing the concept of immediate page iden ti�cation to more elab orate tec hniques, suc h as the visual

app earance of the W eb page.

8. Conclusion. In this pap er w e presen ted DNa vigator, a framew ork for accessing result pages of Deep

W eb sites, whic h con tributions are t w ofold: �rst, a fron tend analysis has b een describ ed, whic h needs only to
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b e p erformed once, and afterw ards the system can sim ulate the b eha vior of the W eb form o�ine. Second, w e

ha v e prop osed a simple but e�ectiv e Deep W eb na vigation strategy , whic h replaces a hea vy-w eigh t na vigation

calculus with an in termediate page iden ti�cation pro cedure and a set of actions that na vigate to the next page.

The prop osed na vigation strategy has the follo wing b ene�ts:

1. It is stateless . Because for eac h page, w e c hec k all a v ailable na vigation mo dels, w e are not dep enden t

on a sp eci�c na vigation order.

2. Simple extensibility . If the system encoun ters a new and so far unkno wn immediate page, the user can

easily extend the existing na vigation mo del with only a few steps.

3. Simple pr esentation of the mo del . Eac h na vigation mo del has an in tuitiv e textual represen tation whic h

is easier to understand and use than a complicated na vigation calculus.

T o sum up, DNa vigator o�ers a simple user in terface, but successfully deals with most of the problems that are

p osed b y real-w orld Deep W eb sites as our ev aluation has sho wn.
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