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AUTOMATIC AND SCALABLE DATA REPLICATION MANAGER IN DISTRIBUTED
COMPUTATION AND STORAGE INFRASTRUCTURE OF CYBER-PHYSICAL SYSTEMS

ZHENGYU YANG , JANKI BHIMANI Y JIAYIN WANG 2 DAVID EVANS X AND NINGFANG MI

Abstract. Cyber-Physical System (CPS) is a rising technology that uti lizes computation and storage resources for sensing,
processing, analysis, predicting, understanding of eld- data, and then uses communication resources for interactio n, intervene,
and interface management, and nally provides control for s ystems so that they can inter-operate, evolve, and run in a st able
evidence-based environment. There are two major demands wh en building the storage infrastructure for a CPS cluster to s upport
above-mentioned functionalities: (1) high I/O and network throughput requirements during runtime, and (2) low latenc  y demand
for disaster recovery. To address challenges brought by the se demands, in this paper, we propose a complete solution cal led
\AutoReplica" { an automatic and scalable data replication manager in distributed computation and storage infrastruc ture of
cyber-physical systems, using tiering storage with SSD (so lid state disk) and HDD (hard disk drive). Speci cally, Auto Replica uses
SSD to absorb hot data and to maximize 1/Os, and its intellige  nt replication scheme further helps to recovery from disast er. To
e ectively balance the trade-o between I/O performance an  d fault tolerance, AutoReplica utilizes the SSDs of remote C PS server
nodes (which are connected by high speed bers) to replicate hot datasets cached in the SSD tier of the local CPS server nod e.
AutoReplica has three approaches to build the replica clust er in order to support multiple SLAs. AutoReplica automatic  ally balances
loads among nodes, and can conduct seamlessly online migrat ion operation (i.e., migrate-on-write scheme), instead of pausing the
subsystem and copying the entire dataset from one node to the other. Lastly, AutoReplica supports parallel prefetching  from
both primary node and replica node(s) with a new dynamic opti mizing streaming technique to improve /O performance. We
implemented AutoReplica on a real CPS infrastructure, and e xperimental results show that AutoReplica can signicantl y reduce
the total recovery time with slight overhead compared to the  no replication cluster and traditional replication cluste  rs.

Key words: Cyber Physical Systems Infrastructure, Replication, Back up, Fault Tolerance, Device Failure Recovery, Dis-
tributed Storage System, Parallel I/O, SLA, Cache and Repla cement Policy, Cluster Migration, VM Crash, Consistency, A tomicity

AMS subject classi cations. 68M14, 68N30, 68P20

1. Introduction.  With the rise of Cloud Computing and Internet of Things, as an enabling technology,
Cyber-Physical Systems (CPS) is increasingly reaching almost ewgwhere nowadays [1, 2, 3, 4]. CPS uses com-
puting, communication, and control methods to operate intelligent and autonomous systems that can provide
using cutting edge technologies. That is to say, CPS is the integratin of computation, networking, and physical
processes. As illustrated in Fig. 1.1, a typical CPS structure has tlk following three stages:

Data Capture Stage: consists of relative lightweight \ eld devices" (also called \CPS clients") such

as embedded computers, sensors, network and other mobile CPS desce

Data Management Stage: is responsible for multi-stream data collection, data storage, prelinmary

process, sharing control. AutoReplica is working on this stage.

Data Process Stage: analyzes the streaming data, makes decisions, and sends feedbacks tB@sC
clients.

In modern CPS use cases, huge amount of data are needed to be stored andgessed on the CPS cluster, and
the corresponding I/O pressure will be mainly put on the \Data Managemert Stage". In real implementation of
a CPS cluster, there are two challenges in this stage: The rst chaltnge is related to the I/O speed requirement
in large-scale CPS. Traditional HDDs are not e cient for high speed 1/O req uires [5, 6]. Therefore, high speed
SSDs are often utilized in CPS storage system, as shown in Fig. 1.2 leub gure, where a CPS server node can
have multiple storage devices such as SSDs, performance-oriented BB and archive-oriented HDDs as shown
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AutoReplica
Infrastructure

™ Multi-stream Data Capturing
| ]
Raw Data Storage
]
Preliminary Data Process
| ]
| | Data Sharing Control

Fig. 1.1 . Three-stage data ow and components of CPS implementation.

in the dash box. Above that, multiple virtual machines (VMs) runnin g CPS platform applications are hosted by
the hypervisor software, and all of them are sharing the storage pools. Inig. 1.2, the right side gure further
illustrates that in order to speed up the I/O performance of the storage ystem, SSDs are used to cache hot
data, and HDDs are designed to host backend cold data.

VM VM VM VM

{ +\SHUYLV}RJ

12345"#*

Fig. 1.2 . Storage architecture of each node.

The second challenge is the problem of data recovery from di erent tpes of disasters. Data loss and delay
caused by disasters will dramatically reduces the data availabilityand consistency, which are very critical for
CPS applications. To address this challenge, replication techniqud a process of synchronizing data across
multiple storage nodes { is often used to provides redundancy and icreases data availability from the loss of a
single storage node [7, 8, 9, 10].

However, since redundancy brings overheads in terms of network trac, I/O performance, storage space,
and consistency maintenance, we need to balance the replication and germance [11, 12]. In piratical, SSDs
are often used as thewrite back cache to improve to I/O speed, having only one up-to-date copy on SSD isot
acceptable for high SLA (Service-Level Agreement) demand use cases bBuas bank, stock market, and military
CPS networks. According to the study [13], compare to HDD, SSD is relatrely not a \safe destination" though
it can preserve the data after power o . Therefore, we focus on reptiating only cached datasets in the SSDs,
and now the main problem is\where to store replicas of those datasets cached in the SSD whiket downgrading
the performance?”
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Motivated by this, we propose a complete solution called \AutoReplica", which is an automatic and scalable
data replication manager designed for distributed CPS infrastructure with SSD-HDD tiering storage systems.
AutoReplica maintains replicas of local SSD cache in the remote SSD(fonnected by high speed bers, since
the access speed of remote SSDs can be faster than that of local HDDs. Autoftiea can automatically
build and rebuild the cross-node replica structure following tiree approaches designed based on di erent SLAs.
AutoReplica can e ciently recover from di erent disaster scenari os (covers CPS service virtual machine crash,
device failures and communication failures) with limited and controlable performance downgrades with a lazy
migrate-on-write technique called \fusion cache”, which can conduct samlessly online migration to balance
loads among nodes, instead of pausing the subsystem and copying the gatdataset from one node to the other.
Finally, AutoReplica supports parallel prefetching from both primary node and replica node(s) with a novel
dynamic optimizing streaming technique to further improve 1/0 p erformance. We implemented AutoReplica
on VMware ESXi platform, and experimental results based on real CPS workload show that AutoReplica can
signi cantly improve the performance with slight or even less oveheads compared to other solutions.

The remainder of this paper is organized as follows. Sect. 2 presentsd topological structure of AutoReplica
cluster. Sect. 3 introduces AutoReplica's cache and replacementqgticy, including the new \fusion cache"
technique. Sect. 4 describes recovery policies under four dirent scenarios. Sect. 5 discusses the parallel
prefetching scheme. Sect. 7 shows the experimental result&inally, we summarize the paper in Sect. 8.

2. Topological Structure Of Datacenter. We rst introduce topological structure of AutoReplica clus-
ter [14, 15, 16]. As illustrated in Fig. 2.1, there are multiple nodes in thecluster, and each node is a physical
host which runs multiple CPS service virtual machines (VMs). In owr prototype, we use VMware's ESXi [17]
to host VMs. Inside each node, there are two tiers of storage devices:SB tier and HDD tier. The former tier
is used as the cache and the latter tier is used as the backend storage. Hastorage tier contains one or more
SSDs or HDDs, respectively. RAID mode disks can also be adopted in eadler. SSD and HDD tiers in each
node are shared by VMs and managed by the hypervisor.

Cache Partition Replica Partition
(for Local VMs) (for Other Nodes)
EEENE
EE HDD EE
VM1 VM2fVM3 VM4 VM5

Primary Node

prmyNode.SSD.VMPart accsNode.SSD.VMPart
' repNode.SSD I prmyNode.SSD.repPart
¥ .
ssD Cache| Replica EE ssp| Cache Replica
HDD HDD HDD HDD
Replica Node Associated Node

Fig. 2.1 . An example of the structure of AutoReplica's datacenter.

Since nodes are connected by high speed ber channels, the remot8S access speed (including the network
delay) can be even faster than local HDD access speed. Thus, to utik remote SSDs as replica destination,
inside the SSD tier, we set two partitions: \Cache Partition" (for th e local VMs), and \Replica Partition" (for
storing replica datasets from other nodes SSD cache). AutoReplica eswrite back cache policyto maximize
I/O performance, since writing through to HDD will slow down the 1/O p ath. However, as mentioned, SSD
is relatively vulnerable and not cannot be equally trusted as a \safe detination” like HDD, though SSD can
preserve the data after power o. Therefore, AutoReplica maintains adlitional replicas in the remote SSDs
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to prepare for recoveries for failures. In fact, we still can use lcad HDD as the second replica device for
those extremely high SLA nodes, which will be discussed in SecR.1. Based on these facts, we propose three
approaches to setup the topological structure of the datacenter clustey, focusing on\how to select replica
nodes?", \how many replicas nodes do we need?"and \how to assign replicas?",

Primary Node Primary Node

Replica Node 1 Replica Node 2 (8 Replica Node 1

Replica Node 2 (Backup Node)

(Backup Node

Replica Node 3
(Backup Node)

Replica Node 4
(Backup Node)

(a) Ring Structure (b) Network Structure
Fig. 2.2 . Examples of (a) Ring and (b) Network approaches.

2.1. Ring Approach.  Our rst approach is a directed logical \Ring" structure, which can be either user-
de ned or system-de ned. A system-de ned ring is based on geograplu distance parameters (e.g., I/O latency
and network delay). As shown in Fig. 2.2(a), this logical ring de nes an orcer of preference between the primary
and replica nodes. Caching is performed using the local SSD with aopy replicated to another node in the
cluster. Each node consists of two neighbors, storing replicas on botbne of them. The node walks in the ring
until it can nd a replica to use if unsuccessful during the process of building the ring cluster. Once it has a
replica, it can begin to write caching independently of what the othe nodes are doing.

2.2. Network Approach. As a\linear" approach, the \Ring" structure has a drawback during searching
and building replicas, since it has only one or two directions (e.g., pevious and next neighbors). In order
to improve system robustness and exibility, we further proposed the \network" approach { a symmetric or
asymmetric network, see Fig. 2.2(b), which is based on each node's gezence ranking list of all its connected
nodes (i.e., not limited to two nodes).

Table 2.1
Example of the \distance matrix" used in Network approach, whi  ch shows the ranking of each path.
To
11234 |5|6|7]|S8
From

1 -3 -1-14]-712
2 e |- 1.0 270 ..10..
3 3| .| -] 1]..]2
8 e e e | 2| | 2] -

In real implementation, we introduce a \distance matrix" (an example is shown in Table 2.1) to maintain
each node's preference list ranked by a customized \score" calculatl based on multiple parameters such as
network delay, 1/0O access speed, space/throughput utilization ratio, eéc. This matrix is periodically updated
through runtime measurement (e.g., heartbeat). For example, in Table2.1, node 1's rst neighbor is node 2,
and its second neighbor is node 8, etc.

The main procedure of how to assign the replica nodes for each node &s following: Each node searches
the matrix and selects its \closest" node as its replica node if podble. To avoid the \starvation" case where
lots of nodes are choosing one single node or a small range of nodes as thejplica nodes, AutoReplica also
limits the maximum replica number per node. Lastly, each node can ao have more than one replica node.
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2.3. Multiple-SLA Network Approach. In real environment, rather than treating di erent nodes
equally, the CPS system administrator is often required to di erentiate the quality of service based CPS network
SLAs and even workload characteristics. To support this requirementwe further develop the \multiple-SLA
network" approach to allow each node to have more than one replica node it di erent con gurations based
on a replica con guration decision table.

Table 2.2
Replica con guration table for multiple SLAs.
Case Workload Destination #Reps.
SLA | Temp. | SSDp | SSDgr1 | SSDr, | HDD p
1 X X X 1
2 X X 1
3 X X X X X) 12)
4 X X X X) 1(2)

An example of replica con guration table is shown in Table 2.2, whereSSDp, SSDgr;, SSDr> and HDD p
stand for the SSD tier of the primary node, the SSD tier of the rst replica node, the SSD tier of the second
replica node, and the HDD tier of the primary node, respectively. It also considers:

SLA: Related with importance of each node. Multiple SLAs is supported by utlizing multiple replica

con gurations. Although our example has only two degrees: \important" and \not i mportant”, AutoReplica

supports more ne-grained degrees (even online-varying) SLAs.

Temperature:  Similar to [18], we use \data temperature” as an indicator to classify datainto two categories
according to their access frequency: \hot data" has a frequent accessftern, and \cold data" is occasionally
queried.

Local HDD (prmyNode:HDD ) can also be used as a replica destination (case 4 in table 2.2), and Au-
toReplica needs reduce the priorities of those write-to-HDD replta operations in order not to a ect those SSD-
to-HDD write back and HDD-to-SDD fetch operations in the 1/0 path. Addition ally, techniques [19, 20, 21] are
adopted to further improve the performance of the write-to-HDD queue in the I/O path considering multiple
SLAs.

3. Cache and Replacement Policies. To maximize the 1/O performance, AutoReplica useswrite back
cache policy In detail, when the SSD tier (i.e., cache) is full, SSD-to-HDD evction operations will be trig-
gered in the (local) primary node (prmyN ode); while in the replica node (repN ode), the corresponding dataset
will simply be removed from the repN ode:SSD without any additional /O operations to the repNode:HDD.
Alg. 3.1 shows a two-replica-node implementation. In fact, it can haveany number of SSD replica nodes to
support more ne-grained SLAs. Speci cally, AutoReplica's cache and repacement policy is basically switching
between two modes, namely \runtime mode" (line 19) and \online migration mode" (line 3 to 11) by periodically
checks themigTrigger condition (which considers runtime states such as load balancing and balwidth utiliza-
tion). If migTrigger returns true, AutoReplica will select the "overheat' replica node (line 6) and is replaced
with the next available replica node (line 7). After that, AutoRepli ca begins to run under the \migration mode"
(line 14). If the \migrate out" replica node ( repNodeOut) has no more \out-of-date" replica datasets (i.e., the
migration is nished), AutoReplica then stops the migration by settin g migModeF lag to false (line 16), and
goes back to the runtime mode (line 19). We describe the details of # runtime mode and the migration mode
cache policy in Sect. 3.1 and 3.2.

3.1. Runtime Mode Cache Policy. Under the runtime mode, AutoReplica searches the new I/O request
in the local SSD cache patrtition (i.e., prmyNode:SSD). If it returns a cache hit, then AutoReplica either
fetches it from the prmyNode:SSD for a read 1/O, or updates the new data to its existing cached copies in
prmyNode:SSD and the SSD replica partition in corresponding replica node(s) fora write 1/0. For the cache
miss case, AutoReplica rst selects a victim to evict from the prmyNode:SSD and all the victim's copies from
repNode:SSD(s), and then AutoReplica only writes those unsync (with \dirty" ag) evicted datasets into
prmyNode:HDD . AutoReplica then inserts the new dataset into both prmyNode and all its repNode:SSIXs).
If it is a read 1/O, AutoReplica fetches it from prmyNode:HDD to SSDs of theprmyNode:HDD and also
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Main Procedure of AutoReplicaOs Cache Policy
Note: (1) ,$HP467+ is the primary node.$+,467+*+H and$+,467+Q.0 are the original two replica nod
$+,467+R) is the destination of migration which repla®ss/(5%467+Q.0.
(2) S$(0+X),.00%0%T¥) , .00($0P9/%'@A function that writes thenputDatainto the device. If the device i
0OSSDO, then this function skitt/Flag of theinputDataasTrue. If the device is OHDDO, thn0O($0P9/%'
can be ignored.
(B) H('$%0+'$("+$ (3: A function returndTrueif the subsystem needs to migrate due to imbalance load
(4) "+ : window size (i.e., frequency) of migration condition chegkin
Procedure 5%58+ (,$HP467+ [b+,467+ 80b+,467+ ;)
H(-67+9/%" : 9/%&+
for each new I/O reque¥tS0%0%B RQ10$+%tén ,$HP467+ do

1

2

3 /* check load balance */

4 if 5.8$"(H+ H67<T 1 <U andH(-67+9/%' V "$.+ andH("$("+$ (9 V 9%/&then
5 H('-67+9/%' : "$.+

6 $+,467+Q.0 : &+/+50QWHEH04674p+,467+ 8Cb+,467+ ;@

7 $+,467+R) : &+/+504+F0*+,/(5%@

8 if $+,467+R) ;.  $+,467+ 8 then

9 $+,467+*+H : $+,467+;

10 else

11 $+,467+*+H : $+,467+8

12 /* online migrate mode cache polity

13 if H(-67+9/%' :: "$.+ then

14 5%8+Q)/()+-($%0+-67+ A+SO%0BSHP467+ [$+,4 67+*+H [$+,467+Q.0 5+,467+R))
15 if $+,467+Q.0 Q1O (X+QY*+,96$Z$HRA@ :: Uthen

16 H(-67+9/%' : 9%/&+

17 /* runtime mode cachgolicy */

18 else

19 5%58+*)0(H+-67+ A+SO%0W$HPA67+ Cb+,467+ 80b+,467+ ;)
20 return

Fig. 3.1 . Main procedure of AutoReplica's cache policy.

send it to all its repNode(s). It nally returns the fetched cacheData to the user bu er in the memory. If
it is a write I/O, AutoReplica simply writes it to SSDs of prmyNode and all its repNode(s) with dirtyFlag
as \dirty", since it is unsync new data. An example is shown in Fig. 3.2, where for the write I/O data \F",
AutoReplica rst writes back a victim \E" from prmyNode:SSD to prmyNode:HDD , and deletes \E" from
both prmyNode:SSD and reNode:SSD. Lastly, it writes \F" to both prmyNode:SSD and reNode:SSD. Our
implementation is also compatible for other replacement algorithms to mplement the victim selection function,
such as GIb-VFRM [18] and GREM [22].

3.2. Online Migration Mode Cache Policy. AutoReplica uses a cost-e cient migrate-on-write scheme
called \fusion cache" to migrate replicas from onerepN odeto the other. The main idea is that instead of pausing
the subsystem and copying all existing replicas from the old noderépN odeOut) to the new node (repNodeln),
regardless of whether these data pieces are necessary or not, \fusion bat keeps the subsystem alive and
only writes new incoming datasets torepNodeln and keeps those \unchanged" cached data omepNodeOut.
Eventually, repNodeln will replace repN odeOut. In other words, AutoReplica mirrors the prmyNode:SSD by
using the unibody of repN odeOut and repNodeln to save lots of bandwidth.
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Write new dataDF@o prmyNode.SSD

F Write back the victim dat®@E@ prmyNode.HDD
and then evict it fronpprmyNode.SSD

Cache Partition Replica Partition
Y forLocalVMs) _ _  (for Other Nodes)
ssd|A[B|C|D Ef T | | | | |
1
UE F+ ==+ =|—
HDD

Primary Node

Mirroring

Evict OEO fromepNode.SSL

Cache Partition Replica Partition
(for Local VMs) — — — N— _ UorOther Nodes)

AlEle]m] =]y
A)

=N

VM1 VM2 VM3 VM4 VM5

Replica Node
Fig. 3.2 . Example of runtime cache policy.
Write new dataDF@o prmyNode.SSD

F Write back the victim data OBCptanyNode.HDD
and then evict it fronprmyNode.SSD

Cache Partition Replica Partition
P (for Local VMs) - _ -| (for Other Nodes)
il Aol [o ] [ [ 1]
wo | fT 1T T
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Mirroring
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i 1
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HDD h 1
VM1 VM2 VM3 VM4 VMSI 1
1
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1 I RemoveOEGrom repNodeOut.SSI
Write new dat&OF@o repNodeln.SSD 1 + :
1
New ! .
Cache Partition I‘ y Replica Partition
(for Local VMs) 1 (for Other Nodes)
repNodeln I = | | | | |
(New Replica Node) 5P | !
HDD I !
VM1 VM2 VM3 VM4 VMS' :
1
1
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Fig. 3.3 . Example of online migration cache policy.

An example is depicted in Fig. 3.3, where only one replica node is need to be \migrated out" and one
new replica node is needed to take over those cached datasets. Whamew write 1/O data \F" comes to the
prmyN ode, similarly, AutoReplica rst writes back the victim \E" from  prmyNode:SSD to prmyNode:HDD
since the cache is full. Then, \E" on the old replica node is direcly deleted. After that, the new write I/O \F"
will be inserted to the prmyNode:SSD and its new repNodeln:SSD. As mentioned, the prmyNode (e.g., the
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blue dash box on top of Fig. 3.3) is mirrored in the \fusion cache" across the @ and newrepNodes (e.g., the
blue dash box in on the right side of Fig. 3.3). Notice that if \F" is a read 1/0, AutoReplica will not migrate
it from the old to the new replica node.

To sum up, unlike the traditional pro-active migration, AutoReplica is following this \migrate on write"
scheme which is lazy and cost-e cient.

Recovery Scenario 1 Recovery Scenario 3
4. Continue use both SSDs to cacheds 2 b’>
&, g\
3. Replace SSDl l *
) SSD SSD
3. Continue use both SSDs to cacheds
HDD J HDD
EE 2. Restart VM l EE Primary Node Replica Node
1 SSD SSD
1. Write back * HDD HDD
QOdirtyO dat; .
Primary Node Replica Node 5. Continue use both SSDs to cacheds
sso V] EE
HDD
Associated Node
Recovery Scenario 2 Recovery Scenario 4

z . ) 1. Write back OdirtyO data fromprmyNode.SSQo prmyNode.HDD
d,j\ 1. Write back OdirtyO data fronrepNode.SSo prmyNode.HDD »
N EE EE

3. Find a new replica node 1 SSD [V SSD
. I - ¥ HDD 7N HDD

EE EE
X ] )
HDD L 2 HDD Primary Node Replica Node
Primary Node Replica Node ﬂ
3. Continue use both SSDs to cacheds
SSD EE SSD SSD
oD HDD HDD
. Primary Node I
Associated Node imary New Replica Node
2. Broadcast and let associated nodes mark all those replicas from prmyNode amdirty O 2. Find a new replica node

4. Broadcast to the network to release all its old replicas on the unreachabkpNode.SSD

Fig. 4.1 . Example of AutoReplicas recovery scenario.

4. Recovery Policy. AutoReplica maintains additional replicas in the remote SSDs to prepae for recov-
eries for di erent failures. Speci cally, it has di erent proce dures to recover from failures covering the following
four scenarios:

4.1. VM Crash on Primary Node. A very common failure is that a CPS service virtual machine
crashes on the primary node. As shown Fig. 4.1(1) and Fig. 4.2, AutoReplica st closes out the VMDK.
It then writes back \dirty" datasets from prmyNode:SSD to prmyNode:HDD , and marks all prmyNode's
replicas in repNode:SSD(s) with \nondirty" ag. After that, it restarts crashed VM on  prmyNode, and
continues to forward incoming I/O requests on both prmyNode:SSD and repNode:SSD.

4.2. Primary Node Cache Device Failure. A primary node cache storage device failure will result
in its inability to continue to write caching. As shown in Fig. 4.1(2) and Fig. 4.3, AutoReplica rst writes
back \dirty" datasets from repNode:SSD to prmyNode:HDD , and marks all prmyNode:SSD's replicas on
repN ode:SSD(s) with \nondirty" ag. It then broadcasts this \unavailable" informationt o notify those nodes
having replicas of this failure prmyNode (called \associated nodes") to write back \dirty" datasets from their
own SSD to HDD. Notice that replicated datasets with \nondirty" ags are st ill kept in the repNode:SSD(s).
AutoReplica further nds and replaces the SSD onprmyNode. After that, it continues to write incoming 1/0
requests on bothprmyNode:SSD and repNode:SSD. It also continues to let those \associated nodes" to write
new replicas toprmyNode:SSD.
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[Recovery Scenario 1M Crash on Primary Node
Procedure!"#$%"1&!$'(1")*$+",-.1/0 10
1 Write back QlirtyO data from 2I)*$+" 3445 to 2I')*$+" 33655, and mark their copiesin
1"2*$+" 3445 with ondirtyO flag
2 Restart crashed VM o8!")*$+"

Continue toforwardincoming 1/O requests on bog#')*$+" 3445 and!"2*$+" 3445,
4 return

w

Fig. 4.2 . Main procedure of recovery scenario 1: VM crash on primary no de.

[Recovery Scenario 2Primary Node Cache Device Failure
Procedure!"#$%"1&!$'(1")*$+"445&/789!" 0
1 Write backQlirtyOdata from!"2*$+" 2445 to 2I')*$+" 3655 , andmarktheir copiesn I"2*$+" 3445
with GhondirtyO flag

2 Broadcasthis @navailabl®information to the networko let those nodes having replicas in this fail
2*$+"  (Oassociated nodes®ywite back@lirtyOdata fromtheir own SSD to HDDandkeepcopies
with GhondirtyO flagn thoseassociated nodes
ReplaceSSD on2!")*$+"
Continue to write incoming I/O requests on b@th*$+" 45 and!"2*$+" 3445.
Continue tolet those Oassociated nodes@rite new replicaso 2!')*$+" 3445,
return

o O b~ W

Fig. 4.3 . Main procedure of recovery scenario 2: Primary node cache device failure.

4.3. Replica Node Cache Device Failure. When a replica node detects a cache device (i.e., SSD)
failure, it will disconnect from the primary node and reject any future connection attempts from that node
with an error response. As shown in Fig. 4.1(3) and Fig. 4.4, AutoReplica thenwrites back \dirty" dataset
from prmyNode:SSD to prmyNode:HDD , but still marks and keeps them in prmyN ode:SSD with \nondirty"
ag. After a new replica node is found by using dynamic evaluation pro@ss, AutoReplica continues to write
incoming 1/O requests on both prmyNode:SSD and newrepNode:SSD. Notice that policy in Sect. 4.2 takes
responsibility for recovering this failure device.

[Recovery Scenario 3Replica NodeCacheDeviceFailure
Procedure!"#$%"1&!$':"2445&/789!" ()
1 Write back QlirtyO data from 2I)*$+" 3445 to 2!)*$+" 33655, and mark their copiesin
21*$+" 3445 with GhondirtyO flag

2 Find a new replica node by using dynamic evalugpiatess.
3 Continue to write incoming 1/0 requests on bath*$+" 3445 and new"2*$+" 3445.
4 return

Fig. 4.4 . Main procedure of recovery scenario 3: Replica node cache deice failure.

4.4. Communication Failure Between Primary & Replica Node. When the primary node detects
a non-recoverable communication failure between the primary and relica hosts, AutoReplica will be unable
to continue to write caching. To recover from this failure, as shownin Fig. 4.1(4) and Fig. 4.5, AutoReplica
daemon will write back \dirty" data from prmyNode:SSD to prmyNode:HDD to ensure all cached data are
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updated to the backend HDD. Next, it will start the dynamic evaluation p rocess to nd a new replica node to
replace the unreachable replica node. It will then continue to us both SSDs to cache 1/Os following the \fusion
cache" design in migration policy. Finally, it will broadcast to the network to release all its old replicas on the
unreachablerepNode:SSD(s).

[Recovery Scenario 4|Communication Failure between Primary andReplica Node
Procedure!"#$%"1&!$'.$"&/789!" 0
1 Write back QlirtyO data from 2I')*$+" 3445 to 2!)*$+" 3655 , and mark their copiesin
2*$+" 3445 with GondirtyO flag
Find anew replica node by using dynamic evaluation process.
Continue to write incoming 1/O requests on both primary SSD and newae38b®

Broadcast to the network to releaseitalbld replicas on the unreachalilg*$+" 3445.
return

g b~ WN

Fig. 4.5 . Main procedure of recovery scenario 4. Communication failu re between primary and replica node.

5. Parallel Prefetching. Lastly, replicates can also be used to enable parallel prefetchingdm multiple
nodes (similar like parallel stripping in RAID [23, 24]), especially for read operations. An example is shown in
Fig. 5.1, where we split the dataset (with size ofC) to prefetch (e.g., a le) into two parts (with sizes of C
and C), and load each part from the primary and replica node. Assume the accesspeed ofprmyNode:SSD is

1 (GB/Sec) and the access speed afepNode:SSD (including the network delay) is , (GB/Sec). Since the
main target for parallel prefetching is to reduce the total 1/O time, i. e., makespan of each I/O request, we can
convert our problem into the following optimization framework:

Optimize:
1 2
Subject to:
2 [0;1] (5.2)
1 2>0 (5.3)
1 1 2

Eqg. 5.1 is the objective function which minimizes the overall makspan of an 1/O request. The makespan
is determined by the maximum value of the I/O operating time of each sicke (i.e., prmyNode:SSD and
repNode:SSD). Eq. 5.2 ensures that the branching ratio of two streams should be maningful. Eq. 5.3 re-
ects that the local SSD 1/0O speed (i.e., from prmyNode:SSD) is usually greater than remote (i.e.,repNode)
I/O speed including network delay. Notice that this constraint can be relaxed as\ ; > 0 and ;, > 0", if the
remote I/O speed is higher (which is true in some rare cases), but theptimization framework remains the
same. Eq. 5.4 further ensures that the parallel prefetching operatin should only be triggered when itcan help
to reduce the 1/O makespan. Based on this result, Fig. 5.3 further shavs the example of the decision maker
work ow for parallel prefetch, where the \StatusMonitor" reports to \P ararllelPrefectDeamon” and the latter

component switches between the \ParallelPrefetchMode" and \LocalPefetchMode". o .
We then plot these functions and constraints into Fig. 5.2, where the ed line is the objective function curve,

and the blue line is the constraint of Eq. 5.4. We can see that there exis a minimum point at the cross point
off( )= % andg( )= % In order to calculate this sweet spot, we let:
C @ )C

—~ == (5.5)
1 2



Automatic and Scalable Data Replication Manager in Distrib  uted Computation and Storage Infrastructure 301

Parallel Fetch Data
(Read Cache)

@l U% [ :sFU;%

= a 2 l ««
SSD SSD
. HDD HDD
D
S Primary Node Replica Node

Fig. 5.1 . Example of parallel prefetch enabled read cache.
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Fig. 5.2 . Finding the optimized solution of prefetching stream division.

Then, we can get the minimum makespan %) when:

=1 (5.6)

We can easily extend it to support any number of replica nodes. Alg. 5.4rst describes the main procedure
of parallel fetching daemon, which triggers the parallel prefetchingby periodically checking whether the access
speed of its allrepNode:SSD(s) (including the network delay) is close enough to the access speeaf local
prmyNode:SSD (by comparing their di erence with a preset threshold "), and the current utilization ratio of
throughput of the repNode:SSD(s) is less than a thresholdT hr. Notice that the time window Ty does not
necessarily to be same as the sliding window previously mentioneih Alg. 3.1. The \ParallelPrefetchMode"
will be triggered if all these conditions are satis ed, and the parallel fetching policy then calculates and as-
signs the branching ratio of dataset to be loaded from each node. Othense, AutoReplica will keep running
\LocalPrefetchMode", which only fetches data from the local prmyNode:SSD.

6. Evaluation. In this section, we investigate the performance of our proposed AutoRepta solution under
di erent CPS use cases.

6.1. Implementation Con gurations. Table 6.1 summarizes the con guration of our CPS server test-
bed. Figure 6.1 also illustrates the architecture of our VMware-basedmplementation. Speci cally, there are
multiple CPS server nodes in the cluster. Each of these CPS segvnodes runs the VMware ESXi hypervisor [17]
to host multiple VMs that are working for nearby CPS devices based on loation distribution. AutoReplica works
on the VMware's ESXi in the \user mode". More accurately, with some internal customization, AutoReplica is
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Fig. 5.3 . Decision maker for parallel prefetch.

very close to a \pseudo-kernel mode" application. AutoReplica consis of 4 components: a vSphere web client
plug-in, a CIM provider, multiple 1/O lter library instances and a daemon process on each VM. CPS server
nodes are connected by high-speed ber channels, and due to the advage of SSD and ber channels, remote

SSDs access speed can be faster than local HDDs speed. AutoReplicav&s to cache hot datasets onto the

SSD tier and bypass those cold datasets onto the HDD tier.

Table 6.1
Con guration of a single CPS server.
Component Specs
Server PowerEdge R630 Server
Processor Intel(R) Xeon(R) CPU E5-2660 v4
Processor Speed 2.00GHz
Processor Cores 56 Cores
Processor Cache Size 35M
Memory Capacity 64GB RDIMM
Memory Data Rate 2400 MT/s
Operating System Ubuntu 14.04 LTS
Docker Version 17.03
VM Hypervisor VMware Workstation 12.5
6.2. Performance Metrics. In our evaluation, we mainly focus on the following four metrics:
Total recovery time: the cumulative recovery time of all CPS server nodes.
Coe cient variation (C.V.) of total recovery time: balance degree of the cumulative recovery

time across all CPS server nodes. The less C.V. is, the better balaads achieved.

Overhead: Total extra I/O and network tra c for recovery.

Coe cient variation (C.V.) of overhead: balance degree of the overhead across all CPS server
nodes. The less C.V. is, the better balance is achieved.

We use the open source measurement tools (e.gdstat [25], iostat [26], blktrace [27]) to measure
performance metrics such as total recovery time, disk 1/O rate, and névork tra c. We evaluate the recovery
correctness and e ciency of di erent failure scenarios that are manualy triggered and drawn from well-tuned
temporal interval distributions. We also evaluate the total recovery time and extra 1/0 overhead under di erent
cluster sizes. Di erent SLA con gurations are further considered to evaluate the bene t and overhead of multiple
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Main Procedure of Parallel Fetching Daemon

Note: (1) "##$%&~. : current throughput utilization rate of a node.
(2), : preset threshold to compare the difference between local and remede apeed.
(3) -.# = : preset threshold of upper bound of throughput utilization rate of a noéepertected from.

Procedure/0#0"1'21%! . 301456 ()
1 /0#0"1'71082'09 : 201

2 while Truedo
if d"##-&41 458 = 1 ?@ and <A/#4BC581 EE3) F Y cuk LmnioAH#1/C 581<&@E3@P ,@and
3 ===#1/G581 <, @DHI$% &) P -.# . @hen
4 /0#0"1'71082'09 : -#"1
5 else
6 /0#0"1'71082'09 : 201
7 return

Parallel Fetching Policy

Note: (1)=Ax4BC581 EE3@the 10 speed off4BC581 EE3.
(2)=A#1/C581 <& @B3@the endto-endlO speed o#1/C581 <& @E3 (including network delay).

Procedure/0#0"1'21%! .<80% @

1 if /0#0"1'71082'09 :: -#"1 then
KRSTLMNJIB+U
2 fetch size of Q @ 80%0adata from/#4BC581 EE3
QKRSTLMNIB+U)VEwnyzyvs  QRIKLMNXG@D@—
KRSTLMNJI<G @&
3 fetch size ofd Q @ B0%0adatafrom #1/C581 <& @BE3

QKRSTLMNIB+U)V Swiyzpvs  QRIKLMNXG @@~

4 return

Fig. 5.4 . Parallel prefetching procedure.
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Fig. 6.1 . Architecture of AutoReplica implementation.

replicas.

6.3. Comparison Solutions.  To conduct fair comparison, we implemented the following three repesen-

tative solutions for the CPS cluster:

NoReplication : No replications will be generated and maintained in the CPS cluster. Once a CPS
server node is failed, data cached in the SSD cannot be recoveredin other nodes or local HDD tier.
As a result, re-collection and re-computation from CPS devices are tggered.
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Replication(IM) : A pro-active replication solution, which conducts \Immediate Migrati on (IM)" on
recovery. To conduct fair comparison, we maintain the same replicatiorassignment as AutoReplica [28]
for this solution.
AutoReplica(MOW&PF) Our proposed AutoReplica solution which has fusion cache with migratesn-
write (MOW), and parallel prefetching (PF) features enabled.
Meanwhile, to consider more scenarios in reality, we also evaluate bothomogeneous and heterogeneous
CPS VM servers and hardware. Details will be discussed in the folloimg two subsections.

6.4. Study on Homogeneous CPS Clusters. We rst investigate the homogeneous CPS cluster use
case, which is often referred to as a \symmetrical* CPS structure vinere same CPS devices are widely deployed
in the cluster. This use case is popular due to its simplicity and gstem consistency [29].

Table 6.2 shows the statistics of the experiment con gurations. In deail, clusterSize is iterated from 10 to
100 CPS server nodes. We usavgRepNodét and avgUsrNode# to demote the average number of replication
nodes that each node has and the average number of replicated remote rmdopies that each node is hosting,
respectively. Additionally, connectRatio shows that the connectivity of the cluster, which equals the ratio of
the number of paths between two nodes to the upper bound of all possié paths (e.g., for N -node cluster, at
most, we can haveNZ—2 paths). The larger connectRatio is, the higher chance a node will be recovered from
others. We further useavgSSDBW and avgHDDBW to denote the average bandwidth of each node at the
SSD tier and the HDD tier, respectively. Finally, readlO % gives the read I/O ratio of each CPS server node.
Notice that for the homogeneous use case, both hardware-related (e.caygSSDBW and avgHDDBW ) and
workload-related (e.g.,readlO %) factors are the same among di erent cluster size cases.

Table 6.2
Statistics of con gurations of homogeneous CPS cluster.
clusterSize 10 20 30 40 50 60 70 80 90 100
avgRepNode# 220 | 245 | 263 | 233 | 262 | 245 | 241 | 239 | 243 | 245
avgUsrNode# 1.70 | 200 | 203 | 195 | 204 | 198 | 200 | 193 | 191 | 1.91

connectRatio(%) 48.00 | 37.00| 48.67 | 47.13 | 47.60| 48.22 | 51.06 | 50.13 | 49.04 | 49.96
avgSSDBW(TB/hour) | 36.00 | 36.00 | 36.00 | 36.00 | 36.00 | 36.00 | 36.00 | 36.00 | 36.00 | 36.00
avgHDDBW(TB/hour) 058 | 0.58 | 058 | 0.58 | 0.58 | 0.58 | 0.58 | 0.58 | 0.58 | 0.58

readlO(%) 30.00 | 30.00 | 30.00| 30.00 | 30.00| 30.00| 30.00| 30.00 | 30.00| 30.00

Figs. 6.2 to 6.5 depict the results of 10 homogeneous CPS cluster use cas#here both device failure
and communication failure rates are following the uniform distribution. As shown in Fig. 6.2, NoReplication
has long total recovery time, because that once a device failure occsirNoReplication has no backups and
has to request CPS devices to collect and send data to it again, and it fther needs to re-compute the lost
data. Meanwhile, AutoReplica saves 9.28% of total recovery time from theReplication case. The reason is
that AutoReplica lazily recoveries from its neighbors using the migration-on-write £chnique and maximizes
I/O bandwidth using the parallel prefetching technique. In contr ast, Replication has to pause and migrate
everything immediately once a device or communication failure happes.

We further evaluate the coe cient variation of total recovery time in Fig. 6.3, where the recovery time of
Replication has a higher chance to be unbalanced among nodes, while cAutoReplica has similar balancing
degree to NoReplication . This result is promising since in a homogeneous use case, more baladc®tal
recovery distribution helps to make the cluster more robust and sable.

We next investigate the extra 1/O and network tra c for recovery. As sh own in Fig. 6.4, Replication
has very large overhead, because it has to migrate everything immedialy once a failure happens. Meanwhile,
even with the need for maintaining additional replications, AutoReplica still has lower overhead than all
NoReplication cases. The main reason behind it is that once a device failure occurbloReplication has no
backups and has to request CPS devices to send data to it again, and it alshas to recompute the lost data.
These operations trigger a huge amount of extra 1/0 and network bandwidth corsumption.

We further check the coe cient variation of overhead in Fig. 6.5. Neith er Replication nor AutoReplica
are load balanced as theNoReplication case. Additionally, we observe that althoughAutoReplica saves lots
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of 1/0 and network bandwidth, the dierence of the overhead balancing degree betweenAutoReplica and
Replication cases is very slight. The reason is mainly that we deployed the sameplication assignment and
failure distribution in these two cases in order to conduct fair comrison.

6.5. Study on Heterogeneous CPS Clusters. We further conduct a set of heterogeneous CPS experi-
ments. Table 6.3 shows the con guration of heterogeneous CPS clustersiardware factors (such asavgSSDBW
and avgHDDBW ) and workload factors (such asreadl O %) are varying among CPS server nodes. Notice that
in terms of 1/0O pattern, CPS workloads usually are write-intensive [30, 31, 32, 33].

Similarly, as we can see from Fig. 6.6NoReplication has the highest total recovery time due to its re-
computation cost, and AutoReplica still performs better than Replicaiton for all cluster sizes. Notice that
for cluster size of 20 and 60, we found the failure interval is relativelylarger than that for other cluster sizes.
As a result, the scenarios with cluster size of 20 and 60 have lower chaes to have multiple failures happen
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Total Extra I1/0 and Network Traffic for Recovery
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Fig. 6.4 . Total extra I1/0 and network tra c for recovery under dieren  t homogeneous CPS cluster sizes.

Fig. 6.5 . Coe cient variation of total extra I/O and network tra c for recovery under di erent homogeneous CPS
cluster sizes.

simultaneously, which then reduces the recovery congestion.

Fig. 6.7 re ects the total recovery time balancing degree. Unlike thehomogeneous use cas®eplicaiton
and AutoReplica do not have the total recovery time as balanced afNoReplication under the heterogeneous
use case. The reason is thalloReplicaiton 's recovery time is mainly dominated by the CPS device re-colledéhg
and re-sending data. HenceNoReplicaiton 's recovery time is highly coupled with the failure distribution. On
the other hand, the recovery time of Replicaiton and AutoReplica is depending on both failure distribution
and replication network assignment.

Similar to the homogeneous use case (e.g., Fig. 6.4), Fig. 6.8 shows that ihd heterogeneous use case,
Replication has the highest overhead. While , AutoReplica achieves the shortest total recovery time with a
slightly higher overhead compared toNoReplication . Fig. 6.9 also show the results of overhead balancing as
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Table 6.3
Statistics of con gurations of heterogeneous CPS cluster.
clusterSize 10 20 30 40 50 60 70 80 90 100
avgRepNode# 240 | 245 | 277 | 258 | 260 | 245 | 239 | 238 | 244 | 258
avgUsrNode# 180 | 195 | 217 | 205 | 210 | 195 | 183 | 195 | 1.84 | 2.08

connectRatio(%) 52.00 | 46.00 | 49.56 | 48.88 | 49.04 | 48.00 | 47.47 | 49.59 | 48.62 | 49.66
avgSSDBW(TB/hour) | 37.60 | 41.15| 39.27 | 39.13| 39.34 | 40.72 | 41.04 | 40.73 | 40.68 | 40.71
avgHDDBW(TB/hour) 050 | 050 | 051 | 051 | 050 | 051 | 050 | 0.50 | 0.49 | 0.50

readlO(%) 35.60| 36.70 | 37.57 | 37.43 | 38.08 | 36.92 | 38.03 | 36.91 | 37.80| 37.34

Total Recovery Time

890
850

2]

£ 810

2770

°§’ 730
S 690
% 650
S 610
% 570
2 530

490

450

10 20 30 40 50 60 70 80 90 100
Size of CPS cluster (number of server nodes)

NoReplication -#Replication(IM) -®@AutoReplica(MOW&PF)

Fig. 6.6 . Total recovery time under di erent heterogeneous CPS cluster sizes.

similar as the homogeneous case.

7. Related Work.  Replications are widely used in the big data and cloud computing era4, 34, 35, 36].
Replica's are useful in an incident of data loss for recovery [37, 7] and asfor improving performance [38, 33].
Data loss can be incurred by many factors such as software-hardware failar natural disaster at data center
location, power surge etc. Moreover, when there are more highly-vitked le gathered in some nodes with poor
storage capacity, it will cause a hot issue which may reduce the overgberformance of the system, so replication
is used to guarantee performance in such critical situations.

Facebook's proprietary HDFS implementation [39] constrains the placemet of replicas to smaller groups in
order to protect against concurrent failures. MongoDB [28] is a NoSQL databaseystem that uses replicas to
protect data. Its recovery scheme is based on the election among liveodes. Copyset [40] is a general-purpose
replication technique that reduces the frequency of data loss. [41]abigned a novel distributed layered cache
system built on the top of the Hadoop Distributed File System. Studies [42, 43, 44, 45, 46, 47, 48] investigated
SSD and NVMe storage-related resource management problems, in order to nece the total cost of ownership
and increase the Flash device utilization to improve the overall 1/O performance.

Replication creation strategies of based on the frequency of data operatiofl5, 49, 16] and le heat [50], is
proposed to solve the problem of uneven distribution of data in auto-shang and hybrid clouds. [51] focuses on
the dynamic replica placement and selection strategies in the data g environment. [52] proposed a replication
strategy based on the access pattern of le in order to optimize load balancig for large-scale user access in
cloud-based WebGlISs. [53] highlighted the challenges involved in makg a replica selection scheme explicitly
cope with performance uctuations in the system and environment. Relication can also help in reducing
communication overhead among di erent nodes in cloud [54, 55, 56, 57, 58, 14].
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Fig. 6.7 . Coe cient variation of total recovery time for recovery und er di erent heterogeneous CPS cluster sizes.
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8. Conclusion. We proposed a complete data replica manager solution called \AutoReplica'working
in distributed caching and data processing systems using SSD-HD tier storages. AutoReplica balances the
trade-o between the performance and fault tolerance by storing cachesn replica nodes' SSDs. It has three
approaches to build the replica cluster in order to support multiple SLAs, based on an abstract \distance
matrix" which considers preset priorities, workload temperature, network delay, storage access latency, and
etc. AutoReplica can automatically balance loads among nodes, and can conduseamlessly online migration
operation (i.e., migrate-on-write scheme), instead of pausing the susystem and copying the entire dataset from
one node to the other. AutoReplica further supports parallel prefething from both primary node and replica
node(s) with a new dynamic optimizing streaming technique to inprove 1/O performance. In the future, we
plan to work on AutoReplica's compatibility with other hypervisors such as KVM/Xen and Virtual Box.
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Fig. 6.9 . Coe cient variation of total extra 1/0 and network tra c for recovery under di erent heterogeneous CPS
cluster sizes.
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