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RESEARCH ON DATA SECURITY DETECTION ALGORITHM IN IOT

BASED ON K-MEANS

JIANXING ZHU ∗, LINA HUO †, MOHD DILSHAD ANSARI ‡, AND MOHAMMAD ASIF IKBAL§

Abstract. The development of the Internet of Things has prominently expanded the perception of human beings, but ensuing
security issues have attracted people’s attention. From the perspective of the relatively weak sensor network in the Internet of
Things. Proposed method Aiming at the characteristics of diversification and heterogeneity of collected data in sensor networks, the
data set is clustered and analyzed from the aspects of network delay and data flow to extract data characteristics. Then, according
to the characteristics of different types of network attacks, a hybrid detection method for network attacks is established. An
efficient data intrusion detection algorithm based on K-means clustering is proposed. This paper proposes a network node control
method based on traffic constraints to improve the security level of the network. Simulation experiments show that compared
with traditional password-based intrusion detection methods; the proposed method has a higher detection level and is suitable for
data security protection in the Internet of Things.This paper proposes an efficient intrusion detection method for applications with
Internet of Things.
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1. Introduction. Internet is a global tool through which people from across the globe share their personal
and important information. Availability of this private and personal information at fingertip causes misuse of
these data. The main cause for this is the various ways created by internet itself for stealing the security
and stability of interrelated system. A data cited in figure 1.1 is representing the surge in cyber-crime from
2018-2019 and depicts the loss faced by the companies in dollars [1]. The reasons can be classified as dynamic
and static. Dynamic security is provided by the static mechanism like software update and firewalls; it also
provides mechanism such as intrusion detection system. In today’s scenario keeping ones data safe is a major
challenge for all the technocrats. That is why we need both the dynamic and static mechanism to protect
valuable information of the users irrespective of other precautionary measure build in the technology. With the
help of intrusion detection system any violation of the security will be monitored and identified with necessary
action [2,3].

There is a standard component of a security infrastructure that allows network administrators to detect
policy violations. Check all incoming and outgoing network activity and determine suspicious patterns that
indicate network or system attacks from people trying to break or compromise the system. With the help
of intrusion Detection System network administrators can identify any breach in the policies related to the
security. It monitored the traffic over the specified network and identifies any suspicious activity from the end
of user. The essentials to attribute any system as a safe system must include data confidentiality, data integrity
and data availability [4].

The importance of network security becomes more vital considering the continuous development of computer
technology and electronic technology that has promotes the continuous progress of science and technology, and
the world information industry has set off an upsurge of the Internet of Things [5]. At present, various countries
are conducting related theories and application research. As the development of the Internet of Things industry
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Fig. 1.1. The average cost of insider attack, source: Accenture and Ponemon’s 2019

is included in our country’s 12th Five-Year Development Plan, the development of the Internet of Things will
usher in a new opportunity [6]. As a system that aims to realize the ubiquitous perception of things, the Internet
of Things is composed of various sensor networks, radio frequency readers and other information acquisition
equipment and communication systems [7]. The birth of the sensor network, as an important technology to
realize the perception of data of things in the Internet of Things, provides the possibility to realize the ubiquitous
perception of things [8]. However, the private-ness of sensing devices and their characteristics of being often
deployed in unattended areas have caused the security of sensor networks to become an unavoidable problem
[9].

The remaining manuscript is structured as follows: Section 2 scrutinizes fundamental ideas related to K-
Means Clustering Algorithms. Section 3 presents IoT Architecture; Section 4 illustrates the Analysis of data
Security issues. Section 5 represents Data security detection algorithms: proposed algorithm and Section 6
shows the Experimental results and Analysis Lastly Section 7 summarizes the conclusion of the manuscript.

2. Literature Review. At present, the commonly used security detection methods can be divided into key
management, authentication and secure routing protocols, but the existing methods are still unable to defend
against many network attacks. Therefore, the Internet of Things system needs to adopt an active defense
mechanism to realize the intrusion detection of various attacks in the Internet of Things [10]. In the aspect
of intrusion detection, many scholars have carried out many studies. The literature adopts a partition-based
intrusion detection algorithm for sybil attacks in the network, but the deployment of nodes requires certain
restrictions; The literature uses the method of selecting witness points in the network to achieve witness the goal,
but it needs to be carried out under the premise that the position coordinates of each node in the network are
known; the literature has modified the problems in the literature, and the selection of witness nodes is no longer
carried out in a random mode, but specified deployment [11]; The literature uses an improved routing protocol
to achieve rapid detection of attacking nodes; the literature uses location-based cryptographic mechanisms to
detect network attacks, but most of the time the location of nodes in the network may not be normally obtained
[12]. In [13] the authors have represented the techniques and methods used for the invasion identification. The
proposed model was based on designed framework and data mining concepts. This article further articulates
the techniques and methods of data mining to accelerate the process of invasion identification. In another
referred article authors have presented a novel hybrid model for the identification of any intruder. The efforts
made by authors were in a direction to propose an advance version of traditional intruder detection system.
The obtained results have showed better performance and intelligent detection [14].

In [15] an IOT and big data based data clustering analysis algorithm was proposed with the help of K-
mans. At first, in accordance with the processing technology and complex event relation, the transformation
of big data processing of IOT was made into analysis of complex relational scheme and extraction. That will
be helpful in simplifying the complex structure of big data. The efforts was made to enhance the traditional
k-means algorithm and optimized it so that it can be helpful for big data RFID data network. Further with the
help of Hadoop cloud cluster platform, the cluster analysis of k-means was performed. In addition to all these
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Fig. 3.1. The relationship between the Internet of Things and sensor networks

they have use the traditional clustering algorithm a central selection method appropriate for the RFID IOT
data clustering was identified. The results have proved that the clustering efficiency has improved significantly.
And on the basis on RFID and IOT clustering analysis prototype system was realized.

Although the above research has increased the security of the network to a certain extent, it usually can
be completed only with the support of certain hardware. For this reason, this paper analyzes from the network
data level, and studies a network intrusion detection method applicable to all IoT sensor nodes.

3. Internet of Things Architecture. According to the different communication process and objects, the
Internet of Things can be expressed as a technology used for information interaction between things and people,
with the goal of realizing comprehensive perception, information transmission and intelligent transmission. Its
realization depends on the sensor nodes that detect the observed things and realize the networking function. A
network composed of many sensor nodes is called a sensor network. Sensor network is mainly used to realize
the connection between things, and at the same time, it is restricted by network self-organization structure
and hardware resources. It generally exists in the form of short-distance, low-power wireless transmission. The
relationship between the sensor network and the Internet of Things can be expressed as shown in Figure 3.1. As
shown in Figure 3.2, each cluster in the sensor network contains a node with strong communication capability
that acts as a gateway node in the network, which is called a cluster head. If data in other nodes needs to
communicate with the base station, it needs to be forwarded through the cluster head [16]. Sensor network
is the basis of the realization of ubiquitous perception in the Internet of Things. Its nodes are distributed in
many places and are mostly in unsupervised locations. At the same time, limited by its hardware resources,
its security problem is particularly important in the research of the Internet of Things [17]. How to detect and
locate malicious nodes as soon as possible after an attacker appears in the network is an important issue to
ensure the security of the communication process of the Internet of Things [18].

4. Analysis of Data Security Issues. In applications such as battlefield surveillance and target tracking,
sensor network nodes are usually deployed in harsh environments. Attackers can not only eavesdrop on the
radio, but also intercept the transmission information. Its current main forms are mainly as follows [19].

4.1. Black hole attack. A black hole attack means that one or more sensor nodes in the network do
not forward the data according to the established method after receiving the data information sent by the
neighboring nodes, but discard all the data to form a ”black hole” of data. Generally, a black hole Attacks
can be divided into active and passive [20]. In passive black hole attacks, usually black hole nodes simply
monitor and discard the data forwarded by themselves; while in active black hole attacks, ”black hole” nodes
are attracted by declaring themselves as the next best path to neighboring nodes. More data sources, so passive
black hole attacks are more destructive. The principle of black hole attack is shown in Figure 4.1 [21].
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Fig. 3.2. Network structure diagram

Fig. 4.1. Black hole attack mode

4.2. False routing information attack. This type of attack mainly uses tampering with routing infor-
mation and guiding the network to transmit according to an extended or shortened established path, so as to
achieve the purpose of dividing the established network, which will cause the end-to-end transmission delay
of data in the network to increase. As shown in Figure 4.2(a), there is a communication path between the
source node and the destination node during normal communication, and Figure 4.2(b) is the communication
path between the source node and the destination node after being attacked by false routing. It can be seen
intuitively from the figure that the network communication path is significantly extended, and the network
delay is also greatly increased [22].

4.3. Wormhole attack. The attacker of the wormhole attack contains at least two sensor nodes. It
mainly realizes the transmission of the monitored message to another network node for replay by establishing
an ideal channel with low latency and high bandwidth between the two attackers. the goal of. Due to the
existence of the ”ideal channel”, this path is preferred in the network, which may eventually lead to the failure
of the network discovery process [23].

4.4. Witch attack. The attack mode of the sybil attack is to create false identity information for itself
to achieve the purpose of impersonating other nodes”]. Other nodes in the sensor network will also transmit
data to the attacking node and the normal node whose identity is copied, and the attacker can achieve the data
for the purpose of eavesdropping. At the same time, because there are two nodes with the same identity in the
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Fig. 4.2. False routing attack network structure

network, there may be positioning failures in some positioning services [24].

5. Data security detection algorithm. Aiming at data security issues in sensor networks, this article
analyzes the types of special attacks and introduces network intrusion detection algorithms.

5.1. Data attack analysis.

5.1.1. Data feature extraction. According to the above network attack mode, the main feature of
black hole attack is the loss of data. Suppose the received and sent traffic of network node i are Trri and Trsi
respectively. If Trri > 0 exists, And in theory, the sent data should be greater than 0 but the actual Trsi = 0,
then there may be black hole attack nodes in the network; in false routing attacks, wormhole attacks, and witch
attacks, the significant feature is the change of network routing, so it is directly The result is an increase in
data end-to-end delay. Literature proposes a method for obtaining communication data delay in sensor network
nodes. Therefore, the data flow and data end-to-end delay at the network node can be used as one of the basis
of network intrusion detection. The following is an analysis of the network intrusion detection method in this
article [25].

5.1.2. Data cluster analysis. The concept of the Internet of Things is proposed to realize the ubiquitous
perception of things, so the data types of the sensor network as the front end of data collection will show the
characteristics of diversification and heterogeneity. The size of the transmitted data, the difference of network
routing protocols, etc. will cause the difference of the end-to-end delay of the data in the network, so the
pre-processing of the data before the data intrusion detection is essential. In order to extract the differences in
the data of different sensor network nodes, this paper uses the K-means clustering method to cluster the data.
The K-means clustering method has good clustering characteristics. It can divide the data set into k subsets
according to the difference in the ”distance” between the elements of the data set, and each subset has a cluster
center [26,27]. Inter-coupling is zero. The steps of K-means clustering are as follows:

1) Select the value of k according to the clustering requirements, where k > 1;
2) In the cluster initialization stage, suppose that the data set contains total data samples, whose samples

are represented by vi, and randomly select k samples Center1, Center2,..., Centerk as Initial cluster center;

dis(n) =
√

(v1)2 − ((center)n)2(5.1)

3) Representation sample xi The geometric distance from the cluster center Centern. And according to
the minimum distance principle, the sample is divided into

mindis(n) = 1, 2, ......, k(5.2)

In the corresponding cluster Ck;
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4) Update the cluster center to

Centern = ((
∑

(vi))/p),(5.3)

where p represents the number of samples in this class after clustering. 5) Repeat Step 3) and Step 4), taking
the minimum error square as the criterion of clustering performance until the cluster centern no longer changes.

6) The algorithm ends, and the k clustering center values and clustering results are output.

5.2. Sensor network intrusion detection algorithm.

5.2.1. Symbol description. Trsi : Data traffic sent by node i
T ′
rsi : The threshold value of node i sending data traffic

Trri : Data traffic received by node i
T ′
rri : The threshold of node i receiving data traffic

Ti: Transmission delay at node i
T ′
i : The transmission delay threshold at node i

dij : The distance between node i and the previous node j
df : The distance to the node with the farthest distance from the center after clustering
2R: Maximum communication distance in the network

5.2.2. Implementation of detection algorithm. Assuming that there are n sensor nodes in the Internet
of Things, the detection process will be described below.

1) Intrusion detection part
Step 1: Select the network sending and receiving traffic at any node i, Trri, Trsi. And data transmission

delay Ti. As the observation object in the network. The feature vector of node i can be expressed as:

Vi = (Trsi, Trri, di, Ti)(5.4)

The feature vectors of all nodes in the network at a certain moment constitute a set Vset.
Step 2: Make

Vmean = (Trs −mean, Trr −mean, dmean, Tmean)(5.5)

Equal to all Vset The average value of the characteristic data in. Assume dmax is the maximum actual
communication distance between all nodes in the network, and the theoretical value of the node end-to-end
communication delay is the maximum Tf . If Vi in di, Tf and V ′

i = Vmean and update the collection Vset.
Step 3: Use the K-means clustering method to divide the collected data set into k groups, and use the data

set separately Ck. Indicates that the data member is Vi

Step 4: Data detection process Black hole attack detection: for any Vi ∈ Ck, if Ti > T ′
i Then the node is

identified as an attacking node. Otherwise, if the node is not judged as a black hole attack node, the node is a
normal node. For any Vi, j ∈ Ck, if dij < 2R and Trri > T ′

rri. The node j is determined to be the cooperative
node of the network attack, and i is the attacking node of the network; otherwise, if the node is not identified
as the above-mentioned attacking node, the node is a normal node[28,29].

Step 5: Generate data sets of different types of network attacks, and update the thresholds of various
attributes in the network attack model.

The above steps can be expressed in pseudo code as:

Input: Vset = Vi|i ∈ G, dmax, Tf

Initial: Vmean = (
∑

Vi)/(nodecount(G))
If di · Ti > dmax · Tf

Then V ′
i = Vmean

Endif
Use K-mean, method to obtain clustering results:Ck, Vi

if Ti > T ′i
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Then i is the attack node
Else if Trri! = 0 and T ′

rsi! = 0 and Trsi = 0
Then i is the black hole node and added to Vblackattack

Else if i is a normal node and added to Vnormal

Endif
If dij < 2RANDTrri > T ′

rri

Theni is a collaborative node and added to Vcooperation

Else if i is a normal node and added to Vnormal

Endif
Output: Vblackattack, Vcooperation, Vnormal

2) Node authority management part: In order to avoid the influence of misjudgment caused by the abnormal
node communication caused by accidental factors on the system, this paper uses the ”distance” from the normal
node as the judgment basis to control the network node. Assuming that the authority management part of the
network is carried out by an independent key, the execution process is as follows:

Step 1: Suspected attack nodes in the computing network Vj ;The distance from the cluster center pj .
Step 2: Limit the node’s network traffic to M = T ′

rrj−µPj , where the output is the flow penalty coefficient,
which can be set according to needs. When certain pj , the larger the node, the less traffic is allowed to pass.

Step 3: The master station issues traffic restriction instructions in the form of keys.
Step 4: In the next p times of detection, if the node is judged to be a normal node, the restriction on the

node’s traffic will be cancelled through instructions [30].

The above steps can be expressed in pseudo code as:

Input: Vblackattack, Vcooperation

Get the cluster center of any node j Ck Pj = VjCk

Set flow threshold Mj = T ′
rrj − µPj

For 1 to n
Check whether j is a normal node through the intrusion detection program
If j is a normal node
Normal Count ++
End if
End For
If Normal Count==n
Then set the flow threshold M = T ′

rrj

Endif
Output: M = {Mj/j ∈ Vblackattack, Vcooperation}

The flow chart of the algorithm in this paper is shown in Figure 5.1.

6. Experimental results and analysis. This article uses Openet simulation software for simulation,
and its simulation environment is shown in Table 6.1. The number of attacking nodes in the network is 10%
of the total, or 72. We set 42 nodes as black hole attack nodes, 10 nodes as false routing attack nodes, 4 witch
attack nodes, and 16 wormhole attack nodes.

In order to detect the effect of network intrusion, we choose detection rate (DR) and false detection rate
(FPR) as the main evaluation indicators. Suppose the number of attacking nodes that are correctly detected
in the network is TP, the number of attacking nodes that are not detected is FN; the number of normal nodes
judged as attacking nodes is FP, and the number of attacking nodes judged as attacking nodes is TN. Then its
expression is:

DR = ((TP )/(TP + FN))(6.1)



156 Jianxing Zhu, Lina Huo, Mohd Dilshad Ansari, Mohammad Asif Ikbal

Fig. 5.1. Algorithm flow chart

Table 6.1

Simulation parameter settings

Parameters Description

Simulation platform Opnet 14.5
System platform Windows XP
Network topology Tree structure
Routing Agreement AODV
Number of sensor nodes 720
Number of cluster head nodes 30
Number of nodes per cluster 24
Proportion of attack nodes 10%

FPR = ((FP )/(TN + FP ))(6.2)

Table 6.2 shows the data delay of some nodes in the network. Among them, node 4 is a black hole attack
node in the network, which has a certain network delay, but the network delay of wormhole attack node 1 in
the network is greater.

As shown in Table 6.3, the data traffic received by node 7 in the network is greater than the normal
threshold. By looking up the neighboring nodes of node 7 we can know that it contains node 1, so node 7 is the
data forwarding terminal of attacking node 1. In order to verify the effectiveness of the method in this paper,
the literature and the method in this paper are used to randomly deploy attack nodes in the above simulation
environment to conduct 10 simulation experiments, and the detection rate and false detection rate are counted.
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Table 6.2

Data end-to-end delay data (unit: second)

Node Number T ′
i Ti

1 0. 0046 0. 0148
4 0. 0021 0. 0033
7 0. 0054 0. 0054
8 0. 0098 0. 0135
10 0. 0041 0. 0052
17 0. 0037 0. 0037
83 0. 0096 0. 0096
253 0. 003 0. 003
511 0.0107 0. 0107
...... ...... ......
720 0.0093 0.0093

Table 6.3

Table 3: Network node receiving traffic data (unit: bps)

Node Number T ′
rsi Trsi

1 1024 1024
4 1024 1024
7 1024 2048
8 1024 1024
9 1024 2048
36 1024 1024
154 1024 1024
231 1024 1024
655 1024 1024
...... ...... ......
720 1024 1024

Fig. 6.1. The detection rate of different experiments
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Fig. 6.2. False detection rate of different experiments

The detection results are shown in Figure 6.1 and Figure 6.2. It can be seen from the figures that the
detection rate of the algorithm in this paper is significantly higher than the other two algorithms, and the
probability of false detection is also lower than other algorithms.

7. Conclusion. Aiming at the security issues of the Internet of Things, this paper starts from the weaker
wireless sensor network, analyzes the current network attack patterns, and proposes an efficient intrusion
detection method for applications with Internet of Things. In order to reduce the drawbacks caused by algorithm
detection errors, a node authority control strategy based on traffic restriction is proposed, which improves
the security of IoT communication. By comparing with commonly used algorithms, the proposed algorithms
significantly improves the detection level of network intrusion, and is applicable to guarantee the security of the
Internet of Things in different scenarios. As a future work one can analyze the proposed algorithm with other
data mining algorithms and can work on the identification and characterization of intruders attack.it may be
further identified that how the proposed methods can be used with other real time environment data set.
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