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INTRODUCTION TO THE SPECIAL ISSUE ON CLOUD FOR INTERNET OF TH INGS

Dear SCPE readers,

The Internet of Things (loT) changes the way we interact with the world around us. It aims to represent
the physical world through uniquely identi able and interconnected objects (things). Things have the capacity
for sensing, processing or actuating information about entities aailable from within the real world. Thus, infor-
mation travels along heterogeneous systems, such as routersatdbases, information systems and the Internet,
leading in the generation and movement of enormous amounts of datwhich have to be stored, processed and
presented in a seamless, e cient and easily interpretable form.

Cloud computing represents a very exible technology, able to o ertheoretically unlimited computing and
storage capabilities, and e cient communication services for tranderring terabyte ows between data centres.
Both the 10T and Cloud technologies address two important goals fo distributed system: high scalability and
high availability. All these features make the Cloud Computing a promisng choice for supporting IoT services.
IoT can appear as a natural extension of Cloud Computing implemerations, where the Cloud provides loT
based resources and capabilities, process 10T data, manage lofiveronments and deliver on-demand utility for
loT services, such as sensing/actuation as a service.

This special issue aims to gather innovative works on Cloud solutionsolr integrating monitors and sensors,
storage devices, analytics, tools and virtualization platforms, in oder to support 0T purposes. It includes
extended, thoroughly revised papers presented at the Workshmon CLoud for [oT (CLIoT 2013) and Workshop
on CLOUd Storage Optimization (CLOUSO 2013), which have been orgnized in conjunction with the European
Conference on Service-Oriented and Cloud Computing (ESOCC 20)}3in Malaga, Spain, on September 11th,
2013.

The papers included in this special issue deal with several issues, igh aim to support e cient loT applica-
tions and services. Tomarchio et al. [1] present an OSGi-based middiare, called Sensor Node Plug-in System
(SNPS), able to abstract sensors from their proprietary interfaces and to o er their capabilities to third party
applications according to an as-a-Service approach. Thus, sensoare no longer low-level devices producing
raw measurement data, but can be seen as services to be used atwmposed over the Internet in a simple and
standardized way.

Fazio et al. [2] discuss the design of a Message Oriented Middlewarerf€loud, called MOMA4C, able to
arrange customizable Cloud facilities by means of a exible federatiorenabled communication system. They
focus their discussion on the Dangerous Good Transportation (DG) use case in order to show the applicability
of the proposed middleware in I0T scenarios. To this aim, speci c MOMIC utilities are combined in order to
compose a PaaS for sensed data drawing, storage and processing

Destefano et al. [3] present the Sensing and Actuation as a ServiggSAaaS) architecture for enrolling
and aggregating sensing resources into the Cloud. Speci cally, theinvestigate a sensing resource abstraction
solution designed for mobile devices, called SAaaS4Mobile. The implemition of SAaaS4Mobile abstraction
modules has been tackled for Android mobiles and are based on well-&wn standards, as the Open Geospatial
Consortium (OGC) Sensor Web Enablement (SWE).

Bellavista et al. [4] provide to both laaS Cloud providers and to SaaS pplication providers an open source
tool that facilitates the composition of heterogeneous resource such as single Virtual Machines (VMs), DB
services and storage, and stand-alone services, in order to makenart objects for the 10T. The tool automates
the provisioning of complex SaaS applications over the widely di used eal-world open-source OpenStack laaS,
integrating well-known technologies, such as the standard BusinasProcess Execution Language (BPEL), which
simpli es the de nition of the deployment, con guration, and monito ring steps.

Veltri et al. [5] propose a constrained version of the Session Initiabn Protocol (SIP), named CoSIP, which
allows constrained devices to instantiate communication sessions in lightweight and standard fashion and can
be adopted in M2M application scenarios. The proposed CoSIP is a bing protocol which maps to SIP, similarly
to CoAP doesto HTTP. CoSIP can be adopted in several application senarios, such as service discovery and
publish/subscribe applications.

To support storage services for 10T, Villari et al. [6] introduce an &straction layer that works above
heterogeneous Cloud storage platforms, able to split data in manylainks spread over di erent storage providers.
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Users do not need to take care about a speci c provider for data pload /download and experience a seamless
storage service, where storage space is almost the sum of the itge spaces o ered by the involved Cloud

providers. At the same time, Data Obfuscation is guaranteed. In &ct, Cloud providers can not have full access
to the stored les, since they store few chunks.

In the context of the VISION Cloud EU-funded project, which aims to design a new scalable and exible
storage Cloud architecture, Buneo et al. [7] investigate a storag€loud environment, where a distributed le
system is built on top of a set of storage nodes composing a clusteand several clusters constitute a Cloud data
center. The authors provide an analytic model based on Stochait Reward Nets (SRNs) to analyze the reached
availability level of a VISION Cloud storage cluster varying both stru ctural and timing system parameters.

With reference to the VISION Cloud project, Villari et al. [8] describ e a delegation architecture for on-
boarding federation, which allows an enterprise to e ciently migrate data from one storage Cloud provider
to another, while providing continuous access and a uni ed view overthe data during the migration. They
provide implementation details based on Security Assertion Markup language (SAML), a protocol designed for
delegation issues with strong security features.
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AN OSGI MIDDLEWARE TO ENABLE THE SENSOR AS A SERVICE PARADIGM

GIUSEPPE DI MODICA, FRANCESCO PANTANO, ORAZIO TOMARCHIO

Abstract.  The Internet of Things vision has recently stimulated many r  esearch e orts in di erent communities. The collection

of diverse information produced by the proliferation of int  er-connected sensing entities is one of the biggest challen ge that should be
adequately addressed. The huge amounts of raw data produced by loT devices need to be structured, stored, analysed, corr elated
and mined in a reliable and scalable way. The size of the produ ced data, and the high rate at which data are being produced, s uggest
that we need new solutions that combine tools for data manage ment and services capable of promptly structuring, aggrega ting and
mining data even just at the time they are produced. In this pa per we propose a middleware, to be deployed on top of physical
sensors and sensor networks, capable of abstracting sensor devices from their proprietary interfaces, and o ering the m to third
party applications in an as-a-Service fashion for prompt an d universal use. The middleware also o ers tool to elaborate real-time
measurements produced by sensors. A prototype of the middle ware has been implemented. In the paper a real use case scenario is
also discussed.

1. Introduction.  The current role of the Internet of Thing (loT) is no more limited only to electronic
identi cation of objects but it is perceived as a way to act, measure or provide services based on real-world
entities [20]. Advancements in networking technologies and sensoattuator capabilities provide a large number
of physical world objects with communication and computation capabilities to interact with their surrounding
environment.

However, the emerging loT platforms are currently hard to deployand operate, requiring except in the most
trivial cases the intervention of domain experts to interpret the sensor data and, eventually, to come up with
actuation commands. This approach is clearly too expensive and timeonsuming, and simply does not scale
with the increasing number of 10T devices. In addition, the developnent of 10T application is highly scenario
and technology dependent, due to the heterogeneity of deviceS hat is why powerful middleware solutions are
required to integrate heterogeneous devices and dynamic serviedor building complex systems for the IoT.

We believe that the service-oriented approach [14, 24] provides &djuate abstractions for application devel-
opers, and that it is a good approach to integrate heterogeneousensors and di erent sensor network technologies
with Cloud platforms through the Internet, by paving the way for n ew loT applications.

In this paper, extending the work presented in [8] we propose an OSi-based middleware, calledSensor
Node Plug-in System (SNPS) where sensors are no longer low-level devices producing raw maasment data,
but can be seen as \services" to be used and composed over thetdmet in a simple and standardized way in
order to build even complex and sophisticated applications.

The remainder of the paper is structured in the following way. Sectim 2 presents a review of the literature.
Sect. 3 introduces the architecture of the proposed solution. InSect. 4 we discuss and motivate the choice
of the data model implemented in the middleware. Section 5 provides@ame details on the sensor composition
process. In Sect. 6 a use case scenario is discussed. We conclugtlewmrk in Sect. 7.

2. Related work. The most notably e ort in providing standard de nition of Web servic e interfaces and
data encodings to make sensors discoverable and accessible on Wieb is the work done by the Open Geospatial
Consortium (OGC) within the Sensor Web Enablement (SWE) initiative [4, 23]. The role of the SWE group
is to develop common standards to determine sensors capabilitiesptdiscover sensor systems, and to access
sensors' observations. The principal services o ered by SWE inclde:

Sensor Model Language (SensorML): provides a high level desctipn of sensors and observation pro-
cesses using an XML schema methodology

Sensor Observation Service (SOS): used to retrieve sensors dat

Sensor Planning Service (SPS): used to determine if an observatiaequest can be achieved, determine
the status of an existing request, cancel a previous request, @nobtain information about other OGC
web services

Web Processing Service (WPS): used to perform a calculation on sear data.

Department of Electrical, Electronic and Computer Enginee ring, University of Catania, Catania, Italy
(firstname.lastname@dieei.unict.it ).
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A common misconception of the adoption of SWE standards is that, ather than encapsulating sensor
information at the application level, they were originally designed to operate directly at the hardware level. Of
course, supporting interoperable access at the hardware levelas some advantages as it copes well with the
\plug and play" concept. Currently, some sensor systems such asveather stations and observation cameras
already o er access to data resources through integrated webesvers. However, besides contradicting the view
of OGC's SWE of uncoupling sensor information from sensor systemshe downside of this approach becomes
clearer when dealing with a high number of specialized and heterogeoes sensor systems, and in particular in
resource-limited scenario where communication and data transpdation operations must be highly optimized.
Even a relatively powerful sensor gateway has not the basic requément to act as a web server in many cases,
it is networked via a low-bandwidth network and is powered by a battey, so it has neither the energy nor
bandwidth resources required to run a web service interface.

The need for an intermediate software layer (middleware) derivesrbm the gap between the high-level re-
guirements of pervasive computing applications and the complexity 6the operations involved in the underlying
Wireless Sensor Networks (WSNs). A WSN is characterized by constined resources, a dynamic network topol-
ogy, and low level embedded OS APIs, while the application requiremds include high exibility, re-usability,
and reliability to cite a few. In general, WSN middlewares help the progammer develop applications by pro-
viding appropriate system abstractions, reusable code servicesid data services, exible network infrastructure
management and e cient resource management services.

Some research e orts have surveyed the di erent approachesfaniddleware and programming paradigms
for WSN: in [11] middleware challenges and approaches for WSN werenalysed, while [26] and [22] analysed
programming models for sensor networks. In the following we focusn two programming models which in the
past years have been taken in great consideration by researcterthe message-orientedand the service-oriented
approach.

Message oriented middlewaresMessage oriented middlewares (MOMSs) provide distributed communiation
among participants on the basis of theasynchronous interaction model. Basically, in a MOM a participant
(sender) who need to communicate to another participant (receier) produces a message which is managed by
a software queue which, in its turn, takes care of routing that mesage to the nal destination. Two types of
interaction models can be implemented in a MOM: point-to-point, by which a single message produced by a
sender is delivered only once to only one receiver, and publish/subgbe, which allows a single producer to send
a message to or potentially hundreds of thousands of receivers.

Many sensor frameworks calls on MOM as asynchronous communidah can guarantee very high energy
saving in event-driven WSN applications. Most of them opted for thepublish/subscribe mechanism to implement
message exchange between sensors and nodes. Mate [17] usestaal Machine approach as level of abstraction.
It deals with several issues such as limited bandwidth and energy caumption for large networks. Claimed
features are fault tolerance, dynamism, exibility and recon gurability components. The weak point of this
middleware is, however, energy expenditure, mainly due to generatd communication overhead; therefore is not
suitable for complex applications. Magnet [3] is a Virtual Machine basd middleware as well. It works as an
abstraction layer built on top of MagneOS, an adaptive operative stem sensor oriented that allows to detect and
report any moving object. The weak point is that the entire network is based on a single Java Virtual Machine
running static components, so the performance is acceptable onlynder very stringent constraints. Impala [19]
is an event-driven middleware which manages requests and resp@ssin a completely asynchronous mode. It
adapt itself to many application scenarios and can automatically set arameters according to the presented
scenarios. It introduces a small overhead in transmission phase. iMn [12] allows to integrate applications on
di erent networks. It lets applications specify QoS requirements and adjust network characteristics to improve
the life cycle management. These goals are achieved by collection dafrom sensors aggregated on the network,
with particular care for energy consumption and bandwidth usage.Cougar [7] is a database oriented middleware
that stores sensor and data in a relational fashion. The managenm operations of WSNs are implemented in
the form of SQL queries. Sina [25] presents an architecture whichdapts to the physical environment. In fact,
the network is modelled as a distributed system of objects, queriecccording the SQL language. Through
the hierarchical clustering mechanism, Sina caters for scalability, & the routing of requests takes place in a
hierarchical manner as a function of the root node. DsWare [18] is aniddleware that uses a database approach
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and is also network event-driven. Its architecture is based on modles that deal with the management of data,
group management, detection of events. The publish/subscribe mchanism is used for asynchronous, topic-based
communication. As Cougar, DsWare uses SQL for the registration ad cancellation of events.

Service oriented middlewares.In a service oriented approach participants of a distributed systen commu-
nicate through the synchronousinteraction model. Service, rather than message, is the focus oésvice oriented
middlewares (SOMs). This approach greatly facilitates the design tak (service-centric): adding advanced fea-
tures simply means implementing new services. If compared to the M8, SOMs propose a more straightforward
approach to messaging, but su er from in exibility and tight coupling (potential geometric growth of interfaces)
between the communicating participants.

Recently, the service-oriented approach has been applied to semrsenvironments [14, 21]. The common idea
of these approaches is that, in a sensor application, there are seral common functionalities that are generally ir-
relevant to the main application. For example, most services will haveto support service registries and discovery
mechanisms and they will also need to provide some level of abstrdoh to hide the underlying environments and
implementation details. Furthermore, all applications need to suppat some levels of reliability, performance,
security, and QoS. All of these can be supported and made availablarough a common middleware platform
instead of having to incorporate them into each and every servicerad application developed.

The SStreaMWare [10] middleware exploits a query-based system inrder to access the data collected. Its
service oriented nature solves the problem of software heterogeity, facilitating the integration and guaranteeing
compatibility on the one end, and allowing a weak coupling between the ser application and the sensors on the
other end. Useme [5] provides a high-level programming language tdevelop applications for wireless sensor
network. The service oriented approach ensures scalability, inteperability and e ciency. Oasis [16] is an
ambient-aware, service oriented programming model. The objectriented paradigm provides an abstraction that
focuses on the monitored physical phenomenon, bypassing the oplexity of the network topology. MiSense [15]
is a service-oriented middleware that provides a publish-subscribe ethanism based on well-de ned contents. It
is able to reduce the complexity through a structure above the comonent layers by imposing restrictions on the
modularity and o ering a well de ned and speci ¢ interface to the re st of the system. UbiSOAP [6] is designed
on the SOAP protocol. Its aim is to provide services on a pervasive s&sors network. It's composed two layers,
a multi-radio network layer and a communication-oriented Web Servies layer. A SOAP Transport service is
used by the client and the service: the Transport service interact with the multi-radio network, sending and
receiving messages over the network. TinySOA [2] is a service-origgal architecture that provides developers
with simple API to implement applications on sensor networks, using tte same programming language in which
they were originally written. The main advantage of TinySOA is to abstract away the developer from details
of the WSN hardware and the communication layer.

The service oriented approach is the one we adopt in the work beingrpsented. In particular, we leverage on
OSGi [1] as the key paradigm enabling theservice technology in the context of sensor networks. Furthermore,
the choice of the service oriented paradigm allows for a more smoothtegration with Cloud platforms and
for advanced discovery mechanisms also employing semantic techngies [9]. The work we propose aims at
reaching a worthy compromise between WSN heterogeneity, syste scalability and interoperability.

The middleware we propose on the one hand embeds service orientéshtures in that functionalities are
provided end exposed through services; on the other one the memge oriented paradigm is used to manage
events produced by sensors. This way advantages of both appaohes are then caught. Further, the sensor
aggregation feature o ered by the middleware contributes to entances the exibility of the sensor programming
model. By means of this novel service, third party applications are gposed a new way to design and implement
data manipulation schemes which relieves them from the burden of ghering, putting together and elaborate
on all data coming from their sensing campaigns.

3. The SNPS middleware.  This section presents the proposal for a middleware devised to layrothe
physical layer of wireless sensors, abstract away the sensorgexi c features, and turn sensors into smart and
composable services accessible through the Internet in an easy dstandardized way. The middleware was
designed to follow the basic principles of the 10T paradigm [20]. Senserare not just sources of raw data, but
are seen like smart objects capable of providing services like Iteringcombining, manipulating and delivering
information that can be readily consumed by any other entity over the Internet according to well-known and
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standardized techniques.

Primary goal of the middleware, which we called Sensor Node Plug-in System (SNPS)is to bring any
physical sensor/actuator on an abstraction level that allows for easier and standardized management tasks
(switch on/o, sampling), in a way that is independent of the proprie tary sensor's speci cation. By the time a
sensor is \plugged" into the middleware, it will constitute a resource'service capable of interacting with other
resources (be them other sensors plugged into the middleware ohitd party services) in order to compose
high-value services to be accessed in SOA-fashion. The middlewarésa o ers a set of complimentary services
and tools to support the management of the entire life cycle of serss and to sustain the overall QoS provided
by them.

Basically, the SNPS can be said to belong to the category of the seice-oriented middlewares [24]. In fact,
the provided functionality are exposed through a service-orientd interface which grants for universal access
and high interoperability. Yet, all data and information gathered by sensors are stored in a database that
is made publicly accessible and can be queried by third party applicatios. Further, the SNPS also support
asynchronous communication by implementing the exchange of meages among entities (sensors, components
triggers, external services). All these features makes the middware exible to any application's need in any
execution environment.

At design time it was decided not to implement the entire middleware fran scratch. A scouting was carried
out in order to identify the software framework that best supported, in a native way, all the characteristics
of exibility and modularity required by the project. Eventually, the OSGi framework [1] was chosen. The
OSGi framework natively supports the component's life cycle managment, the distribution of components over
remote locations, the seamless management of components' intdependencies, and an asynchronous (event-
based) communication paradigm.

The SNPS middleware is then organized into several components, elaof which is implemented as a software
module (or \bundle") within the OSGi framework. Figure 3.1 shows the architecture of the middleware and its
main components.

Registry | | Composer | | Processor EVEE
l g Manager
| ¥
b Core
DAO
{ Sensor Layer Integration
Fig. 3.1 . SNPS architecture
The overall architecture can be broken down into three macro-blaks:
Sensor Layer Integration
Core and related Components
Web Service Integration
In the following we provide a description of each macro-block.
3.1. Core and related Components. The components we are about to discuss are charged the respons

bility of providing most of the middleware's functionality. In Figure 3.2t he connections among the components
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are shown.

Event Manager

A

Processor

=_'DAO"J CORE q Composer
[ |

Registry

Fig. 3.2 . Core and related Components

Core. It is where the business logic of the Middleware resides. The Core agtas an orchestrator that
coordinates the middleware's activities. Data and commands owing brth and back from the web service layer
to the sensor layer are dispatched by the Core to the appropriateomponent. This component is responsible for
the virtualization of physical sensors, i.e., conforming the feature and capabilities of physical sensors under a
common representation. In addition, the core is able to de ne the varking policies of the middleware, identifying
points of failure and performing action in order to recover componats.

Reqgistry. It is the component where all information about sensors, middlewage's components and provided
services are stored and indexed for search purpose. As for therssors, data regarding the geographic position and
the topology of the managed wireless sensor networks are storéd the Registry. Also, each working component
needs to signal its presence and functionality to the Registry, whib will have to make this information public
and available so that it can be discovered by any other component/ervice in the middleware.

Composer. It represents the component which implements the sensors' congsition service. Virtualized
sensors have a uniform representation which allows for \aggregatg" multiple sensors into just one sensor that
will eventually be exposed to applications. An insight and practical examples about the aggregation service is
provided in Section 5.

Processor. It is the component responsible for the manipulation of the data coning from the sensors.
It enforces the sensors' aggregation schemes de ned througthe Composer. In particular, when data come
from multiple sensors composing an aggregate, this component apes the directives of the related aggregation
mechanism.

Event Manager. It is one of the most important components of the middleware. It provides a publish/-
subscribe mechanism which can be exploited by every middleware's cqronent to implement asynchronous
communication. Components can either be producers (publisherspr consumers (subscribers) of every kind
of information that is managed by the middleware. This way, data ows, alerts, commands are wrapped into
\events" that are organized into topics and are dispatched to anyentity which has expressed interest in them.

DAO. It represents the persistence layer of the middleware. It exposeAPIs that allow service requests to
be easily mapped onto storage or search calls to the database.

3.2. Sensor Layer Integration. The Sensor Layer Integration (SLI) represents the gateway conecting
the middleware to the physical sensors. It implements &idirectional communication channel supporting com-
mands to ow both from the middleware to the sensors and from thesensors to the middleware as well and a
data channel (for data that are sampled by sensors and need to go up to the middware).
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The addressed scenario is that of wireless sensor networks implented through so called Base Stations
(BS) to which multiple sensors are \attached". A BS implements the logic for locally managing its attached
sensors. Sensors can be wiredly or wirelessly attached to a BS, faing a network which is managed according
to speci c communication protocols, which are out of our scope. Tk SLI will then interact just with the BS,
which will only expose its attached sensors hiding away the issues rekd to the networking.

The integration is realized by means of two symmetrical bundles, whib are named respectivelyMiddleware
Gateway bundle (iMdmBundle)and WSN Gateway Bundle (iwsnBundle) The former lives in the middleware's
runtime context, and was thought to behave as a gateway for bdt commands and data coming from the BSs
and directed to the middleware; the latter lives (runs) in the BS's runtime context, and forwards commands
generated by the middleware to the BSs. Since the middleware and th BSs may be attached to dierent
physical networks, the communication between the two bundles is imlemented through R-OSGi, which is a
speci ¢ OSGi's bundle o ering a remote communication service which oher bundles living in di erent runtime
contexts can use to communicate to each other. In Figure 3.3 thewo bundles and their respective runtime
contexts are shown.

Sensor Node Plugin System

Sensor R-OSGi
Layer Endpoint
Integration

i =
Network

Fig. 3.3 . OSGi bundles implementing the Sensor Layer Integration

The SLI was designed to work with any kind of BS, independently of tte peculiarity of the sensors it
manages, with the aim of abstracting and making uniform the acces$o sensors' functionality. Making uniform
the management of the sensors' life cycle does not mean giving up éhspeci c capabilities of sensors. Physical
sensors will maintain the way they work and their peculiar features (n terms, for instance, of maximum sampling
rate, sampling precision, etc.). But, in order for sensors (read bse stations) to be pluggable into the middleware
and be compliant to its management logic, a minimal set of requiremerg must be satis ed: the iWsnBundle
to be deployed on the speci c BS will have to interface to the local BSlogic and implement the functionality
imposed by the SNPS middleware (switch on/o sensors, sample datarun sampling plan) by invoking the
proprietary base station's API.

3.3. Web Service Integration. As it is shown in Fig. 3.4, the OSGi bundle Wrapper exports the
functionality of the SNPS middleware to a Web Service context.

A modular system bundle-based enables applications that run on di eent platforms to communicate with
each other.

This result has been achieved by exploiting the OSGi communication mdel; di erent can communicate not
only importing and exporting services, but using SOA strategies Webservices based.

In this case, Web services have been built using Apache CXF, which isnaopen source services framework
that helps you build and develop services using front-end programing APIs, like JAX-WS and JAX-RS.
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Get SendCommand
Compose(<Sensors>) Detection (<parameters>)

Web Service

V4t

OSGi Bundle Wrapper

Sensor Node Plugin System

Fig. 3.4 . Wrapping and exposing SPNS as a Web Service

These services can speak a variety of protocols such as SOAP, X¥HTTP, RESTful HTTP or CORBA,
and in this case we select the SOAP protocol, exporting to clients a nage of services to access middleware
resources. By doing so, you can execute query for a speci ¢ sarsand its associated data, according to certain
search criteria. In this way clients are able to communicate directly with sensors virtual images by sending
commands, including:

sensor activation

sensor deactivation

sending sampling plans
request for sensor detection
sensor composition

In particular, the deactivation command does not perform a prope device shutdown, but allows to change
it in a power-saving state, in order to save resources that can besed at a later date.

4. SNPS data model. The SNPS data model is one of the most interesting features of theniddleware.
Goals like integration, scalability, interoperability are the keys that d rove the de nition of the model at design
time. The objective was then to devise a data model to structure Ioth sensors' features (or capabilities) and
data produced by sensors. The model had to be rich enough to safy the multiple needs of the middleware's
business logic, but at the same time had to be light and exible to servethe objectives of performance and
scalability. We surveyed the literature in order to look for any proposal that might t the middleware's require-
ment. Speci cation like SensorML and O&M [4] seam to be broadly accpted and widely employed in many
international projects and initiatives. SensorML is an XML-based language which can be used to describe, in
a relatively simple manner, sensors capabilities in terms of phenomenthey are able to o er and other features
of the speci ¢ observation they are able to implement. O&M is a specication for describing data produced by
sensors, and is XML-based as well. XML-based languages are knowmbe hard to treat, and in many cases the
burden for the management of XML-based data overcomes the a@ntage of using rigorous and well-structured
languages. We therefore opted for a solution that calls on a reduckset of terms of the SensorML speci cation
to describe the sensor capabilities, and makes use of a much lighteSON [13] format to structure the data
produced by sensors. An excerpt of what a description of sensaapabilities look like is shown in Fig. 4.1.

This is the basic information that must be attached to any sensor béore it is plugged into the middleware.
Among others, it carries data regarding the phenomena being obseed, the sampling capabilities, and the
absolute geographic position. When the sensor wakes up, it sendiis information to the middleware, which
will register the sensor to the Registry bundle, and produce itsvirtualized image, i.e., a software alter-ego of the
physical sensor which lives inside the middleware run-time. The virtudsensor has a direct connection with the
physical sensor. Each interaction involving the virtual sensor will produce e ects on the physical sensor too. It
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<SensorML>

<identification>
<classification>
Metadata of the Sensor System
<capabilities>

<contact>

<position> Definition of position

<interface>
<interfaceDefinition>
<applicationLayer> Interface Definition
...... to access inputs and
<applicationLayer> outputs
< /interfaceDefinition>
</interface>

<input name="Temperature">
<swe:ObservableProperty definition="urn:def:property.. Inputs
</input>

<output name="Temperature">
<swe:Quantity definition="urn:ogc:phenomenon.... Outputs
</swe:Quantity>

</output>

<components>
<ComponentList>
<component name="windChill" xlink:role="process"
<component name="temperature" xlink:role="detector"
<component name="windSpeed" xlink:role="detector"

Collection of physical
and non physical
subprocesses

Fig. 4.1 . Description of sensor capabilities in SensorML

is important to point out that all virtual sensors are treated unifo rmly by the middleware's business logic.

Furthermore, SensorML is by its nature a process-oriented langage. Starting from the atomic process, it
is possible to build the so-calledprocess chain We exploited this feature to implement one of the main service
provided by the SNPS, i.e., the sensors' composition service (see@e5 for more details). This service, in fact,
makes use of this feature to elaborate on measurements gatherdy multiple sensors.

As regards the de nition of the structure for sensor data, JSON was chosen because it ensures easier
and lighter management tasks. The middleware is designed to handles@mple, transfer, store, retrieve) huge
amounts of data, with the ambitious goal to also satisfy the requirenents of real-time applications. XML-based
structures are known to cause overhead in communication, stoige and processing tasks, and therefore they do
not absolutely t our purpose. Another strong point of JSON is the ease of writing and analyzing data, which
greatly facilitates the developer's task. A data sampled by a sensowill then be put in the following form:

SensorMeasure:

f
““Sensorld'': " “value'',
““data'': " “value'',
“Ttype'': " “value'',
“timestamp ' ': " “value '
g
5. Building and composing Virtual Sensors. Sensor Composition is the most important feature of the

SNPS middleware. Simply said, it allows to get complex measurements atting from the samples of individual
sensors. This composition service is provided by the Composer buted(cf. Fig 3.1).

An important prerequisite of the composition is the sensor \virtualization", which is a procedure performed
by the Core component when a sensor is plugged into the SNPS middlee (see Sect. 3.2). Aggregates of
sensors can be built starting from their software images (virtual €nsors) that live inside the SNPS middleware.
Therefore, in order to create a new composition (or aggregate)fesensors, the individual virtual sensors to be
combined need to be rst identi ed. Secondly, the operation that is to be applied to sensor's measurements
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must be speci ed. This is done by de ning the so-calledOperator, which is a function that de nes the expected
input and output formats of the operation being performed. The nal composition is obtained by just applying
the Operator to the earlier chosen virtual sensors.

The operator for aggregating sensors can be de ned using MathM [27]. In the operator schema, each
sensor input is bound to an item of the formula to be executed. A chek is then performed in order to verify the
compatibility of the unit of measures of the data that are being aggegated by the operator. This feature is very
useful in the case of heterogeneous sensors' composition, whilethre case of homogeneous sensors pre-de ned
patterns are o ered.

Once the operator has been created, a new virtual sensor (theggregate) is available in the system and
exposed for use by third party applications. Figure 5.1 shows the sticture of an aggregate of sensors.

Sensor

Input 1 Sensor 1

Sensor_____ | 3 a
—————>
Input 2 Sensor 1 ethod

Sensor

>
Input N Sensor N

System
Output

Fig. 5.1 . Sensors composition

Let us gure out a practical use case of sensor composition. Image that there are four temperature sensors
available in four di erent rooms of an apartment. An application would like to know about the instant average
temperature of the apartment. A new sensor can be built startingfrom the four temperature sensors by just
applying an average operator, as shown in Fig. 5.2.

Fig. 5.2 . Average operator

In this speci ¢ case, the input sensors are homogeneous. As siged earlier, the middleware also provides
for the composition of heterogeneous sensors (e.g., temperatjrhumidity, pressure, proximity), provided that
the operator's I/O scheme is adequately designed to be compatible ih the sensors' measurement types.

6. Use case scenario. A prototype of the middleware has been implemented and its functiomlity have
been tested. In this section we provide some insight on a real use s& that we set up in order to prove the
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e ectiveness of the implemented mechanisms. In particular, here & focus on what we believe is the most
important middleware's provided service, which is the sensors comggition service.

The sensors composition process puts emphasis on the semantidstioe operation, rather than relying on
the simple measure. In this regard, it has been developed a use case order to emphasize the power and
importance of the aggregation of sensors. Let us recall the avage temperature example, and try to describe
which are the execution steps triggered in that speci ¢ use case.

~g

Fig. 6.1 . Apartment scenario

Wii SNPS Core ‘ BContext ‘ ‘SNPS Composer| iRegistry DAO

compose(sid[],prms,template)

sensorExist(sid[])

validate(sid[],prms)

getServiceReference

ServiceReference

compose(Sensors, parameters,template)

getEndpoint
-

Context

persist(new VSensor)

registerComponent
4
Op Response

Op Response

Virtual Sensor

Event Ack

Wii SNPS Core ‘ BContext ‘ !SNPS Composer! iRegistry DAO

Fig. 6.2 . Sequence diagram for the sensor composition phase

We will consider the use case as divided into two distinct phases: 1)asors' composition and 2)aggregate
sensor inquiry.
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Phase 1: Sensors' composition..In the rst stage, we are going to consider the following actors:

Web Integration Interface (Wii) Component. It represents the entity generating the composition re-

quest;

Composer. It generates the new virtual sensor from simple tempature sensors;
Registry. It registers the sensor;

Core. It orchestrates the composition task among the middleware&eomponents.

The operations carried out in the scenario, shown in Fig. 6.2, are thdollowing:

1.
2.

o0k w

The Wii propagates the request to the Core of the platform.
The Core retrieves the images of the selected sensors and perh a two-steps validation:
{ Veri cation of the existence of the sensor images in memory;
{ Validation of the operator to be applied to the sensors;
The Core invokes the composition service provided by the Compes;
The Composer generates the new (virtual) aggregate sensor;
The Registry registers the new sensor;
The Core generates a "registration” event for the new sensgraccording to the Publish/Subscribe
paradigm;

Processor SNPS Core osgi/data/event Virtual Sensor ‘ ‘ Sensorf[i] Interpreter WSN Gateway
getData(cohtext)
loop ‘ [SensorList.size()] ‘
getData(context)
getData(context)
getData(sid[],options)
Op Response
Op Response
Data Event Post
Data Event Notify
Accumulate(Data)
Procesg(VSensData, Templ)
VSensor Fipal Data Post
i
Processor ‘ SNPS Core ‘ ‘ osgi/data/event‘ ‘ Virtual Sensor ‘ ‘ Sensorli] ‘ ‘ Interpreter ‘ ‘ WSN Gateway

Fig. 6.3 . Sequence diagram for the aggregate sensor inquiry

Aggregate sensor inquiry.. The steps made in this phase, described in Fig. 6.3, are the following es:

1.
2.
3.

The Wii propagates the request to the Core;

The Core, after selecting the aggregate sensor, invokes theigdata operation;

The virtual sensor image invokes, for each composing sensor,sarvice provided by the Sensor Layer
Integration (SLI);

The SLI propagates the request to the gateway (at WSN Level)which is able to interact directly with
the Base Station, which maps the command into a direct command to ach physical sensor;

After getting the data, the SLI generates a Data response eant, which the aggregate sensor is able to
collect;

The aggregate sensor, nally, applies the operator to the preiously collected data, and generates an
event on the topic of interest;

The Processor records the measurement.
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7. Conclusion and future work. The size of data produced by sensors and sensor networks depéaly
worldwide is growing at a rate that current data analysis tools are nd able to follow. Sources of data are
multiplying on the Internet (think about smart devices equipped with photo/video cameras). There is a plethora
of sensor devices producing information of any kind, at very high rées and according to proprietary speci cation.
This complicates a lot the task of data analysis and manipulation. In this paper we have proposed a solution
that aims to ease these tasks. What we propose is not just an eargtage idea but a concrete middleware that
implements a mechanism useful to abstract sensors away from tiveproprietary interfaces and structure, which
also o ers tool to aggregate and expose sensors and sensor dah the form of services to be accessed in SOA
fashion. A prototype of the middleware has been implemented and t&ed in a small testbed. In the future we
are going to conduct extensive experiments to test the scalability ad the performance of the middleware in
distributed (even geographic) contexts.
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A MESSAGE ORIENTED MIDDLEWARE FOR CLOUD COMPUTING TO IMPROV E

EFFICIENCY IN RISK MANAGEMENT SYSTEMS
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Abstract.  Transportation of Dangerous Goods represents a sensitive p roblem due its congenital high potential risk of causing
disaster if an accident occurs. Transportation of Dangerou s Goods Risk Management systems reduce the possibility of bo th
accidental disasters and terrorist attacks detecting unus ual events and blocking possible threats. Cloud computing ¢ an facilitate
the development of such kinds of systems thanks to new emergi ng paradigms and technologies. In this paper, we discuss the design
of a new Message-Oriented Cloud Middleware for Cloud, that ¢ an be used to develop a Cloud-based Transportation of Danger ous
Goods Risk Management system. More speci cally, we investi gate issues on Transportation of Dangerous Goods, in order t o focus
the attention on the requirements of the Risk Management sys tem. Then, we describe how to use the Message-Oriented Cloud
Middleware for Cloud architecture and the necessary utilit ies in particular here for supporting Transportation of Dan  gerous Goods.

Key words:  message oriented middleware, cloud computing, federation , service provisioning, planetary system model.

AMS subject classi cations. 15A15, 15A09, 15A23

1. Introduction. Risk Management Systems are very complex distributed systems in kich di erent
heterogeneous infrastructures and resources need to be prany integrated and managed. In particular, the
risks involved in the Transportation of Dangerous Goods (TDGs) ower multi-modal ways (e.g., freeways, railways,
air and sea routes) have been attracting great interest in the reent years. In fact, dangerous goods can cause
terrible disaster if an accident occurs, producing uncontrollable eects in highly populated areas or during
popular events. Moreover, the risk becomes more concrete if wensider that dangerous goods can potentially
be an objective of terrorist attacks. TDGs is a very complex problen, involving economical, legislative and
technological aspects. The complexity raises due to the fact thafor reducing as much as possible all risks, the
previous aspects need to be addressed all together.

Nowadays, advanced technologies in the eld of ICT (Information and communications technology) promise
a way to track in real time the entity of such transportations and e ciently manage the exposure to related
risks. Innovative technologies can actively support goods trackig and provide valuable added value services to
provide legally requested information and also to minimize risk in case ofailures and accidents. Nevertheless,
the development of a TDG Risk Management System is not easy at all de to the number of utilities that need
to be integrated and coordinated (e.g., sensing, high performanceomputing, storage, security, etc).

Cloud computing has reached a high level of complexity embracing manapplication elds. Indeed, the
Cloud-like technologies allow the development of next generation vesatile systems in which di erent types of
technologies and hardware/software solutions can be integrated

In this paper, we present a novel Message-Oriented Middleware (M4C), that can be usefully adopted
for the development of a TDG Risk Management System. MOMA4C allowso set up Cloud facilities aggregat-
ing di erent Cloud utilities coming from di erent enterprises, organiz ations, and governments in a federated
environment. According to the MOMA4C terminology, a \Cloud Facility" is a mash-up Cloud service composed
integrating one or more Cloud utilities, instead, a \Cloud utility" is a spe cic Cloud service (e.g., virtualiza-
tion, storage, network, computation, security, sensing, data aalytics, etc). In simple words, the aim of the
middleware is to acts as a liaison among utilities in order to support the @&ployment of advanced, exible,
and di erentiated Cloud facilities [17]. In such a versatile scenario enerprises, organizations, and governments
become, at the same time, customers and providers. MOM4C provies exibility, e ciency, and elasticity
for the setup of Cloud facility to Cloud providers, seamlessly integraing the utilities belonging to di erent
heterogeneous environments or administrative domains. It allows d expand existing Cloud systems and to
integrate several virtual and physical resources. Its ability of ollecting heterogeneous utilities and abstracting
their functionalities to high level Cloud facilitates is very useful for the development of advanced applications

This work was partially supported by Projects SIMONE and SIG ~ MA, ltalian National Operative Program (PON) 2007-2013.
YDICIEAMA, University of Messina, Contrada Di Dio, 98166 San t'Agata - Messina
(mfazio(acelesti,apuliafito,mvillari).unime.it ).
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for Internet of Things (loTs). MOMA4C has been designed accordig to the Message-Oriented model. This
model has already been used for the designing of Cloud middleware duas IBM WebSphere MQ (MQSeries),
TIBCO Rendezvous, and RabbitMQ. In comparison with them, MOMA4C allows to develop services tting the
requirements of Cloud computing.

Due to its features, MOMA4C can o er a solid support to TDG scenarios. A TDG Risk Management System
mainly requires: i) a monitoring system able to localize and track dangsous goods even analyzing their states
according to di erent types of information (e.g, temperature, pressure, gas detection, etc); ii) a data collection
and elaboration system able to correlate the di erent pieces of infomation coming from the monitoring system;
i) an intelligence transportation system able to provide: transport mode optimization and tra ¢ management
through a \smarter" use of transport networks; iv) an informat ive system able to disseminate alerts to the
population in case of disaster providing pieces of information that peentially can save lives.

In order to satisfy such requirements, we analyze the possibility ofrranging Cloud facilities for TDG Risk
Management Systems (TDG Cloud Facilities) combining several Cloud tilities, in particular we gathered the
utilities we develop next, in four main branches: sensing, virtualization, big data management, and trusted
computing.

The rest of the paper is organized as follows. In Sect. 2, we discuise main concerns regarding the TDG.
In Sect., 3, we present the MOM4C computing model, discussing a fewarchitectural aspects in Sect. 4. An
example of TDG Cloud facility arranged be means of MOMA4C is discusseth Sect. 5. A possible combination of
both hardware/software solutions and technologies for the implenentation of TDG Cloud facilities is discussed
in Sect. 6. In Sect. 7, we provide an overview regarding other availdle Cloud middleware, highlighting how
they di er from MOMA4C. Conclusions and remarks are summarized in &ct. 8.

2. TDG Concerns. TDG risk management systems able to reduce the risk of both accideal disasters
and terrorist attacks make extensive use of sensing infrastrueires to assess the risk itself and to detect unusual
events. TDG risk management systems asks for a continuous morting of activities related to transportation.

It is necessary not only to track the position of the vehicle and the $atus of the cargo, but it is also important
to understand how the environment interacts during the transportation of dangerous goods. Automatic vehi-
cle identi cation techniques relying on Radio Frequency ldenti catio n (RFID) permit to electronically gather
shipment information. Route planning can reduce the probability of disaster. It can be time-independent or
reactive. In particular, route planning is reactive if real-time piecesof information about the conditions of the
transport network are periodically updated in the management sysem. Such pieces of information are gathered
by sensor networks and made available in real-time databases. In diion, Geographic information System
(GIS) will permit geospatial data management for decision making ppcesses.

2.1. The State of the Art on TDG. The TDG problem has been gathering great attention from both
research community and business companies. The main goal is to dglep a TDG risk management systems
able to prevent disasters. In ICT elds, several initiatives appeared, each one addressing speci ¢ requirements.

MITRA [2] is a research project funded by the European Commissiorwith the objective to prototype a new
operational system based on regional responsibilities for the moratring of dangerous goods transportation in
Europe. It provides a real-time knowledge of position and contentof dangerous goods through the European
Geostationary Navigation Overlay Service (EGNOS), that is a satellite based augmentation system developed by
the European Space Agency, the European Commission and EUROQOIROL. In case of dangerous situations,
GSM communications allow to alert the Security Control Centre, which is responsible to prevent accidents,
manage crisis and enable quick intervention.

SMARTFREIGHT [3] is a European research project, partly funded by the European Commission un-
der the 77" Framework Program (7FP). The overall objective of SMARTFREIG HT is to address new trac
management measures towards individual freight vehicles by usingpen ICT services, with an emphasis on
the interoperability between tra ¢ management and freight distrib ution systems, and an integrated heteroge-
neous wireless communication infrastructure within the frameworkof CALM (Communication Access for Land
Mobiles)

In [18], the authors propose a complete monitoring and tracking soltion for truck eets. The system
exploits battery-powered environmental sensors (temperatue, humidity, pressure, gas concentration and ionizing
radiation levels), connected by a ZigBee-based Wireless Sensor M&trk. Collected data is then sent from the
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vehicle to a remote server via a GPRS link. The GPS positioning system istegrated by the use of an Inertial
Navigation System, which guarantees a precise estimate of the pii®n also when the GPS signal is weak or
temporarily lost.

The solution proposed in [20] aims to improve the security of maritime ontainer transport of dangerous
goods by the real-time monitoring of container state. This system wes micro-sensor technologies and radio
frequency communication technology to obtain the dangerous gads condition inside containers, as well as
automatic positioning in the cargo hold. Information on the state of dangerous goods are transmitted to the
shore monitoring center on land through INMARSAT stations.

By comparing the di erent solutions for dangerous goods transpeotation, we have identi ed the following
common goals: 1) localization and tracking means of freight transpdation, 2) monitoring of goods according
to several types of information (temperature, pressure, gas etection,...), 3) data collection and elaboration,
4) de nition of policies for disaster prevention, 5) de nition of policie s for emergency management. However,
the existing solutions exploit heterogeneous systems, hardly to bantegrated. Indeed, they di er a lot in terms
of sensor technologies, communication infrastructures, designf the system organization and software support.
Here, our idea is to setup an environment able to harmonize these I&rogeneous systems.

2.2. Open Issues. Companies operating in the monitoring of dangerous goods have tose speci c tech-
nologies that depend on several factors: the type of dangerogmoods that are tracked, their geographical position
and route, means of transport, legislation of the country and so a. International Regulations de ne standard
procedures for the treatment of dangerous goods. Howeverrdm a technological point of view, they do not
provide any speci cation with reference to the monitoring infrastructure installation. The result is that actually
there is no compatibility between di erent monitoring systems managed by organizations or companies, both
in terms of hardware and software.

Another important issue is related to the transportation of the adopted solution. Each solution focuses on
a speci ¢ method of transportation (such as ship, truck, airplane or railways) and the concept of multi-modal
service is not faced at all. However, the aggregation of informatiorfrom multi-modal ways can be extremely
useful to predict terrorist attacks. Furthermore, in case of attacks, the management of di erent types of way
out from the disaster area can save human lives.

A world wide standardized solution is still missing. Recent events haveshown the importance of collabora-
tion among di erent countries to ght against terrorism. So, we ima gine a future transportation system where
e orts will integrate activities along the roads, highways, railways, harbors and airports at once. The integra-
tion will also include activities provided by di erent operators inside th e same country and among di erent
countries.

3. The MOM4C Computing Model. Currently, many pieces of Cloud middleware have been appearing
on the market. As highlight on the state of the art analysis discussd in Sect. 7, the available solutions are related
to speci ¢ scenarios. On the contrary, the TDG risk management gstem requires to address a versatile scenario
in which di erent utilities have to be integrated (e.g., sensing, virtualiz ation, big data management, trusted
computing, etc). For such a reason, in this paper we present a salion based on the MOMA4C, a solution that in
our opinion, well ts the requirements of TDG risk management systems. Di erently from other available pieces
of middleware, analyzed in Sect. 7, MOM4C abstracts the type of oered services, providing a framework able
to integrate both the current and future Cloud solutions, o ering to the customers the possibility to customize
their Cloud facilities.

3.1. The Need of a Middleware for Emerging Cloud-Based Syste ms. Analyzing the trend of the
Cloud computing market, we can highlight, on one hand, a growing nurber of providers that are investing
in Cloud-based services and infrastructures and, on the other had, the interest of companies in long-term,
customizable and complex business solutions, which must be easy te®lset up, reliable, and accessible through
the Internet. MOMA4C has been design to Il up this gap, integrating existing infrastructures and resources
in form of Cloud utilities into one e cient, scalable, reactive and secure distributed system. Its deployment
can be strategic for many di erent stakeholders, as shown in Fig. 3. MOM4C enables third-party enterprises
and developers to implement Cloud facilities in an easy way, integratingdi erent Cloud utilities (e.g., storage,
network, computation, security, sensing, data analytics, etc) &cording to a mash-up development model. In
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Fig. 3.1 . All stakeholders and cloud layers involved in MOMA4C referen ce scenarios.

this way, enterprises, organizations, and governments can quitk Cloud facilities integrating di erent Cloud
utilities.

MOMAC enables Cloud providers to abstract the service level. Typiclly, Cloud providers can deliver three
main service levels, i.e., Infrastructure as a Service (laaS), Platfon as a Service (PaaS), and Software as a
Service (SaaS). According to such a classi cation, MOM4C allows to dvelop Cloud facilities in form of laaS,
PaaS, and SaaS instances. Itis important to notice that also Cloud tilities themselves can be hardware/software
functionality delivered in form of laaS, PaaS, and SaaS.

laaS Providers deliver computers and devices (i.e., physical and/ovirtual) and other resources. Typically,

a Virtual Infrastructure Manager (VIM) controls one or more hy pervisors each one running several Virtual
Machines (VMs) as guests. A VIM allows to manage a large numbers 8fMs (e.g., preparing disk images, setting
up networking, starting, suspending, stopping VM, etc) and to sale services up/down according to customers'
requirements. An example is represented by a provider that o ergo end-users on-demand VMs execution. PaaS
providers deliver a computing platform, typically including operating system, programming language execution
environment, database, and web server. Software developerare implement and run their solutions on a Cloud
platform without the cost of buying and managing the underlying hardware and software layers. Typically, the
underlying computer and storage resources automatically scale ugown to match application demand. Another
example is represented by a provider that o ers a platform that cdlects data coming from one or more sensor
networks and that o er Application Program Interfaces (APIs) f or data processing, hence enabling developers
to implement intelligent sensing applications. SaaS providers, typicallydeliver on-demand pieces of software
via Web 2.0 that are usually priced on a pay-per-use basis. Providergistall and manage applications in the
Cloud and users access these ones from software clients, gerigraveb browsers. A case in which a provider
that o ers via Web 2.0 interface an o ce automation software suite such as Google Drive to manage documents.
Furthermore, a Cloud facilities built through MOM4C will be able to integ rate Cloud utilities even belonging to
di erent administrative domains in a federated system. In a federaion, each entity is independent and can not
be conditioned by a \central government” in its activities. The components of a federation are in some sense
\sovereign" with a certain degree of autonomy from the \central government": this is why a federation can
be intended more than a mere loose alliance of independent entities. deover, the treatment of all the data
and information transferred through MOMA4C is performed accordng to secure policies able to assure: data
con dentiality, data integrity, data authenticity, non-repudiatio n of the sender, non-repudiation of the receiver.

3.2. MOMA4C: a Planetary System Model. The MOM4C computing model was inspired by a plane-
tary system model. Due to its native ability in integrating heterogeneous infrastructures and resources in form
of Cloud utilities, MOMA4C can potentially o er a wide plethora of Cloud Fa cilities able to provide complex,
customizable and di erentiated mash-up services.

A monolithic design of the proposed system is inconceivable, since it inligs a heavy e ort in management
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of all the available components, low scalability and useless service alability for clients. On the contrary, to
guarantee the maximum exibility, we have conceived MOMAC as a verymodular architecture, in which every
client can customize Cloud facilities according to their business requements. From the client point of view, we
can schematize MOMA4C as well as a planetary system, as shown in Fi@.2. The planetary system is composed

Security MOM4Cloud
Distributed Corggzgnce core
Processing

Sensing
PaaS

VIM laaS

Big Data
Storage
PaaS

Fig. 3.2 . Planetary system model for service provisioning through MO MA4C.

by one or more planets that orbit around a central star. According to our abstraction, Planets identify available
utilities. For example, utilities can be: i) VIM, for on-demand VM provis ioning; ii) Sensing PaaS, collecting data
by di erent sensing environments; iii) Distributed Processing PaaS,providing high computational power; iv) Big
Data Storage PaaS, providing distribute storage for huge amounbf data, and so on. The core of MOMA4C is the
star of the planetary system. It provides all the basic functionalities necessary for the life of planets. Speci cally,
it includes a scalable messaging and presence system, security maolsms for data integrity, con dentiality and
non-repudiation, federation management and other speci c commnication features for the management and
integration of heterogeneous utilities.

All the possible combinations of planets specialize the behavior of thelanetary system. According to our
similitude, a speci c planetary system con guration, including target planets de nes the Cloud facility. In fact,
according to our de nition, the Cloud facility has to be customizable from clients in order to t speci c business
scenarios.

4. MOMAC Architecture. MOMA4C is designed according to the message-oriented paradigm, irrder to
provide an e cient communication system among di erent distribute d components. From the message-oriented
paradigm, MOMA4C inherits a primary bene t, that is loosing coupling be tween participants in a system due to
their asynchronous interaction. It results in a highly cohesive, deoupled system deployment. It also decouples
the performance of the subsystems from each other. Subsystes can be independently scaled, with little or
no disruption of performance into the other subsystems. With reérence to the management of unpredictable
activity overloads in a subsystem, the message-oriented model aills to accept a message when it is ready, rather
than being forced to accept it. MOM4C adds important features, that are strategic for business in Cloud. Its
major bene ts includes:

Modularity : the middleware can be quickly extended using di erent modules chaacterizing di erent
available utilities. It can be easily customized in order to suit a speci c Aoud scenario.
Polymorphism : each distributed entity in the system can play di erent roles according to the system
requirements. Di erent rules includes both the core management asks and the utility-related tasks.
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Security : an indispensable requirement for the large-scale adoption Cloud caputing is security, es-
pecially in business scenarios. Security has to be natively addressed any level of communication
(intra-module, inter-module, and inter-domain), providing guarantees in terms of data con dentiality

and data integrity.
Federation : it is a strategic approach to promote collaboration among cooperting Cloud providers.

4.1. Cluster and Execution Layers. As depicted in Fig. 4.1, MOMAC is based on a distributed archi-
tecture, organized in two layers, that are the Cluster Layer (CL) and the Execution Layer (EL). The Cluster

Execution Layer

InterModule/
InterDomain
Communication

Cluster Layer

IntraModule
Communication

Fig. 4.1 . MOMAC basic scheme.

Layer represent the \core" of MOMAC. It consists of an overlay network of decentralized Cluster Manager (CM)
nodes. Each CM is responsible for the working activities of the Task Kecutor (TE) nodes belonging to the
cluster. The EL is composed of TEs, which are intended to perform perative tasks. TEs can be trained to
perform a speci ¢ task. It means that they do not instantiate all t he services and utilities available in MOMA4C,
but they download code, initialize and con gure services, launch sdfvare agents whenever they receives instruc-
tions from the CM. An appropriate utility module con guration into TE s allows to specialize MOMA4C services.
According to the speci c code in execution at TEs, we have di erent characterizations of the EL.

To perform di erent types of tasks (e.g., VM execution and sensingdata gathering), we set up specialized
ELs, which independently works according to the CL speci cations. Such an organization of roles and activities
carries out high modularity to the MOM4C system. Building around the Cluster Layer many TE layers at the
same time characterizes the MOM4C behavior. Thus, an ad-hoc lays con guration is designed to support a
speci ¢ scenario. With reference to the planetary system model, hie star includes all the functionalities of the
Cluster Layer, which sustains the whole system. Any orbit represets a speci ¢ Execution Layer and the planet
is the utility o ered by TEs belonging to the related Execution Layer.

Another important feature of MOMA4C is the polymorphic nature of n odes. At di erent times, each physical
node can serve as CM or TE. However, only a node in a cluster is electeas CM and actively works for managing
the whole cluster. Some other node are elected as \passive CMs",hich are redundant CMs that can quickly
replace the active CM if it fails. This approach improves the fault tolerance of the CL. The size of the cluster
depends on the system workload and it can dynamically change accding to the speci c elasticity requirements
of the system. About TEs, they can belong to one or more ELs, hete they work at di erent Cloud utilities.
Such a concept is better explained in Fig. 4.2. For example, TE 1, 2, 34, 5, 6 are hypervisor servers working
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to provide a VIM laaS. At the same time, TE 2, TE 3, and TE 4 work also to provide a Distributed Processing
PaasS, since software agents running on TEs are independent acéyprocesses. Following the example in Fig. 4.2,
TE 7, 8, 9, and 10 work as embedded devices for Sensing laaS praeising, whereas TE 6, 9, and 10 works
for a Sensing PaaS, for example collecting sensing data from TE 9 antd and providing services through the
AJAX Web APIs of Web application deployed in TE 6.

4.2. All Turn Around the Communication System. The strong point of MOMA4C is represented by
its communication system. In fact, the middleware supports threetypes of communications:
IntraModule Communication . it characterizes information exchange inside each node of the an¢
tecture, both CMs and TEs. It guarantees a seamless way for alloing their internal software modules
to communicate each other.
InterModule Communication . it governs communications between CMs and TEs and vice-versa.
InterDomain Communication . is speci ¢ for communications among CMs belonging to di erent
administrative domains, hence enabling InterCloud or Cloud federaion scenarios.
In order to ensure as much as possible the middleware modularity, th tasks running on each node are mapped
on di erent processes within the Operating System, which communiate each other by means of an Inter Process
Communication (IPC) or InterModule communication. According to t he message-oriented design of MOMA4C,
InterModule communications are based on an Instant Messaging ah Presence (IMP) protocol. A presence
system allows participants to subscribe to each other and to be notd about changes in their state. On
the other hand, Instant messaging is de ned as the exchange ofontent between a set of participants in near
real time. InterDomain communications among di erent administrat ive domains are managed considering the
federation agreements among the domains. Federation allows Clouyatoviders to \lend" and \borrow" resources.
Thus, a CM of a domain is able to control one or more TEs belonging to ther domains.

5. A Cloud Facility for TDG Risk Management Systems. In this Sect., we rstly discuss what the
requirements are for a TDG Risk Management System, and than, we@resent and example of Cloud facility for
TDG Risk Management System (TDG Cloud facility) combining four Cloud utilities, i.e., sensing, virtualization,
big data management, and trusted computing.
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5.1. Functional and Non-Functional Requirements. By comparing the di erent available initiatives
in the eld of TDG, analyzed in Sect. 2.1, we have identi ed the following functional requirements:

1. monitoring, localizing and tracking of dangerous goods even anatjng their states according to di erent
types of information (e.g, temperature, pressure, gas detectin, etc);

2. collect, analyze, and correlate the dierent pieces of informatim coming from di erent monitoring
activities

3. transport mode optimization and tra ¢ management through a \ smarter" use of transport networks

4. disseminate alerts to the population in case of disaster providing igces of informations that potentially
can save lives.

Cloud computing can o ers several bene ts in carrying out all these activities and we are going to explain how
by means of MOM4C.

Considering the monitoring related to the transportation of dangerous goods, existing solutions di er a lot
in terms of sensor technologies, communication infrastructuresgesign of the system organization and software
support. Companies operating in the monitoring of dangerous goosl have to use speci c technologies that
depend on several factors: the type of dangerous goods thatetracked, their geographical position and route,
mode of transport, legislation of the country and so on. Internaional Regulations de ne standard procedures
for the treatment of dangerous goods. However, from a techrogical point of view, they do not provide any
speci cation with reference to the monitoring infrastructure inst allation. The result is that, usually, there is
not compatibility between di erent monitoring systems managed by di erent organizations or companies, both
in terms of hardware and software. Another important point is related to the adopted transportation solution.
Each solution focuses on a speci c method of transportation (sue as ship, truck, airplane, or railways) and
the concept of concurrent service is not faced at all. However, the aggregation of pieces of mimation from
concurrent ways can be extremely useful to predict terrorist attacks. Furthermore, in case of attack, the
management of di erent types of way out from the disaster area an save human lives.

Regarding non-Functional requirements, the TDG Cloud facility has to abstract the underlying infrastruc-
tures and resources through Cloud utilities. In fact, the MOMAC, represents theGLUE to integrate and homog-
enize such heterogeneous infrastructures and resources. Bging the concept of virtualization, the MOMA4C can
abstract hardware and software resources and, thus, guaraee an high level of interoperability among di erent
physical infrastructures involved in the intelligent transportation activities.

The monitoring activity causes a massive collection of data, which ne#to be organized and processed in a
transparent way, in order to provide an integrated knowledge of he context. The context knowledge is the base
to build up strategies at the National Security level. High amount of data means more e cient services, but
implies high requirements in terms of processing power and storagepace. However, the demands of resources
signi cantly vary depending on several parameters, such as the gpgraphical area, trac, and so on. The
distributed nature of Cloud computing guarantees high availability of computational and storage resources as
services, which can be dynamically adapted to speci c needs of theystem. Concurrent transport of dangerous
goods is characterized by speci ¢ constrains, which need guaraees on the quality of the informative services
(e.g., reaction time to an event occurrence, synchronization of aivities, trust in using third party support,
etc). The high exibility of the Cloud in dynamic con guration, manage ment and optimization of resources
and services allows to e ectively respond to the quality of service rquirements of the system.

Smart services supporting the transport requires to correlate ces of information regarding the environ-
ment, goods, carriers and freight operators, and determine théest routes for goods transfer. MOMA4C o ers a
very innovative approach to develop TDG risk management systemtirough a distributed system where resources
and context information are accessible through well-de ned interfices. This approach allows to implement new
services without any knowledge of physical infrastructures and aftware architecture, making the TDG easier
and exible. Another important feature o ered by MOMA4C is its ability to manage a federation of several
cloud providers (i.e., enterprises, organizations, and governmen). Thus, we consider the Cloud environment as
a constellation of hundreds of independent, heterogeneous, pate/hybrid Clouds able to interact each other,
maintaining separated their own administration domains accomplishinginter-cloud scenarios. This requirement
is particularly important in the transport management, because adors that interact to improve their services do
not intend to disclose their informative systems. Another important requirement in case of terroristic attack, is
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the security of the TDG risk management system. In fact, in orderto avoid \man in the middle" attacks, caus-
ing potential data corruption or unauthorized information disclosure, both communications among the di erent
components and the access to these latter have to be trusted.

5.2. MOMA4C Utility Composition. Thanks to its modularity, MOMA4C allows to instantiate di erent
types Cloud facilities. As previously discussed, as well as a planetargystem is composed by a star with several
planets that turn around it along their orbits, in MOM4C, a Cloud facilit y is built around the MOMA4C core
(i.e., the central star) and several Cloud utilities (i.e., planets). From an architectural point of view, we remark
that the MOMA4C core consist of an overlay network of decentralizel CM nodes, whereas a each Cloud utility
consists of an overlay network of TE nodes that o er a particular srvice.

In order to better explain the planetary system model at the basisof the MOM4C design, let us consider the
possible utility composition to support the TDG risk management scerario. Considering both the functional
and non-functional requirements discussed in Sect. 5.1, in our opian a possible TDG Cloud facilities arranged
with the MOMA4C should four main Cloud utilities: sensing, virtualization, big data management, and trusted
computing.

The sensing utility allows to virtualize di erent types of sensing infrastructures , adding new capabilities in
data abstraction. It gathers sensing information from a peripheal decision-maker, called Virtual Pervasive El-
ement (VPE), able to interact with smart sensing devices or sensingnvironments [10]. TheVIM utility allows
to aggregate heterogeneous computing infrastructures, pragling suitable interfaces at the high-level manage-
ment layer for enabling the integration of high-level features, sub as public Cloud interfaces, contextualization,
security [6] [12] and dynamic resources provisioning [8]. Théig data managementutility allows to storage
a huge amount of data an to perform an e cient retrieval of them adopting, for example, the map/reduce
approach. The Trusted Computing utility allows interact with the Trusted Platform Module (TPM) on the
physical host [7] by means of a software agent. The TPM is a hardwa micro-controller that allows to combine
hardware and software components by building a chains of trust. h addition by means of the remote and deep
attestation protocols, the utility is able to verify the con guration of physical hosts and VMs.

Figure 5.1 depicts an example of TDG Cloud facility combining seven Cloudutilities. The utilities are
orchestrated by the MOMA4C core with which communicate in a securavay through the MOM4C communication
system. Utility 1 collects sensing data coming from several sensoretworks monitoring di erent transport ways
(i.e., freeways, railways, air and sea routes). Utility 2, add to the Claud facility the ability to virtualize the
physical datacenter, by means of a VIM, in order to arrange di erent scalable virtual environments. In addition,
this utility allows the Cloud facility to scale up/down the virtual infrast ructure asking external resources when
it is required (e.g., when the physical resources are run out the Cladi facility can ask for resources to external
providers). Utility 3 enables big data management through a systemable to store huge amount of pieces of data
and to e ciently retrieve and process them using map-reduce mechnisms. The utility is built into a virtual
infrastructure that can be scaled up/down when required thanksto utility 2. Finally, utility 4 adds to the
Cloud facility trusted computing capabilities enforcing remote attestation in both physical and virtual servers
respectively considering physical and virtual TPMs. In this way, if a physical or virtual machine is corrupted
the utility will be able to immediately detect the attempt of attack and block it.

Regarding the secure communication between the MOMA4C core andhe various utilities, the middleware
natively involve secure communication by means of digital signing and rassage encryption mechanisms. From
an architectural point of view, this means that both CM and TE nodes communicate each other through secure
channels. Such a feature is enforce by MOMA4C independently fromrey speci ¢ type of Cloud facility.

6. Solutions and Technologies for the TDG Cloud Facility.

6.1. Communication System. According to the design speci cations of MOMA4C, the InterModule and
InterDomain communication systems have been implemented using a &l known MIPO, that is XMPP. The
XMPP (RFC 3920 and RFC 3921), also called Jabber, is becoming moreral more popular due to its exibility
to suit di erent scenarios where a high level of re-activeness is stngly required. Despite it was born for
human interaction via chat room it can be used to develop the commuitation of whatever distributed system
well tting the requirements of Cloud computing. XMPP is an XML-bas ed protocol used for near-real-time,
extensible instant messaging and presence information. XMPP remias the core protocol of the Jabber Instant
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Fig. 5.1 . Example of TDG Cloud facility with MOM4C.

Messaging and Presence technology. The \Jabber" technology levages open standards to provide a highly
scalable architecture that supports the aggregation of preserecinformation across di erent devices, users and
applications. As the client uses HTTP, most rewalls allow users to fetch and post messages without hindrance.
Thus, if the TCP port used by XMPP is blocked, a server can listen on he normal HTTP port and the trac
should pass without problems. Custom functionality can be built on top of XMPP, and common extensions are
managed by the XMPP Software Foundation. This make the protocd exible to be extended with QoS and
security features.

6.2. Cluster Manager Node. The CM Coordinator is the core of a CM.In order to communicate with
other nodes of the system, the CM Coordinator exploits three di erent interfaces: IntraModule Interface, used
to interact with speci ¢ modules, InterDomain Interface, used for interconnecting the CMs belonging to di erent
administrative domain, TE Interface, for communicating with all the TE nodes. Apart from the IntraModule
Interface that works by means of the DBUS communication systemthe InterModule and InterDomain interfaces
are connected to di erent XMPP rooms, in order to separate di erent communications. It performs high level
operations assigning tasks to di erent TEs, taking into account the system workload and features of each node.
Moreover, through InterDomain Interface, the CM Coordinator provides information about the Cluster state,
collected through its Interfaces.

6.3. Task Executor Node. = The TE Coordinator is the main component of the TE node. It is respmsible
to execute the command sent by a CM. In addition, it monitors resouces and the Operating System in order
to optimize their usage. For example, a real time information on CPU,RAM, storage and network utilization
can be acquired. The main activities of a TE Coordinator are: 1) Straming the collected information; 2)
providing the collected information on demand; 3) sending a speci ¢ oti cation (alert) when a pre-determined
condition is veri ed. All the TE Coordinators have to interact exploit ing the persistent XMPP connection made
available through the CM Coordinator Interfaces. The other nodes, in order to perform temporary peer-to-peer
communications, can attend an ephemeral XMPP session conneciinthemselves to an \utility room".
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6.4. Possible Solutions for Utility Implementation. In Sect. 1, for arranging Cloud facilities useful
for TDG Risk Management Systems, we recognized four types of ility: sensing, virtualization, big data
management, and trusted computing. The implementation of theseCloud utilities can be achieved using
di erent software tools and frameworks. Here below we describe hat we selected for accomplishing our cloud
environment.

The sensing utility, has to be developed considering the Sensor Webriablement (SWE) standard which
enables developers to make all types of sensors, transducersdesensor data repositories discoverable, accessible
and useable via the Web. Further standards that have to be considred includes

Observations & Measurements (O&M) . Standard models and XML Schema for encoding obser-
vations and measurements from a sensor, both archived and reéime.
Sensor Model Language (SensorML) . Standard models and XML Schema for describing sensors

systems and processes associated with sensor observationspypdes information needed for discovery
of sensors, location of sensor observations, processing of lowdé sensor observations, and listing of
task-able properties, as well as supports on-demand processind sensor observations.
Transducer Model Language (TransducerML or TML) . The conceptual model and XML Schema
for describing transducers and supporting real-time streaming oflata to and from sensor systems.
Sensor Observations Service (SOS) . Standard web service interface for requesting, Itering, and
retrieving observations and sensor system information. This is thantermediary between a client and
an observation repository or near real-time sensor channel.
Sensor Planning Service (SPS) . Standard web service interface for requesting user-driven acigi-
tions and observations. This is the intermediary between a client anda sensor collection management
environment.
Sensor Alert Service (SAS) . Standard web service interface for publishing and subscribing to larts
from sensors.
Web Noti cation Services (WNS) . Standard web service interface for asynchronous delivery of
messages or alerts from SAS and SPS web services and other eletaesf service work ows.
There are several Open Source, Free-Ware, and Commercial Gthe-Shelf (COTS) activities committed to the
development of Sensor Web Enablement (SWE) oriented softwareThis includes software to support servers,
middleware, and clients, as well as tools for creating and validating SWE encodings. Interesting tools include 52
North, MapServer, OOSTethys, Space Time Toolkit, SWE Common Likrary, Process Execution Engine Library,

The virtualization utility can be developed using di erent hypevisors and frameworks (e.g., KVM/QEMU,
XEM, VMware, VirtualBox, libvirt, etc). Regarding the VIM, develop ers have to consider the possibility either
to develop a customize solution or using existing solution including, forexample, OpenStack, Open Nebula,
Clever, Nimbus, Eucalyptus, etc. In addition the Open Virtualization Format (OVF) standard has to be
considered.

The big data management utility can be developed considering both a dtributed le system and a parallel
processing system able to fast retrieve and process pieces of datTo this regard, a possible solution is rep-
resented by Apache Hadoop. It is a popular framework providing bth a distributed le system (HDFS), and
a processing environment adopting the map-reduce paradigm. Fdiner valuable alternative solutions include
Nutch, Cloudera, Hypertable, HBase, Apache Mahout, and Apacle Cassandra.

Regarding the trusted computing utility, the Institute for Applied I nformation Processing and Communi-
cation (IAIK) of the Graz University of Technology (AT) have been developing many software libraries and
tools. The Trusted Computing Group (TCG) has de ned a Trusted Software Stack (TSS) to simplify the access
from software modules to TPM. In particular TSS de nes an Application Programming Interface to operating
systems and applications. Furthermore for supporting the develpment of trusted applications, the TGG has
de ned TCG Device Driver Library (TDDL). Further details are availa ble in [1]

7. Related Works.  Some works in literature deal with the need of Cloud middleware, addessing speci c
issues and exploiting di erent technologies. To support application &ecution in the Cloud, in [13], authors
present CloudScale. It is a piece of middleware for building Cloud applicions like regular Java programs
and easily deploy them into laaS Clouds. It implements a declarative dployment model, in which application
developers specify the scaling requirements and policies of their apgations using the Aspect-Oriented Pro-
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gramming (AOP) model. A dierent approach is proposed in [19]. The auhors present a low latency fault
tolerance middleware to support distributed applications deploymen within a Cloud environment. It is based on
the leader/follower replication approach for maintaining strong replica consistency of the replica states. If a fault
occurs, the recon guration/recovery mechanisms implemented inthe middleware ensure that a backup replica
obtains all the information it needs to reproduce the actions of theapplication. The middleware presented
in [5] has been designed aiming mission assurance for critical Cloud alpgations across hybrid Clouds. It is
centered on policy-based event monitoring and dynamic reactionsa guarantee the accomplishment of \end-to-
end" and \cross-layer" security, dependability, and timeliness. In [9], the authors present a piece of middleware
for enabling media-centered cooperation among home networkst allows users to join their home equipments
through a Cloud, providing a new content distribution model that sim pli es the discovery, classi cation, and
access to commercial contents within a home network. In [14], thewthors focus their work on the integration of
di erent types of computational environments. In fact, they pr opose a lightweight component-based middleware
intended to simplify the transition from clusters, to Grids and Clouds and/or a mixture of them. The key points
of this middleware are a modular infrastructure, that can adapt its behavior to the running environment, and
application connectivity requirements. The problem of integrating multi-tenancy into the Cloud is addressed
in [4]. The authors propose a Cloud architecture for achieving multi-enancy at the SOA level by virtualizing
the middleware servers running the Service Oriented Architecturg SOA) artifacts and allowing a single instance
to be securely shared between tenants or di erent customers. fie key idea of the work is that the combination
between virtualization, elasticity and multi-tenancy makes it possible an optimal usage of data center resources
(i.e., CPU, memory, and network). A piece of middleware designed fomonitoring Cloud resources is proposed
in [16]. The presented architecture is based on a scalable data-ceitt publish/subscribe paradigm to disseminate
data in multi-tenant Cloud scenarios. Furthermore, it allows to customize both granularity and frequency of
received monitored data according to speci c service and tenantequirements. The work proposed in [11] aims
to support mobile applications with processing power and storage sgce, moving resource-intensive activities
into the Cloud. It abstracts the API of multiple Cloud vendors, thus providing a unique JSON-based interface
that responds according to the REST-based Cloud services. Theuecrent framework considers the APIs from
Amazon EC2, S3, Google and some open source Cloud projects like &lyptus. In [15], the authors present a
piece of middleware to support fast system implementation and ICT ost reduction by making use of private
Clouds. The system includes application servers that run a Java Rutime Environment (JRE) and additional
modules for service management and information integration, desiged according to a SOA.

8. Conclusion and Remarks. In this paper, we have discussed the design of a Cloud-based Risk ka
agement System for the Transportation of Dangerous Goods (TZ). A TDG Risk Management System requires
the integration of di erent heterogeneous sensing infrastructues and di erent ICT assets regarding for example
monitoring, processing, storage, etc.

MOMA4C enables software architects to seamlessly design such a kimof distributed system thanks to a
message oriented approach. In fact, MOM4C, according to a plariary system model, allows software architects
to arrange distributed systems as Cloud facilities combining di erent utilities. In addition, the middleware
allows to di erent enterprises, organizations, and governments o cooperate in a federated Cloud environments
in a transparent way.

More speci cally, an example of TDG Cloud facility has been described ombining four main Cloud utilities,
i.e., sensing, virtualization, big data management, and trusted compting. An interesting aspect of MOMA4C is
its ability to adapt the Cloud facilities to the system requirements even in a heterogeneous environment. As
we have demostrated, such a feature makes the middleware, a valble solution for the development of next
generation versatile systems in the eld of TDG.
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MOBILES FOR SENSING CLOUDS: THE SAAAS4MOBILE EXPERIENCE

SALVATORE DISTEFANO Y GIOVANNI MERLINO Z AND ANTONIO PULIAFITO X

Abstract.  Smart devices, and mobiles in particular, are at the forefro nt of several hot new trends in ICT, such as the Internet
of Things and service computing. Cloud computing is another  paradigm generating a great deal of o shoots, some of which a re
aimed at enabling novel services and applications by exploi ting its ubiquity and exibility in combination with sensor s and the
(meta)data they produce about phenomena, events and other i nteresting items about the physical world. In this context, the
authors, propose a new way to orchestrate devices, in partic ular SNs and mobiles, as resources to build up Clouds of sensors,
reverting the current wisdom about mobile Clouds, i.e. the i ntegration of feature-rich devices into the Cloud fabric as  mere clients
to one where personal / wearable devices are actively involv ed into a \sensing" Cloud, forming a fully feedback-enabled  ecosystem.
The main aim of the Sensing and Actuation as a Service (SAaaS) approach is therefore to implement such a Cloud by enrolling and
aggregating sensing resources from sensor networks and personal, mobile devices. A device-centric approach is embrac ed as in laaS
Clouds: once collected, the physical (sensing) resources are abstracted and virtualised and then provided elasticall y, on-demand,
as a service to end users, including facilities for customiz ation of the (hosting) embedded platform.

A key point of the SAaaS approach is the abstraction of resour ces, i.e. providing a uniform way to access to and interact wi th
the underlying physical nodes. In this paper we focus on the | ow-level interaction with sensing resources in SAaaS, rest ricting
the scope to mobiles, thus providing details on theoretical and design aspects as well as technical and implementation o nes. In
particular, we report on an implementation of the SAaaS low- level modules on Android devices, the SAaaS4Mobile one, pro viding
architectural descriptions of the main modules, implement ation guidelines and discussing through a preliminary impl ementation
evaluation the e ectiveness of the approach.

Key words:  Cloud, sensors and actuators, sensing abstraction and virt ualisation, OGC Sensor Web Enablement, Android.

1. Introduction and Motivations. Since their introduction and adoption, in early '90s, mobiles strongly
impacted on everyday life changing, sometimes improving, the lifeste. This transformation process is based
on the advancements of network and processor technologies,lifawving new trends and forms of interactions.
Current smartphones have computing, storage and sensing capaies that can be compared to laptop or desktop,
as a new, radical, interpretation of personal computing, the perenal device or PDA frontier. This state of a airs
has unlocked new ideas and paved the way for rethinking and reintgreting foundational technologies such as
Internet, driving e orts towards the Internet of Things (IoT), or service engineering at the basis of the Cloud
computing and the Web 2.0.

At a lower scale, this also inspired us in developing an idea mixing aspectsf both IoT and Cloud, involving
any form of sensing resource such as sensor networks as well &angalone smart devices into a wide-area
(geographic) sensing infrastructure. Our idea was to gather anctollect sensing and actuation resources from
contributing nodes, either sensor networks or personal, mobile déces, following a volunteer-based approach
to build up a scalable sensing infrastructure, on-demand providing ensing resources to end users according to
their requirements, as computing resources in Infrastructure a a Service (laaS) Clouds, towards sensing Clouds.
Thus, in previous work [9, 10] we proposed the Sensing and Actuativas a Service (SAaaS) framework to deal
with the issues arising in sensing Clouds, mainly referring to resourcabstraction and virtualisation, enrolment,
indexing, discovery and management.

According to the SAaaS approach, the sensing Cloud provider thabuilds up and manages the infrastructure,
has to provide actual sensing and actuation resources, even if atvacted and virtualised through a specic
framework, to the user. Users may therefore handle, manage ancustomize (virtual) sensing resources at their
will, according to their needs, for example for inclusion into an existingsensor network they administrate, e.g.
when not able anymore to guarantee coverage of a certain area.hls way the user resorts to a sensing Cloud
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once the resources are not enough, asking for further sensingsources, in a Cloudbursting fashion. We de ned
our approach asdevice-centric against the data-centric one, which aims at providing the user just with, more
or less elaborated, sensed data, hosted by traditional Cloud praders [12], thus a Software as a Service (SaaS)
approach at the core. A really key di erence between the two appoaches is that in the device-centric one the
user obtains actual sensing resources that could be con gurednal managed according to user requirements,
while in the data-centric one the user can just retrieve data gatheed and o ered by the provider itself, since
the sensing resource may not be handled directly by the former, bmuse it is managed by the provider itself.

One of the key features of a device-centric approach is the absiction of sensing resources, i.e. tech-
niques for abstracting details and mechanisms from heterogenesthardware solutions, to access, interact and
communicate with the sensing resources. In the SAaaS paradigm sl functionalities are delegated to the
Hypervisor component, which also provides virtualisation mechanisrma. This kind of low-level albeit mediated
(shared-)access to resources is what bears most of the challersgto be investigated to design and implement an
laaS-like Cloud such as the SAaaS one.

In this paper we speci cally focus on the low-level interaction with sensing resources belonging to SAaaS-
enabled infrastructure, as a rst step for a bottom-up implementation of the framework. Speci cally, we start
our investigation by considering smart devices only, thus developin@ rst prototype of the SAaaS abstraction
layers for mobiles, the SAaaS4Mobile

When mobiles are involved, certain advantages of our device-ceritr approach are more easily recognizable,
e.g. opening up opportunities for direct involvement of (i.e. noti cations to) the device owner / resource
contributor, a chief requirement for mobile crowdsensing scenar® On the other hand, for all its worth,
enrolment of mobiles bears many unique challenges, to be tackled by eans of volunteering approaches, in
order to satisfy certain prede ned (e.g. SLA-mandated) reliability and QoS requirements [8, 11]. Moreover,
reward systems are one of the approaches to be called for mobiless very peculiar motivations play their role
when dealing with volunteering owners of resources with such hardanstraints (e.g. relatively fast battery
depletion [4]).

We therefore characterize the overall Hypervisor architecturg10] for mobiles, since some of the components
previously identi ed as distinct modules in the general case, i.e. also iduding SNs, merge when dealing with
standalone smart devices. Then, we focus on the main, mandatorgopmponents of the SAaaS4Mobile Hypervisor
architecture, investigating and implementing a solution with speci c regards to the abstraction layers modules.
The implementation of SAaaS4Mobile abstraction modules has been tkled for Android mobiles only, at this
stage, starting from well-known standards as the Open GeospatlaConsortium (OGC) Sensor Web Enablement
(SWE) [23] ones. To demonstrate the feasibility of the SAaaS apprach the SAaaS4Mobile core modules
implementation has been tested through a proof of concept in whichlthe performance of the main low level
operations have been measured. The values thus obtained fosgefurther developments of the paradigm, since
they provide useful insight on its e ectiveness.

In order to explain in detail our work we organized the paper as follovg. Section 2 provides an overview
of the state of the art on related work, mainly focusing on some spa ¢ aspects provided as background.
The Hypervisor architecture is discussed in cf. Sect. 3, with partialar emphasis on the standalone device
characterization into SAaaS4Mobile. The corresponding architeatre for abstraction layer modules is then
discussed in cf. Sect. 4, also describing possible interactions with ¢hsystem from a dynamic-behavioural
perspective in cf. Sect. 5. Details on the implementation of a preliminay version of the SAaaS4Mobile stack on
Android and SWE standard environments are reported in cf. Sect6 with the evaluation of a proof of concepts.
Finally, cf. Sect. 7 summarizes the paper providing hints for futurework.

2. Preliminary Concepts.

2.1. Related Work. In sensing environments, software abstraction layers allow to adebss interoperabil-
ity and communication issues [21, 27] to enable the dynamic recon gration of sensor nodes [19, 2], and to
manipulate sensor data [1, 20].

Some solutions are speci cally conceived for building up networks of mbiles' sensors. The Mobile phone
Sensor Network [6] allows to collect observations from Bluetooth4eabled sensors on mobiles and send them to
a database through an OGC SWE SOS. Similarly, [18] allows to perform lie injected measurements and to
express them in SWE-compliant format, also resorting on the mobile smputing and storage resources.
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SWE [23] is a standards' suite for achieving abstraction and interoprability in sensor networks, widely
used [6, 18, 5] in the implementation of sensing Web services as well asaddress abstraction issues irvirtual
sensor networks[24]. It comprises several standards such as thBensor Model Languagédor the description of
sensor systems and processes associated with sensor obséoves; the Observations & Measurementsto express
observations and measurements through standard Web servicetgrfaces; theSensor Observations ServicSOS)
to collect observations and system information; theSensor Planning Service(SPS) to plan observations; the
Sensor Alert Service (SAS) to publish and subscribe sensor alerts; theNeb Noti cation Service (WNS) to
asynchronously deliver messages and alerts from SAS and SPS.

In [27], a framework to enable management of physical sensors off linfrastructure, abstracting and vir-
tualising them into virtual sensors is provided. In [25] an infrastructure for connecting sensor networks and
applications is proposed, allowing to select physical sensors in wideeggraphic sensor networks that can be
implemented as suggested in [13].

A Semantic Web Architecture for Sensor Networks (SWASN) is promsed in [17], speci cally dealing with
inference on the sensor data collected by several heterogeneso8Ns. In [5] a service-oriented framework to
integrate heterogeneous sensors and virtual ones is describestarting from the SWE SPS, WNS, and SOS.

In [3] Android mobile sensors are categorized into two di erent clases depending on the functionality
provided (common an complimentary) and are considered as poterdl providers of raw data. To recognize user
context information the mobile phone infrastructure of [14] can beused, e.g. for monitoring physical actions
performed by users such as walking and running. Similarly, [26] allowsa recognize physical activities of mobile
phone owners-users.

2.2. Background. In this section we explore the topics about the background of SAag4Mobile: a high-
level description for the SAaaS paradigm, including a depiction of its lgering, followed by a subsection on
standards relevant to our e ort, in this case SWE by OGC, and by deails on the specic platform to be
addressed, i.e. Android.

2.2.1. SAaaS. The main aim of SAaaS [9] is to adapt the laaS paradigm to sensing platirms, bringing
to a Cloud of sensors, where sensing and actuation resources mhg discovered, aggregated, and provided as a
service, according to a Cloud provisioning model.

The inclusion of sensors and actuators in geographic networks asl@ud-provisioned resources brings new
opportunities with regards to contextualization and geo-awarenass. By also considering mobiles, possibly joining
and leaving at any time, the result can be a highly dynamic environment The issue of node churn can only be
addressed through volunteer contribution paradigms [9, 7]. Furttermore, the SAaaS has to manage contributions
coming from sensor networks, mobiles or any other \smart" deviceequipped with sensors and actuators, to
ensure interoperability in a Cloud environment. It must also be able to provide the mechanisms necessary
for self-management, con guration and adaptation of nodes, wihout forgetting to provide the functions and
interfaces for the activation and management of voluntarily sharel resources.

The SAaas reference architecture [9] comprises three modulesypkervisor, Autonomic Enforcer and Volun-
teerCloud Manager, shown in cf. Fig. 2.1. TheHypervisor allows to manage, abstract, virtualise and customise
sensing and actuation resources that could be provided by enrollingither mobile device or SNnodes Among
key features are: abstraction of devices and capabilities, virtualiation of abstracted resources, communications
and networking, customization, isolation, semantic labeling, and thirg-enabled services. All these features are
presented in the next section. At a higher level with respect to theHypervisor, the Autonomic Enforcer and
the VolunteerCloud Manager deal with issues related to the interaction among nodes. The formes responsible
of the enforcement of local and global Cloud policies, subscription mnagement, cooperation on overlay instan-
tiation. The VolunteerCloud Manager is in charge of exposing the Clowd of sensors via Web service interfaces,
indexing of resources, monitoring Quality of Service (QoS) metrics ad adherence to Service Level Agreements
(SLAS).

2.2.2. OGC: Sensor Web Enablement. The OGC provides a large number of speci cations, among
which we can nd the Sensor Web Enablement (SWE) family of standads. Designed for the management of
sensor data on the web, as mentioned in [23], a unique framework open standards for exploiting Web-connected
sensors and sensor systems of all types is the focus of the spesitions.



218 S. Distefano, G. Merlino, A. Pulia to

Sensing
Environment/
Infrastructure

SAaaS
Sensing Cloud

\VolunteerCloud
Manager

s N s N

Autonomic Autonomic
Enforcer Enforcer

Node X ,
[ Hypervisor ] [ Hypervisor ]

Device SN

J \

J

Fig. 2.1 . SAaasS reference architecture

SWE standards aim at making all types of Web sensors, instrumentsprobes, and imaging devices accessible
and controllable on the Web. The SWE framework is composed of sewestandards, four of them have been
approved as o cial standards by the OGC members.

SensorML: it is a language based on XML schema to describe the samssystems. It encodes a lot
of features for sensors, such as discovery, geolocation prosieg observations, mechanisms for sensor
programming, subscriptions to sensor alerts. In particular, it provides standard models and XML
schemas to describe processes, and instructions for obtaining arimation from observations. SensorML
enables discovery, access and query execution for the processend sensors it models.

Observations & Measurements (O & M): this model in particular is feaured in the SOS speci ca-
tion, coupled with an XML encoding for observations and measuremets originating from sensors, and
archived in real-time. It provides standardized methods for accesing and exchanging observations,
alleviating the need to support a wide range of sensor-speci ¢ andammunity speci ¢ data formats.
Sensor Observation Service (SOS): it corresponds to the Obseaxtion Agent speci ed in the previous
section. This is the service responsible of the transmission of mea®a observations, from sensors to
a client, in a standard way that is consistent for all sensor systemsncluding remote, in-situ, xed
and mobile sensors. It allows the customer to control the measuraent retrieval process. This is the
intermediary between a client and an observation or near real-time ensor repository.

Sensor Planning Service (SPS): it corresponds to the Planning Ageénwhose design and implementation
are also addressed in this paper.

2.2.3. Mobile OS and IDE. Android is a mobile operating system developed by Google, in reality a
software platform composed of ve parts [16, 28].

Applications: the platform provides a set of core applications, whichincludes email client, SMS app,
contacts app, calendar, mapping, Web browser, etc.
Application Framework: the base framework for developing Applicaions in Android. It is composed
of a set of tools enabling the realization of applications. Moreover, ecurity implications and privacy
protection, among core concerns about such a device-driven appach, are mostly taken care by the
Application Framework itself, deviating most of the attention the to pic, here unaddressed accordingly,
would otherwise deserve, e.g. in mixed / WSN-powered topologies.
C/C++ Library: Android includes a set of C/C++ libraries, used by var ious components of the Android
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system. These capabilities are exposed through the Application framework.
Android Runtime Library: It provides a big part of functionalities ava ilable in the core libraries of the
Java programming language.
The Linux kernel: Android relies on a Linux 2.6-based kernel for coresystem services such as memory
management, process management, network stack, securityriler model, etc. The core also acts as a
abstraction layer between the applications and the hardware.
In order to develop an application, Android o ers a Software Develgpment Kit (SDK) and a Native Development
Kit (NDK) [15]. The SDK provides a large number of development tools, needed to build, test, and debug
Android applications, including an emulator, able to emulate an Android mobile.

On the other hand, the NDK is the Android operating system API to natively develop in the language of
the target architecture, as opposed to the Android SDK, which provides (Java) bytecode-based abstractions,
thus hardware independent ones. The NDK helps developers integte (typically, ARM) native code in their
applications to exploit the performance o ered by accelerated opgations in the processor. Based on the Dalvik
virtual machine, developers can embed C or C++ code to reuse somelasses that have already been developed
for other systems.

3. The Hypervisor. A Hypervisor [10] can be viewed as the foundational component of our device-ien
approach to infrastructure-focused Clouds of sensors: it marges the resources related to sensing and actuation,
introducing layers of abstraction and mechanisms for virtualization It works at the node level, which could
be either a whole sensor network, under a unique administrative domin, or a set of sensors, as built-in to a
standalone device. In other words, also referring to cf. Fig. 2.1, aode could be either a whole sensor network,
composed of several sensor boards onotes managed by a sink and/or a gateway, or a personal device that
could be more or less smart and thus can be equipped with one or mosznsors. The Hypervisor functionalities
should Il this gap, dealing with such heterogeneity, hiding it to the above modules of the SAaaS reference
architecture. In the SN case, it is therefore necessary to split ta Hypervisor architecture between the SN node
and mote layers. This way, all the motes composing an SN should haviastalled a speci ¢ Hypervisor module
locally managing the motes, coordinated by the high level modules oftte Hypervisor deployed on the node/SN
gateway. This kind of two-level separation of concerns and assignent of operations descends also from the
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need for certain duties to be (self-)ymanaged through autonomic pproaches, typical of distributed entities.

A high-level, modular view of the Hypervisor architecture comprisedour main building blocks, when dealing
with SNs: Adapter, Node Manager, Abstraction Unit and Virtualizat ion Unit as shown in cf. Fig. 3.1(a),
collapsing down to three out of four components, when standalonalevices (e.g. mobiles) are involved, as
depicted in cf. Fig. 3.1(b).

At the bottom of the Hypervisor, there is the Adapter, which plays several distinct roles through its modules.
The Translation Engine is a platform-speci c driver, in charge of converting the high-level directives in native
commands. The Hypervisor is also appointed for processing requissor recon guration of the device, using the
(optional) Customization Engine, an interpreter able to execute on the sensing device the code reed to tailor
the sensing activities to customer-mandated requirements. Yetthe most important duty this layer-spanning
module has to cope with consists in providing mechanisms for the custner to establish an out-of-band (i.e. not
Interface- or Agent-mediated) channel to the system, for diret interaction with either the resources (e.g. for
Agent-agnostic collection of observations) or low-level modules (g. the Customization Engine), thus pinning
it as a mandatory component of the architecture.

The Node Manager works only at the node level and is in charge of the basic sensing rasee operations
and mandating policies, in cooperation with the Adapter Mote Manager that replicates its functionalities at
mote level. In standalone device the two modules are collapsed into th Adapter Node Manager (cf. Fig.
3.2(b)). It is important to remark that the depiction (cf. Fig. 3.1(a )) of the Virtualization Unit for SNs is
L-shaped because it can work directly over the Agent-hosting Adater in selected cases, e.g. when dealing
with a degenerate SN made up of a single mote. In such cases, an anbmic approach is adopted delegating
some management tasks of the Adapter to the Mote Manager runimg on the mote-side, performing specic
operations such as power-driven self-optimization with the Node Maager. The Mote Manager is not needed
on a standalone device, where the Node Manager itself makes up ftre combination of the two modules.

The Observation Agent featured in the Adapter for SNs (cf. Fig. 3.2(a)) and in the Abstraction Unit for
mobiles (cf. Fig. 3.3(b)), is in charge of requesting, retrieving, andeventually pre-processing measurements.
The Planning Agent (PA) pushes requests for actions ffasks) to the device. It is featured in the Adapter or the
Abstraction Unit, depending on the kind of topology, as also for the Observation Agent. The requests leaving
the PA are for preparing the resource to carry out a variety of duties (reservation of functionalities, tuning of
parameters, scheduling of observations). These commands allowanagement of operating parameters such as
duty cycle, sampling frequency, etc. Although providing useful aml standardized mechanisms, the Observation
Agent is not strictly needed to let customers exploit sensing infrastucture. Indeed the PA is enough to handle
the physical (or virtualized) resources as long as a working bidiredébnal communication channel is established
between the client and the mote or mobile hosting the sensing deviceSuch a facility would then be enough
to let the customer do what is needed for getting and storing obsesations e.g. even build a client-side version
of a SensorML-compliant module for management of observationssynchronously working over the channel if
required.
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Furthermore, in SN deployments, the Adapter has to expose a stadard-compliant customer-friendly Inter-
face to on-board resources.

The Adapter provides its functionalities to the upper level Abstraction Unit. As can be seen comparing cf.
Fig. 3.3(a) with cf. Fig. 3.2(a), with regards to SNs it replicates planning and observation facilities, modeled
after those featured in the Adapter, but on a node-wide scale, ambining the pool of resources of the whole SN.
In particular, the Observation Aggregator exposes all resources from the nodes and thHelanning Aggregator
manages this set, sending combos, i.e. combination of commands, cgtracking exit codes, eventually reacting
to (partial) failures by triggering apt adjustments. The Resource Discoverymodule, which o ers an interface to
the motes, actively gathering descriptions of underlying resource and forwarding the results to the Aggregator
modules. The Customization Manager acts as an orchestrator for customization engines located on thmotes.

With regards to mobiles, the architecture of the Abstraction Unit d egenerates from the one depicted in cf.
Fig. 3.3(a) to the one in cf. Fig. 3.3(b), where only planning- and obsevation-oriented modules are part of the
unit, now named Agents for taking on the same role as their countguarts in the Adapter for SNs (cf. Fig. 3.2(a)),
thus leaving only the lowest layer of the latter in the version of the Adapter geared towards standalone mobiles
(cf. Fig. 3.2(b)).

All components of the Abstraction Unit in cf. Fig. 3.3(a) are mandatory (solid line border), as those are
needed to coordinate operations of the corresponding mote-sidaodules (when present), while the Observation
Agent in cf. Fig. 3.3(b) is optional (dashed line border), as its counerpart is in cf. Fig. 3.2(a).

The highest level of the Hypervisor is the Virtualization Unit , name after the Virtual Machine Monitor
to highlight its role as a manager of the lifecycle of virtualized resoures instance. This includes APIs and
functionalities for virtual instance creation, reaping and repurposing, as well as for boot- (de ned statically)
and run-time (dynamically) parameters discovery and tuning in accadance to contextualization requests.

4. Basic Abstraction Modules. Aim of this section is to provide details on the main modules imple-
menting abstraction and adaptation facilities of the SAaaS4Mobile famework on mobiles.

4.1. Translation Engine and Node Manager. The SAaaS4Mobile Node Manager of cf. Fig. 3.2(b) is
mandatory exclusively for its role as an out-of-band conduit, e.g. b the Customization Engine, where otherwise
the only way to interact with sensing resources is mediated by the Planing Agent, leaving no path to mould
the platform itself to the sensing requirements at hand. A way to egablish this channel then, under a mobile
platform with typical features such as Android, can be through platform-provided facilities, i.e. Google Cloud
Messaging.

With regards to the Translation Engine, any sensing-related APIs povided by the node should be used when
available since developing the Agents against those frees us fromeheed to implement a layer for command
translation. For example, Android provides platform-speci c Sendng APIs. Yet we cannot fully dispose of the
Translation Engine, because not all onboard devices, which could bkeveraged for sensing, are exposed as such
(i.e. under the sensing APIs). This way the Translation Engine exploits the platform-standard (e.g. Android
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and Linux) low-level tools and mechanisms in order to export these @sources under an extended set of devices
the sensing APIs know about, easing the job of the Sensor Probgee.g. just letting it enumerate resources
through the sensing APIs.

4.2. The Planning Agent. The SAaaS4Mobile Abstraction Unit, as shown in cf. Fig. 3.3(b), is mairy
composed of the Planning Agent (PA) that is the only mandatory module of the unit, whereas the same
building block resides in the Adapter when considering SNs. In the follwing, the details about the PA and
its components are to be considered valid in both cases. The PA woskside-by-side with the Observation
Agent, complementing its features. Unlike the latter, engaged in poviding upper layers with XML-encoded
measurements gbservationg, sampled while driving the sensing resources, the former is mainly deted to tune
sampling parameters according to user-de ned preferences, iitto be interfaced with by means of extensible
standards-compliant encoding of requests fotasks and corresponding responses. Other than tuning, tasks for
scheduling of observations can be consumed by the PA: it may be folldng a prede ned schedule, or upon the
occurrence of a particular event, or simply a request from a client.The main aim of this e ort is exposing all
underlying knobs to make them available for customers to operate v transparently.

In order to meet the aforementioned requirements, an architeaire comprising the six modules shown in
cf. Fig. 4.1 has been designed: a Request Dispatcher, a SensoroPer, a Task Explorer, a Task Manager,
an Observation Access Provider and an Interface. TheRequest Dispatcherhas to identify and demultiplex a
request to the modules underneath. Thenterface has to interact with the SAaaS4Mobile Adapter services, i.e.
the Customization Engine, the Translation Engine and the Node Manager.

The Sensor Proberis in charge of enumerating all the sensors and actuators within a sesors platform,
however rich and complex, by low-level platform-speci c system pobing. These sensors are then identi ed
according to their types, supported observation facilities and samling specs, overall (nominal) features and
manufacturing details (brand, model, etc.).

The Task Explorer is responsible for enumeration of available tasks, to be provided bynebing sensors as
listed by the aforementioned Prober. In terms of tasks, those riated to parameter tuning for sensing resources
logically dier depending on the sensor type and technology, it is theefore possible to e.g. plan retrieval of
temperature samples from a thermometer, once a certain threghid has been exceeded, change the relative
position and the focal length of a camera, or simply schedule readingf sensor observations at xed intervals,
etc. Moreover, in order to assess feasibility of a certain task, anm@g the ones enumerated for selection, the
sensor has to be queried and provide (runtime) con rmation, or elg denial, of availability for servicing (or
reservation thereof). It's then up to the querying party to decide what to do after feasibility assessment for the
task under consideration.

The Task Manager controls tasks' lifecycle, since feasibility assessment through resvation/submission
stages, then following up, and acting upon, running task progressDue to the number of, and dependencies for,
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Fig. 4.2 . Task Manager architecture

the operations involved, the Task Manager duties have been assigd to six modules as shown in the architecture
of cf. Fig. 4.2. Two of them are mandatory, the rest are optional.

Task Submitter and State Controller implement mandatory functionalities. Their roles are, respectively,to
enable users to set all (mandatory) parameters for a speci c tals before submission to a sensor, and submit
it when ready, and to follow up the processing of the task, alerting ay agent, subsequently querying about
availability for task execution, about its (busy) status until comple tion. The optional modules are instead:
Reservation Manager, Feasibility Controller, Task Updater and Task Canceller. These modules provide addi-
tional facilities for control on running (or yet to be scheduled) tasks to process.

If needed, a user may reserve a task for a period of time, during wth he/she gets exclusive access to the
underlying resource, as no other user can submit or reserve it. Tdtask will then be executed as soon as the
user con rms for the real processing stages to commence. ThReservation Manager is responsible for both
reservation of tasks, and its con rmation. The Feasibility Controller has to check if a task is feasible, as detailed
above. The feasibility of a task depends on the availability of any resorce essential for task servicing, e.g. if
not still allocated due to a previous request.

Then, the Task Updater is in charge of updating con guration parameters of a task, if somemodi cations
have to be pushed after tasks enter into processing stages. lLths the Task Canceller empowers users to stop
and therefore retire a task, when already submitted or under resrvation.

Finally, once a task has been serviced, the resulting observation tge stored. Any observation will be
accessible through the Observation Agent only. In terms of obsemtions, the sole duty up to the PA lies in
the Observation Access Providerability to provide endpoints to access measurements. Being depeedt on the
Observation Agent, it is an optional component, required only if the latter is implemented in the Abstraction
Unit.

5. A Dynamic Perspective. After having described the SAaaS4Mobile building block architecture we
can go into further details about the interaction among them from a dynamic, behavioural perspective. We
identify three main phases of an end user-SAaaS4Mobile system intection, as depicted in cf. Fig. 5.1:

i. Sensors & Tasks Acquisition providing users with all available tasks, as o ered by the SAaaS prweider;
ii. Sensor Use / Interaction: selecting and preparing a task to be then submitted to the SAaaS mvider, while
keeping the ability to manage the task during its execution;
iii. Observation Access in case one or more observations were the expected output of ¢htask (e.g. scheduling
or con rmed reservation), providing users with methods to retrieve stored measurements.

Resource release is not described here as it can be considered acilecase degenerating from the manage-

ment of requests for cancellation of tasks.

5.1. Sensors & Tasks Acquisition. The rst macro-step of this work ow consists in the acquisition
(enumeration) of all the tasks available over the full set of (on-ba@rd) sensing resources. More in detail, as
depicted in cf. Fig. 5.2, an activity diagram (AD) for resource acquistion, a client sends a request, featuring
requirements and preferences on the kind of needed sensing rastes and corresponding range of tasks, to be
submitted to the SAaaS4Mobile framework server exposed by the novider of choice. At this stage the high-
level request gets mapped to standards-compliant constraintsiat can be easily be veri able against enumerated
resources and associated task types; the mechanisms for this pyang are out of the scope of this paper, probably
the object of future investigation e orts. From the perspective of the contributor, e.g. mote-side, the job of the
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SAaaS4Mobile framework is to independently (i.e. at boot-up) probethe mote, at a level as close to hardware
or OS / platform as possible, to nd any exploitable sensing (or actuaion) resource on board, e.g. not allocated
exclusively to some other, immutable, activity. The probing thus happens at the very least in parallel, or
possibly even long before the rst request to be mapped comes in. e core resource (information) acquisition
then happens by means of a two-step operation: the rst being tle search for capabilities, e.g. the kinds
of phenomena the devices would sample during observations. The gend one pursues the goal of retrieving
all available tasks among the subset of sensing resources chosen selection over advertised capabilities, i.e.
according to one or more of the aforementioned criteria (e.g. phevmena to be sampled).

Again, upon reception of the list of available tasks, the SAaaS4Mobildramework server scans it to nd
a task matching the provided requirements. Moreover, the enumeated tasks provide a detailed description of
parameters that can be set at the will of the customer. The list is sat as an endpoints' noti cation. If none
correspondence was found, the SAaaS4Mobile framework serveends a noti cation to the client indicating that
there is no results.

5.2. Sensor Use / Interaction. The second macro-step enables users to manage and con gure ask,
as obtained according to the rst one. Therefore, the former ca be split in its constituent macro-actions, and
depicted accordingly in two ADs, the Submission (cf. Fig. 5.3) and Mamgement (cf. Fig. 5.4) ones, respectively.

Submission operations, per the AD, comprise pre-submission conwration stages for a task, and submission
itself. In the previous step of the high-level user-system interations, the client has received a subset of available
tasks, Itered by compatibility to constraints on capabilities and oth er requirements. At this point the client
just has to choose one among the available alternatives for tasksgady for reservation and submission, and
nally con gure it. At last, once the con guration is over, there ar e three di erent methods to submit the task,
including con guration parameters, to the sensor:

direct submission - a \Submit" request by the client gets forwarded to the sensor, keing managed by
the Task Submitter, while containing all the parameters needed to eable the resource to service the
task under consideration.

submission by reservation- reservation of a task for a beginning of processing stages in theitire,
under the guise of a \Reserve" request, which aims to book a resaoce (e.g. task) for a limited period
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under exclusive access. In case the resources are already allezhto another client or the con guration
contains an error, no further progress can be achieved along theservation attempt, apart from starting
over. Otherwise, if the reservation was successful, a request t@Con rm" it may be sent, at the
discretion of the client previously forwarding the reservation, upa which task processing commences,
up to completion and subsequent deallocation of reserved resowgs, for the next request to be serviced.
Both requests, i.e. reservation itself, and its con rmation, are managed by the Reservation Manager.
feasibility checking - a \Get Feasibility" request, to be fully managed by the Feasibility Controller. The
corresponding response signals approval or denial of subsequiesubmission / reservation operations,
as evaluated at request time, thus dependent on availability of resarces per conveyed requirements. If
execution is evaluated as feasible, then the client can send a submib( a reserve) request, and follow
along one of the two aforementioned ows.

The AD related to Management describes the ows where the clientsact upon an already running instance
of a task execution, in particular empowered by three kinds of reqasts available at that stage:

status checking-\Get Status" invocation to know at which step of the execution is the task;
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updating - \Update" invocation to recon gure task parameters;

cancelling - a \Cancel" request to quit submitted or reserved tasks.
As can be seen by inspecting the swimlanes in the diagram of cf. Fig. 5.these requests are services respectively
by: State Controller, Task Updater and Task Canceller, all comporents inside the Task Manager.

5.3. Observation Access. The last diagram, in cf. Fig. 5.5, depicts the ow for the user to get access to
past observations, obtained thanks to the corresponding taslq). Indeed, as speci ed in cf. Sect. 4.2, the PA may
also leverage Observation Agent services. So, after an interactip when involving tasks to schedule observations,
a client may later demand for endpoints and/or mechanisms to accesdata about obtained measurements, by
means of \Describe Result Access" requests speci cally. This traslates to a transparent (to the user) interaction
between the PA and the Observation Agent.
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6. Proof of Concepts. In this section we detail on the implementation of a preliminary version of the
SAaaS4Mobile framework including the very basic core abstraction mdules and functionalities, which has been
rst described and then evaluated from an operational point of view.

6.1. Implementation.  The implementation of the low-level modules of the SAaaS4Mobile frarawork has
been targeted to mobiles equipped by Android OS 4.0, using the NDK deeloper libraries and API provided by
the Android community [15]. The core of this e ort, the design and coding of the Abstraction Unit, is based
on the SWE Sensor Planning Service (SPS) 2.0 standard [22]. It enalddhe interaction among user clients and
sensor and actuator services using XML schemas to submit requissand to allow the service to reply. Modeling
behaviour after the SPS standard, the functionalities of the Sengar Prober, Task Explorer, Task Manager and
Observation Access Provider modules described in cf. Sect. 4.2 habeen developed.

The Sensor Prober has to retrieve information regarding: i) the catributor, if available (the extent of
such information disclosure is totally up to the contributor); ii) the n ode sensors and their descriptions, also
including the measured phenomenon and corresponding metrics; dniii) the geographic area (range) inside
which observations are signi cant. This feature is implemented by the SPS GetCapabilities primitive. A
GetCapabilities request is composed of four sections. The rst one isServiceldenti cation containing the
contributing node metadata, i.e. generic info on the type of the no&, brand, model and similar. Then the
ServiceProvider section provides information on the contributor, if available and public. The third section is
the OperationsMetadata one, with metadata about the operations speci ed by the service ad implemented by
the node. The last is the Content section, containing metadata about the sensors provided by thersart device
through the PA and the communication mechanisms supported (XML SOAP, etc.).

The Task Explorer retrieves the list of tasks that can be performa& on a sensor through specic SPS
DescribeTaskingrequests. A description of the available con guration operations br the sensor is thus obtained
and provided to the Task Manager. As shown in cf. Fig. 6.1(a), the equest just contains aProcedure element
to enquiry a sensor in the list about the tasks that can be performd. The tasks are identi ed by the name,
the description, and the capabilities' con guration information. Th e Task Manager implements a set of SPS
requests. TheSubmit one allows the user to launch the execution of a con gured task. Eentually, before to
submit a job request, it is possible to enquire about its feasibility through the GetFeasibility primitive as shown
in cf. Fig. 6.1(b). The reply, as depicted in cf. Fig. 6.1(c), can be \Fasible" or \Not Feasible" and, optionally,
it may contain a list of alternative sets of tasking parameters that might help to the reformulation of a request.
The user can also reserve the resources required to perform aesp ¢ task and then launch the task through
the Reserveand Conrm requests as shown in cf. Fig. 6.2(a). In &Reserverequest an expiration time has to
be speci ed. At expiration time, all the reserved resource are relased if the task has not been con rmed as in
cf. Fig. 6.2(b).

It is possible to check the status of a task using theStatus request as shown in cf. Fig. 6.3(a). A task
can be in six di erent states: \In Progress" if the service is executng it (cf. Fig. 6.3(b)), \Completed" if it
was completed as planned, \Reserved" if it has been reserved, \Red" if execution fails, \Expired" when the
task reservation expires and \Cancelled" if the task was cancelledThe client can eventually update or cancel
a task, with the Update and Cancel requests respectively.

Finally, the Observation Access Provider in the PA aims at providing the client with mechanisms, if needed,
and endpoints to access the observations and measurements alrted during execution. Itimplements processing
of SPSDescribeTaskingResultrequests to interact with a speci ¢ sensor or a speci ¢ task as theones shown in
cf. Fig. 6.4.

6.2. Preliminary Evaluation. In this section we provide some results on a preliminary prototype im-
plementation of the SAaaS4Mobile abstraction layers. We have thezfore implemented a mock SAaaS4Mobile
testbed composed of an Intel 17 laptop acting as the SAaaS4Mobilserver and an Android 4.2 Samsung S3
mobile as client. The SAaaS4Mobile client and server are implemented levaging Java servlet technology using
Apache Tomcat as the servlet container. The prototype is used taest the deployment and operation of very
simple and basic operations as the ones discussed above. More spadly we evaluated GetCapabilities, De-
scribeTasking Submit and Observation Accessrequests, by invoking them and iterating each test 1000 times,
collecting the corresponding results to obtain the mean time and thestandard deviation for each measurement
as described in the following.
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, and Parameter/ GetCapabilities DescribeTasking Submit Observation Access
Statistic ms ms ms ms
383.3 381.52 586.53 345.66
11.2 12.1 20.5 9.7
Table 6.1

Basic operations response time obtained through the experi ments.

All the parameters thus obtained through the evaluation are repated in cf. Table 6.1 . From these values
we can argue that the most time-consuming operation is theSubmit one, while the Observation Accessrequest
is that with the lowest delay. It could be also observed that both GetCapabilities and DescribeTasking have
more or less similar performance. Thus, a whole work ow as the one abicted in Figure 5.1, made up of a
sequence of invocations for the four aforementioned operationsas at least a response time of about 1700 ms.

These preliminary values strongly encourage us in furthering the deelopment of the SAaaS4Mobile frame-
work, since they serve as a foundation for assessing the feasibilityf the SAaaS approach. A further and more
comprehensive use case development, based on this preliminary impientation, is ongoing.
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7. Conclusions. Aim of this paper is to continue presenting and discussing the feasibilit of a sensing
Cloud, able to actively involve devices, personal or standalone as Wes grouped into speci ¢ administration do-
mains such as sensor networks, either mobile or static. Accordingptthis vision, sensing and actuation resources,
shared by device owners and administrators in a volunteer contribtion fashion, are gathered by sensing Cloud
providers to be provided on-demand, elastically, according to endiser requirements. This approach has been
formalised into the Sensing and Actuation as a Service paradigm thatsimilarly to laaS for compute Clouds,
aims at providing actual, even if virtual, (sensing) resources. With regards to mobiles, this perspective comple-
ments and extends the one relative to mobile Clouds, where mobiles arjust clients of Cloud-powered services,
by actively involving them into a wide sensing infrastructure accessd and provided as a service. This way,
the SAaaS paradigm lays at the intersection between the IoT and tle service oriented/utility/Cloud computing
elds.

To implement such a sensing Cloud several functionalities such as atsacting, virtualising, enrolling, col-
lecting, discovering and managing (sensing and actuation) resouses are required. Abstraction is a very basic
one, since all nodes should be able to join the sensing Cloud and to comnicate/interoperate, thus they
should provide a uniform, abstract interface to underlying physicd resources. In this paper we mainly focus
on mobiles, dealing with issues related to sensing resource accesslananagement through the SAaaS4Mobile
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framework. In particular, the design of the SAaaS4Mobile Hypervier module is tailored on mobiles' unique
features, mainly specifying its blocks such as the Planning Agent, tgether with the communication layer inside
the Node Manager and with the low-level access to devices the Trahation Engine abstracts away.

Static and dynamic behaviour of these components have been de#ized, both detailing their architecture
and focusing on their interactions as well as on those between thend-user and the contributing node, i.e. the
SAaaS4Mobile Hypervisor client. We also described these interactiamand commands, from the angle of our
prototype implementation on Android smartphones, also testing sane on them through a proof of concepts
demonstrating the feasibility of the approach.

Further endeavours are going to investigate and explore aspect®lated to virtualization, as well as to port
SAaaS implementations to SNs. We are also eager to spend e orts ev use cases and application scenarios,
especially to carry out useful evaluations on performance, tryingo validate the SAaaS approach by uncovering
outstanding advantages and exploring unique features, by exteting the current SAaaS4Mobile implementation.
Moreover, we are also investigating on further developments of te approach in context of 0T, considering it as
the implementation of a utility vision for the I0T paradigm, able to supp ort novel, up and coming trends such
as crowdsensing.
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TOWARDS AN AUTOMATED BPEL-BASED SAAS PROVISIONING SUPPORT FOR
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Abstract. Software as a Service (SaaS) applications fully exploit the potential of elastic Cloud computing Infrastructure
as a Service (laaS) platforms by enabling new highly dynamic  Cloud provisioning scenarios where application providers could
decide to change the placement of IT service components at ru ntime, such as moving computational resources close to stor age
so to improve SaaS responsiveness. Moreover, emergent Internet of Things (IoT) scenarios enable novel computing appli cations
involving several heterogeneous smart objects interactin g with each other. These highly dynamic scenarios call for no vel Cloud
support infrastructures able to automate the whole SaaS pro visioning cycle spanning from resource management to dynam ic IT
service components placement, including software deploym ent, components re-activation, and rebinding operations. However,
notwithstanding the core importance of these functions tot ruly enable the deployment of complex SaaS over laaS environ ments, at
the current stage only partial and ad-hoc solutions are avai lable. This paper presents a support infrastructure aimed t o facilitate
the composition of heterogeneous resources, such as single Virtual Machines (VMs), DB services and storage, and stand- alone
services, by automating the provisioning of complex SaaS ap plications over the widely di used real-world open-source  OpenStack
laaS. Collected experimental results show the e ectivenes s of parallel execution of deployment steps introduced by ou r solution and
demonstrate its applicability and advantages in a real SaaS production testbed.

Key words:  Cloud computing; Internet of Things; Service orchestratio n; OpenStack; Juju; BPEL

1. Introduction.  Novel Cloud computing infrastructures consisting of worldwide fully interconnected data
centers o ering their computational resources as laaS on a payer-use basis are opening brand new challenges
and opportunities to develop novel SaaS-based applications. Moower, during the last decade, we experienced
the emergency of I0T application scenarios, where heterogenes@and ubiquitous devices, spanning from fully-
edged smartphones to wired and wireless sensors, can interactith each other and cooperate to achieve
common goals of enabling new smart scenarios. The unique requirems of 10T environments (such as fast
deployability, high scalability, and large-scale provisioning), togethe with their highly dynamic nature, call for
the development of a large number of new SaaS applications exploitinthe elasticity o ered by novel Cloud
systems. These systems are typically characterized by both agilend continuous developments and deployments
as well as ever-changing service loads, and call for highly novel aunatic solutions able to dynamically and
continuously supervise and facilitate the whole application managemat lifecycle.

In recent years, the advent of new Platform as a Service (PaaS)rnironments, such as CloudBees, Cloud-
Foundry, and OpenShift has simpli ed the provisioning of new SaaS aplications over physical and laaS-based
Cloud systems [1, 2, 3]; at the same time, PaaS technologies tend to pose to the nal developer xed and
well-de ned software stacks (including languages and usable senas), often di cult to modify and to tailor to
the speci ¢ service needs. In addition, from a more technological @rspective, while SaaS and laaS solutions have
been widely used and employed in the last decade even before the @t of the Cloud wave, PaaS represents
a younger technology that still deserves much work to improve exbility and interoperability between di erent
PaaS environments, as well as in enhancing integration opportunitie with other existing laaS and SaaS ones.
Focusing only on SaaS-over-laaS solutions, enabling the managentand especially the provisioning of complex
SaaS applications over highly dynamic and large-scale Cloud-basedTaenvironments is still a di cult task that
requires to solve several open management issues spanning fromtwalization issues, such as Virtual Machine
(VM), storage, and network virtualization, to large-scale Cloud monitoring, from optimal resource placement
computation to standardization and interoperability of the di eren t deployment frameworks and Application
Programming Interfaces (APIs) adopted by various Cloud provides, and so forth.

Among all these challenging issues, the purpose of this paper is to @sent an architecture that o ers a
support for the orchestration of all the steps needed to publish aSaaS application within a Cloud laaS. A
SaaS application inside a Cloud environment can be viewed as a collection of opportunelgon gured service
componentsdeployed into a set of dynamically created laaS resources. In mode datacenters, there is a high
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availability of computational, storage, and network resources, bt is still missing a mechanism to automatically
orchestrate all the involved entities to allocate resources, to dejpy and con gure various software components,
and to manage their interactions in order to provide the requestedapplication. Indeed, before application
providers can provide an application, they need to manually performa set of operations (i.e., request new
VMs, install and con gure software) that, especially for large-sale deployments, like the ones we could obtain
in 10T scenarios, could be really time consuming thus reducing the adantages of having exible compute
infrastructures.

This speci ¢ problem has already been partially addressed by some otributions in the literature; however,
most of the existing e orts focus on single aspects. For instancesome proposal addressed deployment and life-
cycle management of service components [4, 5, 6], while the integiah of software lifecycle management as a
core function of laaS environment management supports, insted apart a few speci c seminal studies [7, 8, 10],
is still widely unexplored. In this context, we claim the necessity of nev fully-integrated automated SaaS
provisioning facilities that start from the management of virtual re sources, pass through the installation, con-
guration and management of software components, and end withthe coordination of these components. That
would be highly bene cial both for SaaS application providers, espeially in highly dynamic 10T environments,
to ease the realization of new SaaS applications through the compiti®n of existing single service components
in a mash-up like fashion, and for laaS Cloud providers, by taking oveall the error-prone and time-consuming
deployment and con guration operations at the laaS level.

To address all these open issues, this paper proposes a novel antated SaaS-over-laaS provisioning support
that adopts three main original guidelines. First, it provides to both laaS Cloud providers and to SaaS appli-
cation providers a tool that transparently takes over the execuion of software deployments and updates with
almost no need for human intervention. Second, it proposes a gera automated application provision support
that integrates with state-of-the-art technologies, such as tlke highly interoperable OpenStack laaS and the
standard Business Process Execution Language (BPEL), to eagbe de nition of all main deployment, con g-
uration, and deployment monitoring steps. Third, our prototype has been implemented as an open-source tool
based on the open-source OpenStack Cloud platform and is made ailable to the Cloud community. Finally,
in order to better underline the bene ts and original aspects of the proposed solution and to demonstrate the
e ectiveness of our solution, the paper presents an experimentavaluation based on a realistic SaaS application
provisioning scenario on top of an open-source testbed based orpénStack.

The remainder of this paper is organized as follows. In Sect. 2, we givan overview of related work
in the literature. In Sect. 3, we introduce needed background matrial about all main involved standards,
technologies, and support tools; in Sect. 4, we present our framerk and outline its main components; in
Sect. 5, we provide some implementation details about our presentearchitecture. Finally, in Sect. 6 we show
collected experimental results. Conclusions and directions of futte work end the paper.

2. Related works. The on-demand provisioning of services and resources in distributearchitectures has
been deeply investigated in recent years. For the sake of space limtions, we will focus on two research directions
only: we start with works that provide solutions for the deployment and lifecycle management of software
components; then we move towards solutions that, closer to our posal, enable automated provisioning of
applications by integrating software lifecycle as part of the wider Claud laaS management operations.

Focusing on the rst research direction, the design, deploymentand management of software components
can be challenging in systems distributed on a large scale, and sevérmdi erent systems provide solutions to
automate these processes. The work depicted in [4] presents astgm management framework that, given
a model of con guration and lifecycle, automatically builds a distributed system. Similarly, authors of [5]
introduce a model-based solution to automatically con gure systemspeci cations and provide this system on-
demand to the user. Finally, in [6], authors presented a solution to fae change management issues; this solution
aims to automate all the steps required to handle software or hardiare changes to existing IT infrastructures,
with the goal of an high degree of parallelism. All these solutions proide the automation of the deployment and
management of software components, so relieving administratorfahe burden of manually con gure distributed
systems; however, they only focus on the deployment of softwar components and do not consider virtual
infrastructure management, that instead assumes a central rie in Cloud environments.

Along the second research directions, some seminal works havesed to analyze the automated provisioning
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of applications in Cloud systems. The solution presented in [7] descrids a multi-layer architecture that enables
the automated provisioning and management of cloud services; witkhis solution users can select a service from a
catalog of service templates, then the service can be con guredytthe user and deployed automatically. Authors
of [8] present a solution for on-demand resource provisioning badeon BPEL [9]. This solution extends BPEL
implementations with the possibility to schedule work ow steps to VMs having a low load and the possibility to
add new VMs on-demand in peak-load situations. Both solutions focs on one of the most challenging aspects
of Cloud computing, i.e., the capability to request and use computatimal resources in a small lapse of time,
resulting in a fast performance increment and in a decrease of magament costs. The works depicted in [10]
and [11] propose similar architectures for a generic provisioning infistructure based on BPEL. These solutions
allow SaaS application providers to de ne generic provisioning work onvs independent from the underlying
provisioning engines by enabling the possibility to automate the compaoent-to-work ow matching process; they
also supports dynamic provisioning ows in order to face peak-load isuations by allocating additional resources
at runtime. At the same time, these approaches focus more on théheoretical part of the management process
and leave out of the scope of the work possible implementation issuesnd analysis of additional overhead
introduced by the proposed solutions. Finally, another very interesting e ort, also because complementary to
ours, is the one presented in [12] that aims to standardize both toplogy and orchestration speci cations for
Cloud applications with a goal to make SaaS applications and their mangement portable across di erent laaS
Cloud providers.

3. Background. This section introduces some background knowledge to provide a fter understanding
of the area. Section 3.1 presents Cloud laaS environments and prioles needed details about the standard-de-
facto OpenStack laaS [13]. Section 3.2 presents Juju, a scriptingased tool to ease the deployment of service
components [14]. Finally, Section 3.3 gives some needed backgroundatarial about the BPEL standard that
we use to orchestrate the whole application provisioning process tbugh the de nition of proper work ows [9].

Before starting, let us introduce some terminology about the three main types of actors in Cloud systems:
Application users, Application providers, and Cloud providers Application users are the nal clients that require
access to particular online SaaS application and use its resources.pplication providers build and expose SaaS
applications, typically composed by several service componentsptthe end users, and tend to externalize the
execution of their own services to avoid the deployment of costly gwate IT infrastructure. Finally, Cloud
providers supply application providers with resources on a pay-peuse fashion, in order to let them execute
their applications over their laaS-based environment. In this pape, we will focus mainly on the application
providers and on how they interact with Cloud providers to enable, declare, and monitor the provisioning of
complex applications consisting of multiple service components.

3.1. OpenStack. OpenStack is an open-source project for building and managing prate and public
Cloud infrastructures [13], proposed and promoted by NASA and Rakspace in 2010. OpenStack belongs to
the category of Infrastructure as a Service (laaS) systems, ose goal is to provide resources, such as virtual
machines, virtual storage blocks, etc., on-demand from large pde installed in datacenters. OpenStack is based
on a very exible architecture supporting a very large set of hardware devices and hypervisors (i.e. Hyper-V,
KVM, ESX, etc.) and even small businesses are allowed to deploy theiown private Cloud because of the
open-source nature of this solution. However, OpenStack still lacs a monitoring and dynamic recon guration
mechanism to favor a dynamic deployment of applications on a large sde, thus requiring a manual management
to tailor speci ¢ scenarios and deployments.

OpenStack manages computation, storage and networking resoces on the Cloud in order to provide
dynamic allocation of VMs [13]. OpenStack is based on ve main serviceshe rst one, called Nova, to manage
both computational and networking resources; the second onenamed Glance, to manage and provide VMs
images; the third one, Neutron to manage network resources, ah nally, Swift and Cinder to manage storage
resources. To better understand our work, we provide a more deiled description of Nova service.

Nova manages the creation and the con guration of VMs, starting from images stored inGlance catalog.
Nova does not implement any virtualization software, rather it de n es some standard interfaces to control the
underlying virtualization mechanisms. All the requests made to Novacomponents are sent through RESTful
APIs to nova-api that acts as a front-end to export all OpenStack laaS functiondities, such as VM creation and
termination, through Web Services. To maintain compatibility toward s multiple vendors and to facilitate the
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migration toward di erent Cloud providers, OpenStack also supports Amazon EC2 APIs to deploy applications
written for Amazon Web Services with a minimal porting e ort [15]. In t he following, we report several other
details about the main Nova services.

Nova-compute service, running on every node in the Cloud, launches and con gureVMs within a certain
physical host. It communicates with the underlying hypervisor to instantiate and terminate VMs and to obtain
load statistics as well as performance metrics of VMs. OpenStackupports a wide range of hypervisors, but
the most commonly used hypervisor is KVM, due to its good performace and its full support toward the
virtualization of x86 architectures.

Nova-network service manages all the aspects related to network managementThis service makes it
possible to create virtual networks that allow communications between di erent instances of VMs. A private IP
is assigned to every VM during boot, but it is also possible to assign it a pblic IP in order to make it accessible
over the Internet. All networking functionalities are moving towar ds the OpenStack service Neutron. This
service o ers the possibility to create networks that can be assdated to di erent tenants; it is also possible
to create virtual routers to enable communication between two ormore VMs belonging to di erent tenant
networks. Thus, networks can be seen as resources available inetfCloud and Neutron can be considered as a
Network as a Service (NaaS).

Finally, nova-schedulerservice determines on which node a VM should be booted. Actually thiservice
o ers only a small set of simple scheduling policies, such as selectingeheast loaded host or randomly selecting
a host. Even if OpenStack o ers a scheduler mechanism to choosehere a VM should be booted, it does not
provide any dynamic mechanism to migrate running VMs based on the arrent host load.

To show the interactions between OpenStack services, we introdie a simple VM instantiation use case (see
Fig. 3.1). The current state of the entire Cloud is maintained in a SQL srver; periodically each nova-compute
service running on a certain node updates the SQL server with load fiermation about that node (step 0). When
a user requests the instantiation of a new VM through the RESTful APIs (step 1), the nova-api service sends
a request to the nova-scheduler service (step 2) to determine owhich host the new VM should be launched.
In this step, the scheduler queries the database in order to obtaira list of available hosts along with their
load information (step 3), and then selects one of them (step 4) amrding to the chosen policy. Finally, the
scheduler sends a VM instantiation request to the nova-compute exvice running on the selected node (step 5)
that requests network con guration parameters to the network service (step 6).

&

N 7 API Scheduler Compute sQL Network
\ ) [ Service Service Service Server Service

el Vi

Cloud”

(0) Update Node
Status

(1) New VM
Request

> (2) LaunchVM

(3) Query Compute
Nodes status

(4) Select
Compute Node

(5) Instantiate
new VM

(6) Get Network
Configuration

Fig. 3.1 . VM instantiation in OpenStack

3.2. Juju. Juju is a tool for the deployment and the orchestration of servica that grants the same ease of
use we can see in some widely used packet management systems sashAdvanced Packaging Tool (APT) or
Red Hat Package Manager (RPM) [14].
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Juju focuses on the management and deployment of various sendainits and components needed to provide
a single application, by taking over the con guration and installation of required software on the VMs where
these service components will be deployed. Juju allows independesérvice components to communicate through
a simple con guration protocol. End-users can deploy these servie components inside the Cloud, in a similar
way they can install a set of packets with a single command. As a redy) it is possible to obtain an environment
consisting of multiple machines whose service components coopeeato provide the requested application.

Juju is independent from the underlying Cloud Infrastructure Layer and supports several Cloud providers
such as OpenStack, Amazon Web Services, HP Cloud, Rackspacé¢ceThus, it is possible to migrate a service
component between di erent Clouds with minimal re-deploy e ort.

A service component represents an application or a group of appli¢ens integrated as a single component
inside a Juju environment that can be used by other components in @er to build an higher level application.
In this paper we consider the use case where we provide WordPress open-source platform to create, manage,
and create dynamic Web site [16], by con guring and orchestrating tvo distinct service components: a service
component exposing the MySQL database needed by WordPressnd another service component running the
WordPress engine. A service component instance is called Service IJand it is possible to add more of these
Service Units to the environment in order to scale the whole systemthus reducing the load on each VM.

Three main concepts are at the basis of services publicationrcharms, hooks and relations.

A charm encapsulates the logic required to publish and manage a service compent inside a Juju environ-
ment. A charm provides the de nition of a service component, includng its metadata, its dependences on other
service components, the software packets we need to install in aM, along with the logic needed to manage
the service component. Through the de nition of a charm, it is possble to de ne the functionalities exposed
by the service component and, if we are dealing with a composed sece, all the sub-services required.

Hooks are executable les used by Juju to notify a service component abat changes related to its lifecycle or
about other events happened inside the environment. When a hoois executed, it can modify the underlying VM
(i.e. it could install new software packets) or it can change relationshetween two or more service components.

Finally, relations allow the communication between di erent service components. RelBons are de ned
inside a charm to declare the interfaces needed/exposed by a sére component, that are o ered/used by
another service component. Low level communications between méce components are based on TCP sockets.

The environment is a fundamental concept at the basis of Juju: it can be seen as a ntainer where service
components can be published; environments are managed through con guration le where it is possible to
de ne some con guration parameters such as used Cloud providernP address of the Cloud provider, authenti-
cation credentials, etc.

It is possible to execute an environment through the bootstrap opration exposed by Jujus API. The
bootstrap operation initialize the system, instantiating a VM that will act as the controller node of the envi-
ronment. Zookeeper and Provisioning Agent are two of the main safvare components executed on controller
node. Zookeeper can be viewed as a le systems that stores all theformation about the environment, while
Provisioning Agent interacts with the underlying Cloud provider in ord er to instantiate and terminate VMs
where service components are going to be deployed.

3.3. BPEL. BPEL is the de facto standard to de ne business processes and Biness interaction protocols
[9]. The BPEL language, based on XML, allows to express the orchesttion of multiple Web Services by
de ning business interactions modeled after a sequence of messgxchanges between involved entities. A
BPEL document contains the control logic required to coordinate dl the Web Services involved in a work ow.

BPEL provides many language constructs and mechanisms to de ne& sequence of activities likeinvoke,
receive and reply, parallel and sequential execution, transactional execution of @roup of activities, and exception
handling. A partnerLink is an important construct de ned by BPEL to represent an external service that is
invoked by a process or that invokes the process itself.

A BPEL engine elaborates a BPEL document, by de ning an orchestation logic, and consequently executes
all the activities according to the order de ned by the logic. Typically, a BPEL engine exposes the business
process through a Web Service interface that can be either accesd by Web Service clients or used in other
business process. One of the main advantages of BPEL is that theegeral activities of a business process can
be executed simultaneously, instead of imposing a sequential exe@n.
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4. Architecture.  This section presents our architecture proposal to face all the rain service orchestration
challenges described in the previous sections: the proposed arahiture provides the support to orchestrate all
the steps involved in the publication of an application inside a Cloud platiorm, starting from the instantiation
of required VMs to the deployment of required software componets, together with the de nition of their
relationships. First, we brie y introduce this architecture and the n we give a more in deep description of its
components.

The proposed architecture is easily extensible, due to its multi-layemature; it allows to arbitrarily manage
the software components that form an application, and to use sesral Cloud providers. Starting from requests
asking for application provisioning sent from application providers, it is possible to automatically satisfy their
requests by monitoring all the steps involved in the application publicgion and notifying application providers
about the progress of their request.

The proposed architecture (see Fig. 4.1) consists of @loud Infrastructure Layer and a Service Orchestrator
Layer that, in its turn, we logically divided in two sub-layers: an Abstraction Layer and an Orchestration Layer.

@':- 3 Application
‘()% provider

Service Orchestrator Layer

‘ ‘ Orchestration Layer}

vM service
) eoee
L =]
API|
Cloud Infrastructure Layer

VM
configuration

virtual virtual virtual virtual
machine machine machine machine

Fig. 4.1 . Proposed architecture

The Cloud Infrastructure Layer represents the virtual resources provided by the Cloud infrastructure
through the laaS API: it contains VMs instances and de nes the APIs required to create, con gure and destroy
VMs used by upper layers; it also o ers a connection mechanism in orer to grant access to VMs. In our im-
plementation, we choose to use OpenStack as Cloud Infrastructe Layer, as it is a widely adopted open-source
solution; at the same time, thanks to the highly exible nature of our architecture, it is possible to use any
other Cloud provider.

The Orchestration Layer and the Abstraction Layer compose togther the Service Orchestrator Layer. It
is the composition of these two layers that makes it possible to cre@ an orchestration support. Once the
application provider has sent a request, this layer will coordinate an execute all the activities to satisfy that
request, by opportunely con guring and communicating with the VM s provided by the Cloud Infrastructure
Layer.

Abstraction Layers goal is hiding the complexity of the underlying Cloud Infrastructure Layer by providing
a high level interface to the Orchestration Layer which encapsulags the functionalities o ered by the Cloud
Infrastructure Layer. This abstraction mechanism obtains a highy exible architecture working with several
Cloud providers. The functionalities exposed by this layer are usefuto manage the entire VM lifecycle, in
addition to the services o ered by that VM. This makes it possible to create a VM with a chosen operating
system and install on it all the software components required to bild a service. Moreover, it is also possible to
add relationships between di erent services in order to allow them tocooperate. Let us introduce an example
to better understand the functionalities. If we want to build a service exposing a dynamic web site, we need
to instantiate and deploy two sub-services: a web server and a dabase to store all objects and data required
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by the web server. To deploy this scenario, the Abstraction Layemwill create two VMs (one for the web server

and the other one for the database), install all the required sofivare packages, and con gure and start the two

services. However, in order to publish a working web server, thesgervices need to communicate to each other.
This can be done by de ning a relationship between the two servicesrad specifying the functionalities exposed

by each service along with the required functionalities. It is essentiathat the Abstraction Layer could access

the VMs where the two services are deployed in order to monitor andpossibly, recon gure the services; this is
achieved by establishing SSH tunnels to VMs.

The Orchestration Layer represents the orchestration engine igide our architecture. When an application
provider submits a request to this layer, it coordinates and orchesates all the steps required to automatically
provide the application provider with the requested application. Every request received by the Orchestration
Layer contains a description of the required application, that can ke seen as a model de ning the service
components that compose the application, along with the descriptia of their relationships to determine how
they must mutually interact. Typically, many activities are involved in e xposing an application, so this layer
needs to manage transitions between these activities, by taking it account the dependencies between service
components as shown in Fig. 4.2. These dependencies represeng thynchronization points between operation
sequences executed inside a work ow.

<flow> l

<sequence> <sequence>

1 <invoke> <invoke> f————————p-
service service
Service 1 Service 2
— \Vait for Wait for  [etm—
: callback callback
<receive> <receive>

Fig. 4.2 . Typical Orchestration Layer work ow

Going back to our previous example, it is impossible to publish a web seer before the database is ready,
because it would lack the required support to manage data. When th database is ready and the web server has
been deployed, we can specify the relationship between these twofsvare components. The Service Orchestrator
Layer deploys those service components in parallel, monitoring the wolved steps; that allows to simultaneously
deploy several service components. In our solution, we implementtis layer by using a BPEL engine.

5. Implementation Details. This section provides some implementation insights about our solution
based on both proprietary and ad-hoc software. Our presentabn will follow a bottom-up approach, starting
from the physical layer up to the Orchestration Layer. For the Cloud Infrastructure Layer, we have chosen
OpenStack due to its highly exible and open-source nature; in partcular, we used the latest Havana release.
Atop OpensStack, we use Juju to implement our Abstraction Layer: functionalities exposed by Juju encapsulate
APIs provided by OpenStack, so we opportunely con gured Juju eavironment in order to work with OpenStack,
hiding these con guration details to the application provider. Other open-source service management tools,
such as Puppet [17] or Chef [18], could be used to implement the Absiction Layer; we chose to use Juju
because it is a very recent solution, continuously evolving with the intoduction of new useful features. The
Orchestration Layer, using Juju charms, enables the compositiorof complex applications and o ers monitoring
facilities through the monitoring events forwarded by Zookeeper.The Orchestration layer represents the engine
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of our support towards services orchestration: this layer make# possible to coordinate the publication of SaaS
applications, de ning reusable and modular work ows.

Fig. 5.1 shows how the architecture layers interact with each othes in order to provide a generic application
composed by two di erent service components. Starting from a BREEL work ow de ned by a Cloud provider,
the BPEL engine will send two simultaneous requests to Juju so as taeploy these service components (step 1
in Fig. 5.1). Juju will then ask OpenStack to create two VMs, and, atter the VMs have been booted, it will
download and install software packets on them (steps 2 and 3). Oce the two service components have been
con gured, the BPEL engine will ask Juju to add a relation between them (step 4); nally, Juju will opportunely
con gure these components in order to let them cooperate.

Application
provider

defines ) BPEL
workflow

i ) ( i )
[Orchestraticn Layer Orchdgtration Layer Orchestration Layer

) Juju
Ab%raction Layér

(]
[ o Juu J deploy " juju ;
Abstraction Layér q / service A _ayér service B ﬁ
09“ oq create VM openstad
[Cloud Infrastructur‘ekLayer ] Cloud Infrastructu lekLa er wivuu nmastrucf'ur‘ekLa e
[ Physical Layer E ] Physical Layer g Physical Layer g

l

( i ) et ) ( i )
Orchestration Layer Orchestration Laer Orchestration Layer

create VM
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-—
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[ Abstraction .., . J h
Clnfrastru&ﬂ?;kLayer o Infra.S20figure sw_ .
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Fig. 5.1 . Interactions among architecture layers

[Physical Layer

[Physical Layer

In particular, we used our Cloud support to implement the case stug of a WordPress platform composed
by two service components: a MySQL database and a WordPress gime running on a web server, each one
deployed on a separate VM. Let us stress that simple services, du@s this one and the Wiki service considered
in the experimental results, are becoming more and more relevant inoT scenarios to ease the publication of
collected smart data by using Web-enabled and widely accessible dagaortals and front-ends.

In order to deploy a working WordPress platform, rst we need to deploy the database service component
and the WordPress engine, and then to add a relation between thento let them cooperate. We mapped all
these steps into the BPEL work ow shown in Fig. 5.2.

The BPEL process, de ned as an XML document, contains all the réerences to the external Web Services
employed in the work ow; this can be done by populating the <partnerLinks> section. In our case study, we
inserted references to DeployWS and AddRelationWs, to let the BPE engine invoke them. These two Web
Services represents respectively the Web Service used to deployarvice component, and the Web Service used
to add a relation between two already deployed service componentsThe BPEL engine will also Il the request
sent to DeployWsS with the name of the service component that needo be deployed. BPEL constructs allow to
execute the deployment of MySQL and WordPress service compones (namely, two di erent instances of the
DeployWs, see Fig. 5.2) in parallel on di erent VMs, and, through the de nition of synchronization points, it
is possible to orchestrate them. In particular, we use BPEL<flow> construct to achieve parallelism. A <flow>
terminates its execution only when all activities included inside this taghave completed: in our case study, the
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=
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@/ receivelnput

= mysql = wordpress
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& Invoke DeployWs & Invoke DeployWs
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& Invoke AddRelationWs

| replyOutput

O]
Fig. 5.2 . BPEL work ow

completion of <flow> activity will occur only after both WordPress and MySQL have been deployed. Only at
this time, we can invoke AddRelationWS to add a relation between theg two service components.

We encapsulated the functionalities exposed by Juju, to deploy andnonitor a service component inside
the Web Services published on Apache Axis2. The name of the servimmponent that needs to be published
is speci ed inside the request sent to the Web Service. DeployWs is adized by two Java classes: Executor,
that invokes juju deploy command in order to deploy the service component, and DataMonito, that manages
ZooKeeper events in order to monitor the progress of the requésThe following gure shows an excerpt of the
WSDL le relative to DeployWsS (see Fig. 5.3). AddRelationWS invokes juju add-relation command and
communicates the result of this operation to the BPEL Engine.

<wsdl:message name="deployWSRequest
<wsdl:part name="parameters" element="ns:deployWS"/ >
</wsdl:message
<wsdl:message name="deployWSResponseg"
<wsdl:part name="parameters" element="ns:deployWSResponse"/>
</wsdl:message
<wsdl:portType name="DeployWSPortType" >
<wsdl:operation name="deployWsS">
<wsdl:input message="ns:deployWSRequest" wsaw:Action="urn:deployWs"/>
<wsdl:output message="ns:deployWSResponse" wsaw:Action'urn:deployWSResponse
">
</wsdl:operation>
</wsdl:portType >

Fig. 5.3 . DeployWS WSDL code

In order to publish WordPress and MySQL services, it is necessarya write the corresponding charm to be
memorized inside the bootstrap node and sent, during the creatiorof a VM, to the node where that service
component will be deployed. When deploying a MySQL service compomg, the hook install will be executed to
download and con gure MySQL related packets, and nally to start the service component. In the same way,
all these steps will be repeated when deploying a WordPress servicéfter deploying MySQL and WordPress
service components, the BPEL work ow adds a relation between tlese service components, by executing the
respective relation-joined hooks. The relation-joined script relaive to WordPress will write, in the WordPress
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con guration le, a reference to the host where MySQL databaseis running, together with the credentials to
access the database. Fig. 5.4 shows an excerpt of the WordPresdation-joined hook used in our tests.

database="relation get database’
user="relation get user’
password="relation get password"
host="relation get private address’
juju log "Writing wordpress config file $config_file_path"
# Write the wordpress config

cat > $config.info_path < EOF
<?php

define ('DBINAME', '$database’);
define ('DB.USER', '$user');

define ('DB.PASSWORD', '$password’);
define ('DBHOST', '$host');

define ('SECRETKEY', '$secret_key');
define ('WP.CACHE', true);

Fig. 5.4 . Juju hook script

6. Experimental Results. We tested our solution on a Cloud testbed environment at our camps, by
considering two di erent use cases. The rst one is more simple and ealizes the implementation use case
detailed in the previous section, while the second one is more complexd represents a more realistic loT SaaS
application with higher performance requirements.

Starting with the rst WordPress use case, the physical Cloud tegbed consists of 3 physical Linux boxes
with Intel Core 2 Duo E7600 at 3.06 GHz and 4 GB RAM, connected though two 1 Gbps LANs, and running
Linux Ubuntu 13.04. Fig. 6.1 shows the Cloud infrastructure and the software components deployed on it:
this virtual infrastructure consists of 3 VMs running Linux Ubuntu 12.04; Juju bootstrapping node has been
deployed on the rst VM, while the remaining VMs, were used, respetively, to deploy a MySQL database and

a web server running a WordPress engine.

Bootstrapping

WordPress
Instance id: 01 Instance id: 02 Instance id: 03
ip: 10.0.0.3 ip: 10.0.0.4 ip: 10.0.0.5
a n N
openstack”
\_ Cloud Infrastructure Layer J
(B 5 9
& & 3

\_ Physical Layer

\

Fig. 6.1 . Testbed deployment - rst scenario

To demonstrate the e ciency of our solution, we ran two series of tests to measure the time needed to
deploy a working WordPress platform. In the rst series, we sequatially executed Juju commands in order to



Towards an Automated BPEL-based SaaS Provisioning Support  for OpenStack laaS 245

deploy MySQL and WordPress, and, then, we added a relation betwen them. Instead, in the second series,
we used the Orchestration Layer, in order to achieve a parallel ddpyment of MySQL and WordPress. All the
measures were taken in a stable system, after the deployment ouju bootstrapping node; we have repeated 30
runs for each test and we report both estimated average and stadard deviation.

1200

1000

800

600 W Application provisioning

400 +—
) :I I I I
0 4

MysQL WordPress Total MysQL WordPress Total

sec.

Service component deploy

= VM boot

BPEL Process Sequential

Fig. 6.2 . Deployment time - rst scenario

As we can see in Fig. 6.2, thanks to the parallel deployment of MySQL 1ad WordPress, the overall time
needed to deploy a working WordPress platform halves the time meased when deploying it sequentially. The
average runtime of our tested BPEL process, including the time neged to instantiate a new VM, was about
578.4 seconds, with a standard deviation of 55.3 seconds. Insteagthen using sequential Juju commands to
deploy the service components, we measured an average runtimé b138.6 seconds with a standard deviation
of 115.8 seconds.

To challenge our support with a more realistic use case, we repeateall the tests described above with a
more complex deployment of a multi-tier SaaS application consisting ofour di erent service components: a
service component providing a MySQL database; a service componerunning MediaWiki [19], an open source
platform used to create wiki websites such as Wikipedia; a service egponent running Memcached [20], used
to provide MediaWiki with a caching service, and nally a service compaent running HAProxy [21], an high
performance load balancer for TCP/HTTP-based application. Fig. 6.3 shows the Cloud infrastructure and the
software components deployed on it: this virtual infrastructure consists of 5 VMs running Linux Ubuntu 12.04;
Juju bootstrapping node has been deployed on the rst VM, while the remaining VMs, were used, respectively, to
deploy a MySQL database, a web server running MediaWiki, a Memcaabd distributed memory object caching
system, and a HAProxy loadbalancer. After deploying these servies, three relations are added, respectively
between MediaWiki and MySQL, between MediaWiki and Memcached, ad between MediaWiki an HAProxy.

As shown in Fig. 6.4, the average runtime of our tested BPEL proces including the time needed to
instantiate a new VM, was about 832.8 seconds (standard deviatio®6.22 seconds) that signi cantly lowers the
average runtime of 1780.8 seconds (standard deviation 119.88 s&ds) needed for the sequential deployment.

So, we can conclude that the parallel execution of many processean balance the overhead introduced by the
invocation of Web Services, by the BPEL engine execution, and by escution of multiple deployment operations
(potentially concurrent over the same physical host), with the erhanced performance due to parallelism; these
advantages are more and more sensible as the complexity of the S&application to deploy increases.

7. Conclusion and Future Works. In this paper, we presented and experimentally validated a man-
agement support to automate the provisioning of complex SaaS agjgations over Cloud based infrastructures.
Due to BPEL-based orchestration, our solution can achieve high gxressivity in the de nition of the application
provisioning logic, including not only deployment issues, but also advaned monitoring of service component
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status. Moreover, it enables concurrent execution of parallelizale service component deployment steps, thus
signi cantly reducing the time needed to activate complex SaaS appliations in large-scale Cloud environments,
particularly in 10T scenarios, where the highly dynamic nature of these environments often requires fast ap-
plications provisioning. Experimental results showed the e ectiveress of the realized support that introduces
a limited overhead by granting a drastic reduction of the provisioning time when deployment steps can be
executed in parallel. Moreover, the use of BPEL and work ow processes enables a higher degree of exibility
and reusability of our framework; indeed, already existing provisioiing work ows can be reused to provide new
SaaS applications. Encouraged by these results, we are considagiseveral future directions: on the one hand,
we are currently integrating our new application provisioning facilities with our laaS runtime monitoring and
management support [22]; on the other hand, we are developing arutomatic application live-migration support
to move the whole application, including all needed service componestand relations, from local private Cloud
laaS to public ones, by dynamically re-binding all needed virtual resarces therein; nally, we are implement-
ing a mechanism to de ne multi-tenant network infrastructures and to provide isolation for multi-tenant SaaS
applications deployed atop them.
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A SESSION INITIATION PROTOCOL FOR THE INTERNET OF THINGS

SIMONE CIRANI, MARCO PICONE AND LUCA VELTRI VY

Abstract. The Internet of Things (IoT) refers to the interconnection o  f billions of constrained devices, denoted as \smart
objects”, in an Internet-like structure. Smart objects typ ically feature limited capabilities in terms of computatio n and memory
and operate in constrained environments, such as low-power lossy networks. As the Internet Protocol (IP) has been fores een as the
standard for communications in 10T, an e ort to bring IP conn ectivity to smart objects and de ne suitable communication protocols
(i.e. Constrained Application Protocol (CoAP)) is being ca rried out within standardization organizations, such as th e Internet
Engineering Task Force (IETF). In this paper, we propose a co nstrained version of the Session Initiation Protocol (SIP) , named
\CoSIP", whose intent is to allow constrained devices to ins tantiate communication sessions in a lightweight and stand ard fashion.
Session instantiation can include a negotiation phase of so me parameters which will be used for all subsequent communic ation.
CoSIP can be adopted in several application scenarios, such as service discovery and publish/subscribe applications, which are
detailed. An evaluation of the proposed protocol is also pre sented, based on a Java implementation of CoSIP, to show the b enets
that its adoption can bring about, in terms of compression ra te with the existing SIP protocol and message overhead compa red
with the use of CoAP.

Key words: Internet of Things, communication protocols, CoAP, SIP, si  gnaling, service discovery

1. Introduction.  The Internet of Things (IoT) refers to the interconnection of billio ns of constrained
devices, denoted as \smart objects", in an Internet-like structure. Smart objects have limited capabilities,
in terms of computational power and memory (e.g., 8-bit microcontollers with small amounts of ROM and
RAM), and might be battery-powered devices, thus raising the ned to adopt particularly energy e cient
technologies. Smart objects typically operate in constrained netwrks which often have high packet error
rates and a throughput of tens of kbit/s. In order to interconnect smart objects in an Internet-like architecture,
standard and interoperable communication mechanisms and protaals are required, and a lot of work is currently
ongoing for de ning proper standards. It is a common opinion that in the near future IP will be the base common
network protocol for the 10T. This does not imply that all objects will be able to run IP. In contrast, there
will always be tiny devices, such as tiny sensors or Radio-FrequencDenti cation (RFID) tags, that will be
organized in closed networks implementing very simple and applicatiorspeci ¢ communication protocols and
that eventually will be connected to an external network through a proper gateway. However, it is foreseen that
all remaining small networked objects will exploit the bene ts of IP and corresponding protocol suite.

In [1], the author tries to de ne the following pair of classes for congrained devices, in terms of memory
capacity, in order to be used as a rough indication of device capabilitie

class 1: RAM size 10 KB, Flash size = 100 KB
class 2: RAM size 50 KB, Flash size = 250 KB

Some of these networked objects, with enough memory, computianal power, and power capacity, will
simply run existing IP-based protocol suite implementations. Some thers will still run standard Internet
protocols, but may benet from speci c implementations that try t o achieve better performance in terms of
memory size, computational power, and power consumption. Instad, in other constrained networked scenarios,
smart objects may require additional protocols and some protoclbadaptations in order to optimize Internet
communications and lower memory, computational, and power requiements.

As billions of smart objects are expected to come to life and IPv4 addesses have eventually reached
depletion, IPv6 [2] has been identi ed as a candidate for smart-obgct communication at the network layer.
However, due to the possible limitations that constrained devices mga encounter, some adaptation at network
layer (IP) and at upper layers may be required.

The work of Simone Cirani and Luca Veltri has been funded by th e European Community's Seventh Framework Programme,
area \Internetconnected Objects"”, under Grant no. 288879, CALIPSO project - Connect All IP-based Smart Objects. The wo  rk
re ects only the authors views; the European Community is no t liable for any use that may be made of the information contai ned
herein.

YDepartment of Information Engineering, University of Parm  a, Viale G.P. Usberti, 181/A, 43124 Parma, ltaly (  simone.cirani,
marco.picone, luca.veltri@unipr.it ).
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Signi cant reasons for proper protocol optimizations and adaptaions for resource-constrained objects can
be summarized as follows.

Smart objects typically use, at physical and link layers, communicaion protocols (such as IEEE
802.15.4) which are characterized by small Maximum Transmission Ung (MTUs), thus leading to

packet fragmentation. In this case, the use of compressed protols can signi cantly reduce the need
for packet fragmentation and postponed transmissions.

Processing larger packets likely leads to higher energy consumptipormwhich can be a critical issue in
battery-powered devices.

Minimized versions of protocols (at all layers) can reduce the numbeof exchanged messages.

For this reason, within the IETF some speci c working groups have keen set. In particular, the IETF
6LOWPAN (IPv6 over Low power WPAN) Working Group [3] is de ning en capsulation and other adaptation
mechanisms to allow IPv6 packets to be sent to and received from @v Low power Wireless Personal Area
Networks, such as those based on IEEE 802.15.4. for the netwotkyer, the ROLL (Routing Over Low power
and Lossy networks) Working Group [4] is currently studying and dening proper routing mechanisms. Instead,
for the application layer, the IETF CoRE (Constrained RESTful Env ironments) Working Group [5] is currently
de ning a Constrained Application Protocol (CoAP) [6], to be used as a generic web protocol for constrained
environments, targeting Machine-to-Machine (M2M) applications, and that can be seen in some ways as a
compressed version of the HyperText Transfer Protocol (HTTP [7]. CoAP will include the following features:

request/response interaction model between application endpois;

built-in discovery of services and resources;

key concepts of the Web such as URIs (Uniform Resource Identi s) and Internet media types.
The typical Internet of Things protocol stack, compared with th e standard web protocol stack, is depicted in
Fig. 1.1. The symmetry between the the two protocol stacks is clea for instance, at the application layer,
while HTTP is the most widespread application protocol for Internet applications, such as the World Wide
Web, its constrained version, the CoAP, is expected to be used, drcing the complexity of implementation as
well as the size of packets exchanged. CoAP, in contrast to HTTPuses UDP [8] as a lightweight transport
protocol.

CoAP is intended to provide application a RESTful (Representationd state transfer) communication mech-
anism. According to the REST model, representations of resourceare exchanged between a client and a server.
A resource representation is the current or intended state of a@source referred to the server through a proper
namespace. A client that is interested in the state of a resource sels a request to the server; the server then
responds with the current representation of the resource. Anxample of CoAP request/response interaction is
depicted in Fig. 1.2.

If the client is interested in receiving the representation during a peiod of time, according to this model the
client should periodically repeat such requests in order to always havthe updated representation of the resource.
Of course this mode of operation would lead to unnecessary messsysent over the network and processing load
at both client and server sides, each time a request is sent for a resrce state that is not changed. In order
to save both network and processing resources, a more suitabl@mmunication model, following the event
subscribe/notify paradigm, can be used. According to this paradign, a client, called \observer", interested in
a resource subscribes to a resource, called \subject", informinthe server that it is interested in being noti ed
whenever the subject changes the state; we say that the clientwant to \observe" the resource.

There is a CoAP extension [9] currently in the IETF standardization process, that aims at de ning a CoAP-
based subscribe/notify service can be implemented over the basicd®P REST model. Figure 1.3 compares the
two approaches of \observing" a resource.

However, beside REST and subscribe/notify service models, therare also many other applications in both
constrained and non-constrained environments that feature no-request/response communication models. Some
of these applications require the creation and management of a \ssion". With the term of \session" we refer
to any exchange of data between an association of participants.nl case of two participants, the session may
involve the sending of one or (probably) more data packets from oe participant to the other, in one or both
directions. In case of unidirectional sessions, they may be initiatedy both the sender or the receiver. Examples
of sessions in I0T scenario may be the data ow generated by a senis(measurement samples) and sent to a
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Layers
Application CoAP HTTP
Transport UDP TCP
Network IPv6/6LowPAN IP
Link MAC MAC
Physical PHY PHY

Internet of Things Internet

Fig. 1.1 . Comparison between the IoT and the Internet protocol stack f or OSI layers.

CoAP Client CoAP Server

GET /ftemperature
(Token 0x82)

2.05 Content
(Token 0x82)
"225C

Fig. 1.2 . CoAP request/response model.

given recipient for further processing, or some data streams ekanged by two interacting toys.

Although in principle CoAP encapsulation could be used also for carryig data in non-request/response
fashion, for example by using CoAP POST request in non-con rmablemode, or by using the CoAP \observation"
model, it is evident that could be much more e cient to setup a sessionbetween constrained nodes rst, and
then perform a more lightweight communication without carrying unnecessary CoAP header elds for each
data packet. The data communication will be in accord to the netwoik, transport, and application parameters
negotiated during the session setup.

The Session Initiation Protocol (SIP) [10] is the standard application protocol for establishing application-
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CoAP Client CoAP Server CoAP Client CoAP Server
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2.05 Content
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g o

FY

Fig. 1.3 . CoAP basic model (left) vs. CoAP \observing" (right). The Co AP \observe" extension introduces a subscribe/notify
communication model, in contrast to the request/response m odel of standard CoAP.

level sessions. It allows the endpoints to create, modify, and terinate any kind of (multi)media sessions, such
as VolIP calls, multimedia conferences, or data communications. Oreca session has been established, the media
are transmitted typically by using other application-layer protocols, such as RTP and RTCP [11], or as raw
UDP data, directly between the endpoints, in a peer-to-peer faston. SIP is a text protocol, similar to HTTP,
which can run on top of several transport protocols, such as UDRdefault), TCP, or SCTP, or on top of secure
transport protocol such as TLS and DTLS. Session parametersra exchanged as SIP message payloads; a
standard protocol used for this purpose is the Session DescriptioProtocol [12]. The SIP protocol also supports
intermediate network elements which are used to allow endpoint regisation and session establishment, such as
SIP Proxy servers and Registrar servers. SIP also de nes the omepts of transaction, dialog, and call as groups
of related messages, at di erent abstraction layers.

Although SIP has been de ned for Internet application, we may think to re-use it also in constrained IoT
scenario. Note that SIP already includes mechanisms for subscribotify communication paradigms [13] and
for resource directory, particularly useful in I0T scenarios, forwhich proper CoAP extensions are currently
being speci ed [9, 14].

The main drawback of using standard SIP protocol in constrained avironments is the large size of text-
based SIP messages (compared to other binary protocols such 8B), and the processing load required for
parsing such messages.

For this reason, in this paper, we propose a constrained version dhe Session Initiation Protocol, named
\CoSIP", whose intent is to allow constrained devices to instantiate communication sessions in a lightweight
and standard fashion and can be adopted in M2M application scenar& Session instantiation can include a
negotiation phase of some parameters which will be used for all suequent communication. The proposed
CoSIP is a binary protocol which maps to SIP, similarly to CoAP does to HTTP. CoSIP can be adopted in
several application scenarios, such as service discovery and puliisubscribe applications.
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The rest of this paper is organized as follows. In Section 2, an ovelew of related works is presented.
In Section 3, fundamentals of the SIP protocol are summarized. 1 Section 4, the proposed CoSIP protocol
is detailed together with its architecture and preliminary implementation. Some use cases for CoSIP-based
applications in Internet of Things scenarios are presented in Sectio 5 and a performance evaluation of the
proposed protocol is shown in Section 6. Finally, in Section 7 we drawwr conclusions.

2. Related Work.  Smart objects typically are required to operate using low-power ad low-rate com-
munication means, featuring unstable (lossy) links, such as IEEE 8P.15.4, usually termed Low-power Wireless
Personal Area Networks (LOWPANS) or Low-power and Lossy Neworks (LLNs). The Internet Engineering
Task Force (IETF) has setup several working groups in order to adress many issues related to bringing IP
connectivity to LOWPAN smart objects. In particular, the 6LOWPA N (IPv6 over Low power WPAN) WG [3]
was chartered to work on de ning mechanisms that optimize the adgtion of IPv6 in LOWPANs and the ROLL
(Routing Over Low power and Lossy networks) WG [4] was charterd to develop optimal IPv6 routing in LLNS.
Finally, the CoRE (Constrained RESTful Environments) WG [5] has been chartered to provide a framework for
RESTful applications in constrained IP networks. The CoRE WG is working on the de nition of a standard
application-level protocol, named CoAP, which can be used to let costrained devices communicate with any
node, either on the same network or on the Internet, and provide a mapping to HTTP REST APIs. CoAP is
intended to provide, among others, Create-Read-Update-Delat (CRUD) primitives for resources of constrained
devices and publish/subscribe communication capabilities. While the wdk on CoAP is already at an advanced
stage, the CoRE WG is also investigating mechanisms for discovery ahcon guration, but the work on these
issues is still at an early stage and therefore open to proposals.

The \observer" CoAP extension [9] allows CoAP clients to observe rgources (subscribe/notify mechanism)
and be noti ed when the state of the observed resource changesThis approach requires the introduction of
a new CoAP Observeoption to be used in GET requests in order to let the client register itsinterest in the
resource. The server will then send \unsolicited" responses bacto the client echoing the token specied by
the client in the GET request and reporting an Observe option with a squence number used for reordering
purposes. As we will describe later, we envision that the instantiatio of a session could signi cantly reduce
the amount of transmitted bytes, since, after the session has n established, only the payloads could be sent
to the observer, thus eliminating the overhead due to the inclusion 6the CoAP headers in each noti cation
message.

As for service discovery, the CORE WG has de ned a mechanism, deried asResource Directory (RD) [14],
to be adopted in M2M applications. The use of a RD is necessary becaa of the impracticality of a direct
resource discovery, due to the presence of duty-cycled nodesdiunstable links in LLNs. Each CoAP server must
expose an interface/.well-known/core to which a client can send requests for discovering available resouss.
The CoAP server will reply with the list of resources and, for each reource, an attribute that species the
format of the data associated to that resource. The CoAP protaol, however, does not specify how a node
joining the network for the rst time must behave in order to annou nce itself to the resource directory node.
In [15], this functionality is extended to multicast communications. In particular, multicast Resource Discovery
is useful when a client needs to locate a resource within a limited scopand that scope supports IP multicast.
A GET request to the appropriate multicast address is made for.well-known/core . Of course this multicast
Resource Discovery works only within an IP multicast domain and doesot scale to larger networks that do
not support end-to-end multicast.

The registration of a resource in the RD is performed by sending a PST request to the RD, while the
discovery can be accomplished by issuing a GET request to the RD tageting the .well-known/core URI. This
discovery mechanism is totally self-contained in CoAP as it uses only CAP messages.

The adoption of the CoSIP protocol provides an alternative mechaism to register resources on a RD, which
may be also called CoSIP Registrar Server. The advantage of using@oSIP based registration mechanism is that
it might be possible to register resources other than those reache through CoAP, thus providing a scalable
and generic mechanism for service discovery in constrained applidans with a higher degree of expressiveness,
such as setting an expiration time for the registration.

3. SIP. The Session Initiation Protocol (SIP) [10] is an IETF standard application-layer control protocol
that can be used to establish, modify, or terminate end-to-end s&sions. SIP is a text-based client-server protocol,
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where the client sends SIP requests and the server responds tequests. SIP architecture includes both end
systems (terminals), also called SIP user agents, and intermediateystems, called SIP proxy, redirect or registrar
servers, depending on their function. A \registrar server" is SIP server that receives registration requests issued
by SIP user agents, and used for maintaining the binding between tb SIP user name also called address-
of-record SIP AOR, and its current contact address, that can k& used for reaching such user/resource. The
mapping between SIP AORs and SIP contact URIs is called Location Swice and is an important component
for resource discovery in SIP.

All SIP addresses are represented by URIs with the scheme \sip:"and identify a name or contact address
of a SIP user; a SIP user can be a real user, a system, an applicatioor a any kind of resources.

The proxy servers are intermediary entities that act as both serer and client for making requests on behalf
of other clients. A proxy server may act as \outbound" proxy when used for routing SIP request addressed to
a user that is not maintained in a local Location Service, or as \far-&d" (or \destination") proxy if the request
is addressed to a user with an AOR maintained by the proxy and mappé to one or more SIP contact URIs.

Di erently by the proxy servers, the redirect servers accept ra@uests and replies to the client with a response
message that typically provides a di erent contact address (URI) for the target of previous request.

SIP signaling between users consists of requests and respons&ghen a UA wants to send a request to a
remote user (identi ed by a SIP AOR), it may send the message diretly to the IP address of the remote user's
UA, or to the proxy server that is responsible for the target AOR (normally the fully quali ed domain name
(FQDN) of the proxy server is included in the AOR), or to a locally con gured outbound proxy server. When
the request reaches the target UA, the latter may optionally replies with some provisional 1xx responses and
with one nal response (codes 2xx for success, 3xx, 4xx, 5xx @n6xx for failure).

SIP de nes di erent request methods such as INVITE, ACK, BYE, CANCEL, OPTIONS, REGISTER,
SUBSCRIBE, NOTIFY, atc.

When a UA wants to initiate a session it sends an INVITE message thaimay be responded with provisional
1xx responses and a nal response. The UA that issued the INVI'E then have to con rm the nal response with
a ACK message. Dierently by all other SIP transaction, the INVIT E transaction is a three-way handshake
(INVITE/2xx/ACK).

Once the session is established, both endpoints (user agents) mayodify the session with a new INVITE
transaction, or tear-down the session with a BYE transaction (BYE/2xx). When the caller or the callee wish
to terminate a call, they send a BYE request. SIP messages may ctain a \body" that is treated as opaque
payload by SIP.

Figure 3.1 shows an example of SIP message ow, including the registtion of two UAs with their own
registrar/proxy servers, and a session setup and tear-down ém UA1 (identi ed by the SIP AOR sip:ul@P1)
to UA2 (identi ed by the SIP AOR sip:u2@P?2).

During an INVITE transaction the SIP body is used to negotiate the session in terms of transport and
application protocol, IP addresses and port number, payload formats, encryption algorithms and parameters,
etc. The negotiation follows an o er/answer paradigm, where the oer is usually sent within the INVITE while
the answer is in the 2xx nal response. The most used protocol fosuch negotiation is the Session description
Protocol (SDP); however other prtocol may be used.

4. CoSIP. As described in Section 1, in both constrained and non-constraine@nvironments there are
many applications that may require or simply may obtain advantages ly negotiating end-to-end data sessions.
In this case the communication model consists in a rst phase in whictone endpoint requests the establishment
of a data communication and, optionally, both endpoints negotiate ®me communication parameters (transfer
protocols, data formats, endpoint IP addresses and ports, emgption algorithms and keying materials, and
other application speci ¢ parameters) of the subsequent data sesions. This may be useful for both client-server
or peer-to-peer applications, regardless the data sessions eveler not according to a request/response model.
The main advantage is that all such parameters, including possible reource addressing, may be exchanged in
advance, while no such control information is required during data tansfer. The longer the data sessions, the
more the advantage is evident respect to a per-message contrimiformation. Also in the case of data sessions
that may vary formats or other parameters during time, such adgtation may be supported by performing
session renegotiation. A standard way to achieve all this onto an IFbased network may be by using the Session
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Fig. 3.1 . UA registrations and session setup with two intermediate pr oxy servers.

Initiation Protocol [10]. In fact SIP has been de ned as standard protocol for initiating, modifying and tearing
down any type of end-to-end multimedia sessions. SIP is independefrom the protocol used for data transfer
and from the protocol used for negotiating the data transfer (sich negotiation protocol can be encapsulated
transparently within the SIP exchange). In order to simplify the imp lementation, SIP reuses the same message
format and protocol elds of HTTP. However, in contrast to HTTP , SIP works by default onto UDP, by
directly implementing all mechanisms for a reliable transaction-basednessage transfer. This is an advantage
in duty-cycled constrained environment where some problems mayrée when trying to use connection-oriented
transports, such as TCP. However, SIP may also run onto other tansport protocols such as TCP, SCTP, TLS
or DTLS. Unfortunately SIP derives from HTTP the text-based pr otocol syntax that, even if it simpli es the
implementation and debugging, results in i) larger message sizes, arni) bigger processing costs and probably
larger source code size (RAM footprint) required for message pamg. Note that the SIP standard de nes also
a mechanism for reducing the overall size of SIP messages; this ishé®ved by using a compact form of some
common header eld names. However, although it allows a partial redction of the message size, it may still
result in big messages, especially if compared to other binary format for example those de ned for CoAP.
For this reason we tried to de ne and implement a new binary format for SIP in order to take advantages of
the functionalities already de ned and supported by SIP methods and functions, together with a very compact
message encoding. We naturally called such new protocol CoSIP, #éit stands for Constrained Session Initiation
Protocol, or, simply, Constrained SIP. Due to the protocol similarities between SIP and HTTP, in order to
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maximize the reuse of protocol de nitions and source code implemeations, we decide to base CoSIP onto the
same message format that has been de ned for CoAP, thanks tohie role that CoAP plays respect to HTTP.
However, it is important to note that, while CoAP required to de ne n ew message exchanges, mainly due to the
fact that CoAP need to operated in constrained and unreliable netvorked scenario over UDP transport protocol,
while HTTP works over TCP, CoSIP may completely reuse all SIP messge exchanges and transactions already
de ned by the SIP standard, since SIP already works over unreliake transport protocols (e.g. UDP).

SIP is structured as a layered protocol, where at the top there ishe concept of dialog, that is a peer-to-peer
relationship between two SIP nodes that persists for some time andacilitates sequencing of di erent request-
response exchanges (transactions). In CoAP there is no concepquivalent to SIP dialogs, and, if needed, it
has to be explicitly implemented at application level. Under the dialog there is the transaction layer, that is
the message exchange that comprises a client request, the followgroptional server provisional responses and
the server nal response. The concept of transaction is also psent in CoOAP where requests and responses
are bound and matched through a token present as message headeld. Under the transaction there is the
messaging layer where messages are e ectively formatted and gethrough an underlying non-SIP transport
protocol (such as UDP or TCP). Instead of completely re-designig a session initiation protocol for constrained
environments, we propose to reuse the SIP layered architecturef SIP, by simply re-de ning the messaging layer
with a constrained-oriented binary encoding. For such a purposewe propose to reuse the same CoAP message
syntax [6]. Figure 4.1 shows the CoSIP message format derived by @®. A CoSIP message starts with the
2-bit Version eld (set to 1, i.e. CoSIP version 1), followed by the 2-hit Type eld (set to 1 = Non-con rmable),
the 4-bit CoAP TKL eld (set to 0), the 8-bit Code eld that encode r equest methods (for request messages)
and response codes (for response messages), the 16-bit CoAleddage ID eld, followed by zero or more Option
elds. In case a CoSIP message body is present, as in CoAP it is appéded after Options eld, pre xed by an
1-byte marker (OxFF) that separates CoSIP header and payload Options are encoded as in CoAP in Type-
Length-Value (TLV) format and encode all CoSIP header elds (From, Via, Call-ID, etc.) included in the CoSIP
message.

0 2 4 8 16 31
\ief Tipe T=KL Code Message ID

Options
11111111

Payload

Fig. 4.1 . CoSIP message format.

Since CoSIP re-uses the transaction layer of SIP, no CoAP optioraToken eld is needed [6] and the
TKL (Token Length) eld can be permanently set to 0. Moreover, since CoSIP already has reliable message
transmission (within the transaction layer), no Con rmable (0), Ac knowledgement (2) nor Reset (3) message
types are needed, and the only type of message that must be supged is Non-con rmable (1).

The comparison of the layered architecture of CoSIP and SIP is shen in Fig. 4.2.

Beside the above binary message, a CoSIP message can be virtuallges as a standard SIP message,



A session initiation protocol for the Internet of Things 257

SIP User Agent CoSIP User Agent
SIP Dialog SIP Dialog
SIP Transaction SIP Transaction
SIP Messaging CoSIP Messaging
Transport (UDP, TCP, TLS, etc) Transport (UDP, DTLS, SCTP)
a) SIP layered architecture b) CoSIP layered architecture

Fig. 4.2 . Comparison of the layered architectures of SIP (a) and CoSIP  (b).

formed by one request{line or one status{line (depending if the mesage is a request or a response), followed
by a sequence of SIP header elds, followed by a message body, ifgzet. In particular, SIP header elds are
logically the same of the standard SIP protocol, properly encoded ircorresponding CoSIP Options. For each
SIP header eld a di erent option number has been set, and a prope encoding mechanism has been de ned.
In particular general rules that we followed are:
IP addresses are encoded as a sequence of 5 bytes for IPv4 adhyites for IPv6, where the rst byte
discriminates the type of address, i.e. 1 = IPv4 address, 2 = IPv6 adress, 3 = FQDN (fully quali ed
domain name);
for header eld parameters, when possible, the parameter name inplicitly identi ed by the position of
its value in the corresponded binary-encoded CoSIP Option; othaxise parameter names are substituted
by parameter codes; in the latter case the parameter is encodedsdype-value pair (in case of xed size
values) or type-length-vale tuple (in case of variable size values);
random tokens, such as SIP \branch" values, SIP \from" and \to" tags, \call-id", etc. are generated
as arrays of maximum 6 bytes.

One problem in reusing the current CoAP message format [6] is that infCoAP the 8-bit Code eld is used
to encode all possible request methods and response codes. Inrtgaular, for response messages the 8-bit Code
eld is divided by CoAP into two sub- elds \class" (3 bits) and \details" (5 bits); the upper three bits (\class")
encodes the CoAP response classes 2xx (Success), 4xx (Clientd&), and 5 (Server Error), while the remaining
5 bits (\details") encode the sub-type of the response within a give class type. For example a 403 \Forbidden"
response is encoded as 4 (\class") and 03 (\details"). Unfortungely, this method limits the number of possible
response codes that can be used (for example, using only 5 bits fatetails" does not allow the direct encoding of
response codes such as 480 \Temporarily Unavailable" or 488 \Not Aceptable Here"). In CoSIP, we overcome
this problem by encoding within the Code eld only the response classZxx, 4xx, etc.) and by adding an explicit
Option eld, called \Response-Code" option, that encodes the conplete response code (e.g. 488), including the
response sub-type (88, in the case of response code 488). Theesof the \Response-Code" option is 2 bytes.
Moreover, in order to support all SIP/CoSIP response codes welao added the classes 1xx (Provisional) and
3xx (Redirect) used in SIP.

5. 1oT Application Scenarios. In this section, we will describe the most signi cant for 10T applicatio ns,
intended to provide an overview of the capabilities and typical usagef the CoSIP protocol. In all the scenarios,
we consider a network element, denoted as \loT Gateway", which icludes also a HTTP/CoAP proxy, which
can be used by nodes residing outside the constrained network tacaess CoAP services.

5.1. CoAP Service Discovery. CoSIP allows smart objects to register the services they providea
populate a CoSIP Registrar Server, which serves as a Resource Batory. The terms \Registrar Server" and
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\Resource Directory" are here interchangeable.

Figure 5.1 shows a complete service registration and discovery scaio enabled by CoSIP. We consider a
smart object that includes a CoAP server, which provides one or me RESTful services, and a CoSIP agent,
which is used to interact with the CoSIP Registrar Server. The smat object issues aREGISTERquest (denoted
with the letter \@" in the gure) which includes registration paramet ers, such as the Address of Record (AoR)
of the CoAP service and the actual URL that can be used to accesthe resource (Contact Address). Note that,
while the original SIP speci cation states that the To header MUST report a SIP or SIPS URI, CoSIP allows
to specify any scheme URI in the To header, e.g. a CoAP URI. Upon reeiving the registration request, the
Registrar Server stores the AoR-to-Contact Address mapping ina Location Database and then sends 200 OK
response.

When a REST client, either CoAP or HTTP, is willing to discover the services, it can issue aGETrequest
targeting the .well-known/core URI, which is used as a default entry point to retrieve the resources hosted by
the Resource Directory, as de ned in [16]. TheGETrequest is sent to the HTTP/CoAP proxy, which returns a
200 OK(in the case of HTTP) or a 2.05 Content (in the case of COAP) response containing the list of services
in the payload.

Fig. 5.1 . CoAP Service Discovery.

5.2. Session Establishment. A session is established when two endpoints need to exchange dat@oSIP
allows the establishment of session in a standard way without binding lhe session establishment method to a
speci ¢ session protocol. For instance, CoSIP can be used to netimte and instantiate a RTP session between
constrained nodes. Once a session has been established, the datechange between the endpoints occurs
(logically) in a peer-to-peer fashion.

Figure 5.2 shows how CoSIP can be used to establish a session betwdeo endpoints. Let's assume an
loT Agent (loT-A 1) identi ed by the CoSIP URI cosip:userl@domainwhich includes at least a CoSIP agent,
has registered its contact address to an lIoT Gateway in the same ay as described in the previous subsection
(steps 1 and 2). If another 10T-A; cosip:user2@domainwants to establish a session with 10T-4A, it will send
a proper INVITE request to the loT Gateway, which will act as a CoSIP Proxy relayingthe request to 10T-A;
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(steps 3 and 4). loT-A; will then send a 200 OKresponse to l0T-A (steps 5 and 6), which will nalize the
session creation by sending a\CKmessage to 10T-A (steps 7 and 8).

At this point the session has been setup and data ow between I0TA; and loT-A, can occur directly.
The session establishment process can be used to negotiate sommmmunication parameters, for instance
by encapsulating Session Description Protocol (SDP) [12] or equivant in the message payload. As we will
show in the evaluation section, setting up a session, rather than usg CoAP, both in a request/response or
subscribe/notify paradigm, is a very e cient approach to avoid the burden of the overhead due to carrying
headers in each exchanged message since eventually only the paylsavould be relevant for the application.

Fig. 5.2 . CoSIP Session Establishment.

5.3. Subscribe/Notify Applications. IoT scenarios typically involve smart objects which might be
battery-powered devices. It is crucial to adopt energy-e cient paradigms, e.g. OS tasks, application processing,
and communication. In order to minimize the power consumed, dutyeycled smart objects are adopted. Sleepy
nodes, especially those operating in LLNs, aren't guaranteed to beeached, therefore it is more appropriate
for smart objects to use a Subscribe/Notify, also denoted as Pulish/Subscribe (Pub/Sub), approach to send
noti cations regarding the state of their resources, rather than receive and serve incoming requests. Such a
behavior can be achieved by leveraging on the inherent capabilities &IP, and therefore of CoSIP, as sketched
in Fig. 5.3.

The depicted scenarios considers several Pub/Sub interactionsioti cations can be sent either by a Noti er
loT Agent (IoT-A ) or by an loT Gateway, and subscribers can be either SubscriberdT Agents (I0T-A g), 10T
Gateways, or generic Remote Subscribers. Let's assume that alhé noti ers have previously registered with
their CoSIP Registrar Server (this step is also denoted as the Publling phase in a typical Pub/Sub scenario).
The standard subscription/noti cation procedure is the following:

1. the subscriber sends &UBSCRIBtequest to the noti er, also specifying the service events it is inteested
in;

2. the noti er stores the subscriber's URI and event information and sends a200 OKresponse to the
subscriber;

3. whenever the noti er's state changes, it sends d&NOTIFYrequest to the subscriber;



260 S. Cirani, M. Picone and L. Veltri

4. the subscriber sends 200 OKresponse back to the noti er.

Figure 5.3 reports all the use cases when a Pub/Sub might be used.loT-A s can subscribe to the service
of an IoT-Ay in the same network, in case it is willing to perform some task, such asata/service aggregation.
The IoT Gateway can subscribe to the I0T-Ay 's in order to collect sensed data, e.g. to store them in the cloud,
without the need to periodically poll for data. Finally, the 10T Gatewa y itself might be a noti er for remote
subscribers, which are interested in noti cations for speci c senices provided by the gateway, which may or
may not be the same of existing 10T-Ay nodes managed by the gateway. Note that, it might be possible to
have interaction with legacy SIP agents in case the loT Gateway is als able to perform SIP/CoSIP proxying.

Fig. 5.3 . Subscribe/Notify applications with CoSIP.

The adoption of CoSIP in loT scenarios allows to easily set up e cient Pub/Sub-based applications in a
standard way, thus allowing for seamless integration and interactio with the Internet. Moreover, the valuable
experience gained in the past years with SIP, both in terms of techalogies and implementations, can be reused
to speed up the implementation and deployment of session-based glications.

6. Protocol Evaluation. In order to evaluate the performance of CoSIP, an implementationof the proto-
col has been developed together with some test applications. In th work, we have decided to focus on network
performance as a metric by measuring the amount of network tra ¢ generated by the test applications. The
CoSIP protocol has been implemented in Java language, due to its sipficity, cross-platform support, and the
availability of already developed SIP and CoAP libraries [17, 18]. The sotce code of the CoSIP implementation
is freely available at [19].

The performance results show that many advantages can be achied by using CoSIP, both in constrained
and non-constrained applications. The rst evaluation compares @SIP and SIP in terms of bytes transmitted
for the signaling part related to the instantiation and termination of a session. Each CoSIP request and response
message is separately compared with its SIP counterpart. The redts are illustrated in Fig. 6.1. Table 6.1
shows the compression ratio for each CoSIP/SIP message pair. Barding the session as a whole, CoSIP yields
an overall compression ratio of slightly more than 0.55.
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Message type | CoSIP (bytes) SIP (bytes) compression ratio
INVITE 311 579 0.537
100 Trying 141 279 0.505
180 Ringing 173 372 0.465
200 OK 293 508 0.577
ACK 216 363 0.595
BYE 183 309 0.592
200 OK 162 274 0.591

Table 6.1

Comparison between CoSIP and SIP signaling (bytes per messa ge) for session instantiation and establishment.

Fig. 6.1 . Transmitted bytes for CoSIP and SIP session (signaling only ).

Another evaluation has been made to show the advantage of usingession in constrained applications.
Figure 6.2 shows the amount of network tra ¢ (in bytes) generated by two constrained applications: the rst
application uses CoSIP to establish a session and then performs thdata exchange by sending the payloads
over UDP; the second is a standard CoAP-based application wherehe communication occurs between a CoAP
client and a CoAP server, using con rmed CoAP POST requests. In loth cases data is sent at the same rate of
one data message every 2 seconds. The gure shows that the ligih¢ight CoSIP session is instantiated in a very
short period of time and after the session has been established fawtes are exchanged between the endpoints.
On the other hand the CoAP-based application has no overhead athe beginning due to the instantiation of
the session but, soon after, the amount of tra c generated by this application exceeds that of the CoSIP-
based application, since in the CoAP-based scenario data is exchaed within CoOAP messages resulting in an
unnecessary CoAP overhead.

Note that in the depicted scenario the CoSIP signaling used for se&m initiation includes all SIP header
elds normally used in standard non-constrained SIP application, that is no reduction in term of header elds
has been performed. Instead for the CoAP application we consided only mandatory CoAP header elds
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resulting in the best-case scenario for CoAP in term of CoAP overhad (minimum overhead). This means that
in other CoAP applications the slope of the line could become even steer, thus reducing the time when the
break-even point with CoSIP is reached.

Fig. 6.2 . Transmitted bytes in a CoSIP Session vs. CoAP conrmed POST r  equests and responses.

7. Conclusions. In this paper, we have introduced a low-power protocol, named \C&IP", for establish-
ing sessions between two or more endpoints targeting constraineginvironments. Many applications, both in
constrained and non-constrained scenarios, do bene t from eablishing a session between the participants in
order to minimize the communication overhead and to negotiate som@arameters related to the data exchange
that will occur. The CoSIP protocol is a constrained version of the SIP protocol intended to minimize the
amount of network tra ¢, and therefore energy consumption, targeted for 0T scenarios. A similar e ort in
trying to minimize the amount of data in l1oT and M2M applications is being carried on in standardization
organizations, such as the IETF CoRE Working Group, which is currently de ning a protocol (CoAP) to be
used as a generic web protocol for RESTful constrained environemts and maps to HTTP. Similarly, in this
work we have proposed to apply the same approach to de ne a praicol for session instantiation, negotiation,
and termination. We have described some interesting 0T scenariothat might bene t from using such a pro-
tocol, namely service discovery, session establishment, and serg& based on a subscribe/notify paradigm. A
Java-language implementation of CoSIP has been developed and ted to evaluate the performance of the
newly proposed protocol, by measuring the amount of transmittedbytes compared to other solutions based on
SIP and CoAP respectively. The results show that applications thatuse CoSIP can outperform other SIP- and
CoAP-based applications in terms of generated network tra c: SIP signaling can be compressed of nearly 50%
using CoSIP, and long-running applications that may use CoAP for sading the same type of data to a given
receiver may be better implemented with CoSIP, since no CoAP overbad has to be transmitted along with each
transmitted data message leading to a packet size and per-packgtrocessing reduction; packet size reduction
in turn may reduce the need for packet fragmentation (in 6LoWPAN networks) and the energy consumption of
the nodes involved in the data exchange.

Future work will include an exhaustive experimentation, both in simulation environments and a real-world
testbed comprising a variety of heterogeneous devices which is aently being setup at the Department of
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Information Engineering of the University of Parma, aimed to evaluae the performance of the CoSIP protocol
both in terms of energy consumption and delay. The tests will focuson the time required to setup a session in
di erent scenarios, such as in IEEE 802.15.4 multi-hop environmentsand the measurement of energy consump-
tion with a comparison between CoSIP sessions and standard CoARoenmunication. Two di erent perspectives
will be analyzed: i) end-to-end delay between the actual session pécipants and ii) energy consumption on
intermediate nodes which will be indirectly involved in the session as rgsonsible for multi-hopping routing at
lower layers. The target platforms will be both constrained and norrconstrained devices for session participants
and relay nodes, in order to provide a thorough evaluation comprisig heterogeneous devices operating under
di erent conditions.
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EVALUATING A FILE FRAGMENTATION SYSTEM FOR MULTI-PROVIDER CLOUD
STORAGE
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Abstract.  Currently, storage services represent a new way to do busine ss in Cloud computing. This new trend is proved by
the number of Cloud storage providers that are appearing on t he market. In this work, we present an innovative approach us eful
for using di erent Cloud storage providers in a transparent  way, avoiding both data lock-in and possible data privacy vi olation that
can be caused by providers themselves. More speci cally, we propose an approach enabling Cloud customers to rely on many Cloud
storage providers. Di erently from other solutions, with o ur approach only the customers have the full control of their  data, and
in addition, if a provider suddenly disappears and/or it is n ot available anymore, the customers will be able to continue accessing
their data, reconstructing them from data fragments replic  ated in other Cloud storage providers. The paper shows how su ch an
approach works. In particular, experiments, besides provi ng the goodness of our approach, also provide several guidel ines regarding
how to properly con gure software systems in order to meet th e customer's requirements (in terms of both QoS and costs).

Key words:  Cloud Computing, Storage, Big Data, Reliability, Con dent iality.

1. Introduction. Nowadays, Cloud storage service is a very challenging topic, since itllaws to store
huge amount of data into di erent providers. The business behind he Cloud storage service is evident due the
increasingly availability of storage providers (e.g., Dropbox, Google Dive, Copy, Amazon S3, SkyDrive, and so
on). However, from the customer point of view, it is hard to choosethe best o ers, manage several accounts,
and move data across multiple Cloud providers. Moreover, despite [©ud providers warranties, users' privacy
could be compromised. From our point of view Cloud storage solutionsacks of a strong level of security and
privacy [2], [3], [13]. In order to address such a problem, we propose tdisseminate pieces of data among several
Cloud providers that only the utilizer will be able to reconstruct.

In this work, we introduce an abstraction layer that works above heterogeneous Cloud storage providers.
The bene ts of the proposed strategies are multiple. Firstly, cusbmers do not need to take care about a speci ¢
provider for data upload/download. They experience the storageservice as a seamless service, where storage
space is almost the sum of the storage spaces o ered by the involgeCloud providers. Secondly, Cloud providers
cannot have full access to the stored les, because each one idispn many chunks, that are stored into di erent
Cloud providers. The technique we adopt in our approach that aims b avoid misusing of personal data is called
Data Obfuscation

Our solution is able to recover an rebuild the original le even if an errar in a Cloud storage provider occurs
(e.g., the operator fails). This is possible by means of the RedundanResidue Number System (RRNS) algo-
rithm, that allows to split each le in several chunks that are called \r esidue-segments”, including a redundancy
code. Redundancy guarantees the recover of an original le whelne or more residue-segments are missing.
Before uploading data, the user selects the level of redundancyl@ng with the Cloud providers involved in the
storage service. Each residue-segment is BASE-64 encoded, athed within an XML wrapper and described
through an XML metadata le, called map-le. Data and metadata are spread over di erent Cloud storage
providers. The map- le tracks where the residue-segments aretsred, in order to reconstruct the original le
when the user requires to retrieve it. Following this approach, only he user can reconstruct the XML metadata
combining the partial metadata coming from the two trusted providers, hence retrieve residue-segments, and
rebuild the original les. This paper, extends our previous work [14], providing a more in-depth analisys about
the proposed approach and further experimental results.

The paper is organized as follows. Section 2 describes related worksgghlighting the lack of a resilient and
con dential multi-provider Cloud storage service. Section 3 motivates this work according to the current trend
on Cloud storage services. Section 4 brie y describe the RRNS algithm on which our approach is based. Our
solution for a reliable and con dential multi-provider Cloud storage service is described in Sect. 5. Experimental
evaluations are discussed in Sect. 6. Finally, our conclusion are sunarized in Sect. 7.

DICIEMA, University of Messina,C.Da Di Dio 1, 98166, Messin  a, Italy ( mvillari, acelesti, mfazio, apuliafito)@unime.it
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2. Related Work.  Many works in literature deal with data reliability in data centers and in Cloud
Infrastructure as a Service (laaS). A well known solution is the Gagle File System (GFS), in which a le chunk
replication mechanism is used [6]. Speci cally, Google thought to make p a redundant storage of massive
amounts of data on cheap and unreliable computers. The le chunk eplication strategy is also at the basis of
our solution.

In [1], the authors claim the improvement of le reliability by introducing redundancies into a large storage
system exploiting di erent solutions, such as erasure correcting ades (used in RAID levels 5 and 6), introducing
several data placement, failure detection and recovery disciplinemside data centers.

In [10], a data restore is accomplished using regenerating codes. $nch a work, both redundancy and check
controls are used to guarantee the possibility to repair data during le transfer over unreliable networks.

How to store pieces of le into Virtual Machines (VMs) is discussed in [11]. The authors introduce an
enhanced distributed Cloud storage system. Nevertheless, thedapted protocol is rather complex and hard to
be adapted in real scenarios. A similar technique is discussed in [15], wlre the authors present PRESIDIO,
a framework able to detect similarity and reduce or eliminate redundacy when storing objects. The work
in [7] discusses a way for optimizing the le partition in network storage environment. The model assessed by
the authors shows how a partitioned network is able to maintain high aailability. However, the approach is
theoretical. In [9], a secure Cloud backup system is investigated. Té authors study how to manage the Data
Deletion (Assured) and the Version Control.

In [7], the authors describe a technique for optimizing the le partition considering a Network Storage
Environment. They present a strategy to e ciently distribute les inside a cluster taking into account concepts
of reliability, availability and serviceability. A le partitioning approach f or Cloud computing is described in [4],
where a smart procedure is used to optimize the placement of eachath block according to its size. In [16],
the authors face the problems that arise whenever a laptop is lostrostolen. The system guarantees that data
cannot be accessed after an a priori con gured time window and tfs can be a point of failure. The authors
use XOR operations to split and merge les that have to be protectel. The procedure is hard to be applied,
because it requires to customize the kernel of the involved server

Data distribution [17] along with Data Migration [8] are topics quite rele vant in the context of Cloud storage.
The need to send big data over the Internet is important as well as he possibility to overcome data lock-in
issues. Cloud operators are trying to prevent them for maintainingtheir business.

3. Motivations: the Current Trend on Cloud Storage. The arising requirement of Internet and, in
particular, of Cloud Computing is the management of \Big Data". Big D ata refers to a huge amount of data that
users produce due the massive interconnection of smart devices sensors over the Internet, which represent
the basis for the development of Internet of Things (loT) applications. Cloud Storage services represent the
basic infrastructure for storing this produced data.

Cloud services are organized into three main levels: Infrastructug, Platform, or Software as a Service
(i.e., laaS, PaaS, or SaaS). Cloud providers can rely on these thrdevels in order to provide several storage
functionalities. Amazon is the largest Cloud storage player and proides Storage as laaS. Looking at the Amazon
S3 storage service, it provides a simple web service able to storefreeve any kind of data into/from the web.
S3 provides the access to the scalable, reliable, secure, and fasmézon storage infrastructure. S3 is widely
used by many SaaS providers (e.g., Dropbox, Megauploader, Rapidare, etc). In this paragraph, we discuss
the trend of the number of objects stored in the S3 infrastructue during the last seven years.

The number of objects stored into the Amazon S3 has grown fromaughly 700 Billion objects in one year to
2000 Billion objects at the time of when this paper is written. Figure 3.1shows the market on data production
and storage is vertiginously growing up in the last decade, accordingp the following equation:

NumObjs = 1;1335 X 399 (3.1)

Equation 3.1 allows to make the prevision on the storage demand of alut 12000 Billion objects in the next
ve years (2018). Such a prevision is justi ed by the increasing intgest of Information and Communication
Technology (ICT) societies and end-users towards Cloud storagewith the purpose to reduce costs and satisfy
their needs with a large plethora of opportunities. According to these considerations, we propose a new way to
support emerging requirements for future Cloud storage.
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Fig. 3.1 . Amazon S3 growth in the last seven years and its future previs ion for the next ve years.

(a) Classic management of data over mul- (b) The new approach introduced in this
tiple Cloud storage providers work

Fig. 3.2 . Storage Cloud Services distributed over the Internet

3.1. A New Approach to Store Data Into the Cloud. The usage of Cloud storage providers is
characterized by the possibility for customers to subscribe many terage services even for free (e.g., Copy,
DropBox, Drive,...) and to manually manage data upload and download. or example, a user holds les A, B
and C in his local le system and decides to upload these les into the Claid, as shown in Fig. 3.2(a). He/she
has to choose where each le has to be uploaded (for example, le A i€opy, le B in Dropbox, and le C in
SkyDrive), by using personal policies (such as type of le, size of le and so on) or making a random choice.
Thus, when he/she will require the le, he/she has to remember whee the le has been uploaded. In addition,
after upload, Cloud providers have the full control of the les they store, and this can be a potential threat
for data con dentiality. We believe that a way for reducing such thr eats consists in using the Cloud storage
in a di erent way than usual. In this paper, we describe an approachthat consists in spreading chunks of
each single le over di erent Cloud storage providers. Our approadt introduces a software layer that abstracts
heterogeneous Cloud storage providers and allows end-users t@load their les in an e cient way. Figure
3.2(b) shows how the proposed approach works. The original le A issplit in three chunks, A_1, A_2 and A_3.
The end-user makes a choice about the level of redundancy of dade, in order to overcome fails in data retrieval
or data loss. The algorithm we implemented in our solution allows to mange a particular le redundancy in
a smart way, as we will describe in Sect. 4.1. Of course, le splitting ad merging processes are hidden to
each Cloud operator, so that they cannot have any knowledge ahd data content. This prevents the possible
fraudulent access to customer data by Cloud storage providerghat is a very hot topic on Cloud computing.
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Moreover, pieces of le or chunks are wrapped into XML structure, in order to increase the portability of the
system. Any Cloud storage provider sees the XML le with a body coraining a chunk of the original le
coded in BASE-64. In the example in Fig. 3.2(b), some chunks can betared in Copy, others in SkyDrive,
till Dropobox. Only end-users should be totally aware of what data ae stored in each Cloud storage operator.
Chunks distribution over the Cloud is described in a metadata map- le, an XML le that tracks where chunks
are stored and allows to reconstruct the original le. The failure of the metadata map- le determines the loss
of the whole le. To prevent this event and improve the reliability of th e proposed solution, the map- le has to
be stored in the Cloud, but information on chunk distribution must be spread over two or more further partial
metadata map- les and deployed over two or more di erent indeperdent trusted Cloud providers in order to
carry out also medadata obfuscation. Since the trusted provides hold only partial metadata map- le, no one
must be able, by itself, to reconstruct the whole metadata map- le of any particular user. In the following, we
describe the mathematical concepts behind the redundancy algghm used in our approach.

4. The Redundant Residue Number Syst@m. If you consider p prime, pairwise and positive integers
mq; mo; ;mp called modulus such asM = i’):l m; and m; > m; ; for eachi 2 [2;p]. Given W 0, we
can de ne w; = W mod m; the residue of W modulo m;. The p-tuple (wy;wsy; ; Wp) is named the Residue
Representation of W with the given modulus and each tuple elementw; is known as thei™ residue digit of the
representation. For everyp-tuple (wq;wz; W), the correspondingW can be reconstructed by means of the
Chinese Remainder Theorem:

|
xP M -
W = Wi Flq mod M (4.2)
i=1 !

whereh, i 2 [1;p]is such that b % mod m; =1 (i.e. the multiplicative inverse of ::1/'— modulo m;). We call
i i

Residue Number System (RNS)with residue modulusmy; my;  ; mp, the number system representing integers
in [0; M) through the p-tuple (wq;wsy; ;Wp). Considering p+ r modulus my, yMpiMpet s s Mper WE
have:
Yp
M = m; (4.2)
i=1
and
Y
Mgr = m; (43)
i=p+l

without loss of generality m; > m; ; for eachi 2 [2;p+ r]. We de ne Redundant Residue Number System
(RRNS) of modulusmi;  ;mp+,, range M and redundancyMg, the number system representing integers in
[0; M) by means of the (p+ r)-tuple of their residue modulus my;  ;mp+,. Although the above mentioned
RRNS can provide representations to all integers in the range [(M Mpg), the legitimate range of representation
is limited to [0; M ), and the corresponding o+ r)-tuples are calledlegitimate. Integers in [M;M Mpg) together
with the corresponding (p+ r)-tuples are instead calledillegitimate. Let now consider anRRNS whose range isv

and redundancyMr, where (Mq; m2;  ;Mp;Mpsz; 5 Mper) iS the (p+ r)-tuple of modulus and (wy;wp;

Wp; Wp+1; W+ r) iS the legitimate representation on anW integer in [0; M ). If an event maks unavailabled

arbitrary digits in the representation, we have two new sets of elerants f w?; w9; ;wg+r 40 fwi,  wpsrg

with the corresponding modulus f m$; m9; ;mb., ¢9 f mi;  ;mp.rg This status is also known as

erasuresof multiplicity d. If the condition d  r in true, the RNS of modulusf m?; m9; ;ngrr 49 has range:
pHr d

MO= m? M (4.4)
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sinceW <M, (Wg;Wo; ;W Wpe1; W+ ) IS the unique representation of W in the latter RNS. Integer
W can be reconstructed from thep+ r  d-tuple (wg;w3;  ;wp;wp.;;  ;Wp,, 4) by means of the Chinese
Remainder Theorem (as in the case of equation 4.1):
|
P d M 0o’
W = WPWQO mod M ° (4.5)

i=1 i

. MO . .
where Iy is such that QOW modm?=1and i 2 [L;p+r d]. As a consequence, the above mentioned

1
RRNS can tolerate erasures up to multiplicity r. It can be proved (see [12] for further details) that the same
RRNS is able to detect any error up the multiplicity r and it allows to correct any error up the multiplicity
blc.
2

In the following, we are going to explain the overhead introduced by he RRNS encoding algorithm.

(a) Classic man- (b) File management based on RRNS
agement of data
redundancy.

Fig. 4.1 . Traditional approach versus the RRNS-based approach.

4.1. RRNS Exploitation for Cloud storage. In this paper we present a new solution for storing les
into the Cloud based on RRNS. It works by using encoding techniquesnd redundancy policies to o er a very
reliable and more secure service using obfuscation. Of course, fnothe point of view of the storage overhead,
the RRNS cause an increase in terms of le size. Here, we analyze tlmpact of the proposed solution in terms
of space disk overhead, comparing our results with more traditionhapproaches.

The traditional approach used to increase fault tolerance in data torage is to replicate data, as shown in
Fig. 4.1(a). Thus, if we need a 3 degree of redundancy for le A (tha means we can recover A even if 3 les
are lost), we need to deploy 4 replicas of A in di erent Cloud storage poviders. The redundancy mechanism
implemented in RRNS allows to reduce the storage consumption. Letansider the following two parameters:p
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is the minimum number of modules necessary to reconstruct a le and is the redundancy degree. Let consider
a generic le A. We split A in p residue-segments. Moreover, to have 3legree of redundancy, we set = 3 and
we can recover A even if 3 residue-segment are lost (Figure 4.1(bhews the behavior of the system for p=5).
According to formulations expressed in Sect. 4, a system able to terate chunks unavailability up to d = 3 can
be codi ed with di erent con gurations:

p=1, r=3 ! thatis 4 residue-segments;

p=3, r=3 ! that is 6 residue-segments;
p=5, r=3 ! that is 8 residue-segments;
p=7,r=3 ! thatis 10 residue-segments;

p=9, r=3 ! thatis 12 residue-segments.
The di erence among the above con gurations depends on the nurber of Cloud storage operators available to
store replicas/segments. By using RRNS, we can modulate the nurrdr of devices (i.e., Cloud storage providers)
that have to be involved for storing data, that is 4 (as the tradition al case), 6, 8, 10 and 12. This allows us to
increase the overall reliability of the system if we consider many Cloucperators. In Fig. 4.1(b), the original
le is split into 8 residue-segments. Here, the erasure is equal to 3. The system is able to reconstruct the
original le up to d = 3 residue-segments unavailability.

At the end of the encoding/uploading process, a single Cloud storag provider holding the whole le will
not exist and this will lead to some direct consequences: even thohgthere's not encryption on data, a self-
contained le will not exist on any storage provider, leading to an increased con dentiality degree. This type of
data access restriction is also know aslata obfuscation Thanks to the redundancy introduced by the RRNS,
in case of temporary unavailability of one or more residue-segment&@ccording to Eq. 4.5), the user's le might
still be reconstructed from the owner. Indeed, only the owner kiows the logical distribution of segments stored
over the dierent Cloud storage providers, hence their potential reconstruction. Obviously, the introduced
redundancy increases the resulting amount of data to be storedral transferred, but how previously discussed
such an overhead is acceptable compared with the traditional apgrach consisting on managing whole replicas
of les. In addition, if a particular Cloud storage provider is heavily ov erwhelmed from users' requests, having
data spread over di erent Cloud operators might quicken the dowrload task. In particular, instead of waiting
for the transmission of a monolithic block from the overloaded Cloud povider, the client can download di erent
residue-segments in parallel from di erent operators, allowing a meoe e cient bandwidth occupation. This same
method is used by theTorrent protocol for increasing the speed of le downloading over the Intenet. In the
following, we formalize the overhead of our approach with respectd the traditional one.

4.2. Overhead Evaluation for Reliable Capabilities. Let us consider a le management based on
RRNS(p,r) and x as the original le size of le A. The base64 encoding used to make theXML wrapping
implies that a set of 6 bits is converted in an ASCII character (8 bit), with a total overhead of 86—6 = % [5].
Considering that 4 is the compression rate due to the RRNS algorithmthe nal size Stje of the les we have
to upload over the Cloud can be calculated as following:

sie =(P20) x+ (P20 5« )

where the rst term is related to the increased size of the le due tothe RRNS algorithm and the second term
is the increased size of the overhead for the base64 encoding duethe RRNS algorithm. From equation 4.6
we obtain:

pzr) 1:33 x 4.7)

Stie = (

Thus, the storage size of the le depends on bottp and r. In Fig. 4.2, we have drawn the multiplicative factor
of the le size for a le of 1MB, when p=5. For example, whenr = 7, the storage size required is about 4MB.
A traditional redundancy approach, where multiple copies of the le are stored, implies a storage size of 7MB.
Thus, on equal error tolerance, our approach reduces the stage size of about a factor 175.

5. RRNS-Based Approch for a Reliable Cloud Storage. We underline that the two key-points on
which our approach is based consist in guaranteeing data availability fesiliency) and increasing data con den-
tiality through the obfuscation technique From the client point of view, di erent types of application front-e nd
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Fig. 4.2 . Multiplicative factor of le size with the redundancy

can be developed: web application in form of SaaS, java applets, std-alone desktop application, mobile ap-
plication, and so on. Despite of any particular type of front-end application, here, we describe the main steps
required to split a le and upload residue-segments over di erent Claud operators and the main steps to recover
residue-segments, downloading them, and reconstruct the origal le. An application front-end should be able
to receive as input one or more les belonging to a given user and uplaing them over the several Cloud
storage providers according to speci c constraints. Thanks to he RRNS properties discussed in Sect. 4, each
time the encoding process is applied to a le, it is split (as depicted in Fig.5.1) on di erent residue-segments
according to a given degree of redundancy. In order to guarant a high level of exibility, we use a XML
wrapper for representing residue-segments adopting the BASB4 encoding. BASE-64 encoding schemes are
commonly used when there is the need to encode binary data that mels to be stored and transferred over media
that is designed to deal with textual data. Although the XML conta iner allows a strong level of environment
independence, the BASE-64 encoding employed for encapsulatingniary data within the content node involves

a storage size overhead. In fact, the user data after the BASEB4 encoding will involve a storage requirement
increment approximately of 33% as described in Sect. 4.2. Then, th¥ML residue-segments will be copied and
stored on di erent Cloud storage providers by using the APIs they make available for developers.

Fig. 5.1 . Representation of the RRNS encoding/decoding.

After having introduced the general concepts regarding our ideain the following we are going to discuss
the a few implementation guidelines, analyzing how data is processedath at upload and download phases.
Figure 5.1 depicts how these tasks are carried out: the top part neresents the RRNS encoding/uploading
process, while the underside one represents the downloading/deding process. The main steps that have to
be executed by a generic front-end application are schematized inable 5.1. Whenever an end-user wants to
store a le W, he/she speci es his/her requirements through aninit le, in which he/she sets the parameters
p and r and provides information on Cloud storage providers involved in datauploading (STEP S0). The
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SPLITTING PHASE

S0: end-user selects the FilaV, the number of required fragments ¢) and the

redundancy degree X).

S1: W, = ZIP (W). The the File W is compressed by means of the zif
algorithm

S2: Wx = RRNS(W,jp ). This process generatep + r residue-segments.

S3: Wx BASE-64 encoding.

S4: Wx XML encapsulation.

DISSEMINATION PHASE

S5: Upload of XML residue-segments. This step involves several Cloudarage

operators. According to the particular type of front-end application, the upload

task can be accomplished after SO.

S6: Storage of XML residue-segments into several Cloud storage pvaers.

Each provider is not able to know the content of the whole le.

RETRIEVAL PHASE

S7: Download of the XML chunks.

RECONSTRUCTION PHASE

S8: Wx XML decapsulation.

S9: Wx BASE-64 decoding.

S10: W, = RRNS(Wx). The Zipped le is reconstructed using the Chinese
Reminder Theorem.

S11: W = UNZIP (Wzp). This compressed le is uncompressed with ZIP
utility.

S12: end-user access the original le. According to the particular type of

front-end application, S8, S9, and S10 steps can be accomplisheftex S8.
Table 5.1
Main steps that have to be accomplished by a front-end applic ation.

application compress the W le with the ZIP utility in order to save spac e (STEP S1). The RRNS encoding
is applied to the zipped le and generate a set ofp + r residue-segments (STEP S2). Each residue-segment is
BASE-64 encoded (STEP S3) and attached within an XML wrapper (STEP S4). Each XML wrapper, in turn,
will then be uploaded to a particular Cloud storage providers speci & by the user (STEP S5). Retrieval and
reconstruction of the le W are performed thorough vice versa activities (STEPS S6-S12).

5.1. XML Wrapper Details. In order to track the location of uploaded residue-segments, foeach le,
a metadata map- le is created. Although, how previously stated, how to obfuscate the metadata map- le
spreading it over di erent Cloud providers is out of scope, here we povide a few details about the structure of
such a le also presenting a simple example of metadata map- le obfusation using the MD5 and two di erent
trusted Cloud providers. The metadata map- le must be accessibleonly from the data owner and it allows to
rebuild the original le. In the following is presented an example of posible metadata map- le:

<OMNER> ownerinfo < OWMER >
<SEGMENTS > ... < /[SEGMENTS >
<FILE >
[...]
<CHUNK num="11" > Path/to/the/StorageProviderX/
94090e1381a1700fb8¢c34a0069bc6533 . xmk [CHUNK >
<CHUNK num="5" > Path/to/the/StorageProviderY/
eaf2bcdch47cdleba2a4392857e66b33 . xmk [CHUNK >
[...]
</FILE

The rst element of the le, OWNER, speci es owner information. The SEGMENTS element includes the num-
ber of necessary segments to reconstruct the le (that is the viue of p). The FILE element contains a variable
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number of CHUNK elements. TheCHUNK tag has the attribute num, which refers to the residue-segment
sequence number, its content represents a combination of the fpla on associated on the front-end application,
the Cloud storage provider for that chunk, and the name of the XML le containing data. Information stored
within the above XML document will allow to build up the original le during the decoding process. Depending
on the number of available providers and the number of XML chunks,providers are in charge to store one or
more chunks.

It is straightforward foreseeing that the metadata map- le repr esents a key point of the whole process: its
accidental lost or unavailability leads to data loss, because retrievig chunks and rebuilding the le becomes
impossible. Thus, keeping the map- le in the local le system of the em-user is not a strategic solution. To
improve the reliability of the metadata map- le storing, the front-e nd application has to be designed to also
store the map- le into several Cloud providers. To preserve datacon dentiality, the map- le has to be slit
in di erent partial medatada map- les and spread over dierent ind ependent trused Cloud providers. This
mechanism can be achieved using well known security techniques, iragicular combining asymmetric and/or
symmetric encryption with the MD5 message-digest algorithm. In oder to clarify ideas, in the following we
discuss a methodology to split the metadata map- le into two partial metadata map- les using the MD5. In this
example, partial metadata map- les are calledservicelist and trusted. The servicelist le is an XML document
containing the list of storage providers on which a user holds an acamt for uploading/downloading les. The
trusted le in an XML document used to associate a residue-segment numbeto the name of the related XML
le containing the residue-segment data, and an unique identi er asociated to the service provider on which
that chunk is stored:

[...]

<OWNER> ownerinfo < OWNER >
<SEGMENTS > ... < /[SEGMENTS >
<FILE >

[...]

<CHUNK num="11" >
<CHUNK _REF>94090e1381a1700fb8c34a0069bc6533 . xm& /[CHUNK REF>
<UUID _REF>a72ebba5d9b695¢c39e6d2193¢c3ch805%/UUID _REF>

< /CHUNK >

<CHUNK num="5" >
<CHUNK REF>eaf2bcdch47cdleba2a4392857e66b33 .xmk /CHUNK _REF>
<UUID _.REF>9e296f8€a3992ef53ff93e9adbc8029%/UUID _REF>

< /CHUNK >

</FILE >

[-..]
The rst two elements of the le are identical to the ones in the map- le. The CHUNK tag within the FILE
element has the attribute num, which refers to the fragment order and the child elementsCHUNK _REF and
UUID _REF respectively identify the name of the XML le containing the data associated to that chunk and a
unique identi er associated to the storage service provider. ThedJUID _REF does not contain the actual service
provider in order to obfuscate this information to the storage provider where the le will be uploaded. In fact,
the unique identi er is obtained applying the MD5 to the couple (chunk , provider) in order to prevent brute
force attacks aiming at found out the actual paths associated tothe chunks. Uploading to di erent trusted
Cloud providers the two partial metadata les instead of the actual whole metadata map- le guarantees only
to the end-user the knowledge about the le partitioning. This task is highlighted in Fig. 5.2. Starting from
serviceList and trusted les, we can obtain the metadata map- le necessary for reconstucting the original le.
The metadata map- le obfuscation can be obtained also with other echniques considering several trused Cloud
providers. Further details about metadata map- le obfuscation are out of scope. In the following, we speci cally
focus on evaluating how the RRNS algorithm works considering multipleCloud storage providers.

6. Experimental Results. In order to evaluate our system, we conducted several experinms considering
a real testbed composed of client stand-alone java desktop friwend application interacting with three di erent
commercial Cloud storage providers, that are Google Drive, Dropbx and Copy. In our experiments, we used
le with di erent sizes, di erent redundancy factors and we evaluated the time spent for the splitting activity,
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Fig. 5.2 . map le reconstruction.

the time spent for uploading residue-segments, and the time sperfor retrieving and re-composing the original
le.

6.1. Testbed Setup. The local testbed was arranged at DICIEAMA GRID Laboratory at the University
of Messina. The front-end application was deployed in a blade with thefollowing hardware con guration: CPU
Dual-Core AMD Opteron(tm) Processor 2218 HE, RAM 6GB, OS: ubuntu server 12.04.2 LTS 64 BIT. We
considered two sets of le sizes de nedSmall Files, characterized by 10KB, 100KB, 1MB, 10MB, and Big Files,
characterized by 100MB, 200MB, 300MB, and 400MB. We x p=5 and the following values for r: [1, 4, 7].
According to Eq. 4.5, each le is split respectively into 6, 9, and 12 reglue-segments, from now on called
chunks. We store chunks balancing the workload over the three Clad storage providers, so that in each one,
we stored respectively 2, 3, and 4 pieces of le. Each experiment wgarepeated 30 times in order to consider
mean values and con dence intervals at 95%. In the following, we will @scribe the performance of Splitting
and Reconstruction phases along with Dissemination and Retrieval pases.

(a) Time needed for the Splitting phase (b) Time needed for the Splitting phase
with Small Files with Big Files

Fig. 6.1 . Time needed for the Splitting phase with Small and Big Files.

6.2. Performance Analysis for Splitting and Reconstructio n Phases. Here, we investigate the
behavior of Splitting and Reconstruction phases described in Table 8. They are quite similar, but the Re-
construction phase takes into account a reduced number of chls, i.e., p = 5, that are downloaded and
reconstructed.

Figure 6.1 summarizes the time required to split each le. The x-axis r@orts the le size in bytes, whereas
the y-axis reports the time in milli-seconds (msec). The graphs showthe trend for both Small and Big les. For
le sizes up to 1MB, the processing time is almost constant considerig the di erent le sizes. Increasing the
le size from 10 MB to 400MB, the time increasing is quite double at eachstep. Di erent values for r do not
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signi cantly a ect the performance, hence the user can improve the reliability of the storage service without a
high degradation of performance.

Similar results, depicted Fig. 6.2, show the time spent for rebuilding Srall and Big les. The time required
to reconstruct a big le size, i.e, 400MB is about 200 seconds. The mnstruction phase is much more heavy
respect to the split phase (110 seconds for a 400MB le withr = 7). Di erent values of r are not considered
because the minimum number that is used for le reconstruction isp = 5.

(a) Time needed for the Reconstruction (b) Time needed for the Reconstruction
phase with Small Files phase with Big Files

Fig. 6.2 . Time needed for the Reconstruction phase with Small and Big F iles.

6.3. Performance Analysis for Dissemination and Retrieval Phases. Here, we investigate the
behavior of Dissemination and Retrieval phases described in Table 5.Figure 6.3 shows the time spent to send

Fig. 6.3 . Time spent for the dissemination process to three Cloud prov iders.

chunks in parallel to Google Drive, Copy, and Dropbox. We analyzed he transfer time of les up to sizes of
10MB with r = 1 and r = 7 respectively, i.e., the minimum and maxim values forr. The y-axis reports the time
in milliseconds (msec), whereas the x-axis reports the le size in byte. In these proofs, we prefer to limit the
le size to 10 MB because in our testbed the upload bandwidth was mule more low respect to the download
one. This allowed us to repeat more times experiments in a reasonabteme interval. For les of 10KB and
100KB, we experienced very similar transfer times and Google Driveasults the slowest. For les of 10KB with
r=1 the transfer times in Copy and Dropbox take respectively in average 523 msec and 543 msec. With Google
Drive, the transfer time instead takes in average 4603 msec. We abrved a similar trend considering r=4 and
r=7 as well.

As the le size grows up over 1MB, results changed. Google Drive is tb slowest provider again, but
the transfer times increases considering di erent redundancy fators. Analyzing the results, we distinguished
di erent behaviors between Copy and Dropbox: the former resulied the most e cient, instead the latter started
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to degrade in performance. For les of 10MB, we observe an intergting behavior: Google Drive becomes more
e cient than Copy and Dropbox, that experienced performance degradation. In fact, with r=7 the transfer
times took 11223 msec, 12461 msec, and 19015 msec respectiveih soogle Drive, Copy and Dropbox. This
means that for small le sizes (< 100KB ) Copy and Dropbox are more e cient than Google Drive, but for big
le (> 10MB) Drive is more e cient than Copy and Dropbox. In particular, Copy h as a trend slightly worse
than Google Drive, instead Dropbox results absolutely the worst. kgure 6.4 analyzes the download time of

Fig. 6.4 . Time spent to download chunks from three di erent Cloud prov iders

les with size from 100K up to 400 MB . For simplicity, we considered 5 sgments (p = 5) stored on the same
operator since performance evaluation is more complex mixing di erat operators. The picture highlights the
better behavior of Google Drive respect to the others. In the wost case, the time for downloading 5 chunks for
a le of 400 MB is more of 10 minutes (65000 msec). With the other preiders, it is necessary to spend less than
5 minutes (respectively 140000 msec and 240000 msec). Theseutesare reasonable enough for guarantying a
good user experience in using the the our system.

This analysis allowed us to know the behavior of three of the major Clad storage providers in order to
understand a few useful information about how setup a system ugrg di erent Cloud storage providers.

7. Conclusion and Future Works. In this paper, we discussed the data reliability and con dentiality
problems considering a multi-provider Cloud storage service. By maas of RRNS, our approach allows to split a
le in p+r chunks, which are deployed over di erent Cloud storage operators. The advantage of our approach is
twofold: on one hand, each single provider cannot access the whole, and on the other hand if a provider is not
available, les can be retrieved considering p pieces of les stored inther operators. Experiments highlighted
how both le size and redundancy degree impact the performance fothe proposed system considering Google
Drive, Dropbox, and Copy. In future works, we aim to better investigate such an approach also considering
data encryption.
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ANALYTICAL INVESTIGATION OF AVAILABILITY IN A VISION CLOUD STORAGE
CLUSTER
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Abstract. The goal of VISION Cloud, a European Commission funded proje ct, is to design a new scalable and exible
storage cloud architecture able to provide data-intensive  storage cloud services. The proposed environment employs a distributed
le system on top of a set of storage rich nodes composing a clu ster. Several clusters constitute a data center, while mult iple
geographically distributed data centers form a single stor age cloud. In this paper, we focus on a single VISION Cloud sto rage
cluster, providing a stochastic reward net model for an inve stigation of its availability. The proposed model is a rsta ttempt at
obtaining a quanti cation of the availability level of the c loud storage provided by the VISION Cloud architecture.

1. Introduction.  Focusing on IT assets as commodities and on-demand usage pattey;, cloud computing
greatly mitigates the cost of service provisioning, through tools sah as virtualization of hardware, rapid service
provisioning, scalability, elasticity, accounting granularity, and cost allocation models. However, Future Inter-
net, Internet of Things, and, in general, the rich digital environment we are experiencing howadays pose new
requirements and challenges in the Cloud area, especially with respetm the explosion of personal and organi-
zational digital data. In fact, the strong proliferation of data-in tensive services and the digital convergence of
telecommunications, media, and ICT will surely amplify the explosion ofraw data and the dependence on data
services. System performance and dependability [3, 15], energyrgumption [4], workload characterization [9]
are only few examples of the Cloud related research trends that hee been investigated in the last years.

VISION Cloud [11] is a European Commission Seventh Framework Pragmme (FP7/2006-2013) funded
project. Its goal is to design a new scalable and exible storage claliarchitecture that allows the implemen-
tation of data-intensive storage cloud services, scalability and exbility referring to the ability of the proposed
architecture to deal with a large number of concurrent users andn allowing the provisioning of di erent kinds
of storage services. Raising the abstraction level of storage, ehling data mobility across providers, allowing
computational storage and content-centric access to storagand deploying new data-oriented mechanisms for
QoS and security guarantees are some of the means that VISIONIGud exploits in order to achieve such a goal.
With respect to QoS guarantees, reliability, availability, and fault tole rance and resiliency characteristics of the
provided services are important aspects that need to be taken it consideration.

The single storage resource in the VISION Cloud reference architgure is represented by thestorage cluster
which usually includes hundreds of storage rich nodes. Such a basitement is able to store data objects and
provide computational power on top of it in a transparent way. This is obtained by the use of a distributed le
system installed on the storage cluster. In the prototype implemetation of the architecture that the VISION
Cloud project provides, the General Parallel File System for Sharé Nothing Clusters (GPFS-SNC) [8] is
exploited. A high level of availability and resiliency to faults is achieved by replicating data objects across
di erent storage clusters. VISION Cloud considers a single cloud acomposed by multiple distributed data
centers interconnected through dedicated networks. Each dat center can be composed of multiple storage
clusters.

In this paper, we provide an analytic model for the availability investigation of a storage cluster in the
context of the storage cloud environment proposed by the VISION Cloud project. The model is based on
stochastic reward nets (SRNSs) [6], an extension of generalized sthastic Petri nets. SRNs are a graphical tool
for the formal high-level representation of systems charactézed by concurrency, mutual exclusion, con ict,
and synchronization dynamics. Thus, such a formalism is useful in gaturing the key concepts of large-scale
distributed systems [5, 2] and the model we propose allows obtainingnformation about the reached availability
level of a VISION Cloud storage cluster varying both structural and timing system parameters. Structural
parameters are related to the number of nodes in the cluster, theumber of disks in each node, the cluster le
system metadata replication level, and similar information. Timing parameters involve information about the
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time necessary to speci c events (e.g., disk or node failure) to oceuor speci ¢ operations (e.g., disk or node
repair, cluster le system metadata recovery) to be performed.

Prior work deals with the performance analysis of storage cloud infastructure [13] while little e ort has
been put in the context of availability analysis [20]. In this context, the majority of the work mainly considers
replica placement policies [12, 19] without taking into consideration ral case studies as done in our work.
In fact, our model could be exploited by a VISION Cloud administrator in order to opportunely build the
infrastructure accordingly to the desired availability level both from the hardware (e.g., computation, storage,
network resources) and the software (e.g., replication schema]uster le system con guration) points of view.
Moreover, it could represent an useful instrument for model assted SLA management.

The paper is organized as follows. Section 2 gives a background alideetri nets with particular reference
to SRNs. Section 3 provides an overview of the VISION Cloud refemce architecture and illustrates how
GPFS-SNC is exploited in the reference implementation. Section 4 fonally describes the considered scenario
while Section 5 illustrates how such a scenario is modeled through these of SRNs. Section 6 provides some
numerical results. Finally, Section 7 concludes the paper with some nal remarks on the proposed approach
and on possible future work.

2. Background about Petri Nets. A Petri net (PN) [16] is a 4-tuple: PN = (P;T;A;M), where P
is the nite set of places (represented by circles), T is the nite set of transitions (represented by bars), A
is the set ofarcs (connecting elements ofP and T) and M is the set of markings each of which denotes the
number of tokens in the places of the net. Graphically, a PN is a direatd bipartite graph, with two types of
nodes: places and transitions. A directed arc connecting a place (transition) to a transition (place) is called
an input (output) arc of the transition. A positive integer called multiplicity can be associated with each arc.
Each place may contain zero or more tokens. A transition isenabled if each of its input places has at least
as many tokens as the multiplicity of the corresponding input arc. A transition can re when it is enabled,
and upon ring, a number of tokens equal to the multiplicity of the inp ut arcs is removed from each of the
input places, and a number of tokens equal to the multiplicity of the autput arcs is deposited in each of its
output places. In stochastic Petri net (SPN), exponentially distributed ring times can be associated to the net
transitions so that the stochastic process underlying a SPN is a howgeneous CTMC. In generalized stochastic
Petri nets (GSPN) [14], transitions are allowed to be eithertimed (exponentially distributed ring time, drawn
as rectangular boxes) orimmediate (zero ring time, represented by thin black bars). Immediate tran sitions
always have priority over timed transitions and if both timed and immediate transitions are enabled in a marking
then timed transitions are treated as if they are not enabled. If sgeral immediate transitions compete for ring,
a speci ed probability mass function is used to break the tie. A marking of a GSPN is calledvanishing if at
least one immediate transition is enabled in it. A marking is calledtangible otherwise. GSPN also introduces
the concept ofinhibitor arc (represented by a small hollow circle at the end of the arc) which conects a place to
a transition. A transition with an inhibitor arc can not re if the input p lace of the inhibitor arc contains more
tokens than the multiplicity of the arc. SRNs [6] are extensions of GPNs. In SRNs, every tangible marking
of the net can be associated with a reward rate thus facilitating thecomputation of a variety of performance
measures. Key di erences with respect to GSPNs are: (1) each ansition may have an enabling function (also
called a guard) so that a transition is enabled only if its marking-depement enabling function is true; (2)
marking dependent arc multiplicities are allowed; (3) marking dependat ring rates are allowed; (4) transitions
can be assigned di erent priorities; (5) besides traditional output measures obtained from a GSPN, such as
throughput of a transition and mean number of tokens in a place, moe complex measures can be computed by
using reward functions.

3. The VISION Cloud storage environment. In this section, we provide an overview of the storage
cloud environment proposed by the VISION Cloud project [1] focugng on the implemented physical infrastruc-
ture and on the data model. We also provide details about GPFS-SNC [B and about how it is used in the
reference implementation of VISION Cloud.

3.1. The proposed storage cloud environment. The goal of the VISION Cloud project is to provide
e cient support for data-intensive applications. Moreover, a content-centric view of storage services is provided.
Five main areas of innovation drive the VISION Cloud platform design and implementation [10]: i) content is
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Fig. 3.1 . The VISION Cloud reference infrastructure.

managed through data objects that can have rich metadata assated with them, ii) data lock-in is avoided by
allowing migration of data across administrative domains, iii) computations are moved close to data through
the use of storlets in order to avoid costly data transfers, iv) e cient retrieval of objects is allowed based on
object content, properties, and relationships, and v) a high QoS leel is guaranteed together with security and
compliance with international regulations.

The storage cloud environment proposed by the VISION Cloud progct is built on top of an infrastructure
consisting of multiple data centers, potentially distributed worldwide. Each data center can be composed of
one or more storage clusters containing physical resources prioing computational, storage, and networking
capabilities. The data centers need to be connected by dedicatedigh speed networks.

Each storage cluster is composed of storage rich nodes that careltbuilt from commodity hardware and
connected by commodity network devices. In fact, as common focloud infrastructures, the storage cloud is
built from low cost components and the desired reliability level is assued through the software layer. The
software stack also builds advanced functionalities on top of this fandation. An example of initial hardware
con guration could be 4 or 8 multiprocessor nodes with 12 to 16 GB oRAM each. Each node could have 12 to
24 high capacity direct attached disks (e.g., 2TB SATA drives). The achitecture, design, and implementation
of the VISION Cloud architecture supports a system with hundreds of storage clusters, where each storage
cluster can have several hundred nodes and the storage clusteare spread out over dozens of data centers.
Such a reference infrastructure is represented in Fig. 3.1.

The VISION Cloud data model is based on the concept of data objec A data object contains data of
arbitrary type and size. It has a unique identi er that allows users to access it through the whole cloud. An
object is written as a whole and cannot be partially updated, althoudh it can be partially read. An object may
be overwritten, in which case the whole content of the object is refaced. Versioning is supported. Data objects
are stored in containers (with each data object residing within a sinde container). Containers provide easy data
management, isolation, and placement policies. A rich metadata modeallows system and user metadata to be
associated with containers and objects. User metadata is set byhe user and is transparent to cloud storage
system. System metadata has concrete meaning to the cloud stage system.
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The VISION Cloud data model extends traditional storage cloud madels to include computation on the
data objects, which is performed within the cloud storage environnent through storlets. Storlets are software
agents that are triggered according to speci c events.

Objects may be replicated across multiple clusters and data centst The degree of replication and placement
restriction policies are de ned and associated with an object's cordiner. VISION Cloud employs a symmetric
replication mechanism, where any operation on an object can be halted at any of its replicas. A storlet, when
triggered, is executed once, usually at the site where the triggerign condition rst occurred.

3.2. GPFS-SNC as underlying distributed le system. In the storage cloud environment proposed
by the VISION Cloud project, the simpler and lower level storage urit is the storage cluster. A distributed le
system runs over the storage resources provided by each clustge., the servers and their direct attached disks).
This allows each node to access the data objects stored in the clestand to provide computational power on
top of it by serving user requests and allowing the execution of stdets. In the current implementation of the
VISION Cloud stack, the General Parallel File System for Shared Nthing Clusters (GPFS-SNC) is exploited
in order to build such a distributed le system.

General Parallel File System (GPFS) [17] is a parallel le system for canputer clusters providing the services
of a general-purpose POSIX le system running on a single machine. BFS supports fully parallel access to
both le data and le system data structures (le system metadat a). Moreover, administrative actions (e.g.,
adding or removing of disks) are also performed in parallel without aecting access to data. GPFS achieves
its scalability through its shared storage architecture where all nales in the cluster have access to all storage.
Files are striped across all disks in the le system providing load balanmg and high throughput. Large les
are divided into equal sized blocks which are placed on di erent disks ina round-robin fashion. GPFS uses
distributed locking to synchronize access to shared disks ensurintgge system consistency while still allowing the
necessary parallelism. As an alternative or a supplement to RAID, GFFS supports replication, storing two or
more copies of each data or le system metadata block on di erent dsks. Replication can be enabled separately
for data and le system metadata.

The GPFS-SNC le system [8] builds on the existing GPFS distributed le system extending it to a shared-
nothing cluster architecture. Such scenario is the one being used ithe current implementation of VISION
Cloud. In shared-nothing cluster architecture, every node has loal disks behaving as primary server for them.
If a node tries to access data and such a data is not present on a lalcdisk, a request is sent to its primary
server to transfer it.

In the reference implementation of VISION Cloud, each object is stred as a le in GPFS-SNC on a single
disk. The les corresponding to objects are neither striped nor relicated within a cluster. Rather, additional
object replicas are created in other VISION Cloud clusters in orderto guarantee the desired level of availability.
Typically a (1+1 ;1+1) schema is used for object replication, i.e., each object is repli¢ad in two data centers at
two storage clusters in each data center. However, other repli¢geon schema can be used changing the replication
level. GPFS-SNC le system metadata is replicated with a certain levelof redundancy in order to guarantee
that the le system structure is preserved in the presence of falis and that it is possible to determine which
object has been lost and needs to be recovered. The use of GPISBIC in the VISION Cloud architecture is
graphically depicted in Fig. 3.2. In the remainder of the paper, we moeél a generic cluster le system with
characteristics similar to those described above.

4. Problem formulation. In the following, we formally describe the scenario we take into consieration in
the present work. Let us consider a VISION Cloud cluster composg¢tby N nodes. Each node is associated with
D directed attached storage (DAS) disks where both the distributal le system metadata and data (VISION
Cloud objects) are stored. Note that, in the following we will conside only the distributed le system metadata
(simply metadata from now on) while we ignore the system and user metadata associed with VISION Cloud
objects, which are treated as les from the point of view of the cluser le system. Disks and nodes can fail. Let
us suppose that the time to fail of a single disk (node) is exponentialidistributed with rate ¢ ( ¢ ). Disks
(nodes) are repaired in an exponentially distributed time with rate g ( nr ).

Disk and node failures are assumed to be destructive. In other wals, when a disk fails the metadata and
data stored in it are lost. Similarly, in order to maintain the distributed le system consistency, when a node
fails metadata and data stored in all its attached disks are considexd lost. VISION Cloud objects are stored
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Fig. 3.2 . The use of GPFS-SNC in the VISION Cloud architecture.

in the cluster without any striping or data replication, i.e., each object is fully contained in a single disk as a
single le. On the other hand, metadata is scattered on the clusterdisks and metadata records for each le
are replicated on dierent nodes. Let us assume the level of metaata replication for each le to be R. This
value is an internal parameter of the cluster le system, it is usually st during installation and it cannot be
dynamically changed at runtime. When a disk fails the metadata that was present on it is replicated in a
working disk in order to restore the correct level of replication. The process of metadata replication recovery
takes an exponentially distributed amount of time with rate ,, to be performed.

VISION Cloud objects are replicated in other clusters. In the caseof failure, the VISION Cloud Resiliency
Manager (RM) is responsible for returning the storage Cloud to theproper level of resiliency. In fact, if a disk
fails, a scan of the distributed le system metadata allows the RM to determine which objects were lost. Then,
the RM contacts the other clusters in the Cloud (clusters in the sane data center are usually queried rst, since
they are the closest) in order to recover the data from a replica ad restore the objects into the cluster.

Let us consider a single VISION Cloud objectX stored in the cluster. Objects are uniformly distributed
over the cluster disks, i.e., when an object needs to be stored thatget disk is randomly chosen accordingly to
an uniform distribution. For such a reason, if a disk fails the probability that object X becomes unavailable (if it
was still available at the failure time) is 1=x wherex is the number of disks actually working withO<x N D.
On the other hand, if a node fails the probability that object X becomes unavailable depends on the number
of working disks that were attached to the failed node. In a rst approximation, we assume that, given a
VISION Cloud replication schema, at least one of the clusters in whichobject X was stored is always available
for data recovery. Moreover, let us assume that, in order to reaver an entire disk full of data, an exponentially
distributed time is necessary with rate q. Among other factors, such a time can depend on the network
bandwidth that is present between the consider cluster and the clater from which the objects will be recovered.

Of course, given that the RM performs the data recovery as soo@as possible after a disk failure, free space
on other available disks is necessary in order to restore the lost ob¢ts in the cluster. Let us assume that the
recovery can be performed only if there are at leasK working disks in the local cluster. K can be computed
considering the average disk capacity, the average object dimeim, and the average number of objects in a
cluster. For example, if c is the average fraction of occupied space in a disktheK = dN D ce. The time that
is necessary to recover a single disk is also a ected by the paramete. In fact, the time needed to recover a
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Vision Cloud layer

Physical layer

Fig. 5.1 . SRN model for a Vision Cloud cluster

single disk (characterized by an average fraction of occupied spac) is considered as exponentially distributed
with rate  gpr = ¢4 =C
Disk failures can a ect the availability of a generic VISION Cloud object X even if it is not stored in the
disk that fails. In fact, the distributed le system correctly works only until at least one metadata replica for
each le is present on a working disk. If all the metadata replica for asingle generic le are lost, the cluster
le system is unmounted thus making object X unavailable. We suppose that when the cluster le system
is unmounted no disk failures can occur and no objects recovery cabe performed. The le system will be
mounted again only when a su cient number of disks are available again(we suppose such a su cient number
to be K). Moreover, all the objects that were originally present on the clwster need to be recovered. This
is assumed to take an exponentially distributed time with rate 4 that can be computed as a function of
td - In particular, if N D disks are present in the cluster with an average fraction of occupik spacec, then
o = fd=c K)= t=(c dN D ce).
Note that a complete description of the VISION Cloud architecture and of its components is out of the
scope of this paper. For further details please refer to [11].

5. The model. Figure 5.1 shows the SRN model for the Vision Cloud cluster describedbove. Three layers
have been identi ed: physical layer (concerning node and disk failues and repairs), distributed le system layer
(modeling the cluster le system metadata), and Vision Cloud layer (associated to object availability).

PlacesP4 and P4 represent working and failed disks, respectively. Plac®y initially contains N D tokens
while place Py is initially empty. Each token represents a single disk. TransitionsT¢ and Ty, represent disk
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failure and repair events moving tokens between placeBqy and P4 . Rates of these transitions are considered to
be dependent on the number of tokens in placeBy and Py , respectively, so that the overall disk failure rate is
equal to ¢ multiplied by the number of available disks while the overall repair rate is given by 4 multiplied
by the number of failed disks. These marking dependent ring ratesare represented by the # symbol near the
corresponding arc.

Transitions Tys and Ty, represent node failure and repair events. The failure of a single nadis modeled as
the contemporaneous failure of more than one disk by letting trangion T,; to move more than one token from
place P4 to place Py . This is obtained by associating to the arcs connecting transitionT,; to placesPq and Pg
a multiplicity that depends on the actual status of the net through function [m;]. In particular, the number of
disks that contemporaneously fail when a node fails is assumed to bdependent on the actual number of failed
nodes and disks: ifnf nodes anddf disks are failed, then we assume that the average number of diskbat fail
when a node fails is given by l D d )=(N nf). Considering that transition T, also puts a token in place
Pns at each node failure event (i.e., tokens in placé®,; model the number of failed nodes), we have:

[mi] =# Pg=(N  # Prs ).
The rate of transition T,; also depends on the actual status of the net and, in particular, it isequal to ¢
multiplied by the number of working nodes, i.e., »r (N # Py ). The repair of a single node is modeled as the
contemporaneous repair oD disks. For such a reason, each ring of transitionT,, movesD tokens from place
Ps to place Pq4. Also, one token is removed from placeP,s in order to model a single node being repaired.
The rate of transition T,, depends on the number of tokens in plac®,; so that the overall node repair rate is
equal to , multiplied by the number of failed nodes.

Finally, transition Tg, is associated with guard function p,] that allows single disks to be repaired only if
there is a su cient number of working nodes:(

1, if#Pg >D # Py
0; otherwise
In this way, if all the failed disks correspond to failed nodes, transiton Ty, is disabled.

Place P, represents failed metadata replicas that need to be restored. ltnitially contains zero tokens.
As soon as a disk fails (transitionT¢ res) or a node fails (transition Ty res), a number of tokens equal to
the number of failed disks is moved in placeP,, representing the corresponding metadata replicas being lost.
Transition T, represents the time necessary for the failed metadata replicas tbe restored on the cluster. It
is associated with a rate equal to ,,, and, as soon as it res, it ushes the content of placeP,, modeling all
the metadata replicas being restored. This is implemented by assodiag to the arc connecting transition T,
to place P, a multiplicity equal to the number of tokens in such a place.

As soon as a certain number of disks fail (either transitionT¢ or transition T, res), a token is also put in
place Py; enabling the con icting immediate transitions tys and ty, . Transition ty; models the probability
for the cluster le system to continue to work properly after the newly occurred failure conditioned to the fact
that it was correctly working when the failure occurred. Such a prdability depends on the actual number of
working nodes and metadata replicas present in the cluster so it cabe computed as a function of the current
number of tokens in placesPyq and Py, . As soon as transitionty,; res, it removes the token from place Py
leaving everything else unmodi ed. On the other hand, transition t,,, models the probability for the cluster le
system to be unmounted after the newly occurred failure conditiord to the fact that it was correctly working
when the failure occurred. Also in this case, such a probability depetts on the actual number of working
nodes and metadata replicas present in the cluster and it can be coputed as a function of the current number
of tokens in placesPy and Py, . Given that transitions t,; and t,, are conicting and no other transition
is contemporaneously enabled the sum of their associated probabilds needs to be equal to one. As soon as
transition ty; res, a token is moved from placeP,, to place Pqss . Moreover, the token in placePns is removed.

Place Py, represents a working distributed le system while place P represents a faulty le system.
When the cluster le system is down, no new metadata replica can bereated (inhibitor arc from place Py to
transition Tp, ) and no disks or nodes can fail (inhibitor arcs from placePy; to transitions Tg¢ and Ty ).

Transition Ty represents the time necessary to repair the distributed le systen after a crash due to

(0] =

YThe notation # P indicates the number of tokens in place P.
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metadata destruction, to recover all the objects from the replias in other Vision Cloud clusters, and to create
the metadata replicas. It is associated with a rate equal to 4 . Such recovery operation can be performed only
after the repair of at least K disks (inhibitor arc from place P4 to transition Ty with multiplicity N D K).
As soon as transitionTy, res, a token is put back to place Py, (the cluster le system is up again) and all the
tokens in placeP, are ushed modeling the recovery of all the failed metadata replicas This is implemented
by associating to the arc connecting transitionTy, to place Py, a multiplicity equal to the number of tokens in
such a place.

A token in place Pop, represents the object being available. As soon as a failure occura,number of tokens
equal to the number of failed disks is moved in placePyq by transitions T or Ty . Such tokens enable the
con ict between transitions tyes and th, representing the object being contained in the disks that failed or wt,
respectively. The probabilities associated to transitionstyes and tno (Pyes and pno, respectively) depend on the
system status and are given by the following functions:

( Pyes = 1:(# Py +# Pod)
1 if # P4=0AND # Pyp, =1
1 1=(# Py +# Poq); otherwise
Transition ty, is also associated with a gtjard function @,]) that prevents it to re if the last disk failed:
0; if#Py=0AND# Popp=1
1, otherwise

If transition t,, res, the object was not contained in the disks that failed and it is still available. If
transitions tyes res, the object was contained in one of the disks that failed and tte token in placePy, is moved
in place Py,, modeling the object being unavailable. Transition Topr represents the time necessary to recover
the object from another Vision Cloud cluster where a replica of thatobject is present. It is associated with a
rate equal to opr. The recovery operation can be performed only when at leask disks are available (inhibitor
arc from placePg to transition Topr). The token in place Py, can also be moved in placé®y,, when the cluster
le system is unmounted for a metadata destruction (transition t; ). A soon as the cluster le system is repaired,
transition t, res and the object becomes available again.

Pno =

[o1] =

5.1. Cluster le system failure probability. In order to properly set the model parameters (i.e., the
probabilities associated to transitionst,; andtym ) we need to know the probability that the cluster le system
is unmounted when a new failure condition arises. Such a probability deends on the number of metadata
replica as well as on the way the replica are distributed over the diskand the nodes. The problem can be
formalized in the following way.

Let us start by de ning a working condition where:

n ( N) is the number of actual working nodes.
d ( D) is the average number of working disks per node.

Indicating with MF the total number of metadata records, we are interested in the ealuation of the
following probability:

PMARMFE (i) = Probability that, in the working condition de ned by the pair ( n;d), there is still one
(out of the R) copy of each of the MF metadata les after i disk failures, given that the system was
still working before the last failure

subjected to the following constrains:

1. Metadata are not restored.

2. If a node fails all its disk have to be considered failed, i.e., we have toonsider the concurrent failure
of d disks.

3. Replica are distributed so that, as long as there is a su cient number of working nodes (i.e.,n R),
two copies of the same le are not stored in the same node.

An estimation of MF can be obtained by considering the number of VISION Cloud objectsactually stored
in the cluster O and the number of metadata replicaR as

MF =1:1 O R (5.1)
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where the factor 11 refers to the assumption of a 10% overhead due to directory sticture and VISION Cloud
user and system metadata. The analytical solution of such a proble is intractable for large-scale systems [20],
for this reason we solved the problem through simulation. We set up aimple simulator that starting from the
valuesn, d, R, and MF creates a scenario by distributing metadata in an uniform way (still taking into account
the constrains). Then, we iteratively introduce a failure (also in this case using an uniform distribution) until
a distributed le system fault is encountered.

6. Results. The SRN model reported in Fig. 5.1 can be analytically solved by using adhoc tools (e.g., the
SPNP tool [7]) thus allowing us to investigate the in uence of system @rameters on the desired performance
indexes. Several powerful measures can be obtained. One intstmg index is the availability Ao, of a generic
object X formally de ned as the probability that the object is fully accessible from external users at steady
state. It can be obtained by computing the probability for place Pop, to contain one token:

Aop = pri# Pop = 1]:

Similarly, the cluster availability A (formally de ned as the probability that the cluster le system is pro perly
working at steady state) can be computed as the probability for plae Po, to contain one token:

Aci = pr[# Pon =1]:

In this section, we present some preliminary results focusing on thebject availability and taking into
account only disk failures (i.e., considering fully reliable nodes). The rkaxation of such an assumption, as well
as the investigation of other performance indexes will be covered ifuture works.

System parameters have been set as follows. The number of nodsdshas been xed to 80 and the number
of disks per nodeD has been xed to 12, also considering the average fraction of ocpied space in a diskc
equal to 0.5. The disk mean time to failure (MTTF) 1= 4 has been considered equal to ears [18] while the
mean time to repair (MTTR) 1 = 4 has been set to 4&. Finally, the mean time to recover a metadata replica
1= .+ has been set to 20n. The mean time to recovery an entire disk from a remote cluster ha®een computed
by assuming the disk dimension equal to 50@GB and by examining di erent scenarios with di erent level of
bandwidth among the clusters in the same Vision Cloud. Three scendws have been considered: HPC-like
connectivity (10 Gb=secbandwidth), high-speed WAN connectivity (100 Mb=secbandwidth), and Internet-like
connectivity (20 Mb=secbandwidth). In the following, the three scenarios will be identi ed as high, medium,
and low bandwidth scenario, respectively. Starting from the above repoted assumptions, the values of the
mean time to recover a disk ¥ o and the mean time to recover an entire cluster le-system ¥ ¢ have been
computed, as described in Section 4.

In the rst experiment, we aim to investigate the in uence of the metadata replication level R. First of
all, in order to obtain the values of P™%RMF (i) in all the working conditions, once the values forN and D
have been chosen, we launched the simulator whih = 1;:::;;N andd = 1;::;;D. The value of MF has been
estimated® through Eq. (5.1) by considering an average object size equal toMB (that can be considered a
realistic example considering the presence of di erent kind of le, e.g audio, photo, document, video les) and
a corresponding number of objectO = 22968 N.D ¢ = 30;720,000. Data obtained for di erent value of R have
been then collected in a le that has been used during the evaluation bthe SRN model. Figure 6.1 shows the
results obtained with n = 80, d = 12 and varying R from 3 to 5 (such values ofR can be considered a good
trade-o between redundancy and storage consumption). It can be observed that, as expected, the distributed
le system failure probability increases when the numberi of failed disks increases, reaching a value near to 1
wheni =7;22,47 with R = 3; 4; 5 respectively. Such a result highlights the in uence of the replicatio level on
the system fault tolerance. However in order to quantify the advaitages obtained in terms of object availability,
we solved the model using theP “¢RMF (i) values as input thus obtaining the data reported in Table 6.1. These
data refer to the values ofA., obtained in the three bandwidth scenarios. It can be observed thiathe in uence
of R strictly depends on the network bandwidth. In fact, in the low bandwidth scenario the object availability
increases from a value of ®5 to a value of 099 whenR changes from 3 to 5, with a percentage gain of about
4%. On the contrary, in the high bandwidth scenario we obtain, in the same conditions, only a percentage gain
of about 0:009%.

ZIn the computation of the value of O the storage space occupied by metadata has been neglected.
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Low Medium High
0.9548245227 0.9906377221 0.9999077434
0.998379283(0 0.9996754359 0.9999968294
0.9983795900 0.9996754973 0.9999968300

Table 6.1
Object availability Agp varying R in three di erent bandwidth scenarios.
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In the next experiment, we focus on the in uence of the disk MTTF. Figure 6.2 shows the results obtained
varying the value of the MTTF from 500 to 900 days in the medium bandwidth scenario. Such an analysis
shows how increasing the disk MTTF it is possible to increment the oveall object availability from a user
perspective. This can be performed by choosing more reliable disks @xploiting RAID technologies with a
consequent increase in the operating costs of the storage cloudfiastructure.

The above reported results give rise to interesting optimization prdlems. In fact, the Vision Cloud provider
could take advantages of the proposed model in order to obtain wful insights during the design of a Cloud
infrastructure. For example, given a certain level of desired availaility and given the topological con guration
of the clusters (in terms of network bandwidth), the provider can use the models to obtain the optimal number
of replica to adopt and the needed disk reliability (in terms of MTTF). Similarly, per-user model-driven design
could be conducted in order to optimize the placement of objects: ecording to the availability level requested
by a single user the Cloud provider can understand in which clustershie user object replica have to be stored.

7. Conclusions. In the context of the VISION Cloud project reference architecture, we provided an SRN
model for a storage cluster able to provide information about the eached availability level. Numerical results
demonstrated the e ectiveness of the proposed model. In factthe model can be exploited for an assisted SLA
management and a guided dimensioning of the VISION infrastructue. Future work will focus on extending
the obtained results to the case of node failures and relaxing the siplifying hypothesis that we took into
consideration in the present work, e.g., considering transient failues that can a ect the overall object and
cluster availability. Moreover, a high level methodology and a tool fa the management of VISION Cloud
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Fig. 6.2 . Object availability Aqp varying the disk MTTF in a medium bandwidth scenario with R =3.

storage infrastructures based on our model will be designed and iptemented providing a powerful tool for both
business and administrator choices. Finally, comparison of the obtaed results against real world observation
will be carried out in order to validate the model.
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Abstract.  As the volume of digital data rapidly increases, storage clo uds are becoming a popular solution for both enterprise
and personal data, and the number of storage cloud solutions is also increasing. However, these solutions do not yet deal with
the need of customers for interoperability and data migrati on from one cloud to another. These issues can be addressed through
federation of cloud infrastructures. An important aspect o f federation is delegation of access control, where one actor, e.g., an end
user, authorizes another actor, e.g., a cloud provider, to a ct on its behalf, typically with a subset of its access rights , safely and
securely.

This paper deals with delegation across storage clouds. We d escribe a delegation architecture for on-boarding federat ion, which
allows an enterprise to e ciently migrate its data from one s  torage cloud provider to another (e.g., for business or lega | reasons),
while providing continuous access and a unied view over the data during the migration. In our architecture a user delega tes a
subset of his access rights on the source and destination clo uds to an on-boarding federation layer on the destination cl oud. This
enables on-boarding to occur in a safe and secure way, such th at the on-boarding layer has the least privilege required to  carry out
its work. We evaluate the security implications of delegati on that need to be taken into account for on-boarding. We also  show
how the delegation architecture can be implemented using th e Security Assertion Markup Language.

Key words:  Storage Cloud, Federation, Delegation, SAML.

1. Introduction. Existing storage clouds do not provide true data mobility as well as agquate mech-
anisms for allowing e cient migration of their data across providers. This of problem of \data lock-in" is
considered to one of the top ten obstacles for growth in Cloud Comgting [1]. In a recent paper Vernik et
al. [30] present an architecture foron-boarding federation to deal with this problem. On-boarding federation
allows an enterprise to e ciently migrate its data from one storage cloud provider to another (e.g., for business
or legal reasons), while providing continuous access and a uni ed we over the data over the course of the
migration. On-boarding is provided through a federation layer on the new destination cloud by setting up a
relationship between its containers and the containers on the old aarce cloud. Once the relationship is set up,
the on-boarding layer is responsible to carry out the migration on béalf of the user, reading objects from the
old source cloud and writing objects to the new destination cloud. Ths layer acts on behalf of the user and
requires authorization from the user to act in his/lher name with the old and new providers.

A delegation mechanism empowers one actor, e.g., an end user, to authorize gher actor, e.g., a cloud
provider, to act on its behalf, typically with a subset of its access riduits, safely and securely. In this paper we
show how to employ delegation for on-boarding federation. In paiicular, when a user sets up an on-boarding
relationship between a container in the new and old clouds, the userlso delegates a subset of his/her access
rights to the federation layer of the new cloud. This subset should iclude the minimum rights needed for the
federation layer to on-board objects of the old container. The degation mechanism is also secure; it ensures
that no other entity except the federation layer can employ the rights delegated to it.

In this paper, we consider two popular standards for delegation, @uth 2.0 [28] and the Security Assertion
Markup Language (SAML) [24]. Motivated by the better security of SAML, we developed an architecture
allowing to use it for delegation between the two clouds involved in on-barding federation. We detail our
solution implemented in the context of the VISION Cloud [13], which is an EU-funded project developing
advanced features for storage clouds. We provide details of theetkegation APl and the SAML assertions used
to implement it.

The paper is organized as follows. Section 2 overviews the VISION Clml architecture and Sect. 3 describes
the principles of cloud access control and delegation. Section. 4 deribes the di erence between single sign-on
and delegation, and then presents and compares two techniquesrfweb delegation, OAuth 2.0 and SAML.
Sect. 5 presents use cases for delegation in VISION Cloud. We pr® our delegation architecture for on-
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boarding and its implementation using SAML in Sect. 6. Sect.s 7 and 8 réew the related work and conclude.
Finally, the appendices detail the delegation APl and the SAML assetions implementing it.

2. A brief overview of VISION Cloud. The VISION Cloud architecture is designed to support tens of
geographically dispersed data centers (DCs, see Figure 2.1), wieeeach DC may contain tens of clusters each
with hundreds of storage-rich compute nodes. An object consist of data and metadata, where the data can
be of arbitrary size and type, and the metadata can include arbitray key value pairs, typically describing the
content of the object. Object data cannot be updated, but an atire new version of an object can be created.

Fig. 2.2 . Simplied Stack of VISION Cloud:

the logical vie
Fig. 2.1 . VISION Cloud Reference Framework: the physical view © logicst view

In contrast, new metadata can be appended to an object and upated over time. Data objects are grouped
in containers, and each data object has a unique name within a contaer. Containers provide context and
are used for purposes of data management, isolation, and placemte(i.e., containers are the minimal units of
placement and can not be split across clusters). Metadata can alsbe associated with containers.

The account model includes tenants and users. A tenant subscrés to cloud storage services and usually
represents a company or an organization. A tenant may have manyisers. A tenant administrator creates user
accounts and manages them. A user has an identi er and may haveredentials allowing him to authenticate
himself to the cloud; nally, a user may create containers and data djects in them.

A user is the entity that actually uses storage services, and may Ifer to a person or to an application. A
user belongs to one and only one tenant, although a person might awa user account in more than one tenant.

Figure 2.2 shows a simpli ed view of the VISION Cloud stack. On the leftside, the Data layers are depicted
wheres on the right side there are represented thd&lanagementlayers. The picture highlights the two main
elements (Object Service and Identity Access Manager, see thext of labels in bold) involved in this paper.

3. ldentity and access management systems for storage cloud s. Most storage clouds provide REST-
ful interfaces to allow manipulation of resources with standard HTTP methods. Thus, we address access control
methodologies in the context of web technologies, considering twotages: authentication and authorization.
Authentication is the phase responsible for verifying the identity of a user needing to access web resources.
Authorization is the phase responsible for verifying the operation {.e., read, write, delete, etc.) that users
may make on web resources. We use the terrdentity and Access Management (IAM) to identify the
systems able to perform the phases mentioned above. In fedeed storage cloud scenarios the IAM systems
may assume more complex con gurations. There are three identitynanagement architectures that are relevant
for federation:

One Shared IAM: In this set up the two federated storage clouds use the same intaal IAM. This
architecture is possible when there are two Clouds deployed on theame public infrastructure. For
example, it could correspond to two dierent OpenStack Swift [27] deployments sharing the same
Keystone [10] infrastructure. Any authentication protocol can be used in this set up.

One External IAM: In this case each cloud customer (tenant) has its own 1AM, de ningan identity
and access domainthat establishes a trust relationship with both federated Clouds. This architecture
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allows the user to authenticate with a single set of credentials for aplications residing at di erent cloud
and non-cloud systems.

Two IAMs:  Each cloud may have its own internal IAM. For example, let's considertwo clouds named
A and B, in which A needs to access resources hosted B In this case the Cloud A should have the
credentials on IAM of B to authenticate against the Cloud B.

In the case ofOne IAM (shared or external), the access control is not particularly compex, because the
two clouds rely on the same IAM. However, in the case offwo |IAMs the scenario is much more complex.
Every cloud, having an internal IAM, needs to overcome the issuesf authentication and authorization of users
belonging to di erent administration domains. Delegation is a common way of overcoming the problems while
preserving the proper privileges of users of each cloud. Before disssing our solution to the problem of two

IAMs, we describe the concept of delegation (see Sect. 3.1) andropare the existing web delegation technologies
(see Sect. 4).

3.1. Introduction to Delegation. Delegation provides the capability for a user (J1) to delegate a subset
of his access privileges to another user or procestl2). U1l is called delegator while U2 is the delegate Both
the users keep their own identities, butU2 obtains a delegation document signed byJ1 and stating that U2
is authorized to act on behalf of U1 for certain operations. Note that U2 does not obtain the identity of U1,
i.e., U2 does not impersonate U1, rather U2 is explicitly authorized to perform certain actions on behalf
of ULl. An example taken from everyday life, would be a person going to a phlic o ce to get a document on
behalf of another person. In this case the human delegate showsshown ID card and a Power of Attorney, the
delegation document, signed by the delegator, and a copy of the tegator's ID card.

In computer science the concept is identical, in particular:

The delegator provides the delegatewith an electronic delegation document, digitally signed, containing
the details of the delegation (permitted operations, possibility to transfer the delegation, etc.)

The delegateprovides his credentials and the delegation document in order to usthe delegation and
obtain access.

Fig. 4.1 . An example showing Web Single Sign-on

4. Web Single Sign-on vs. Access Delegation. Single Sign-On (SSO) is an identity federation mech-
anism removing the need to have multiple accounts on di erent RelyingParties. Other terms for this party
include Service Provider SP). The user can login once to one provider and then access multiple Wweservices.
Figure 4.1 shows a typical SSO system, consisting of Relying Party (RP), an IAM (ldentity Provider or
OpenID Provider - IdP, OIdP - relying on an internal Directory Service), and the end-user (here identi ed

with the User U). User U has an identity registered in the IAM and needs to access a certain web resource on
RP:
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1. The user is redirected to IAM for the authentication (the authentication must be performed on the
home domain).
2. If the authentication has succeeded, he/she is redirected to R for obtaining the requested resource.
Examples of protocols providing Web SSO are SAML [24], OpenID [20], CA [2]. SAML, OpenID and CAS
work at di erent levels: the rst two protocols provide inter-doma in Identity Federation (with some di erence),
while CAS provides only SSO on a single domain.

Fig. 4.2 . An example showing the Access Delegation procedure

The Access Delegation procedure is conceptually di erent than idetity federation in SSO. It is the mech-
anism employed when a consumer application (e.g., Instagram) wantto use Twitter(Tw) or Facebook (Fb)
to post a Tweet or write on a Facebook wall on behalf of an end userlLet's assume anend-user, that after
downloading a consumer application from mobile market place, decide® exploit the application for interacting
with Tw/Fb resources. At the early stage the user gains the accesto Tw/Fb through the consumer applica-
tion, hence the application itself will continue to work without any user supervision. Speci cally, the user gains
temporary access to Fb/Tw, obtaining specialtokens necessary for the consumer application. These tokenser
uniquely bound and tailored to the application, and they can allow limited operations on behalf of the user.
Figure 4.2 depicts all parts composing a typical Access Delegation syem. In the gure the Service Provider
(SP) can be Fb and/or Tw services, whereas the Third Part Application is equivalent to a consumer application
(e.g., Instagram, see the icon avatar in the gure.) For example, uig this delegation model the Instagram
application is able to post pictures on Facebook on behalf of the endser. To summarize:

Web SSO provides a mechanism t&hare the same User Identityamong multiple Web Services. Hence,
SSO allows logging in once and then accessing several web services.
Access Delegation provides a mechanism t8hare User Resourceswithout sharing credentials.

Access delegation has been widely used in multiple applications implemestl with well know protocols
like OAuth [28]. However, when considering a setup with delegation aass two clouds OAuth protocols have
the limitation that they assume the existence of an IAM server shaed between the clouds. Another way to
setup delegation is using a modi ed version of the SAML protocol. SAM. was originally designed for allowing
SSO, but with several new speci cations it is now able to provide delegtion as well, e.g., through SAML 2.0
Condition to Delegate [22]. The next section introduces OAuth and SAIL 2.0 Condition to Delegate solutions,
highlighting the advantages and the disadvantages of each.

4.1. OAuth 2.0. The RFC 6749, de ned by the IETF, describes the OAuth 2.0 Authorization Framework,
and it specializes the existing features of OAuth 1.0 (for further deails see the reference [7]). In particular the
OAuth 2.0 Authorization Framework allows a third-party application t o achieve limited access to an HTTP
service. Looking at the OAuth 2.0 Framework it is possible to identify the following actors: Client, Resource
Owner, Authorization Server, and Resource Server The Client is the application that needs to access protected
resources on behalf of the useResource Owner that is the user owning the protected resources that the client
needs to accessAuthorization Server is the server that provides access tokens to the client after the ser
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has been authenticated and has been granted access to his resmes. Resource Server is the server managing
the user protected resources.

Fig. 4.3 . SAML Condition to Delegate Abstract Protocol Flow

4.2. SAML 2.0 Condition to Delegate. SAML was introduced by the OASIS consortium following
the standardization of XML docs (i.e., SAML [24], XACML [31]). The SAML 2.0 Condition to Delegate
(SAML2Del) speci cation [22] shows how to use the SAML 2.0 protocdfor delegation. In particular SAML2Del
describes the following delegation-like scenarios:

Proxying where an intermediate identity provider issues an assertion to a reling party on the basis
of an assertion issued to it. Proxying is a gateway in which the subjecof the assertion is presumed to
directly interact with each party.

Impersonation where an entity acting on behalf of an assertion subject is able to diin and use an
assertion indistinguishable from an assertion that can be issued digtly to the subject.

Forwarding where an assertion is directly reused by an intermediary to impersoate a subject from
whom an assertion was obtained. Forwarding is a form of Impersorigon, where the assertion is not
modi ed.

Delegation goes beyond the forwarding scenario by adding information to the ssertion that explicitly
identi es all the parties through which a transaction ows.

Figure 4.3 depicts how delegation works using SAML. The User Agentdalled the Client in the OAuth 2.0
model) gains access to Service Provider ASP A), using its credentials stored in the Identity Provider (IdP).
The SP A also obtains a SAML Assertion (identifying itself to the IdP using its credentials); hence, it can
access the resource on SP.Brhe SAML Assertion of SP A is di erent respect to the User Agent version; it is
modi ed. In the Figure, all steps characterizing the protocol are shown using theA D letters.

4.3. Comparison of OAuth 2.0 with SAML 2.0 Condition to Deleg ate. \OAuth 2.0 Threat Model
and Security Considerations" [17] details the main threats and attacks on OAuth 2.0 as well as countermeasures
to overcome them. One reason for the weakness of OAuth 2.0 is itsselution from OAuth 1.0 along with the
adoption of incremental improvements that have exposed the syem to possible aws, such as:

a) compromising the communication among the parties;

b) obtaining client secrets; and

c) eavesdropping on access tokens.
The OAuth 2.0 protocol provides a greater degree of exibility with r espect to OAuth 1.0, especially in the way
it can be applied and the use cases that it addresses, which may cona¢ the price of security [17]. SAML is a
much more mature framework conceived for many security purpass, in which the exchange of XML \assertion"
guarantees a high degree of security. Especially if we consider theopsibility o ered by SAML to sign all
communications with X509 certi cates embedded into XML tags (seethe XML Signature and XML Encryption
Native Support of SAML 2.0 [23]). For example, XML Signature and XML Encryption help to avoid threats like
a) and b) respectively. Given the greater security of the SAML, we chose ifor our work, and in the next sections
we describe our adoption of SAML for delegation, presenting detailé examples of SAML Assertions. Note also,
that with the goal of improving the current OAuth 2.0 solution and re ducing its weaknesses a working group
of the IETF has recently released the draft: SAML 2.0 Pro le is used for OAuth 2.0 Client Authentication a nd
Authorization Grants [25], which describes a hybrid approach adopting SAML to strengtha OAuth 2.0.
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5. VISION Cloud delegation scenarios. VISION Cloud addresses various use cases from di erent
industries such as telco, media, healthcare and enterprise applicains. Notably, all of them require some sort
of delegation. Below, we describe some of the scenarios.

Delegation for Federated Resources VISION Cloud also addresses scenarios where one cloud can
rent external storage resources from other, foreign, clouds. Thelaud needing these resource is re-
sponsible for accessing data objects in the new cloud on the behalf the end user. The Delegation
mechanism allows solving the access control problem of this scenariowhere, as described above each
cloud may have its own IAM.

Delegation for Storlets  VISION Cloud uses computational elements (special Agents calledtBrlets)
for performing on-demand computations close to the data physichlocation. Access delegation is re-
quired to properly control a storlet's access to a user's resoursson his behalf (e.g., storlets that perform
data analytics or statistics should have the proper permissions frm the resource owners).

Delegation for On-Boarding On-boarding is a process in which a cloud customer migrates his data
from one storage cloud (a New Cloud, i.e., CloudA) to another cloud (an OIld Cloud, i.e., Cloud B).
Delegation mechanisms allow to grant the on-boarding component @rmed the Federator) su cient,
but limited access rights to the customer resources.

Fig. 5.1 . Delegation for VISION Cloud in On-Boarding Scenario

In the remainder of the paper we use this last use case to illustrate elegation for on-boarding federation.
Below we present the on-boarding federation system (see Figure.H. It was implemented as part of the
VISION Cloud, but can also be easily added to other cloud systems wiing to provide a service for migration
(on-boarding) from other providers. The new provider (Cloud A) is responsible for moving the customer data to
itself from the old cloud provider (Cloud B). Furthermore, following t he federation set up, applications and users
begin accessing their data through the new cloud, which provides inant access to customer data remaining
in the old cloud. Thus, the applications that access the migrated da& are not in uenced by on-boarding and
can work transparently. The old cloud is assumed to be unaware offte on-boarding and is not required to
introduce any modi cation. Migrating data via on-boarding federation directly betwea the clouds leads to a
signi cant savings in time and cost [30] From the technical standpoint, the on-boarding architecture eci es
the following three primary ows:

1. On-boarding set-up: An on-boarding relationship between a container in the old cloud and acontainer
in the new cloud is set up and persisted through the protected metdata of the container on the new
cloud.

2. Direct access: Once the relationship is set-up, all client's applications may start to immediately access
the objects of the old container through the new cloud. When a cliehaccesses an object on the new
cloud that has not yet been on-boarded, the Federator module gs the object from the old cloud and
puts it in the new cloud on the behalf of the end user.
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3. Background on-boarding: The Federator component creates background jobs on the theleud that fetch
objects from the container in the old cloud and copy them to the comainer in the new cloud. These
jobs run when the resource utilization (e.g., CPU and network) in the new cloud is low so that they do
not interfere with the normal operation of the cloud. These jobs dso need authorization from the user
to access the old cloud and depending on the architecture may alsoerd authorization the write the
objects on the new cloud.

The delegation architecture to provide the authorization required for the direct and background on-boarding is
described in the next section.

6. VISION Cloud on-boarding delegation architecture. We rst describe the ow for the SAML-
based delegation mechanism that we have chosen, and then showvhave apply it for on-boarding.

Fig. 6.1 . Delegation for on-boarding in VISION Cloud

Based on the comparison presented in Sect. 4.1 we chose to implemehe delegation using SAML2Del.
In this protocol, the delegation document is a signed SAML assertiorcontaining the details of the delegation,
held in a specic eld called Condition. To describe the delegation ow, we consider a simple setup with single
IAM and two accounts, U1 and U2, which correspond to the user in he old and new clouds respectively, where
a user can also be a process or an infrastructure.
The access ow is as follows:
1. U1 logs into the IAM using her credentials and asks to generate aigned delegation assertion stating
that U2 is authorized to perform, for example, GET operations on kehalf of U1 for one day.
2. U1 provides the assertion to U2.
3. U2 logs into the IAM using her credentials, provides the assertiorand is authorized to perform GET
operations for the entire day.
In the on-boarding federation scenario, the Federator reads th objects on behalf of the user U1@OId in
the OIld Cloud, and writes them on the behalf of the user UL@New in théNew Cloud, where @OIld and @New
correspond to the di erent identity management servers of the wo clouds.

6.1. On-boarding Delegation Flow. Figure 6.1 shows the on-boarding delegation ow between two
VISION Clouds: the New and the Old, where each cloud has its own IAM Each IAM incorporates an Identity
Provider (IdP) and a Service Provider (SP) in order to carry out the SAML protocol. The gure shows a
Federator component which can be introduced either independefy or as an added-value feature of the New
Cloud. Each cloud also has an Object Service, which carries out the dsic data access operations such as
GET/PUT of objects and containers.

The Federator has an identity in both clouds. In particular, let F @OLD , denote the federator identity (F)
in the IAM of the Old Cloud and let F@NEW denote its identity (F) in the IAM of the New Cloud. The
user (U) that requests the on-boarding also has an identity on edt cloud, in particular, U@OLD (in the Old
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Cloud) and U@NEW (on the New Cloud). All the identities must be registered with suitable credentials (e.g.
username/password) in their corresponding IAMs.

The delegation ow is modeled using two delegations, in particular: (1)U@OLD delegatesF @OLD to
GET her objects from her container on Old Cloud; and (2) UG@GNEW delegatesF GNEW to PUT objects on
her container in New Cloud.

The following operations are performed during the delegation ow fa on-boarding.

1. The user logs in and obtains delegation assertions for both clouds
(a) Delegation assertion A@NEW ), based on the credentials ofJ@NEW and the userid ofF GNEW .
(b) Delegation assertion A@OLD ), based on the credentials oflU@OLD and the userid of F @OLD .
2. The user starts the federation process, providing the followingparameters:
(&) UGNEW - credentials to activate the Federator.
(b) A@NEW - the assertion ID delegatingF @NEW to ask for PUT operations on behalf of UGNEW .
(c) A@OLD - the assertion ID delegatingF @OLD to ask for GET operations on behalf ofU@OLD .
3. The Federator authenticatesU@NEW through the 1AM of the New Cloud.
4. The Federator performs a GET operation to the Old Cloud usingF @OLD credentials as delegate of

uUu@oLD.

5. The Object Service of the Old Cloud checks the credentials and th delegation with the IAM of the
Old Cloud.

6. The Federator PUTs the retrieved object to the New Cloud usingF @NEW credentials as Delegate of
U@NEW .

7. The Object Service of the New Cloud checks the credentials anche delegation with the IAM of the
New Cloud.

6.2. Delegation Advantages. The Federator acts as a canonical user, authenticating itself foreach

REST request (GET from OIld Cloud and PUT to New Cloud). The delegation protocol allows it to access
the user resources without possessing the user credentials orguaring an explicit trust relationship with the
Old Cloud. The assertion IDs are inserted into the REST messages ahthey are cached by the |IAM for
increasing the performances (as below). In addition to preservinghe security, this scheme has the advantage
of an easy combination with other authorization methods used in theunderlying object store system. For
example, VISION Cloud uses Access Control Lists (ACLs), which ae associated with every resource, such
as object or container. ACLs are con gured with a RESTful APl as specied by CDMI, where the syntax
is NFSv4 compatible allowing compatibility with traditional le systems. S ince ACLs are distributed with
the resource, they provide an e cient way of setting ne-grained access control with per object/container
permissions. Notably, by granting the Federator speci c but limited permissions to act on the behalf of the end
user, the described delegation allows to properly preserve all of thpermissions set by ACLs. Speci cally, after
the Object Service in Figure 6.1 checks the Federator credentialsral assertion (Step 7), the system drops the
privileges to those de ned in the assertion (the identity and the delegated role granted to the Federator by the
end user). Due to the mechanism of role delegation the Federatoram securely access the resources without the
need to speci cally add it to the ACLs.

7. Related Work.  Below, we review the models for federation between cloud operaterand then focus
on works for federation of access control for identity federatio and delegation.

Usually federation consists of the establishment of a trust contek between parties with the purpose of
bene ting of business advantages. According to the view of the VEION Cloud project, Cloud federation may
represent a compelling business model for SMEs, where many stdi@ders (i.e., Cloud providers, tenants and
customers) interact with each other for creating new opportunities and satisfying even more needs [12]. There
are four basic capabilities that characterize each entity of the fedration, which \keeps authority about the
information passed to the other entities of the federation" and \has authority to create a global view of the data
that is available among all the entities of the federation". An entity of the federation \is not forced to perform
tasks of another entity of the federation" and \can autonomoudy decide to enter or leave the federation".
Examples of such systems were presented by Tordsson et al. [29]uke et al. [14] as well as the recent Colony
system, that federated several Openstack Swift deployments ira Colony by introducing a Swift Dispatcher
component, pre xing the container names. Unlike this work, we do rot assume any naming conventions or
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architectural components common to the two clouds. The federion described in [6] is aimed at computation
management (consolidation of VMs among Clouds). It shows similaritis to the work done by Celesti et al.
[3] and Rochwerger et al. [21], where the federation problems for da management between several laaSs are
addressed. In the latter case the authors described how to elasally enlarge in a transparent way, the physical
resource of cooperating laaSs.

From the security and privacy standpoint, the cloud has not kept pace with the enormous volumes of
user identities that network administrators must manage and secuve. An identity fabric that links multiple
applications to a single identity would address this problem, enabling fll-scale cloud adoption as it is highlighted
in the Architecting a Cloud-Scale Identity Fabric (see [18]). The authors in [4] identi ed the services and APIs
are necessary to be realized for accessing cloud resources in afulsend focused way. They range from:Federated
Identity, to Delegation Of Authority, and Levels Of Assurance Attributes, Access Rights till Authorization. In
this work, the authors described all APIs they introduced, and aplied them to a real cloud middleware, the
Eucalyptus S3 Service. This work explains how the researchers hawsed these proof-of-concept APIs and how
to exploit and match them with the existing services of Kent University.

The Security Assertion Markup Language (SAML) became a populartechnology for solving issues related
to the federation needs. Indeed many existing works provide solitns for a variety of scenarios that are based
on the SAML mechanism and its capabilities. These solutions do not sobr all the cloud federation problems.
The federation problem in cloud computing is greater than the one in taditional systems.

The rst practice of cooperation between providers was about shring the network trac. A few years
later service federation over the Internet has become a well estdished approach: it had to be supported by
a mechanism for trusting identities across di erent domains, which isidentity federation. The latest trend to
federate identities over the Internet is represented by the Idetity Provider/Service Provider (IdP/SP) model
[16], supported by digital certi cates.

An important example of a popular implementation of SAML is Shibboleth [26]. Unfortunately, most
systems still lack important capabilities required for the federation among di erent cloud providers. The main
constraint of the existing federation solutions is that they are deggned for static environments requiring a
priori policy agreements, whereas clouds are dynamic and heteregeous environments which require particular
security and policy arrangements.

Interoperability in federated heterogeneous cloud environmentss addressed in [15], in which the authors
propose a trust model where the trust is delegated between truworthy parties satisfying certain constrains.
The approach in VISION Cloud considers also the issue with the data loation and protection with ne-grain
ACLs. Pearson at al. [19] also introduce a privacy manager, taking @&re of data compliance according to the
laws of di erent jurisdictions.

Huang et al. present [9] an Identity Federation Broker for serviceclouds. They address federation in the
context of SaaS services in which SAML represents the basic protol. They make use of a trusted third party
as a trust broker to simplify the management of identity federation in a user centric way.

A recent work called FACIUS describes the use of SAML for Non Web-Based Services [11]. The dndars
make an assessment of a system accomplishing a real implementatiofi SAML with SSH. In particular they
have reported evaluations with respect to requirements, perfanance, security, and legal aspects.

The works presented above show various SAML applications and jusy its adoption in our solution. How-
ever, the they consider it in a di erent aspect which is not suitable for our aims. Here, in addition to presenting
standard SAML ows, we discuss a slightly modi ed version allowing to smplify the on-boarding federation.

When considering the delegation technologies, protocols leveraginidpe Public-Key Infrastructures (PKI)
was widely adopted grid systems. For example, grids make use of sigd certi cates for users' identi cation and
jobs submission. In grid terminology, Virtual Organizations (VOSs) represent entities that are able to manage
certi cates, distributing and verifying them, accomplishing a full PK 1. Right now, a recent trend for managing
credential and delegations in federated cloud scenarios appears thake use of X.509 certi cates.

In the direction of managing identity and authorization for Communit y Clouds using PKIl is discussed in [5].
The authors introduce an identity broker to bind the Web Single Sign-on to a key-based system. In particular
they implemented a solution (ibabac package) using the Attribute-based Access Control (ABAC) andthe role-
based trust management (RT): RT/ABAC. The libabac uses X.509 as a transport. RT/ABAC credentials are
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X.509 attribute certi cates. The RT/ABAC may handle the process ing of delegation chains.

A recent and detailed work on delegation is described in the paper eitted: OAuth and ABE based Autho-
rization in Semi-Trusted Cloud computing, [28]. Here, the authors enhanced the OAuth capabilities using the
encryption in attribute-based access control system exploiting retadata. They introduced a complex model
in which authentication, authorization, delegation, access treeshew tokens, time slots, user certi cates are
investigated. Their objective is to provide a complete solution with a Hgh level of exibility useful in many
cloud scenarios.

In spite this progress early storage cloud solutions focused on dedility and had di culties in achieving
the delegation requirements [8]. However, in recent years they arslowly adopting more advanced access
control technologies. For example, the OpenStack security and@ess control component Keystone has recently
adopted PKI (see [10]). Keystone uses tokens, which are json doments that contain the required access control
information about users, projects, roles and domains. Starting fom the Grizzly release of Openstack, these
tokens are cryptographically signed based on the X509 standardKeystone serves as a Certi cate Authority
(CA) and uses its signing key and certi cate to sign tokens. Thanksto PKI, other OpenStack entities can then
locally verify these tokens with the public key without the need to cortact Keystone.

8. Conclusions and Future Work. In this paper we presented the concept of delegation for on-boding
federation between storage clouds. Our solution is based on the $AL 2.0 Condition to Delegate extension.
The added value of this work is in considering all security implications in wsing the delegation technique for
the on-boarding procedure. We also show how this delegation archécture can be implemented using SAML
solution. We implemented the solution as part of our work on VISION Cloud, accomplishing RESTful APIs
and creating new SAML delegation Assertions. In the future we will ealuate the impact of it on VISION Cloud
architecture, analyzing its complexity and performance.

Acknowledgments.  The research leading to the results presented in this paper has retved funding from
the European Union's Seventh Framework Programme (FP7 2007®13) Project VISION-Cloud under grant
agreement number 217019.
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Appendix A. On-Boarding Delegation details: REST API.
In this section we present the API of VISION Cloud for delegation, rst a description of the parameters
and then some details of the RESTful API for creating and using a déegation.

A.1. API parameters. Table A.1 shows the parameters to be provided by an end-user (theelegator)
during the interaction with his IAM to create a delegation document and the delegation token representing it
to be granted to the delegate. The delegator provides his credeidls, and describes the capabilities and the
actions he wishes to delegate, including a limitation of the delegation tocertain containers, and identi es the
delegate.

Name Type Mandatory/Optional Description
delegatorUsername | JSON String mandatory Name of the delegator
user.
delegatorPassword JSON String mandatory Password of the user.
delegatorTenant JSON String mandatory Tenant of the user.
delegatedid JSON String mandatory Identi er of the dele-
gated user.
delegatedTenant JSON String mandatory Name of the delegated
tenant.
delegatedRoles JSON Array mandatory Roles of the delegator
(to be delegated).
delegatedActions JSON Array mandatory Actions of the delega-
tor (to be delegated).
delegatedContainer JSON String mandatory Name of the container
(to be delegated)
Table A.1

Delegation capabilities provided to a delegated user and/or software component (e.g., the Federator).

A.2. RESTful API for on-boarding delegation. In VISION Cloud storage related operations (cre-
ate/read/update/delete) are invoked through a RESTful API ov er standard HTTP. A token for a delegation
assertion is also obtained through a RESTful request. In particula, Listing 1 shows a request to create a
delegation assertion and return a token for it, e.g., as required in ®ps la and 1b of Figure 6.1.

Listing 1
HTTP - User Delegation Request

Request:
POST <root-uri>/visionlAM/requestDelegation
Accept: application/json
Content-Type : application/json
f
"delegatorUsername" : "delegator_username" ,
"delegatorPassword" : "delegator_password" ,
"delegatorTenant” :"delegator_tenant"
"delegatedld” :"delegated_identifier" ,
"delegatedTenant" :"delegated_tenant"

"delegatedRoles" :["role 1","role 2",... ,"roleN" ],
"delegatedActions” :["action 1", "action 2",... ,"actionN" ],
"delegatedContainer" : "delegated_container"

g

If the delegator is authorized to perform a delegation for the reqired roles and operations, the response is
a 200 OK and contains the the delegation token. Such a response is@wvn in Listing 2. If the delegator is not
authorized then the response is a 400.

Listing 2
HTTP - IAM Delegation Token Released

Response
HTTP Status
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HTTPA. 1 2000K

Content-Type : application/json

f

"delegationToken" : "NGFiYWVmOTctMiwWsOMTgyL WFKY TItOD&LEyMDAMDZi"

g

A RESTful request on VISION Cloud, e.g., a GET request to read an dject, contains an authorization
header holding the credentials (username/password) for the usemaking the request. The VISION Cloud
Identity Management System uses these credentials to authentate the user. The same header is used for a
request on VISION Cloud from a delegate; in this case the header atains the credentials of the delegate and
the delegation token. Listing 3 shows an authorization header corgtining a delegation token.

Listing 3
HTTP - Delegated Access
Request:
GET <root-uri>/visionlAM/authenticate HTTP/ 1.1
Authorization : DEL bas&4Encoded username@tenantNamepassword: delegationToken g

In SAML all messages are signed with X509 certi cates, to avoid anykind of attack when managing
identities, roles and actions (Authentication and Authorization phases). The signature is done with valid
(recognized) certi cates and thus is not exploitable for an attack Section. B brie y describes these SAML
security capabilities.

Appendix B. SAML Assertion for On-Boarding Delegation.

Fig. B.1 . SAML Assertion used for the VISION Cloud On-Boarding Delega  tion scenario
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This section highlights the various parts comprising a SAML Assertionused for the on-boarding delegation
scenario. As can be seen, the assertion is an XML-based containgfrinformation. In general all SAML assertions
are associated with a subject € Subject > element, see Listing 6. The standard de nes three statements:
Authentication Assertion, Attribute Assertion (see Listing 7), and an Authorization Decision Assertion. In
SAML there are also Signatures Conditions (see Listing 6) andlssuers The pre x \saml" represents the basic
namespace for a SAML V2.0 assertion (see Listing 4). In our case ¢hSAML Assertion has 6 parts as depicted
in Figure B.1. In all listings reported below we highlight the exibility of th e SAML standard as well as its
strong security.

Listing 4
SAML - Root container and Issuer

<?xml version="1.0" encoding="UTF-8"?>

<saml2: Assertion
xmlns: saml2="urn:oasis:names:tc:SAML:2.0:assertion"
ID="_9ab5a551aeb58718ed0076e31d1cf510b" Issuelnstant ="2013-10-29T10:42:25.908Z"
Version ="2.0"
xmins: xs="http://www.w3.0rg/2001/XMLSchema">

<saml2: Issuer Format ="urn:oasis:names:tc:SAML:2.0:nameid-format:entity" >
https://identityProvider.hostname/idp
</saml|2: Issuer >

Listing 5
SAML - Signature parts

<ds: Signature xmins: ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds: Signedinfo xmins: ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds: CanonicalizationMethod Algorithm  ="http://www.w3.0rg/2001/10/xml-exc-c14n#"
xmlns: ds="http://www.w3.0rg/2000/09/xmldsig#"/>
<ds: SignatureMethod Algorithm ="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"
xmlns: ds="http://www.w3.0rg/2000/09/xmldsig#"/>
<ds: Reference URI="#_8f1c03bb-bcb1-48eb-8a52-33c19e8a5d66"
xmins: ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds: Transforms xmins: ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds: Transform Algorithm ="http://www.w3.0rg/2000/09/xmldsig#enveloped-signa ture
" xmlns: ds="http://www.w3.0rg/2000/09/xmldsig#"/>
<ds: Transform Algorithm ="http://www.w3.0rg/2001/10/xml-exc-c14n#" xmins: ds="
http://www.w3.0rg/2000/09/xmldsig#">
<ec: InclusiveNamespaces PrefixList ="del xs" xmins: ec="http://www.w3.0rg
/2001/10/xml-exc-c14n#"/>
</ ds: Transform >
</ ds: Transforms >
<ds: DigestMethod Algorithm ="http://www.w3.0rg/2000/09/xmldsig#shal" xmins: ds="
http://www.w3.0rg/2000/09/xmldsig#"/>
<ds: DigestValue xmins: ds="http://www.w3.0rg/2000/09/xmldsig#">...
</ ds: DigestValue >
</ ds: Reference >
</ ds: Signedinfo >
<ds: SignatureValue xmlns: ds="http://www.w3.0rg/2000/09/xmldsig#">...
</ ds: SignatureValue >
<ds: Keylnfo >
<ds: X509Data>
<ds: X509Certificate  >...</ ds: X509Certificate >
</ds: X509Data>
</ ds: KeyInfo >
</ ds: Signature >
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Listing 6
SAML - Subject and Conditions

<saml2: Subject >
<saml2: NamelD Format"urn:oasis:names:tc:SAML:2.0:nameid-format:transie nt"
NameQualifier ="https://identityProvider.hostname/idp"
SPNameQualifier ="https://serviceProvider.hostname/sp">
_a36102490a9b9c196255ff86eel1a052f</ saml2: NamelD>
<saml2: SubjectConfirmation Method ="urn:oasis:names:tc:SAML:2.0:cm:holder-of-key">
<saml2: SubjectConfirmationData >
<ds: KeyInfo xmlns: ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds: X509Data>
<ds: X509Certificate >...</ ds: X509Certificate >
<ds: X509SubjectName>...</ ds: X509SubjectName>
<ds: X509IssuerSerial >
<ds: X509IssuerName>...</ ds: X509IssuerName>
<ds: X509SerialNumber >...</ ds: X509SerialNumber >
</ ds: X509IssuerSerial >
</ ds: X509Data>
</ ds: Keylnfo >
</saml2: SubjectConfirmationData >
</ saml2: SubjectConfirmation >
</ saml2: Subject >
<saml2: Conditions >
<saml2: Condition
NotBefore ="2013-10-31T09:40:00.440Z"
NotOnOrAfter ="2013-10-31T18:40:00.440Z"
xmins: del ="urn:oasis:names:tc:SAML:2.0:conditions:delegation "
xmins: xsi ="http://www.w3.0rg/2001/XMLSchema-instance"
xsi : type ="del:DelegationRestrictionType">
<del : Delegate ConfirmationMethod ="#sender-vouches"
Delegationinstant ="2013-10-29T10:42:25.900Z2">
<saml2: NamelD Format"urn:oasis:names:tc:SAML:2.0:nameid-format:entity" >
delegated</ saml2: NamelD>
</ del : Delegate >
</ saml|2: Condition >
</ saml2: Conditions >

Listing 6 shows the exibility of SAML in de ning Conditions. In this case the Assertion is valid for a
speci ¢ time interval as highlighted in NotBefore and NotOnOrAfter Condition Attributes (see lines 25 and 26).
A timestamp allows tracking the creation time of a delegation (see line 3). The Subjecttag describes all the
elds of a X509 user/host certi cate necessary for ensuring searity (see from line 9 to 18).

Listing 7
SAML - Authentication and Attribute Statements

<saml2: AuthnStatement Authninstant ="2011-03-29T16:35:12.440Z" Sessionindex ="123456">
<saml2: AuthnContext >
<saml2: AuthnContextClassRef >
urn:oasis:names:tc:SAML:2.0:ac:classes:PreviousSess ion
</ saml2: AuthnContextClassRef >
</ saml2: AuthnContext >
</ saml2: AuthnStatement >
<saml2: AttributeStatement >
<saml2: Attribute FriendlyName ="delegated_roles" Name"delegated_roles">
<saml2: AttributeValue
xmins: xsi ="http://www.w3.0rg/2001/XMLSchema-instance"
xsi : type ="xs:string">REMOTE_ADVISOR
</ saml2: AttributeValue >
</ saml2: Attribute >
<saml2: Attribute FriendlyName ="delegated_actions” Name"delegated actions">
<saml2: AttributeValue
xmins: xsi ="http://www.w3.0rg/2001/XMLSchema-instance"
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xsi : type ="xs:string">CREATE_OBJECT
</ saml|2: AttributeValue >
<saml2: AttributeValue
xmins: xsi ="http://www.w3.0rg/2001/XMLSchema-instance"
xsi : type ="xs:string">DELETE_OBJECT
</ saml2: AttributeValue >
</saml2: Attribute >
<saml2: Attribute FriendlyName ="delegated_container"
Name"delegated_container">
<saml2: AttributeValue
xmins: xsi ="http://www.w3.0rg/2001/XMLSchema-instance"
xsi : type ="xs:string">7D1FG1
</ saml|2: AttributeValue >
</saml2: Attribute >
<saml2: Attribute FriendlyName ="delegator_username"
Name"delegator_username">
<saml2: AttributeValue
xmins: xsi ="http://www.w3.0rg/2001/XMLSchema-instance"
xsi : type ="xs:string">delegator
</ saml2: AttributeValue >
</saml2: Attribute >
<saml2: Attribute FriendlyName ="delegator_username"
Name"delegator_username">
<saml2: AttributeValue
xmins: xsi ="http://www.w3.0rg/2001/XMLSchema-instance"
xsi : type ="xs:string">delegationTenant
</ saml2: AttributeValue >
</saml2: Attribute >
<saml2: Attribute FriendlyName ="delegated_username"
Name"delegated_username">
<saml2: AttributeValue
xmins: xsi ="http://www.w3.0rg/2001/XMLSchema-instance"
xsi : type ="xs:string">delegated
</ saml2: AttributeValue >
</saml2: Attribute >
<saml2: Attribute FriendlyName ="delegated_tenant"
Name"delegated_tenant">
<saml2: AttributeValue
xmins: xsi ="http://www.w3.0rg/2001/XMLSchema-instance"
xsi : type ="xs:string">delegationTenant
</ saml2: AttributeValue >
</saml2: Attribute >
</ saml2: AttributeStatement >

As can seen in Listings 5 and 6, 50% of the SAML structure is devotetb the security de nitions (certi cates
X509, keys, sec algorithm, digests, etc.). These parts are necasy for securing any complex distributed scenario
where many actors are involved. The complexity increases if we coitler the case of federation among clouds.
We remark that other solutions for delegation do not have the saméevel of accuracy and security in treating and
exchanging sensitive data as does SAML. All Actions, Roles and Resecces introduced in our implementation
are described in the< saml 2 : AttributeStatement > statement (see Listing 7). In particular, all elds of table
A.1 are reported in the listing from the line 9 to 61.

Edited by: Maria Fazio and Nik Bessis
Received: Nov 2, 2013
Accepted: Jan 10, 2014



AIMS AND SCOPE

The area of scalable computing has matured and reached a point whe new issues and trends require a pro-
fessional forum. SCPE will provide this avenue by publishing original efereed papers that address the present
as well as the future of parallel and distributed computing. The journal will focus on algorithm development,
implementation and execution on real-world parallel architectures,and application of parallel and distributed
computing to the solution of real-life problems. Of particular interest are:

Expressiveness: Applications:
high level languages, database,
object oriented techniques, control systems,
compiler technology for parallel computing, embedded systems
implementation techniques and their e- ’
fault tolerance,

ciency. . . .
. . industrial and business,
System engineering:

programming environments, re{;ll-tlrne, .
debugging tools, scienti ¢ computing,
software libraries. visualization.
Performance:
. ; Future:
performance measurement: metrics, evalua- o
tion, visualization, limitations of current approaches,
performance improvement: resource allocation engineering trends and their consequences,
and scheduling, 1/0, network throughput. novel parallel architectures.

Taking into account the extremely rapid pace of changes in the eld £PE is committed to fast turnaround
of papers and a short publication time of accepted papers.

INSTRUCTIONS FOR CONTRIBUTORS

Proposals of Special Issues should be submitted to the editor-inheef.

The language of the journal is English. SCPE publishes three categ®s of papers: overview papers,
research papers and short communications. Electronic submissisrare preferred. Overview papers and short
communications should be submitted to the editor-in-chief. Reseath papers should be submitted to the editor
whose research interests match the subject of the paper mostasely. The list of editors' research interests can
be found at the journal WWW site ( http://www.scpe.org ). Each paper appropriate to the journal will be
refereed by a minimum of two referees.

There is no a priori limit on the length of overview papers. Research ppers should be limited to approx-
imately 20 pages, while short communications should not exceed 5 pag. A 50{100 word abstract should be
included.

Upon acceptance the authors will be asked to transfer copyrightof the article to the publisher. The
authors will be required to prepare the text in IATEX2" using the journal document class le (based on the
SIAM's siamltex.clo document class, available at the journal WWW site). Figures must be prepared in
encapsulated PostScript and appropriately incorporated into thetext. The bibliography should be formatted
using the SIAM convention. Detailed instructions for the Authors are available on the SCPE WWW site at
http://www.scpe.org

Contributions are accepted for review on the understanding thatthe same work has not been published
and that it is not being considered for publication elsewhere. Technial reports can be submitted. Substantially
revised versions of papers published in not easily accessible confece proceedings can also be submitted. The
editor-in-chief should be notied at the time of submission and the author is responsible for obtaining the
necessary copyright releases for all copyrighted material.



