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INTRODUCTION TO THE SPECIAL ISSUE ON RECENT TRENDS AND FUTURE OF
FOG AND EDGE COMPUTING, SERVICES, AND ENABLING TECHNOLOGIES

Cloud computing has been established as the most popular as well as suit@bcomputing infrastructure
providing on-demand, scalable and pay-as-you-go computing resourcesid services for the state-of-the-art ICT
applications which generate a massive amount of data. Though Cloud is certaip the most tting solution for
most of the applications with respect to processing capability and sbrage, it may not be so for the real-time
applications. The main problem with Cloud is the latency as the Cloud dat centres typically are very far
from the data sources as well as the data consumers. This latency is ok thithe application domains such as
enterprise or web applications, but not for the modern Internet of Things (loT)-based pervasive and ubiquitous
application domains such as autonomous vehicle, smart and pervasive heattare, real-time tra ¢ monitoring,
unmanned aerial vehicles, smart building, smart city, smart manufacturing, cognitive loT, and so on. The
prerequisite for these types of application is that the latency betveen the data generation and consumption
should be minimal. For that, the generated data need to be processeatally, instead of sending to the Cloud.
This approach is known as Edge computing where the data processing @one at the network edge in the edge
devices such as set-top boxes, access points, routers, switchégase stations etc. which are typically located
at the edge of the network. These devices are increasingly being inquorated with signi cant computing and
storage capacity to cater to the need for local Big Data processing. Therabling of Edge computing can be
attributed to the Emerging network technologies, such as 4G and cognitie radios, high-speed wireless networks,
and energy-e cient sophisticated sensors.

Di erent Edge computing architectures are proposed (e.g., Fog comptuihg, mobile edge computing (MEC),
cloudlets, etc.). All of these enable the 10T and sensor data to be proased closer to the data sources. But,
among them, Fog computing, a Cisco initiative, has attracted the most attention of people from both academia
and corporate and has been emerged as a new computing-infrastructural paragih in recent years. Though
Fog computing has been proposed as a di erent computing architecturghan Cloud, it is not meant to replace
the Cloud. Rather, Fog computing extends the Cloud services to netork edges for providing computation,
networking, and storage services between end devices and data cergreldeally, Fog nodes (edge devices) are
supposed to pre-process the data, serve the need of the associatecbbigations preliminarily, and forward the
data to the Cloud if the data are needed to be stored and analysed further

Fog computing enhances the bene ts from smart devices operational not oglin network perimeter but
also under cloud servers. Fog-enabled services can be deployed angnh in the network, and with these
services provisioning and management, huge potential can be visualideo enhance intelligence within computing
networks to realize context-awareness, high response time, and neork tra ¢ o0 oading. Several possibilities
of Fog computing are already established. For example, sustainable smadities, smart grid, smart logistics,
environment monitoring, video surveillance, etc.

To design and implementation of Fog computing systems, various challeges concerning system design
and implementation, computing and communication, system architectue and integration, application-based
implementations, fault tolerance, designing e cient algorithms and protocols, availability and reliability, security
and privacy, energy-e ciency and sustainability, etc. are needed b be addressed. Also, to make Fog compatible
with Cloud several factors such as Fog and Cloud system integration, seiwe collaboration between Fog and
Cloud, workload balance between Fog and Cloud, and so on need to be taken cané

It is our great privilege to present before you Volume 20, Issue 2 of the Scalble Computing: Practice and
Experience. We had received 20 Research Papers and out of which 14 Papars selected for Publication. The
aim of this special issue is to highlight Recent Trends and Future of Fogand Edge Computing, Services and
Enabling technologies. The special issue will present new dimeimhs of research to researchers and industry
professionals with regard to Fog Computing, Cloud Computing and Edge Compting.

Sujata Dash et al. contributed a paper titled Edge and Fog Computing in Healthcare- A Review in which
an in-depth review of fog and mist computing in the area of health care iformatics is analysed, classi ed and
discussed. The review presented in this paper is primarily facssed on three main aspects: The requirements
of 10T based healthcare model and the description of services providedylfog computing to address then. The
architecture of an 10T based health care system embedding fog computingayer and implementation of fog
computing layer services along with performance and advantages. In adion to this, the researchers have



highlighted the trade-o when allocating computational task to the level of network and also elaborated various
challenges and security issues of fog and edge computing related to himlare applications.

Parminder Singh et al. in the paper titled Triangulation Resource Provisioning for Web Applications in
Cloud Computing: A Pro t-Aware proposed a novel triangulation resource provisioning (TRP) technigue with
a pro t-aware surplus VM selection policy to ensure fair resource utlization in hourly billing cycle while giving
the quality of service to end-users. The proposed technique uséte series workload forecasting, CPU utilization
and response time in the analysis phase. The proposed technique is ted using CloudSim simulator and R
language is used to implement prediction model on ClarkNet weblog. The mwposed approach is compared
with two baseline approaches i.e. Cost-aware (LRM) and (ARMA). The resporse time, CPU utilization and
predicted request are applied in the analysis and planning phase forcaling decisions. The pro t-aware surplus
VM selection policy used in the execution phase for select the approfate VM for scale-down. The result shows
that the proposed model for web applications provides fair utilization of resources with minimum cost, thus
provides maximum pro t to application provider and QoE to the end users.

Akshi Kumar and Abhilasha Sharma in the paper titled Ontology driven Social Big Data Analytics for Fog
enabled Sentic-Social Governance utilized a semantic knowledgeodel for investigating public opinion towards
adaption of fog enabled services for governance and comprehending theisi cance of two s-components (sentic
and social) in aforesaid structure that speci cally visualize fog enalled Sentic-Social Governance. The results
using conventional TF-IDF (Term Frequency-Inverse Document Frequency) feature extraction are empirically
compared with ontology driven TF-IDF feature extraction to nd the best opinion mining model with optimal
accuracy. The results concluded that implementation of ontology drivenopinion mining for feature extraction
in polarity classi cation outperforms the traditional TF-IDF method v alidated over baseline supervised learning
algorithms with an average of 7.3

Avinash Kaur, Pooja Gupta and Manpreet Singh in the paper titled Hybrid Balanced Task Clustering
Algorithm for Scienti ¢ work ows in Cloud Computing proposed novel hy brid balanced task clustering algorithm
using the parameter of impact factor of work ows along with the structur e of work ow and using this technique,
tasks can be considered for clustering either vertically or horizordlly based on value of impact factor. The testing
of the algorithm proposed is done on Work owsim- an extension of CloudSim andDAG model of work ow was
executed. The Algorithm was tested on variables- Execution time of workow and Performance Gain and
compared with four clustering methods: Horizontal Runtime Balancing (HRB), Horizontal Clustering (HC),
Horizontal Distance Balancing (HDB) and Horizontal Impact Factor Balancing (HIF B) and results stated that
proposed algorithm is almost 5-10

Pijush Kanti Dutta Pramanik et al. in the paper titled Green and Sust ainable High-Performance Computing
with Smartphone Crowd Computing: Bene ts, Enablers and Challenges pesented a comprehensive statistical
survey of the various commercial CPUs, GPUs, SoCs for smartphones con rmg the capability of the SCC as
an alternative to HPC. An exhaustive survey is presented on the presa and optimistic future of the continuous
improvement and research on di erent aspects of smartphone battery ad other alternative power sources which
will allow users to use their smartphones for SCC without worrying alout the battery running out.

A. Dhanapal and P. Nithyanandam in the paper titled The Slow HTTP Distribu ted Denial of Service
(DDOS) Attack Detection in Cloud proposed a novel method to detectslow HTTP DDoS attacks in cloud to
overcome the issue of consuming all available server resources and rrakit unavailable to the real users. The
proposed method is implemented using OpenStack cloud platform wit slowHTTPTest tool. The results stated
that proposed technique detects the attack in e cient manner.

Mandeep Kaur and Rajni Mohana in the paper titled Static Load Balancing Technique for Geographically
partitioned Public Cloud proposed a novel approach focused upon load balaring in the partitioned public cloud
by combining centralized and decentralized approaches, assuming ¢hpresence of fog layer. A load balancer
entity is used for decentralized load balancing at partitions and a contpller entity is used for centralized level to
balance the overall load at various partitions. Results are compared with Fist Come First Serve (FCFS) and
Shortest Job First (SJF) algorithms. In this work, the researchers conpared the Waiting Time, Finish Time
and Actual Run Time of tasks using these algorithms. To reduce the numbr of unhandled jobs, a new load
state is introduced which checks load beyond conventional load statesMajor objective of this approach is to
reduce the need of runtime virtual machine migration and to reduce thewastage of resources, which may be



occurring due to prede ned values of threshold.

Mukta and Neeraj Gupta in the paper titled Analytical Available Bandwid th Estimation in Wireless Ad-
Hoc Networks considering Mobility in 3-Dimensional Space proposes an andlgal approach named Analytical
Available Bandwidth Estimation Including Mobility (AABWM) to estimate  ABW on a link. The major con-
tributions of the proposed work are: i) it uses mathematical models basean renewal theory to calculate the
collision probability of data packets which makes the process simpland accurate, ii) consideration of mobility
under 3-D space to predict the link failure and provides an accurate adnssion control. To test the proposed
technique, the researcher used NS-2 simulator to compare the propaséechnique i.e. AABWM with AODV,
ABE, IAB and IBEM on throughput, Packet loss ratio and Data delivery. Results stated that AABWM performs
better as compared to other approaches.

R. Sridharan and S. Domnic in the paper titled Placement Strategy for Intercommunicating Tasks of an
Elastic Request in Fog-Cloud Environment proposed a novel heuristidcAPER,(Inter-communication Aware
Placement for Elastic Requests) algorithm. The proposed algorithm useshie network neighborhood machine
for placement, once current resource is fully utilized by the appkation. The performance ICAPER algorithm
is compared with First Come First Serve (FCFS), Random and First Fit Decreasing (FFD) algorithms for the
parameters (a) resource utilization (b) resource fragmentation and (c) Number of requests having intercommu-
nicating tasks placed on to same PM using CloudSim simulator. Simulatin results shows ICAPER maps 34%
more tasks on to the same PM and also increase the resource utilization b3% while decreasing the resource
fragmentation by 37.8% when compared to other algorithms.

Velliangiri S. et al. in the paper titled Trust factor based key distribution protocol in Hybrid Cloud
Environment proposed a novel security protocol comprising of two shges: rst stage, Group Creation using the
trust factor and develop key distribution security protocol. It per forms the communication process among the
virtual machine communication nodes. Creating several groups based orhé cluster and trust factors methods.
The second stage, the ECC (Elliptic Curve Cryptography) based distibution security protocol is developed.
The performance of the Trust Factor Based Key Distribution protocol is compared with the existing ECC and
Di e Hellman key exchange technique. The results state that the proposed security protocol has more secure
communication and better resource utilization than the ECC and Di e Hel Iman key exchange technique in the
Hybrid cloud.

Vivek Kumar Prasad et al. in the paper titled In uence of Monitoring: Fog an d Edge Computing discussed
various techniques involved for monitoring for edge and fog computing andts advantages in addition to a case
study based on Healthcare monitoring system.

Avinash Kaur et al. elaborated a comprehensive view of existing data plaement schemes proposed in
literature for cloud computing. Further, it classi ed data placement schemes based on their assess capabilities
and objectives and in addition to this comparison of data placement schems.

Parminder Singh et al. presented a comprehensive review of Auto-Sdag techniques of web applications in
cloud computing. The complete taxonomy of the reviewed articles is donen varied parameters like auto-scaling,
approach, resources, monitoring tool, experiment, workload and metricetc.

Simar Preet Singh et al. in the paper titled Dynamic Task Schedulingusing Balanced VM Allocation
Policy for Fog Computing Platform proposed a novel scheme to improve lte user contentment by improving
the cost to operation length ratio, reducing the customer churn, and basting the operational revenue. The
proposed scheme is learnt to reduce the queue size by e ectivelgllocating the resources, which resulted in
the form of quicker completion of user work ows. The proposed method esults are evaluated against the
state-of-the-art scene with non-power aware based task schedulingechanism. The results were analyzed using
parameters{ energy, SLA infringement and work ow execution delay. The performance of the proposed schema
was analyzed in various experiments particularly designed to analyzearious aspects for work ow processing on
given fog resources. The LRR (35.85 kWh) model has been found most e cidgron the basis of average energy
consumption in comparison to the LR (34.86 kWh), THR (41.97 kWh), MAD (45.73 kwh) and IQR (47.87
kwh). The LRR model has been also observed as the leader when compared the basis of humber of VM
migrations. The LRR (2520 VMs) has been observed as best contender on the basif mean of number of VM



migrations in comparison with LR (2555 VMs), THR (4769 VMs), MAD (5138 VMs) and IQR (5352 VMs).

Anand Nayyar, Duy Tan University, Danang, Vietnam
Rudra Rameshwar, Thapar Institute of Engineering and Technology, Patiala, Pwunjab, India
Pijush Kanti Dutta Pramanik, National Institute of Technology, Durgapur, | ndia
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EDGE AND FOG COMPUTING IN HEALTHCARE { A REVIEW

SUJATA DASH , SITANATH BISWAS Y DEBAJIT BANERJEE Z AND ATTA-UR-RAHMAN X

Abstract.  The architectural framework of Fog and edge computing reveals that t he network components which lie between
the cloud and devices computes application oriented operation s. In this paper, an in-depth review of fog and mist computing in the
area of health care informatics is analyzed, classi ed, and discusse d various applications cited in the literature. For that purpose,
applications are classi ed into di erent categories and a list of app lication-oriented tasks that can be handled by fog and edge
computing are enlisted. It is further added that on which layer of t  he network system such fog and edge computing tasks can be
computed and trade-o s with respect to requirements relevant to hea Ithcare are provided. The review undertaken in this paper
focuses on three important areas: rstly, the enormous amount of com puting tasks of healthcare system can take mileage of these
two computing principles; secondly, the limitation of wireless dev ices can be overcome by having higher network tiers which can
execute tasks and aggregate the data; and thirdly, privacy conce rns and dependability prevent computation tasks to completely
move to the cloud. Another area which has been considered in the stud y is how Edge and Fog computing can make the security
algorithms more e cient. The ndings of the study provide evidence of the need for a logical and consistent approach towards fog
and mist computing in healthcare system.

Key words:  Fog computing, edge computing, healthcare system

AMS subject classi cations. 68M14, 92C42

1. introduction.  The up-coming developments and research in the technology has adjustehe epicenter
of the medical sciences not only for analysis but rather how to preventhose diseases with incomplete recognition
and appropriate along with precise health information through a leading in demand technology called the
"Internet of Things".

In order to record physiological symptoms and signals, various e cient devuces have been discovered and are
feasible in the market which can be easily connected to the internebver smart phones, computer or any nodal
devices. There is a high potential appeal of the fog computing insidehe loT-based monitoring systems as per
the contemporary surveys. The Internet of Things is pointed out towards the physical objects like appliances,
electronics, devices which are always developing throughout the wiat that can feature internet connectivity
within an IP address using unique identities are interconnected ér enabling the various objects to interact
and act accordingly. For obtaining various essential signs within real tine, e cient and working in active
way occurring in medical devices which includes ECG or for maybdor measuring pressure and temperature,
WBAN is used as among various basic prototypes in lIoT methodology of healthcate WBAN establishes a
multitude imperceptible or attire sensor node to percept and coney the data over a wireless network. The
transmission protocols used for this are Wi-Fi or IEEE.802.15.4. Basically VBAN-based structure is Low-cost
and power competent and plays a leading role in several region of healthoe environments such as tracking,
and care clinic towards various disease management including chronic drtaken precaution towards it. Distant
cloud servers are used in many health monitoring systems for keepingnd organizing huge data possessed as
of sensor nodes in huge quantity. Cloud computing has a number of bengs like services which are made
cheap, capacity for the huge facts storing capability and more surplus peservation rate but few challenges also
exists like large data transmission, location perception and latencysensitive issues. For the slowdown in data
transmission and data error packet dropping possibilities have inceased. More the data is sent over a grid
system, the greater is the chance of mistakes that may result in wron@r less precise treatment decisions for
which there will be adverse e ect on emergency situation and criti@l illness of mankind. Thus, there will be a
great requirement of minimizing the ow of data absorbed system in exess with the value of provision. One
solution for accomplishing the problem of a predictable gateway and a rewte cloud server is by adding a coat
in between them. This added coating is termed as fog sheet and it aidsnilowering the large chunks data
but also yet guarantying service quality and so protecting the bandwith of the network by pre-analysing the
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information. Also, fog computing provides services of higher level athe edge of the wireless systems well as
reduces the burden of the cloud [1]. Although the cloud computing hypohesis is brought by cloud computing at
the edge of the network, it also reports which aren't proved before urt in the cloud computing paradigm. Some
of the fundamental characteristics of fog computing are low latency, geogphical distribution, edge localization,
location awareness, inter operability, as well assist aimed at on-lin@nalytic. That is why Fog computing can
be taken into consideration for advancing the human health observing WB\N-based systems for the feature
like low energy, little bandwidth, truncated processing power and involving the hardware with constrained
nodes. To say in literal words, the arrangement of WBAN-based system, ith cloud computing and also fog
computing can be a defensible clari cation aimed at summoning in the ecent 10T healthcare systems. As a
concept,e ective loT-enabled healthcare system constructions preented and can be pro ted starting the idea
of fog and edge computing. Utilizing the arrangement, we all came-up with are ective fog computing and
edge computing healthcare systems which will be 10T enabled and can bdilized in bandwidth also with QoS
guarantee, and backup reminder. This paper primarily focuses on thedilowing three important aspects:

The requirements of 10T based Healthcare model and the description of seices provided by Fog

computing layer to address them.

The architecture of an loT based healthcare system embedding Fog compiny layer.

Implementation of the fog computing layer services along with perfornance and advantages.

2. Related work. There have already been many attempts in creating brilliant accessdwards healthcare
function.Like for example, Chen et al. [18] introduced a technology of wieless sensor network ow which is used
for a smart gateway aimed at the health care system. The endorsed gateway epating for instance can over
pass amongst public communication system and a wireless sensor networkt basically has some exceptional
features like having a data with agreement system, very imsy databag plus the usefulness just before declaring
the needy persons in case of any tough times. In addition, the gateway gerates the request- response message
function which creates a process of shrinking a distant server'atigue. Mohapatra et al. proposed semi-hybrid
architecture by using a sensor cloud which is needed in distant pant monitoring with working network ow
[19]. Advantages were taken by utilizing the sensor cloud for patient's kalth condition which can be monitored
and can be shown in their proposed system. The writers did preserd cloud computing with a solution intended
for patient's data collection in healthcare organizations. Sensors are uskin various systems which are adhered
to medical equipment's for assembling patient data then sent the dta to cloud to provide restricted permit.
Yang et al. presented health monitoring gateway system based on Smart mines [21]. The recommended
requirements for a gateway in a Bluetooth console to upload gathered datand send them to remote servers.
In [22], the sensing servers are used as gateways in the system whishhandled by the sensor network system.
But, the proposal is exaggerated the insu cient and extensible as wellas ine cient for many applications. In
many organizations [23], authors have researched and proposed an idea with araenple of a lively IPv6. Less
powered wireless with area network (6LOWPAN) is a signal router which wasestablished on Hidden Markov
Model. This model was used for developing settlement in the hedlt status. In [24], the researchers have already
designed a mobile gateway for pervasive healthcare system used for Zig8 and Bluetooth. The gateway which
favours the feebleness with many services such as investigation dfé medical data etc. are e cient, though the
gateway can be ine ective within terms of actual power utilization which cannot be recommended for practical
use. Zhong et al. presented an alternative way centered on a mobile phe which is used to connect sensor
network system nodes along with the devices promoting CDMA or Blueboth [25]. In a relative work [26], the
recommended design can achieve data through many individual health gadget USB and ZigBee along with
Bluetooth can be considered as a communication process. Subject inding body area sensor network systems
can be used to attract the attention among a lot of researchers during thepast few years. Speci cally, in the
healthcare domain numerous amount of work has exponentially expanded vari@iundiscovered stepping stones
with only one intention for betterment of healthcare monitoring system.

As few works seek the newer systems along with further methods bieles number of services although some
other researchers approached to suggest new way or else new approachesll, Some narration in the above-
explained examples, a great quantity of systems are specifying alongithr ZigBee though it can be tough for
guarantying the characteristics of service done in ZigBee while obseing streamed bio-signals like ECG, EMG
etc, with the extreme data rate nearly at 250 kbps of ZigBee. OppositelyBluetooth Technology can be used to
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solve problems of ZigBee which is lesser data speed and other small-gancommunication protocol. In spite of
this, maybe it is tough for depicting a gateway for supporting mobility as well as employing data through multiple
targets with utilizing Bluetooth Technology. The above systems furdamentally use simple gateways from node
so collect data and transmit these data for remote servers. Furthersometimes any of these workings had been
accounted completely taking advantages of the computing paradigm about fog andontributing insightful to
the gateways. The target of the section is used to uplift the loT-basechealth monitoring system utilized among
di erent surroundings like among family also in hospital just by imparting the smart gateway [27]along with
fog layer consists an extra advanced services. Fog computing concégmt is actually the elaboration of pointing
applications from the cloud computing paradigm along with a vision and provnce where the full support of the
prototype from the cloud is not achieved. Few among them includes fastesponse employed containing video
conference applications, besides Voice over Internet Protocol (VolPwhich requires very less latency for the
reason that QoS might get reduced by unusual delays.
An Enormous data solicitation which is assembled in a huge load with data takn from countless sensors
after which it transmits the data via the networks essential for the availability to achieve high bandwidth
[28].
Observing the applications, which can be controlled constantly, neds no interruption during data con-
nection because of connectivity loss takes place among the cloud then mitoring systems [29]. Features
use din the presentations are mentioned above which were indistguishable along with the features of
health monitoring systems in real-time. These network that have masive quantity of collected data
commencing a variety of environmental along with bio sensors. Later thismassive volume of data
transmits above the network which is ultimately monitored remotely through end users like care-taker
or doctors. Hence, fog computing stands on these systems e ectivelgnd is appraisable that instead of
removing before lessening the importance of the cloud in IoT applicabns, from the facet of location
awareness,less latency, scalability, real-time interactions, Herogeneity and inter operability that fog
computing technique is completely cooperated as well as compatibleytihe cloud to enhance the existing
IoT applications, rather than replacing or lessening the importance of tke cloud in 10T applications.[30].

3. Fog Computing.  Fog computing, networking, storage and other domain with particular servies are
handed over to the 10T system by Fog computing layer. The Healthcare @main di erentiates it from the other
lot applications by having the most used feature of remote monitoring wlich require high degree of reliability.
The protection and personal aspects towards the health care were highlgssential and should be implemented
along with the Fog layer focussing on the health care. Moreover,withthat it permits the Healthcare IOT to
address the necessities of the proximity of Body Area Network (BAN) toFog layer. Some necessities along with
the Healthcare 10T services were inclusive and useful for any applic&n domain. The concluding view of the
Fog layer and services are discussed separately and shown pictorialh Figure 3.1.

3.1. Managing Data. @ Data management is important in Fog computing because the sensory data is
locally used in order for withdrawing essential information of anyone bt provide a response to user and notify
the system plan adaptations. Agreeing to the network architectonics, Bg layer dynamically accepts some huge
quantity of data which is auricular from the sensor network system in avery small interval in time, so its main
focus is to control the incoming data in order to give a fast reaction wih respect to number of users as well
as conditions required in the system. This task acquires more impognce in healthcare scenarios since latency
and uneasiness occurs in decision making might cause incurable damagesthe patients. According to the
numerous ful Iment of the data management work, we establish it with ve di erent units and all are required
for an intelligent e-health gateway. All these parts are named as local stage, data analysis, data ltering, data
con ning and data fusion.

3.1.1. Local Repository.  The gateway requires storing the data which are received from many dérent
sources in a local storage unit so that it can nonchalantly use for analysisni future. The operating system
in the gateway contains a le server and a database which stores and also cevers the data. The gateway of
the local storage stores the les which are encrypted or maybe contairein a compressed format depending
on the type, size, along with the priority of the data. The gateway cause he local storage for exporting data
to medical level information like Health Level Seven (HL7)[2][35] when neged. Other features of the gateway
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Fig. 3.1 . Dierent Fog layer and services.

Sensor

like analysing the data, compressing it, ltering, and inscription are basically inter-dependent on a local storage.
The overall data rate can be moved among the cloud layer and also the Fog yar depending on the network

pace then more towards local estimation along the gateway is visited thlwughout its power of processing. So
it can occur in any displacements during transfer time along with conputation time, the local storage acts as
a local cache memory to make the data ow reliable. Local storage can also spprt and save the data when

the internet connection isn't accessible among gateway and cloud sezv. When the internet is restored, the

gateways can send saved data into the cloud.

3.1.2. Data Filtration. This is the rst step of data processing unit that implements data Itering meth-
ods at the edge after receiving it from the sensor grid system. To get atient's medical condition, numerous
bio-signals are collected using pertinent fact- nding from devices like electrocardiogram (ECG), electromyo-
graphy (EMG) and photo plethysmogram (PPG). These bio-signals relativdy include di cult shapes along
with tiny amplitude (i.e., millivolts) and accordingly they were d ominated by speci ¢ unwanted an unreliable
sounds which is misled throughout the health monitoring. The noises tlt are perceived can be thermal noise,
electromagnetic interference noise etc. Some available light-weigHters at the nodes of the sensors reduce the
assembled noises yet; this may e ect in some practical aspects. Tisthe Fog layer containing the data Itering
unit which removes the noise and can boost some features of the signaks.q., signal-to-noise ratio) by the use
of di erent lters (e.g., nite impulse response (FIR) Iter) ear lier than any other local data analysis.

3.1.3. Compressing Data.  For decreasing a massive quantity of transferred data throughout the com
munication network, data could be attened by lossless or lossy compreson methods used. The lost data
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can generate inapt or incomplete disease diagnosis in healthcare 10T applidahs because lossless compression
is preferred. Even if compression algorithms which are lossless caetrieve indigenous data with precision,
are considered to be complex. Also, the algorithms are not most suited foremsor nodes which are actually
resource-constrained concerning computation, memory capacity also btgry capacity. Like for an instance, in
all sorts of sensors lossless ECG compression methods [3, 4, and 5] cannotused. In particular cases, at
sensor nodes these lossless algorithms can be fortunately employedhin it but these can also originate huge
power utilization and latency. Fog computing aids to improve these afaults of the sensors and can be kept
away by diverting all toughes of the sensor nodes towards the gateway @ncan manipulate these complications

e ectively during considerations of the real-time circumstances

3.1.4. Data Blending. It is a data processing unit which can place sensory data commencinché nu-
merous sources for getting more meaningful and strong information. By avdiing repetitive data and restoring
the latest data this processing unit can completely diminish thevolume of sensory facts.The local data analysis
and data transmission gets boosted by the data reduction towards the ditant servers.Three separate classes
are categorised in Data fusions interdependent concerted also comptte with others [6]. Firstly, At least two
di erent details acquired for more extensive knowledge of the Fog lger achieved from dissimilar places when it
mixes with data fusion. For instance, when an ecosystem context data mies with patient's health speci cation
it shows a more complete data about the patient's state. Secondly,byntegrating data which is formulated from
one source with (at least) two other sensors the erce data binding carregulate the quality of the data along
with system's decision making capability. For example, utilizing the values taken from an ECG signal also
from a respiration signal further powerful heart rate value is extracted. Lastly, using multiple sensors latest
information can be yielded with relevant data fusion from a particular place. An example of a cooperative data
fusion is the patient's medical state which uses vital signs (e.g., éart rate and respiration rate).

3.1.5. Analysing Data. In data analysing unit the sensory local data is carried out by the healtltare
system. The quality of the system in this unit and then sent to the cloud servers after diminishing the response
latency and data transmission. For example, when an emergency occuriké patient's health deprivation the
emergency matter gets triggered and response comes to play quickly arappropriately because in the cloud
instead of getting imparted the local processed data waits for a suitale response. Furthermore, data reliability
as well as the consistency of the system is enhanced by the data analysinit.Finite bandwidth along with
Connectivity losses during data transportation in the long-term remote health monitoring were like an inevitable
event because the patient may engage in di erent activities in assoed habitat. Hence,the system's local
functionality,sensory data as well as the arithmetic can be directedand taken care by the con ned edge of the
storage data analysis and also balance the Fog layer after recounting it tohe network with a remote cloud.

3.2. Managing Event. A number of major events like change in vital signs, activities or suroundings of
the patient can take place in patient's audit. In actualize systems wih a speci ed gateway or maybe a shift
in a learned behaviour can be activated by these events. In case of tidal condition low latency clari cation
which might help in notifying health experts, caretaker and even patents are supplied by Fog computing
technique immediately. The event administration service forti es on time and with proper signal delivery in case
of medical actions or automatic system actuation when there is a need in ok response. In some medical events
like changing the frequency of nerves stimulation related to heart ate or automatic insulin pump with blood
glucose level which is regulated with the quick response of activatorshen it is essential. Some requirements
are alerted to the rapid responding team, caretakers or family membersf the patient when there is an incident
occurred.

3.3. Resource E ectiveness. Resource pro ciency is among the most important factors in healthcare
loT function, since catastrophe can lead to severe corollary for sensor des' failure to incorrect diagnosis among
diseases in resource management. Expectations of collected data presmhat end-user's terminals essential to
be constantly kept a note of with the energy exhaustion of sensor nodesThey are dealt with in details as
following:

3.3.1. Ecient use of energy of the nodes. Sensor nodes in health observing systems should be
capable to work for a long interval like a whole day or even a few days wich are generally small and resource-
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inhibited, such as miniature battery capacity. Sensor nodes shoulthe functioning e ciently in relation to energy
utilization for ful lling these necessities. For the ful Iment of these tasks many methods contain software and
hardware-based procedures which are useful. For example,the dgsiof sensor node hardware is used for speci c
purposes instead of generic tasks. The unnecessary mechanisms or hjgtwer overwhelming components can be
avoided by controlling the energy depletion by this technique. Hovever, customizing the software successively
at the nodes is more stimulating for scheming energy e cient nodes.Speci cally, the software is simple in order
to reduce reckoning time and must be able to execute primary erransl of the sensor nodes. For example, sensor
nodes in loT-based plunge recognition systems could intricate the faltletection algorithms by only collecting
digital data and address the data to Fog layer [7]. Dramatically condensatn can occur in the sensor nodes'
power depletion.

3.3.2. Latency. Latency produces unsuitable disease enquiry and delays the supgsory procedure in
health monitoring solicitations. Handling and conveying of data both presnted latency in loT for trans-
mitting latency to end-users from sensor nodes via gateways, lik€loud and processing access. In multiple
instances,trade-o relationship is often dealing out and showing latecy expectancy. However,reduction of the
total latency is not always occurred buttes ting the handling data latency. Data processing can even surge the
total latency in some circumstances. For some certain sensor nodes and@jzations a pragmatic di erentiable
procedure must be done to minimize the total latency and ful | the time necessities of real-time health moni-
toring. In other cases, to remove noise and void data some cleaning methedre used in reducing the latency in
total as well as huge amount of data transmission. For example,Fog can act as an atteative for sensor nodes
to reduce the total latency in an ECG feature withdrawal solicitation; the feature extraction algorithm must be
routed towards it [9].

3.4. Management of System. Device supervising consist many parts of Internet of Things organizatin.
In this part, the main area of the debate is on device supervising fronthe fact of observation of locating device
and keeping the connection through in mobility.

3.4.1. Mobility and locating. In the sensor and actuator systems the reserve restriction of devicdsad
been stated previously. The life time of the battery is very important speci cally fora battery motorized devices
which also require actual supervision. Devices must be in sleepade in a supervised manner whenever they are
about to gain idle condition. Any transmission that takes place when the de&ice is in the sleep condition requires
care for the cover of Fog.The patient,who is trying medical sensors fomoving from one location to other in
a healthcare scenario, can adapt the liable gateway that handles transmigm. This shows that the sleeping
sensors need to wake up at the sector of various gateways. To locate and eteely handle the sleeping cycle
device discovery service must support other devices that can lknto a sleeping sensor node; the full utilization
can be found for this service [10]. The Fog layer service is used to conunicate the nearby kept data from one
gateway to other and let it occur without riveting much of the nite r esources but also should a ord the liberty
of exibility for the patient. For smoothly pursuing the observation activity at the new place in other gateway
the device must be located in a new situation, the bestowal takes plce. A shortened execution of exibility and
locating device functioning simultaneously is represented in g computing [11], These services can be used for
more provinces as well as these facilities too.

3.4.2. Inter-operability. The I0T is generally a bunch of diverse set of transmission protocols, ptforms
and data setups. There are multiple regularity try to initiate constantly amongst the various modules. The
present upright subdivisions of presentations require to be joind to simplify the modeling of not just a part
of but the entire of the healthcare applications. Traditionally a nity i s facing the dare related to resource
restriction of the most of the end gadgets. The presence of fog guring lger is to cover end devices and thus
prosper inter operability which caters a vital part in giving ameniti es gripping. These utilities actually work as
a connector among various transmission protocols, data setups plus plaifms. At the Fog layer some work can
be experienced forgiving semantic inter operability to the data obtined via the sensor son the cloud.

3.5. Personi cation. Various presentations of Fog computing can be setup in trial or through in un
time by behaviour of a machine. This might not bead equate for healthcarestructure since users may have hold
in various triggers through assorted surroundings and innumerable medal state. So, a powerful plan for the
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machine is necessary, not only to customize the machine performance granting to speci c user requirements
but also assertive habituation to the machine over time, exceptiondly in case of a crisis. In this regard, it
optimizes the energy pro ciency and also enhances the local decisianaking. Various health applications using
rule-based skills and machine learning processes are illustratdey Customized scheme behaviour. According to
the patient's condition, the proper principles are chosen from the ensor sampling frequency and data transmis-
sion rate which are well described. Further, precedence is cusinized with respect to the medical history of the
patient. Simply putting together, the machine would acquire to give more proper heart associated frameworks
only if a heart failure is diagnosed for a patient throughout the observation

3.6. Privacy and Security. Overall, safekeeping is very vital for every solicitation in healthare is im-
portant because a single apprehensive part of a machine might endanger aitman life. Fore.g, an insulin pump
in an loT glucose controlling machine can be hacked within 100 feet which iseason for harm [11]. The full
machine which consists of sensor nodes, gateways, Fog and Cloud must pmtected adequately for delivering
a secure |oT healthcare machine. The complete system can easily be mpnlated by hackers if somehow any
components are hacked. For facts encryption and decryption various lik€MAC-AES-128 or AES-128 are used
at sensor nodes and gateways, respectively. For constructing IP tabk giving consent to proper transmission
ports IP table provided by Linux can be utilized in the gateways [12]. For securing the whole machine these
techniques can't be trusted as powerful one because these can mbdisafety at di erent levels, whereas, in
many occasions, it provides a high level of security in the literatwe [13, 14, and 15]. Still, their complicated
cryptographic procedures are not concern to resource-constrained ssor nodes as well as loT machines. Rahimi
et al. [16, 17] currently launched end-to-end secure parameters for dicting the safekeeping troubles in loT
healthcare machines. The chief parts, comprising of various complicad security algorithms, are executed at
the Fog layer as well as the parameters that can give better veri cation aml approval for Health-Internet of
Things machine.

4. Edge Computing. Edge computing says about an astonishing eyes opening technology that allo
calculating at the extremity of the linkage, on data of downstream or upsteam kind. Downstream will come
from cloud services where-as upstream data is organized on the part of 10T seces. And now we declare
"edge" as guring and integrating grid system locality along the way among data obtain ability and cloud data
servers. Like, a smart phone is the border or edge connecting livingdings and cloud data, a gateway can be
referred to a smart home. The hypothesis of edge computing is that compation should always take place near
a data source. According to our idea of research, fog computing can be rigged by edge computing [32] but fog
computing marks extra on the substructure side, whereas edge comfing stresses mainly on the e ective side.
We envisage that edge computing when compared with the cloud computingan possess a large and better
e ect on our community. Fig. 4.1 displays the two-way computing rush for edge computing. Edge computing
models, things that acts as data consumers, but can also act as data prodecs. On the edge, representing the
computing works which is commenced on the cloud but also the posseesis,can't appeal facility and content
from the cloud. Edge computing can conduct data transfer, storing the @ta, accumulating and handling, as
well as spread appeal and delivering amenity from cloud to user. The e itself requires to be well planned to
converge the need that can be e ective with praise to reliability, sscurity, and isolation protection with all the
kinds of tasks in the network.

In edge computing, the center of attention is on setting the computing atached to the closeness of data
causes. This has various advantages contrast to conventional cloud-form compng paradigm. To illustrate
the probable advantage we use several premature outcomes from the circl&he response time has moved the
computation from cloud to the edge by reducing it from 900 to 169 Ms and the Reswch workers raised a
proof-of-concept platform to execute face acknowledgment presentimin [64]. Ha et al. [33] used the cloudlets
for o oading the computing tasks for wearable cognitive support, and the advancement of reaction time is
between 80 and 200ms when the results get displayed. Furthermore, byse of cloudlet o oading the energy
utilization could also be condensed by 30%-40%. Between the mobile and ¢hcloud with their prototype which
could shrink 20 times the executing time and energy for tested usesan perform merge dividing, relocation with
merging, and the on-demand instantiation in the clone cloud.
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Fig. 4.1 . Edge computing architecture.

5. System Architecture, Fog and Edge computing. Figure 5.1 exhibits a complete diagram of a
Health-loT system that shows how the elements can be systemized irush a scattered way over the three layers
which can be used in smart hospitals. Among these classi cations, themiplanted sensors note the associated
material of the patient's health, thus the private monitoring of various variables can be furnished by helping the
patient. This health data can be also boosted by means of date, time, locain, temperature, etc. Circumstance-
awareness allows identifying a typical design and creates more exaaiferences regarding the situations. The
sta like CAT scan, magnetic resonance imaging can be attached with other mdical equipment for transferring
information from machine. The machine construction contains followingimportant elements:

Medical Sensors and Actuators networks: Some omnipresent identi catin, sensing, and transmission
capability, biomedical and perspective signals are allowed to betakefrom the body and surrounding.
Some wireless or wired communication protocols such as Bluetooth, W, networks of intelligent
e-Health helps in transferring the data to the access.

Gateways: After several geographically scattered intelligent e-Healtlgateways this layer is constructed,
such as developing a virtual fog. Every gateway, acts as a connection poirgmong a sensor network
along with the local switch/ Internet which helps in di erent tran smission protocols. These higher-level
facilities like data aggregation, lItering and dimensionality depletion can only be accepted if data from
various subnetworks, bearings protocol conversion provided to them.

Back-End System: A cloud computing programme that executes streamig, data warehouse as well as
data analytic is achieved in this Back-end scheme. At last, it can adjuct the web client exhibition
such as GUI regarding nal picture and feedback. A source of large data [36, 37, 63pr statistical and
epidemiological detecting forthcoming epidemic diseases can be caitsted by the possessed health and
setting data.

5.1. Properties in addition to features of the smart e-Health gateways. To help several wireless
proprieties and take charge of inter-device transmission are the mostigni cant part of this gateway. According
to this part, we enlarge its particular part which turns out to be fog enabler by (i) establishing the orchestra by
the linkage of gateways and (ii) applying various characteristics like ating as repository to volatile store users'
data with sensors' and combining them with aggregation,interpretation techniques, and data fusion. For the
local pre-processing of sensors' data these techniques are ess#rand can be called as an intelligent e-Health
Gateway.
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Fig. 5.1 . Smart e-health monitoring system

5.1.1. Local data processing. Between the several characterised fogs computing has further addedige
of local data handling which is executed to give smartness by whichite streaming data is surveyed locally at the
gateway. Agreeing towards the architecture of the machine, fog layerequirements constant approach of a huge
guantity of sensory data in less time and react properly in surroundirg to several situations. This task develops
to be more vital in medical cases by allowing the machine to response agiickly as it can in case of medical
crisis [38, 61]. Figure 5.2 explains the usage of a local processing unitrfdata Itering, data compression, data
fusion, and data analysis with a conceptual architecture of an intelligat gateway.

5.1.2. Data ltering. Accepting data,after number of sensing devices and making it importanto use it
properly, early bird processes at the edge previous doing some kind bfgh-tech processing example data survey
is really important. Bio-signals sucked up from any patient are always mgor sources of data for evaluating a
patient condition. These generally have complex gures with little voltages and lots-o frequencies. Throughout
the time of gathering information from a patient body, sound is also colleted to the bio-signals and twists the
indication standard. Such disturbances in the electromagnetic inteference from other electrical machines,
electric power grid, and unsuitable extension of sensors to patietg body can be built by several resources like
oscillations of ac. These problems can be directed by the smart e-Healtgateway at the fog layer in which
it interfaces sensors at straight. By the use of several transmissionrptocols the fog layer accepts digitalised
signals from sensors. Even though sensors might be executing lightgssures training to eradicate disturbances
to a speci ¢ standard at the data receiving unit, additional tough and complicated information Itering at the
fog layer is of primary importance.

5.1.3. Data compression. To minimize transmission waiting and power disbursed throughout transac-
tion; the factors of data transmission, data compression is very esseial. Both lossy and lossless data subjected
on the solicitation are squeezed broadly utilizing it in the 10T domain. Computation for executing composite
algorithms more demand than the Lossless data compressed for its short cong. So, for lossless data compres-
sion methods are advanced which have the ability and necessities far processor speed and memory size. Both
lossy and lossless compression technique are appropriate in the systéayer of Health-loT machine. Although,
some restrictions occurs just as battery life time and availability of treating energy in some cases where lossy
data compressing technique is more suitable for resource-constrad sensors. For example, numerous standard
lossless ECG looseness techniques [39-40] don't suitable to many dient kind of sensors like in lossy com-



200 Sujata Dash, Sitanath Biswas, Debaijit Banerjee, Atta-ur-Rahman
I
-m 11te s sk, - ] Tawice
[—— Hatati el ooy
N — i g
i By
— 1
ram—— 08 it w et [ it T/ From
e Remite
Sentor Network : Healthcare
FhaTa gt |
[ ] Opararing Ly i, System
=D
raeramimaet - oy oar  BAM . Dy L P T S maay Pk
Sawacn T
Hedwuy
i Srmart e-Heslth Gateway
Semar H
—

Fig. 5.2 . Gateway architecture of smart e-health system.

pression techniques, for instance the technique proposed by Yu ell. [41], were practical in hardware demand
with its features. For checking all structures of the signals are rerained ensure of with big accuracy which is
presented as in real-time ECG monitoring, has an advantage to have losslesempression. By discharging the
liability from system layer Fog computing supply the required computational energy for systematic directed
towards lossless data compression algorithms with complexities. Wh consuming lossless data compressing
technigues it can authorize real-time actions.

5.1.4. Data blending.  Data blending authorizes to productively lower the capacity of data, and there by
lower the energy necessary for transmitting data. Whereas, Data fusin is actually divided in three di erent
parts: cooperative,complementary as well as competitive [42]. Corregmding data fusion is applied on the fog
layer to obtain stronger worldwide knowledge. Gathering the tempeature dissimilarity between body and the
neighbouring at any occasion is given from two di erent sensors. Compdtive data fusion is also employed
on the edge that data since a distinguished factor is gathered from variousesources to re ne the precision
and the stability of outcomes in instances of sensors' collapses. Ultimaty, collaborative data fusion too gives
advantages in the edge such that fresh data is gathered in intelligent gateays from the diverse information
which is gathered from di erent origins. For example, cooperative datafusion provides all-inclusive information
regarding the medical condition of a patient from their important sympt oms.

5.1.5. Data analysis. The reactivity of the machine can be enhanced by implementing located data
examination in the edge. It may help the machine to erase and forecast alaring conditions. For example,
detecting the fall of an aged person, the fog layer could provincially spply detection of falling of a person
regards giving out not only despatching variables to a cloud and restingdr the replies. Subsequently, the
machine responds to the alarming condition as fast as possible and is moreust worthy and executes real-time
reactions. In the fog layer,Apart from that the sensitivity of the machi ne, exploiting facts examination to allow
the machine on the way to lower the latencies along with crucial varialles to a maximum limit. Moreover,
localized data examination and local response from the sensory informath upgrade the machine dependability
and stability in case of non-avail ability of Internet connectivity. F or continuing distant observing of discrete
su ering from persist entitles, Internet disconnection can be recurrent happenings. Fog computing authorizes
to remain all the performance of the machine function close by. Additiorally,giving out ndings in a localized
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repository in the fog layer as well as feasible to rescue the sensomgformation after harmonizing them along
with the Cloud and connecting it later when it is back in position and in operation.

5.1.6. Adaptability. Taking into account, the implementation of fog layer in di erent sit uation, some
early de ned variables (example:sensors to cloud transmission rategre xed considering the use case. Never-
theless, this is very important for the fog layer to be customizableas well as adaptable over time, exceptionally
when crucial incident happens. The customization may be vigorously mplemented for di erent assistances
employing progressive ML algorithms like incremental SVM and incremetal NN. Data transmission of the fog
layer requires being regularly incremented, which combines dat appeal from the sensors and also transmitting
the data taking it as a ratio of the cloud to the fog layer. For example, on coninuing observation of a sick person
sustaining cardiovascular disease, the machine must acquire to grothe appeal rates (priority) for heart-related
variables on identifying unusual heart-related issues. Neverthelss, rate of transmission to the cloud is executed
by allocating prime concerns to various services besides parameterThe prime concerned of rate of the cloud
for patients to the transmission of data with critical illness involves is being elevated, while low transmission
rate is required for the patients su ering from chronic diseases. Asa conclusion,the performance of machine is
not good as the adaptive fog computing thereby growing sensitivenessith explicitness of crucial limitations
and on dependability of the prime concern the system adapts.

5.1.7. Local storage. To safeguard that the machine is able to recuperate evenly, the data, gateays
must be e cient of keeping the arriving data with the local drive. The OS on the gateway manages the local
repository and also keeping the data inside of a non-volatile storage. Datzan be kept in local drive in a
squeezed or protected way depending on the category as well as consames. Data can be transported into
a medical quality formats like Health Level-7 (HL7) [43] if needed in the reository. For additional purposes
of the gateway storing of data is correspondingly important. As consideredefore, access will be in charge of
data survey, compressing, Itration as well as encoding; all these task may need a local volatile drive. The
pace for transmitting data from the gateway to the cloud is restricted by network transmission capacity, besides
computations were restricted by giving out capacity of the gateway, for he situation of inequality of data
processing and data transmission, constant data drift along with the bcal drive will act as a cache to appliance
uniformity. When the network is not available but it makes the Data dr ive on gateways machine dependable
and powerful. The local repository is managed by the database administrate unit shown in Figure 5.2.

5.1.8. Local impulsion.  The actuation can be categorized into di erent con gurations in the IoT-b ased
healthcare system. The actuation can be used in the con guration of data staming, administrating medical
actuators as well as sensor network recon guration. , A foreseeable and faskaction time is proven in many
situations. lllustrations for fast reaction actuators modify the frequency of electrical nerve which is restored
depending on the heart rate, otherwise altering insulin liberate rat in unmanned pumps based on the additional
key indications and patient blood Glucose. In real-time to regulate @nel for medical exception lists is important
for transmission to slow down where at least samples/second rate is reired to attain when there is a streaming
in a patient's medical signals. Utilizing the networking potential along with local processing force the gateways
are capable of streaming real-time signals like ECG and PPG (photo plethsmogram) towards a user machine
(i.e., tablet), on the Internet connectivity separately. For intell igent e-Health gateways at the edge of the
network some statements are required between the notable functiondHealth care observing systems frequently
requires notifying and informing care givers, medical teams and the @tient about censorious circumstances
that need immediate response. Any miscarriage in the noti cation utility may cause critical issues for medical
therapy as well as the patient. Di erentiate of sending noti cations t 0 a cloud server which is capable after
numerous practices, a gateway which has restricted measures only camform through few x media. However,
there maybe a lack of cloud server but the gateway-based statementsg@ceed autonomously (e.g., via the local
grid system or GSM) throughout the server, after amplifying the constancy of the machine we must be sure
that users can obtain important reports in time.

5.1.9. Security. In the Health-loT systems security is regarded as of great importance on the wrale that
in secured machine may have dangerous problems. In Linux the gatewayike the IP table is exploited when it
is approached by a big level of security as well as operating system lelv When Linux kernel rewall supplies IP
tables and IP FW it is also applied for the set of regulations in the network packets con guring the IP packet
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table. At some ports IP tables are constructed for giving privileges to ommunicate while other ports will be
obstructed meant for obstructs dispensable tra ¢ [44, 60]. Although the gateway behaves as an embedded web
server when the set-up is not available or when it is required, it mg convey through secured validate sensor
junctions plus HTTP sustaining the integrity,privacy, and originali ty of the machine. Even though IP tables
give a few lead, they can' be reviewed as a powerful appliance for safet In structured to have a towering
level of safety, IP tables need to be in alliance with extra powerfulsafety methods. To label these problems,
distinct advance towards have been currently suggested in the congsitions [45-47, 59]. Although, cryptanalysis
performance in these advancements are bulky because of the capabilibf force and processing capability limits
building these illogical for resource-limited system. In a curretreport cantered on safety, Rahimi et al. [48, 49]
proposed a safe and robust authenticated and authorized proposal for the HedltloT machines which is required
for few processing power in the edge. More accurately, on the con icto run safe techniques at resource-limited
sensor nodes, and the proposal utilizes features of an intelligent gatey in the fog computing for high end
security which is related to the workload.

5.1.10. Inter operability and re-con gurability. Apart from the uniformities attempts, it was appar-
ent that inter operability has a crucial part for the accomplishment of Health-10T tools. By alike heterogeneous
mixture of grid system technologies, platform and protocol selection forexecuting loT-based framework, im-
plementing these approach is an apparent confrontation. This intelligat e-Health gateway has a crucial part
forgiving inter operability for di erent sensors attached through dis tinguished grid system edges. As depicted in
Figure 5.2, the intelligent e-Health Gateway utilising either wireless network or wired connections are attached to
the context sensors plus the health sensors where it implementsaxious grades (e.g., Wi-Fi, ZigBee, Bluetooth,
6LOWPAN,) to interact to the gateway. The cleverness of the gateway arisesvithin the shape of uncomplicated
combination of technologies and standards with these heterogeneous netwoprotocols, soit permits them to
interchange data along with e ort easily.

Technical aspect of Inter operability. The di erent machine parts in the loT-based machine are developed by
number of sellers, and thereby they implement various grid systenstandards and interfaces. In this intelligent
e-Health gateway development, technical inter operability can be gaineddy instructing switched data to the
intelligent e-Health gateway that has various interfaces.

Syntactic Inter operability. The layer for Syntactic inter operability actually depends on the foregoing,
technical inter operability layer. This handles the structure of messages interchanged across the systems.

Semantic Inter operability. To give semantic inter operability in two di erent types a proposed intelligent e-
Health gateway had been developed. The rst inter operability repreents the information gathered from sensor
nodes when it is concerned with additional systems. On the other hadhInternet plus the human readable data
is attached with the gateway.

5.1.11. Discovering devices and mobility assistance. Usually mobility has two major techniques,
handover and roaming, those are required for loss of data and interruptionn services, and to manage the
Quality of Service (QoS). In mobile host, bestowal happens when the corettion channel is switched to other
channel during roam occurs while going from one network to other. Macro andnicro class are two divisions of
Mobility and they were expressed as mobility inside the various nework regions also inside the network region,
commonly [48, 57]. There remain a number o ewer techniques which hold p mobility in edge routers [50,
56, 58]. Nevertheless, substitute technique is not present in thiperiod to wholly represent the toughest the
loT scenario. For instance, inconsistency with routing which is muti hop, besides the need of NS (Neighbour
Solicitation)/NA (Neighbour Advertisement) interchanges occur among the dualistic real problems inside the
proxy IPv6 mobile. NEMO changes to further complex when various kindsof mobility (micro and macro)
happen at a time.

5.1.12. Energy e cient criteria for sensor nodes. Recently, several approaches [51, 54, 55, 62] are
being focused on giving energy e cient for IoT based Health products. When Gia et al. [53] was utilizing
the short power transmission protocol, Otto et al. [52] executed the athentic signal handling on sensor nodes
towards the sensor nodes conserving the energy of transmission. Tlappreciable quantity of energy can be
easily stored or kept unused through fog computing by redistributing a few capacities from sensor module to
intelligent gateways.However,those approaches may increase the egyg e ciency of the sensor nodes.
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6. Conclusion. The research work presented in this article focuses on retrospdon of Edge and Fog
computing applications in healthcare. These jargons are associated wit@loud computing and named according
to their architectural relationship. Various applications can function more e ectively using Edge and Fog level
rather than migrating to the Cloud. This is for various factors like natur e of client, data locality, grid system
overhead, device and cloud resources and their availability etc. Té main intention remains to make the service
available in all types of circumstances. It has been found that various halthcare related applications are
more applicable for execution in Edge and Fog rather than Cloud for its soluion to the various constraints
of the various sensors. However, the review depicts that a massive cgmutation which happens in healthcare
applications need to be processed in a layer that exist between thsensor network and the cloud. The articles
reviewed here also show that all the network layers have potentiald get involved in computation work. Apart
from this, we also have highlighted the trade-o when allocating compuational task to the levels of the network
and discussed the challenges and security issues of fog and edge conmytrelated to healthcare applications.
Though the sensor devices are not powerful enough for performing the cqmtation task, they overcome this
limitation by o oading the computation task. In addition, due to some rest rictions, cloud computing is not an
e cient solution for such o oading. But, the exibility of fog computin g allows to induct computation as a
part of the network infrastructure, therefore regarded as a most appropiate solution for healthcare.
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TRIANGULATION RESOURCE PROVISIONING FOR WEB APPLICATIONS
IN CLOUD COMPUTING: A PROFIT-AWARE APPROACH

PARMINDER SINGH , POOJA GUPTA Y AND KIRAN JYOTI 2

Abstract.  The elasticity feature of cloud attracts the application providerst o host the application in a cloud environment. The
dynamic resource provisioning arranges the resources on-demand acco rding to the application workload. The over-utilization and
under-utilization of resources can be prevented with autonomic reso urce provisioning. In literature, the Service Level Agreement
(SLA) based, load-aware, resource-aware and user-behavior aware solut ions have been proposed. The solutions are rigid for
a particular metric which provides benet either to end users or t o the application providers. In this article, we proposed a
Triangulation Resource Provisioning (TRP) technique with a pro t- aware surplus VM selection policy. This policy ensures the fair
resource utilization in hourly billing cycle while giving the Qua lity of Service (QoS) to the end-users. The proposed technique used
time series workload forecasting, CPU utilization and response time in the analysis phase. The experiment results show that the
TRP resource provisioning technique is a pro t-aware approach fort he application providers and ensure the QoS to the end-users.

Key words: Cloud computing, autonomic computing, resource provisioning, workloa d prediction, web applications, auto-
scaling.

AMS subject classi cations. 68M20, 68N19

1. Introduction. Cloud computing paradigm provides the Software as a Service (SaaS), Plairm as
a Service (PaaS) and Infrastructure as a Service (laaS) [34]. The Cloud Séce Providers (CSPs) provides
the VMs through laaS with di erent pricing models such as reserved, ondemand and spot-instances such as
Amazon EC2 [2]. Furthermore, the Application Service Providers (ASP3 rent the VMs from CSPs and host
the applications. These applications provide SaaS such as web applicatis for job portal. The end users access
web applications through internet and web services [26]. The end ussrrequests are dynamic in nature, and
expecting the Quality of Service (QoS). The careful design of resoge provisioning techniques can overcome
the issue of over-provisioning and under-provisioning called resirce oscillation [51].

It is crucial to decide the right amount of resources for the cloud appliations. The resource estimation is
possible during their execution because it depends upon the incamg workload [41]. The workload uctuation
is quite often in web applications due to irregular access to web semees. The network forensics can nd
initial evidence from web access pattern and further investigation arried for the digital forensics [43]. The
over-provisioning state is providing more resources as compared tthe required resources, thus lead to high
renting cost to ASP. While, in under provisioning state the deployed resources are less as compare to required
resources, thus cause the Service Level Agreement (SLA) violation [23]. Herefore, the pro t-aware resource
provisioning mechanism is required for the less renting cost, wike proper utilization of resources in order to
meet SLA requirements.

The above-mentioned problems can be solved with dynamic resource gvisioning technique. Itis an e ective
approach to provide the resources as per historical data of input workloagnd current resource utilization. The
main goal of ASP is to make maximum pro t by minimizing the renting cost and SLA penalty.

In our previous work, the workload prediction model has been developedf the web application workload in
cloud computing [46]. The prediction of workload is an important parameter for the estimation of resources. In
this paper, we devised a triangulation resource provisioning techigue for web applications with the combination
of proactive and reactive technique to estimate the resources. The ain contribution of this article is as follows:

The resource provisioning mechanism is designed for ASPs for web ajgations in the cloud.
The surplus VM selection algorithm is developed with the pro t-aware approach.
The series of the experiment conducted on real workload weblogs on di @nt metrics.

2. Background. The resource provisioning without human intervention required aself-con guration, self-
optimization, self-healing and self-protective mechanism [29, 19]. Térefore, the autonomic resource provisioning
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Fig. 2.1 . MAPE-K based cloud resources management.

is focused on the four phases: Monitoring, Analyzing, Planning and Exedion (MAPE) [33] shown in Figure

2.1. The monitoring phase collects the information from the high level andlow-level parameters of the cloud
environment [17]. Furthermore, the gathered information is analyzed as pr reactive, proactive or hybrid
approach. Afterward, the planning phase decides the scaling action as selp/down or scale in/out or either

do nothing. Dierent auto-scaling techniques have been proposed iditerature such as threshold rules, fuzzy
logic, time-series based, agent-based, etc. [31].

Monitor. The monitor phase fetches the information from the cloud environment alout user behavior,
SLA violations, and resources utilization [21, 40]. The user decides thehteshold, monitoring and scaling
intervals, instances bounds, etc. The monitoring performed on the aplication level, hypervisor level, and VM
management.

Analyze. The information collected from the monitoring phase processed for ugal inferences to take scaling
decision. The reactive and proactive auto-scaler developed by many autns. The reactive approach takes scaling
decision on the behalf of current system state. The threshold valueare xed for scale in/out decisions [35].
The predictive approach forecast future CPU utilization or incoming workload, so that the resources could be
prepared before the actual workload. The proactive approach could overcomine delayed VM startup problem
in the reactive approach.

Plan. The planning phase takes the scaling decisions on the basis of analysisgse parameters. The policies
such as resource aware, cost aware, QoS aware, SLA aware and load aware haesighed for web application
per tier provisioning [27, 11].

Execution. The execution phase took the scaling decision from the planning phasend processed as per the
upper and lower resources limit. The VM startup delayed discussedvith the client at the time of SLA. The
authors [9] designed the executor for web applications in the cloud and, splus VM selection algorithms have
been designed for the scale down decision.

Knowledge. The knowledge is a common repository to be shared with all the four phaseof the MAPE loop.
It contains the historical logs, policies, and information of resources sttus [52]. The information is utilized by
the autonomic manager.

3. Related Work. In related work section, the brief overview of resource provisionig techniques are
discussed.

Huebscher and MacCann [22] published a survey on MAPE knowledge (MAPE-K and the autonomic
computing. The application of autonomic computing introduced with moti vation and basic concepts. Singh et
al. [47] published a survey and describe the role of cloud in the fog and gd computing. The author mentioned
that fog and edge computing can become more bene cial with the carefullydesigned resource provisioning
mechanism in cloud computing. The dynamic cloud-provisioning mode[42] proposed for two-tier applications
using the MAPE approach. Maurer et al. [32] devised the autonomic control MAFE loop for the adaptive
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resource provisioning technique for cloud infrastructure. Thistechnique foundation is threshold rule-based,
while in our approach time series prediction and reactive rules usefor scaling decisions. The control MAPE
loop used to design the adaptive framework to con gure the scienti ¢ aplications in an optimized manner [30].
The author [18] designed the resource provisioning approach with usinylAPE-K loop.

The linear regression and neural network applied for analysis of resourcatilization. The author also
discussed the resource provisioning issues in cloud computing4]. The proactive scaling applied using Double
Exponential Smoothing (DES) along with scaling indicator to estimate the utilization of resources [21]. Bankole
and Ajila [1, 10] applied a neural network on the analysis phase. The authors alyze the response time, resource
utilization and throughput. The web usage mining can applied via machire learning and pattern recognition
to nd useful inferences [44, 45, 3]. Kaur and Chann [27] designed the analysiand planning phase for resource
provisioning. The decision tree has been proposed in order to Iter he e ective indicators. Herbst et al.
[35] devised a MAPE cycle based scaling policies with a reactive approac The problem of recon guration
is a challenge in a reactive approach. The author [20] designed the monitarg phase and proactive analysis
phase. The prediction method with minimum error selected on the lasis of prediction method categorization
from simple to complex attributes. The clustering is crucial medanism for data mining and, without this its
becomes di cult to analyze the big data [38]. Singh and Channa [48] performd the workload clustering and
allocation of resources for the di erent QoS feature for the di erent kind of workload. De Assun et al. [14]
devised a scheduling and auto-scaling strategies to nd the user pance of end-users in terms of response time
to deliver QoS. Toosi et al. [50] devised an auto-scaling algorithm based orhteshold-based reactive policy to
utilize renewable energy in a load balancing technique.

A rule-based planning phase designed for resources estimation with €caling rules presented for di erent
architectures [13]. The planning phase improved with SLA-aware polig [16]. The proposed model designed to
improve the QoS with minimum cost. A planning phase devised usingflachine Learning (ML) approach in order
to analyze the resource capacity [40]. Fallah et al. [15] applied ML to learn atomata in the planning phase
with a reactive and proactive auto-scaling approach to plan the resource &cation. The hybrid planning phase
designed for auto-scaling with horizontal and vertical scaling techniges. The application cost optimized with
autonomic resource provisioning framework [11]. Molto et al. [37] developkthe horizontal and vertical scaling
hybridization approach with live migration and over-subscription techniques. A framework has been proposed
based on the MAPE loop for resource provisioning [5]. The planning phasédesigned with learning automata
technique for resource utilization forecasting. Aslanpour and Dashti [6jproposed the hybrid technique with the
combination of reactive and proactive auto-scaling technique. The planing phase has a two-sided policy having
one side with SLA violation and the second side is resource utilization.The author [36] analyzed the surplus
VMs decisions with cost and cost-aware policies. Author found the respae time and resource utilization are
two important factors need to consider to release the surplus VMs.

The state-of-the-art articles focused on SaaS resource provisioningThe algorithms, models, mechanism,
framework, and architecture have been designed and developed. Thegource provisioning technique designed
with two methods: Reactive and Proactive. The reactive approach is preiding the resources based on threshold-
based rules. The major concern in reactive approach is VM startup and seip time, which usually varies from
5 to 15 minutes [27, 4, 8]. This elevates the SLA violation. The proactive mihod estimates the resources and
provides the resources before the incoming workload. Therefore, éhproactive technique could decrease the
SLA violation.

In this article, the resource provisioning architecture and techrique designed for application providers. The
proposed mechanism is a combination of reactive and proactive approaches.

4. Proposed Approach. In this section, the proposed resource provisioning approach is discesd in
detail. The devised approach followed the IBMs K-MAPE loop and execue the modules at specic scaling
interval. The triangulation approach used a hybrid approach by using proadive and reactive method for
resource provisioning. The proposed model is the trade-o betweenISA and cost, thus saving the cost while
giving the desired QoS. The goal of the proposed technique is to give marum prot to ASP in term of cost.
The cloud architecture for proposed resource provisioning technige is shown in Figure 4.1. The architecture is
considered ASP and CSP as part of a cloud environment.
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Fig. 4.1 . The cloud resource provisioning architecture.

4.1. Monitoring Phase. The monitoring phase is generally stored the information about the resoure
utilization such as CPU utilization called resource-aware approach [51, 29%nd, the technique which stores the
response time usually called SLA-aware approach. The monitoring of resoaes, SLA and the incoming requests
can take provisioning decision in an e ective manner. Figure 4.1 show the monitoring phase parameters as
CPU utilization, response time and incoming workload in each scaling iterval.

4.2. Analysis Phase. The analysis phase gives the scaling decision by analyzing the resoes; SLA and
user behavior, this combination name given as triangulation resource prasioning approach. The performance
modeler estimates the number of VMs is working in the analysis phaseThe TRP mechanism proposed for
e ective utilization of resources while giving the response in deised time as mentioned in SLA agreement with
the user. Otherwise, the ASP has to pay penalty for the delayed seices. The TRP model shown in Figure
4.2. The detailed working of each module of proposed TRP model as per folldng:

4.2.1. Workload prediction. In our previous work, we developed the time series based Technocrat
ARIMA and SVR Model (TASM) [46] for predicting the web application workload. The TASM gives better
accuracy as compare to other state-of-the-art prediction models with fgher e ciency. In this paper, we used
the TASM prediction model to predict the incoming workload. The analytical process for workload forecasting
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Fig. 4.2 . The proposed triangulation resource provisioning (TRP) appr  oach.

shown in Figure 4.3. The monitoring phase record the arrival rate and stordan the repository named historical

workload. Further, the arrival rate is compiled to a discrete time seiies. The classi cation on time series
performed to select appropriate LR, ARIMA and SVR model. The non-seasonal ad seasonal forecasting
method applied and fetches the predicted value. The article [46] calbe referred for more detail working of the
model. In our previous work, short term prediction of 10 minutes is praessed. In this work, 1 minute short
term prediction has been used to predict the number of requestsof a minute.

Historical Workload

Produce the discrete time series
y

ACF and PACF graph of differencing
and actual time series

'

Analyze the trends irregularity and
seasonality in time series

v

Apply non-seasonal study

Fig. 4.3 . The TASM analytical process for workload forecasting.

4.2.2. CPU utilization. The resource utilization can be observed from the CPU utilization of eah VM

deployed for the service of the web application in cloud infrastructire. The average CPU utilization has been
calculated as per Eq. 4.1.

P Ao
onlineVims v/ M; CP U utilization

A ilization =
verageC puUtilization OniineV Ms

(4.1)
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where V M; utilization is the CPU utilization of V M; and, OnlineV Ms are the total VMs including in-service
VMs and startup VMs.

P
purentdloudels - (CloudletP Esj  CloudletLength;

PE MIPS

where the number of incoming requests i€urrentCloudlets in the scheduler of VM. The number of processors
required is CloudletP Es and number of instruction in each VM in cloudletLength. The VM processing elements
in number are represented withP E and Million Instruction Per Second (MIP S ) is the processing capacity of
eachPE.

4.2.3. Response Time. The response time during the last minute is calculated using Eq. &. It is an
important criterion for evaluation of SLA violation. It is further used to select the surplus VM in pro t aware
approach.

V M; CP U utilization = (4.2)

P .
;I':oltaIP rocessedCloudlets ResponseT ime

T otalP rocessedCloudlets

where T otalP rocessedCloudletsare the nished cloudlets in past minute. ResponseTimg is the delay in i
request's response. The delay is further calculated by using Ec4.4.

AverageResponseT ime= (4.3)

ResponseTimg = FinishTime; ProcessTimg ArrivalTime ; (4.4)

where the ArrivalTime ; is cloudlet accepted time to the cloud and,ProcessTimg is the processing time of
the cloudlet. FinishTime ; is time recorded from the Clock at nished request.

4.3. Planning Phase. The planning phase applied the rule-based technique to obtain thecaling decision.
The compiled values form analysis phase such as predicted workload inaing interval, average CPU utilization
and response time is used in this phase. The threshold values are der CPU utilization e.g. 20% 80% and
response time @s  1:0s for lower and upper threshold values respectively.

In the rst case, the comparison of the response time and CPU utilizationwith the de ned upper-threshold
values, if any observed value greater than upper-threshold values threagain forecast values are compared with
the current workload. If the current number of cloudlets are less as compared to forecast the number efoudlets
than scale up.

In the second case, if response time and CPU utilization both are less #n lower-threshold values then
further evaluate the current cloudlets with forecast cloudlets. If current cloudlets are greater thanscale down,
otherwisedo nothing.

This decision ofscale up, scale down and do nothing further input to the execution phase.

4.4. Execution Phase. This phase takes the scaling decision scale-up, scale-down or do noth as an
input from the planning phase. The scale-down policy ensure de-prasioning of extra resources in cloud in-
frastructure. The pro t-aware approach for selecting the surplus VM is presented in this paper. The proposed
method designed as per the billing cycle of Amazon EC2 instance, whidis providing hourly billing cycle. Algo-
rithm 1, show the detailed working of pro t-aware surplus VM selection algorithm. The description of notations
used in the article is present in Table 4.1.

According to the algorithm 1, the load on the VM and pending minutes in current scaling interval have
been considered. The line no. (4 11), prepare theonDemandSurplusV Ms, which are the potential VMs per
scaling interval that can scale down. In line no. (12 13), if there is only 1 VM select that VM for scale down.
In line no. (14 15), if there is no VM in the current scaling interval, means every VM having pending service
time in current billing hour more than 4 s than no VM selected as surplus VM. Furthermore, if the number of
VMs in ondemandSurplusV Ms list is greater than 1, than we have to choose that VM for scale down, whose
pending minutes are equals to the processing time required torpcess the request in the scheduler of that VM.
This result in saving the cost as well give the QoS to the end user.nl order to do this, line no. (17 29) nd
the VM with least workload. The function calcuateP endingST is calculated the service time of each cloudlet
in the scheduler. The line no. (24 27) select the VM with least workload. In line no. (30), the algorithm
returns the surplusV M to the resource provisioner in CSP.
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Table 4.1
Description of notations

Parameter Description
Clock Timer for Simulation
4's Scaling Interval
OnDemandVM Combined List of in-service and pending VMs
VMP List of VMs about to ready or in ready state
VMS List of VMs in-service
OnDemandSurplusV Ms List of potential surplus VMs in scaling interval
LST VM's left service time in current billing hour
cloudletList List of incoming request called cloudlets
SurplusVM In algorithm 1, the VM nally selected for scale down

puting: A Pro t-Aware Approach 213

Algorithm 1 The pseudo code of proposed pro t-aware surplus VM selection policy

1

LN

© ® NG

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:

Input: OnDemandVM List ( VMS + VMP)
Output: surplusVM

Variables: availableT ime; remainingTime , onDemandSurplusV Ms
. Prepare the VMs list having left service time less than or equals to

for vm in onDemandVmList do
scaling interval

LST null ;
availableTime Clock V M:getRequestTimg))
LST anHour (availabletime%anHour)

if LST<= 4 sthen
onDemandSurplusVMs.add(vm);
end if
end for
if onDemandSurplusVMs.legnth() == 1 then
surplusvV M onDemandSurplusV Ms:pop()
else if onDemandSurplusVMs.empty() then
surplusVM  null

else
for vm in onDemandSurplusVMs do
vm:LST 0
cloudletList ~ vm:getScheduler):getCloudletList ()

for cloudlet in cloudletList do
pendingServiceTime

vm:LST  vm:LST pendingServiceTime
end for
if abgvm:LST) <minLST then
minLST vm:LST
surplusVM  vm
end if
end for

end if
return surplusVm;

calculateP endingST(cloudlet)

null , minLST anHour

. If list containing only 1 VM
. Select the rst VM as surplusVM
. If list is empty

. If list containing more than 1 VMs

. abs stands for absolute value

5. Experiment Evaluation.

In this section, the proposed model TRP simulation performed using Gbud-

Sim [12], a simulation toolkit for cloud computing infrastructure. R T ool used to implement the prediction
model. Furthermore, R Caller library integrates the R Scripts in the CloudSim.

5.1. Experiment Setup.

The ClarkNet [49] weblog has been used in the experiment. The variousgtterns

are present in the time series to evaluate the performance of the psent algorithm in normal and peak workloads.
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Table 5.1
Detail of ClarkNet dataset
Parameter Value
Log Files Aug28log, accessl
No. of Requests 3,328,587
Duration 2 weeks
Discrete Time series 1 minute

The detail of the workload presented in Table 5.1.

The VMs of bigger size provisioned in case of heavy workload, while small V®provisioned in case of light
workload. The time taken in VM startup considered as 5 minutes. The time shared scheduling policy has been
applied in the experiment.

ClarkNet Series
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Fig. 5.1 . ClarkNet workload of the 6" day in week.

5.2. Performance Evaluation. The following metrics calculated for performance evaluation:

Response Time: The delay in answering the request is known as response time. Thaelay in response
time is agreed at the time of catering the cloud services. The minimm response time recorded in the cloud
environment is 200ns. Some articles [35, 11] have considered the response from W@ to 1200ms. In our
experiment, we considered the 1008s to ensure the QoS to the end user. The recorded response time litied
for scaling decision in the proposed TRP technique.

SLA Violation:  The SLA violation is considered as the delay in response time which imentioned in the
SLA. In our experiments, the desired response time is 1000s. The percentage of SLA violation calculated to
charge the penalty to ASP.

Cost: The resource provisioning mechanism objective is to reduce theost of application deployment while
giving the QoS to the end user. The techniques are able to reduce éhcost but ASP has to pay the penalty
cost. The sum of rental cost and penalty cost imposed the loss to the ASP. fle cost of ASP calculated as the
sum of renting cost and SLA penalty.

5.3. Results and Discussion.  The performance and e ciency of the proposed TRP mechanism presented
in this section.

5.3.1. Workload Prediction. The request arrival rate predicted using the TASM [46] prediction ap-
proach. In our previous work, TASM has been proposed and nd the predictionaccuracy of TASM for the web
application is satisfactory as compared to the existing time series mdiction model. The TASM is an adaptive
prediction model which is the combination of LR, ARIMA and SVR model. These models are selected based
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on the workload pattern classi cation. The weblogs rst compiled to the discrete time series model, in our
previous work the 10 minutes short time prediction has been performg. In this approach, 1-minute short time
prediction has been performed and further applied in proposed TRP medinism. The prediction of ClarkNet
series using TASM shown in Figure 5.2.

ClarkNet series workload predictiot

Actual — TASM
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User Requests
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Fig. 5.2 . Workload prediction of ClarkNet series using TASM predictio = n model.

MAPE = EX" actualRequests; predictedRequests 100% (5.1)
n actualRequests,

s=1

\

X
RMSE = t % (actualRequests predictedRequeSt§)2 (5.2)

s=1

The prediction models accuracy has been calculated with Mean-AbsoletPercentage-Error (MAPE) in Eq.
5.1 and Root-Mean-Square-Error (RMSE) in Eq. 5.2. The experiment resus show the RMSE is 4224 and
MAPE as 20:63% of TASM prediction model as compare to LR values are 687 and 3452% and ARMA values
are 5124 and 3298% receptively for ClarkNet series.

5.3.2. Triangulation Resource Provisioning Mechanism. The TRP mechanism in detail explained
in section 4.2. and Figure 4.2. The TRP approach consist of three important paramters to perform the
provisioning for web applications in cloud computing. The rst approach is related to the resource behavior of
the provisioned VMs (singular approach). The monitoring phase recordshe average CPU utilization after every
scaling interval. The threshold based techniques are set upper ankbwer threshold for provisioning of VM e.g.
80% upper threshold for scale up and 20% lower threshold to scale down dsion. The second approach (double
approach) add another parameter response time along with CPU utilization. The response time is related
to SLA behavior, with which evaluation of SLA violation would be compiled and necessary actions could be
taken. Furthermore, the response time is also evaluated on the basis tireshold values. The proposed model is
based on the 3-D approach designed by the Aslanpour et al. [8]. The proposed miel is known as triangulation
resource provisioning approach (TRP) added the third parameter as usebehavior analysis. The future incoming
workload is forecasted and considered as the third parameter. The LR, ARIMAand SVR models are used in
a TASM prediction model to select the best prediction model basedn workload classi cation. A new prot
aware surplus VM selection policy has been proposed to balance the cost tapplication provider and QoS to
the end user. The experiment results shows the performance ewation of singular-double-TRP mechanisms
for resource utilization, QoS and Cost.
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Fig. 5.3 . The QoS of singular, double and proposed triangulation mechanism for ClarkNet Series.
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Fig. 5.4 . The cost of singular, double and proposed triangulation mechan ism for ClarkNet Series.

The Figure 5.3 and Figure 5.4 shows the experiment results of SingulaDouble and Triangulation resource
provisioning. The response time of singular and double technique resnse time is greater than 1 second which
is higher than the required SLA parameter. The proposed triangulation technique is giving QoS as per SLA.
The Standard Deviation (SD) of response time depicted by the purpos# model assure QoE to the end users
thus reduce overall SLA violation percentage. The cost of provisionings not only the renting cost, but it also
combined with the SLA penalty. The purposed triangulation resource povisioning with workload prediction
reduces the overall provisioning cost of ClarkNet workload. The proposedRP model able to reduce the SLA
violation and 20% of overall provisioning cost.

5.3.3. Prot-aware surplus VM selection policy. The execution phase in Amazon EC2 randomly
selects the VM in the scale-down decision. The policy in state-offte-art are designed and implement such as
Last Up First Down (LUFD) [6], First Up First Down (FUFD) [7], cost-aware an d load-aware[9, 8] policies.
The super professional executor has been used in the experiment [9} new pro t-aware surplus VM selection
policy presented in this paper. The cost-aware policy selects th& M for scale-down having maximum service
time in the current hour regardless the number of requests procegd on that VM. If the number of jobs will
not complete in the scaling interval than all the jobs will be failed and thus lead to SLA penalty and lead to
poor QoE to the end user and, ASP has to pay the penalty cost also. The secdrtechnique proposed is load
aware policy which selects the VM with the least workload to ensure QoSo the end user. This method can
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Fig. 5.5 . The response time of surplus VM selection policies for ClarkNe t Series.
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Fig. 5.6 . The CPU utilization of surplus VM selection policies for ClarkN et Series.

select any machine to de-provision with the least workload may selé¢he VM with maximum minutes pending
in current hourly billing cycle thus lead to a more renting cost to the ASP.

In this paper, the pro t-aware approach rst shortlists the VMs having pending service time less than or
equal to the scaling interval. For example, if the scaling interval 8 10 minutes, then the VMs having pending
service ranges from 0 to 10 minutes has been shortlisted. Afterward, owf the shortlisted VMs, the VM with
minimum workload has been selected for the scale down. This processpeated in every scaling interval. The
experiment results show that the proposed surplus VM selection paty gives the prominent bene t to the ASP
and end user.

We have conducted the experiment with two scenarios on ClarkNet datast. Both the scenarios are con-
ducted with the proposed TRP mechanism but with the di erent executors. The rst experiment is conducted
with ClarkNet workload. The default techniques LUFD and FUFD have been tested with the simple executor.
The cost-aware, load-aware and proposed pro t-aware surplus VM seleatn policies are tested with super-
professional executor (suprex) [9], which provides the quarantingd VM option. The suprex executor will not
immediately de-provision the VM selected for scale down. It moveso the quarantined VM list and de-provision
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Fig. 5.7 . The cost of surplus VM selection policies for ClarkNet Series.

when the time period of the hourly billing cycle is complete. In between if VM is required; it can be recalled as
in-service VM.

The Figure 5.5, Figure 5.6 and Figure 5.7 shows the comparison of state-of-¢hart and proposed pro t-
aware surplus VM selection policies for response time, CPU utilizabn and cost metrics respectively. The
load-aware and proposed pro t-aware policies response time is minimunas compare to other techniques, thus
gives better QoE to the end-users with quick response. The LUFD and BFD techniques gives highest CPU
utilization, even the proposed technique gives better CPU utiliation from cost-aware and load-aware policies.
The LUFD and FUFD is not supported in super-professional executer, whih results higher renting cost even
due to higher CPU utilization. The proposed VM selection policy gives pto 16% of cost bene t as compare
to other surplus VM selection policies. The experiment result slows that the proposed technique gives better
QoS with minimum cost.

5.3.4. Comparison of resource provisioning mechanisms. The proposed approach compared with
the two baseline approaches named as Cost-aware (LRM) [25] presents piietion based dynamic resource
prediction model. The author applied Linear Regression (LR) model for wokload forecasting. The second
approach under consideration is cost-aware (ARMA) [39]. The second order autegressivemoving-average
(ARMA) model applied for workload forecasting. The third approach is the proposed pro t-aware (TRP)
resource provisioning model. The TASM prediction model has beensed to predict the incoming requests and
TRP mechanism is used for resource provisioning and surplus VMs are leeted by the pro t-aware approach.
The strategies under consideration are worked on a proactive resource @risioning model under the MAPE
loop.

The CPU utilization of three approaches shown in Figure 5.8 for ClarkNet ®ries at each scaling interval.
The simulation result shows the CPU utilization of cost-aware (LRM), cost-aware (ARMA) and proposed pro t-
aware (TRP). The CPU utilization in some scaling intervals is more than 100%, because the ASP does not have
enough resources to process the incoming requests. These comaliis lead to SLA violation due to under-
provisioning of resources. The result has shown that no techniqués able to give 100% CPU utilization. The
ARMA and LR have more spikes as compare to pro t-aware (ARMA), which clearly indicates that proposed
resource provisioning mechanism is successfully overcome theeo-provisioning issues for web application in the
cloud computing environment.

The delay in request response is shown in Figure 5.9 for three approaes at every scaling interval. The delay
in response gives poor QoS to the end users and leads to SLA violation. THESP has to pay penalty for delay
more than decided in SLA agreement. This happens due to under-progioning and, over-provisioning state
having an extra burden of cost to the ASP. The SLA violation minimizes the pro t of ASP. In our experiment,
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Fig. 5.8 . The comparison of CPU utilization for ClarkNet Series.
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Fig. 5.9 . The comparison of response delay for ClarkNet Series.

we consider response time as per SLA assl The Figure 5.9 shows the delay more than & The comparison
result observed the high spikes, which indicates the higher dejain response to the user. The pro t-aware
approach average delay is equal to 0, only a few small spikes observed.slirongly indicates that the proposed
pro t-aware (TRP) mechanism is able to give QoS to the end users and redce the SLA violation.

The VM allocations are shown in Figure 5.10 for three mechanisms for ClarkNetime series at each scaling
interval. The cost-aware (LRM) and cost-aware (ARMA) approaches have more ader-utilization and over-
provisioning states as compare to proposed pro t-aware (TRP) approach.

The renting cost and SLA penalty cost of three mechanisms for is showmiFigure 5.11. The renting cost
of pro t-aware(TRP) approach is higher than cost-aware (LR) and cost-aware(ARMA) model, but when we
compared with the SLA penalty, it experienced least SLA penalty. Theoverall provisioning cost would be less
than other provisioning mechanisms. It has been observed that the propsed approach provides the QoS to
end-users and comparatively o er 12% more prot to application providers.
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Fig. 5.10 . The comparison of VM allocation for ClarkNet Series.
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Fig. 5.11 . The comparison of cost for ClarkNet Series.

6. Conclusion and Future Work. In this article, resource provisioning mechanism presented for @b
application in cloud computing. The triangulation resource provisioning (TRP) approach has been designed
using three parameters: Workload prediction, CPU utilization and response time. We also presented the pro t-
aware surplus VM selection policy in the scale-down decision in horantal scaling. The presented model is
supporting the MAPE control loop. The workload uctuations are forecast with the TASM prediction model.
The response time, CPU utilization and predicted request are appkd in the analysis and planning phase for
scaling decisions. The pro t-aware surplus VM selection policy usd in the execution phase for select the
appropriate VM for scale-down. The real workload traces ClarkNet weblog use to evaluate the performance
of existing and proposed provisioning mechanisms. CloudSim and R toalsed to simulate and obtaining the
comparison results. The result shows that the proposed model for webpplications provides fair utilization of
resources with minimum cost, thus provides maximum pro t to application provider and QoE to the end users.

In the future, authors can design new prediction models with higher eiency. The vertical scaling can
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be combined with horizontal scaling to mitigate the VM start-up delay issue. The new surplus VM selection
policies can be designed for a multi-cloud environment.
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ONTOLOGY DRIVEN SOCIAL BIG DATA ANALYTICS FOR
FOG ENABLED SENTIC-SOCIAL GOVERNANCE

AKSHI KUMAR  AND ABHILASHA SHARMA Y

Abstract. Conventional e-government has many practical infrastructure develo pment and implementation challenges. The
recent surge of SMAC (Social media, Mobile, Analytics, Cloud) tech nologies re-de nes the e-governance ecosystem. Cloud-based
e-governance has numerous operational challenges which range fro m development to implementation. Moreover, the contemplation
and vocalization of public opinion about any government initiat  ive is quintessential to be cognizant of how citizens perceives and
get bene tted from cloud/fog enabled governance. This research pu ts forward a semantic knowledge model for investigating public
opinion towards adaption of fog enabled services for governance and comprehending the signi cance of two s-components (sentic
and social) in aforesaid structure that speci cally visualize fog enab led Sentic-Social Governance. The results using conventional
TF-IDF (Term Frequency-Inverse Document Frequency) feature extract  ion are empirically compared with ontology driven TF-IDF
feature extraction to nd the best opinion mining model with optim al accuracy. The results depict that the implementation of
ontology driven opinion mining for feature extraction in polarity classi cation outperforms the traditional TF-IDF method validated
over baseline supervised learning algorithms. An average of 7.3% imp rovement in accuracy and approximately 38% reduction in
features has been reported.

Key words:  Fog Computing, Government Intelligence Cloud , Opinion Mining, Feat  ure Selection, Ontology
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1. Introduction. Government-to-Citizen (G2C) is a concept [1] that speaks about the conectivity be-
tween public administration organizations and citizens of a country. The relationship speci es ICT (Information
and communication technologies) based solution that streamlines the irgraction and association between gov-
erning bodies and citizens. The ultimate goal of G2C [2] governance is teerve the society by o ering various
ICT services with the use of cutting edge technologies in a more prodiive and pro table way. It also plays
up to increase people participation in governance both in terms of quanty and quality. G2C interactions
empower citizens by apprising them with the government policis, practices, rules, regulations, strategies and
services. Several countries have developed their respectivaimework of G2C technology for enhancing public
participation in governmental proceedings.

Digital India [3] is a agship programme launched by Government of India to transform the nation into a
digitally empowered society and knowledge economy. The objectivesito explore innovative ideas and practical
solutions by exploiting digital technologies such as cloud computing, moite applications, Internet of Things
(IoT) etc. It is a "citizen-centric" campaign that concentrates on three prime parameters [4]: digital infras-
tructure as a utility to every citizen, governance and services ordemand, and digital empowerment of citizens.
The initiative includes coupling of multiple government ministries and departments with several thoughts and
ideas transforming into a single comprehensive vision but its pradtal implementation is very demanding and
challenging. Large development and implementation cost, lack of interneeccessibility, lack of computing skills
among citizens, insu cient technology requirements, requisite of email addresses, lack of privacy are certain
issues [5] that makes it di cult for governing bodies to reach out citizens. The nine growth pillars of Digital
India [6] that contribute towards the economic and electronic dissenmation of government information in public
are represented in gure 1.1. Several policies, schemes, campaigns,daimitiatives are undertaken by di erent
government o cials with the purpose to reinforce these growth pillars. Thus, the holistic development of these
growth pillars is the need of the hour.

Electronic governance or e-governance [7], an application of ICT and framewk for G2C communication,
plays a signi cant role in information exchange of government servicego citizens. It is an electronic execution
of governance [8] that facilitates a simple, rapid, e cient and highly t ransparent process of information broad-
casting, delivery of government services in order to promote good goweance. It signi es the reformation of
government with the implementation of technology in government proesses and functions. This technological
revolution in governance can modernize the modus operandi of any societ
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Digital information and communication technologies have come forth as wave made that can transform an
entire economy, build up smart citizens and realize a well establised form of socio-political organizations across
globe. In view of this, convergence of four technologies namely Social mediMobile, Analytics, Cloud (SMAC
paradigm) [9] is the driving force of governance ecosystem. A voluminouamount of data (big data) has been
generated through various sources oocial mediaand mobile applications that require optimized techniques for
data analytics. Cloud computing characterizes the on-demand delivery of computingervices over the internet.
This virtualization technology o ers self-service capability, scalahility, exibility, and a ordability. The evolving
web has changed the traditional model of governance into digital governancenodel turning the [10] paradigm
shift from e-governance to s-governance (social governance). It aldarns the corners of social media as well as
data analytics. The evolution timeline of all four factors has been depited in gure 1.2.

Cloud computing [11] makes a big shift from the conventional methods of g@rnance due to various reasons
such as infrastructure cost reduction, quick provision of computingresources, scalability in terms of delivering
right amount of IT services, improves productivity and performance, procuring more secure environment and
much more. It pro ers a simple way to access servers, storage, databasesda broad set of application services
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Fig. 1.3 . Big Data Processing Layer Stack [13]

over the Internet. Cloud computing, the name is so because informatioraccessed is found in "the cloud" and
provides user a anywhere, anytime access. Fog computing, dew comjg, cloudlet and edge computing are
extended variants that lies at di erent levels in hierarchy of cloud computing architecture. Figure 1.3 represents
how the [12] storage, accessibility and maintenance of huge amount of data i.ig data available over web is
being maintained and processed by cloud, fog and edge computing.

Fog computing brings the benets, services and power of cloud to theedge of the network. It has closer
proximity to end users i.e. performing short term data analytics at the edge and larger geographical distribution.
It acts as an interface between cloud and edge device layers [14] decidiwhat data needs to be pushed to cloud
and what needs to be analyzed locally at the edge. The goal of fogging is to impve e ciency, reducing data
transportation to cloud, security and compliance. All these factors put accent on the adoption of fog layered
architecture for adapting governance infrastructure. The role and ned of cloud/fog based governance has been
studied across literature. Various literary resources are available dine which discuss the practical and potential
application of cloud in the governance ecosystem. Certainly, fog enabiegovernance is the non-trivial buzzword
within the contemporary paradigm for government intelligence. MeghRaj: the national cloud is one such the
government intelligence cloud initiative [15] launched by Governnent of India.

The contemplation and vocalization of public opinion about any governmental processes or practices is
quintessential as they are entitled to enjoy all the legal rights and pivileges granted by the government. It
is equally important to be cognizant of how citizens perceives and get éne tted from cloud/fog enabled gov-
ernance. Consequently, addition of one more s-factor (sentiment basgdn s-governance reforms the existing
model into a sentic-social governance (S-governance) with a view to make it more sustainable. Opion mining
facilitates this implementation and formalization of the S-governance malel. It is referred to as the computa-
tional study [16,17] to extract and analyze public opinion/sentiment about any topic, subject, event or entity for
better decision making process by applying various intelligent tehniques over a large volume of user generated
data (social big data) over web. The use of di erent intelligent leaming techniques such as machine learning,
lexicon-based, hybrid and concept based has been reported across peent literature studies [18] within the
domain. As an attempt to comprehend public opinion on the induction and adopion of cloud-based governance
model, this research put forwards an optimized predictive learnigy model based on real-time data.

The vital sub-task of the polarity classi cation (opinion polarity: posit ive, negative, neutral) process is
feature extraction, which converts the input data (unstructured textual data indicative of opinion), into an
array of representative features. Commonly, the feature extraction &sk is done using intrinsic Iltering methods
which are fast, classi er-independent methods that rank featuresaccording to predetermined numerical functions
based on the measure of the importance of the terms. A variety of scoringufictions such as, tf-idf, chi-square,
mutual information, information gain, cross-entropy etc., have been usd as statistical measures to pick features
with the highest scores [19].The accuracy of the classier strongly depnds on the selection of high quality
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data features that is the training dataset. Moreover, the training ses are typically prepared manually. Past
literature conforms that an optimal feature selection [20] improves theclassi er performance (in terms of speed,
predictive power and simplicity of the model), reduces dimeninality, removes noise and helps visualizing the
data for model selection. In feature selection the features are kepntact and n best features are chosen among
them, removing the redundant and co-linear features. This sub-tak of selecting the relevant subset of features
and discarding the non-essential ones is computationally challenging @ahexpensive task. Motivated by these
issues, in this research we propose a semantic knowledge based pdjadlassi cation process.

An ontology [21,22] which is speci cation of conceptualization is utilized as altering method for nding
important as well as hidden features. Ontologies are primarily tools whih can drive the feature engineering
process by:

Structuring semantic information as concepts, properties, instanes and hierarchies for feature identi -
cation.

Extracting explicit features to build the feature space using rdationship between concepts.

Uncover important features using concept hierarchy de ned by the orology.

Hence, to optimize the feature space without sacri cing remarkable tassi cation accuracy in this work,
we put forward an intelligent ontology based data analytics solution for opinion prediction in social big data
concerning fog enabled governance. The pro ered solution is put to tst for the sentiment classi cation tasks
on tweets pertaining to "Meghraj: The National Cloud", a government intelligence cloud initiative launched by
Government of India. The conventional classi cation process is done usg TF-IDF (Term Frequency-Inverse
Document Frequency) feature extraction method on the cleaned dataet. Five supervised machine learning clas-
si ers namely Nave Bayesian (NB), Support Vector Machines (SVM), Multilayer Perceptron (MLP), k-Nearest
Neighbour (k-NN), and Decision Tree (DT) are empirically compared. Ontology based feature optimization is
then performed to semantically analyze the concept and make rise in reability, interoperability, knowledge
acquisition and its veri cation. Thus, the contribution of this rese arch is to build an optimal opinion mining
model as follows:

To implement ve supervised learning algorithms to classify opinion polarity using tf-idf feature extrac-

tion: NB, DT, SVM, kNN & MLP

To build a domain ontology for optimal feature extraction: Domain Ontology for Me ghraj (DOM)

To implement ve supervised learning algorithms using ontology guidel feature extraction method:

TF-IDF on ontological features

Performance analysis on the basis of e cacy measures
The objective of this paper is to implement and evaluate an opinion minhg model for analysing public opinion
on government cloud initiative. It is characterized as a semantic knoledge (ontology) based model of fog
enabled services o ered by government and consequently comprehes the signi cance of two s-components
(sentic and social) within the Fog enabled Sentic-Social Governare.

The subsequent sections are lined up as follows: Section 2 discassthe background work related to fog
enabled services in governance and ontology driven opinion mining. Sech 3 abstracts the information about
Meghraj as a techno typhoon for government prosperity and its scope irthe landscape of Indian governance.
Section 4 explicates the pro ered model for ontology driven opinion predction of fog enabled governance It also
illustrates the dataset details and implementation process. Sectin 5 determines the opinion classi cation of the
chosen concept as per tweets polarity. It substantiates the ontological moel by comparing classi er performance
for optimal feature extraction with baseline supervised learning tehniques to analyse public opinion about the
program. At last, section 6 sums up the inferences drawn from the radts and discusses the future work as an
open scope of this research work.

2. Related Literature Review of Cloud/Fog enabled Services for Digital Go vernance. Con-
ventional e-governance faces many challenges in terms of cost, softwaredahardware requirements, network,
security, business & policy adoption and implementation etc. Recentyears have shown cloud computing as a
technology to solve these problems. Pokharel et al. [23] proposed cloud coming as the future solution for
e-governance. Mukherjee et al. [24] put forward a future framework for gjovernance based on cloud computing
consisting of three layers. Sharma et al. [25] enlisted the applicatns of cloud computing in e-governance.
Work done by authors Cellary et al. [26] discussed about cloud computing angervice-oriented architecture for
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e-governance. In the research done by Yeh et al. [27], cloud computing h&agen used in e-governance to change
its function towards service, push forward the green technology and ppmote industrial upgrading. Author Ras-
togi [28] proposed a model-based framework to implement cloud computinip e-governance. Tripathi & Parihar

in 2011, Alshomrani & Qamar in 2013 [29,30] analysed cloud computing and its applicatianin e-governance
and explained how cloud may lead to cost savings.

The term, Opinion Mining, also known as sentiment analysis or sentiment mining, was initiallywithessed
in the published work by Dave et al. [31] in 2003 and since then both primay and secondary studies have
been reported across pertinent literature [18,32,33]. As discussed, vaus techniques have been used to perform
the task of opinion mining namely: machine learning, concept based, legzon based, and hybrid. Pertinent
literature reveals [18] various application areas of opinion mining namelypusiness intelligence, information and
security analysis, market intelligence, sub component technology, gernment intelligence, smart society services
etc. Government intelligence (Gl) has been the least explored appiation area with only few relevant studies
done within the domain, which include Gl using concept based opinionmining, lexicon-based opinion mining
, hybrid approach , and opinion mining using machine learning. RecentlyKumar & Sharma [34, 35] proposed
few models/frameworks for opinion mining in the di erent application area of digital governance. To the best
of our knowledge, no related work on mining public opinion to understanl adoption and acceptance process of
a cloud based e-governance initiative has been done.

Feature extraction primarily transforms raw data into features suitable for modelling. For example textual
features include n-grams, word2vec and TF-IDF etc [36]. The training st is high-dimensional and the classi ers
accuracy strongly depends on the quality of hand-crafted features. To éal with the dimensionality of training
feature sets for improved classi er performance, various techniges have been successfully applied. Feature
selection [37] and dimensionality reduction [38] approaches have beenagsto select features with the highest
"importance"/in uence on the target variable, from a set of existing featu res. The higher the number of
features, more challenging and computationally expensive it gets to wualize the training set. Ontology guided
feature extraction can thus be used as a feasible and to optimize the dture space representative of the training
dataset. Domain ontologies can be used in selection of features for improvedeature-based opinion mining.
Pealver-Martnez et al. [39] have discussed the concept of ontological faae based opinion mining based on
recent studies. The two major dimensions were given attention namg] opinion classi cation and feature based
opinion mining. They reviewed the improvement process of featurdevel opinion mining by incorporating the
concept of ontology. Also, a proposed approach for ontology-supported polarity mimg (OSPM) has been
examined for the sake of enhancing the process of opinion classi cation.

3. Meghraj: The National Cloud - An Initiative by Indian Government for Proliferation
of Fog/Cloud in Governhance. In May 2016, National e-Governance Plan (NeGP) [40] was initiated by
Government of India for better accessibility of all government senices to citizens. The vision is to access
these services in the citizens own locality in a cost-e ectivenanner via common service delivery outlets. As a
step towards this di erent states have placed and setup their repective ICT infrastructure. The deployment
and installation of application software has been done through assistance andimding provided by central
government. Although, the whole process has been outsourced but dtithe entire endeavour was strapped
for time due to inadequate application development initiatives, detailed and exhaustive procurement process,
shortage of in-house experts for managing large procurements etc. The gavwment was looking forward for
a common shared platform to gain momentum in the implementation process This infused the need for the
adoption of a government private cloud environment that would expeditethe ICT enabled service enrichment
process with an a ordable cost in and among various government departmerst at state or central level. Figure
3.1 represents the hierarchy of adoption of cloud [41] in Indian governmeal structure.

Meghraj, the Gl cloud initiative [15,42] was launched by Government of Irdia under the Department of
Electronics and Information Technology (DeitY), Ministry of Communicati ons and Information Technology. The
major objective(s) is to (a) accelerate the development and deploymnt of eGov applications (b) ensure optimal
use of resources and infrastructure (c) make standardized and certed applications available (d) replicate
successful applications in order to reduce e ort, time and cost acrosstates and much more. The functional
ow of Gl cloud system [42] is illustrated in gure 5. The architecture of GI cloud follows speci ¢ standards,
guidelines and a set of protocols issued by Government of India. Theask of Gl cloud services directory is
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Fig. 3.2 . Gl Cloud System Flow [42]

to publish the services pro ered by Gl cloud. It comprises of discete and multiple private cloud computing
environments at national and state levels with a view to provide high kvel blueprint of ICT enabled government
functions. The architecture allows the state data centres (SDCs)or state clouds of di erent states to associate
with GI cloud either by acting as independent cloud environments orby lending their IT Infrastructure as
part of Gl Cloud but these states can have their own data centres as welthat exists outside the GI cloud
environment. All such states are motivated to jump on Gl cloud resource as and when they exhausted their
own. SDCs of 21 states have been made operational and running numerous diggtions such as e-Procurement,
Bhoomi, commercial tax, mandi board etc. SDCs of 4 states are in advancedagje of implementation and cloud
adoption.

National Cloud was launched in February 2014 under Meghraj initiative and implemented by National
Informatics Centre (NIC) [43] o ers various services: Infrastructure as a Service (laaS), Platform as a Service
(PaaS), Software as a Service (SaaS) and Storage as a Service (STaaS). Table 8nlists various potential
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Table 3.1
Key drivers and issues of Gl cloud

Bene t(s) Hazard(s)
Optimal usage of available resources and | Application design approaches and cloud
infrastructure standards
Rapid deployment and Reusability Intensive change management and
lack of skilled resources
Security, Scalability, Manageability and Vendor lock-in and data
Maintainability location
Reduced time, e ort and Loss of portability and control
cost in managing technology
Increased standardisation and Licensing and funding model
user mobility

@o Data Pre-processing

[ ==
¥
:‘ L ]
" . Ontology
/ Feature Extraction - . 4 driven Feature
] - L ]
‘ (TF-IDF) i Extraction
Data Collection ‘ Optimized Feature Matrix
Performance
Evaluation kNN SVM
MLP
(Accuracy) * r ot NB
t I I 1 Shallow Classifiers

Fig. 4.1 . System Architecture of Ontology based Opinion Prediction Mod el

bene ts and risks of Gl cloud.

There are three adoption phases for the establishment of Gl cloud [44] narhe (i) Strategy, policy and
guidelines establishment (ii) Implementation and (iii) Monitoring, management and ongoing improvement.
The rst phase focuses over the formation of practices, strategies,ules and guidelines in order to prepare
a development plan. Implementation phase executes the prepared prograin a well planned manner and the
last phase monitors the present workings, evaluates the shortfalls and evks towards continuous improvements.
In this paper, the evaluation of Gl cloud initiative has been done by captiring opinionated response of citizens
for predictive analytics. Domain Ontology has been built to model the fature space and it is optimized using the
conventional statistical feature extraction TF-IDF lIter. The propose d framework is proposes in the following
section.

4. Ontology based Opinion Predictive Analytics. The proposed framework comprises of four phases
namely, data collection, data pre-processing, ontology driven optimal éature extraction and classi cation. Fig-
ure 4.1 depicts the system architecture of ontology based opinion predion model.

4.1. Data Acquisition. Collection of data is the foremost step in the process of opinion miningVarious
social media portals are available for capturing real-time data of publc perception about any topic, subject,
event or area of concern. Analysis of real-time data sets relevant to any llenomena provides more accurate
results or evaluation of the system and hence improves the overall parmance. Twitter, being the most
popular micro blogging site [45] has been used in this research work to cape the public sentiments about
Meghraj. It is one of the most prominent social media platforms exercied by government for facilitating
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Table 4.1
Weekly record of tweets collected

Duration Tweet Count Duration Tweet Count
Week 1 192 Week 4 328
Week 2 194 Week 5 160
Week 3 402 Week 6 140

Table 4.2

Tweets Distribution based on Polarity

Week N Nu P Total
Week 1 | 29 14 149 192
Week 2 | 23 16 155 194
Week 3 | 19 76 307 402
Week 4 | 11 65 252 328
Week 5 4 79 77 160
Week 6 1 85 54 140
Total 87 | 335 | 994 1416

direct government citizen interaction. A huge volume of users shareheir views, ideas, suggestions and update
themselves with the information posted on twitter. The diversity of opinion in various public communities
attributed to their regional, cultural, social, economical and educational backgrounds is considered in order to
obtain a realistic view of the system. Provision of various APIs (Application Program Interfaces) accelerate the
process of tweets extraction over a speci ¢ topic using #(hash tag) éading with the topic hame(#topicname).
The process of tweet extraction has been done by running scripts ugy an application developed in python. The
search query comprises and executes with various hash tag words such#seghraj, #gicloud, #meghrajcloud,
#nationalcloud. A .csv le has been created with the tweets relevant to #topicname as a result of search query.
Tweets associated with hashtags for national cloud have been collectecear the launch date of program for a
duration 6 weeks. A count of 1416 tweets have been gathered in this duraih in order to gure out the public
inclination about the program. Table 4.1 enlists the weekly status of tweets collected.

The tweets are classi ed into three polarity categories namely, posive, negative and neutral. Table 4.2
re ects the tweets distribution based on their opinion polarity.

For the selected duration, MeghRaj able to capture a count of 1416 tweets tht consists of 950 positive
tweets, 335 neutral tweets and 126 negative tweets. A graphical depictiorof the aforesaid stats of weekly
polarity distribution of tweets is represented in gure 4.2. Approxi mately 70% of tweets were positive, whereas
the percentage of neutral and negative tweets was 23.6% and 6.1% respectixelDeprecation in the count of
positive tweets has been reported after week 3 whereas an average ridfeweet count can be observed in neutral
tweets after week 2. However, there is a continuous deterioration inHe frequency of negative tweets. Week
3 was reported as a critical week being the maximum number of positivéweets whereas week 6 re ects the
maximum number of neutral tweets. The percentage of negative tweets as high in the initial phases due to
certain technical limitations in implementing procedure of this scheme. Also, the gradual increase in the neutral
tweets by the time is due to the rapid occurrence of informational tweets posted by government, allied agencies,
and media or civic. This information was all about the campaign features, functionality, latest updates and
future processing's and hence making the polarity of tweet neutral.Python packages like Scipy, nltk, Numpy,
Scikit-learn etc., machine learning and python scripts (version 36) have been used for implementation.

4.2. Pre-processing of data.  The outcome of data collection is a .csv le that contains data with a lot
of noise. The second phase, data pre-processing, is another essentitdp performed in order to transform the
existing le into a new one for feature selection by cleansing the cllected data. This conversion of NoisyData.csv
le to CleanData.csv le and the pre-processing procedure inclues following steps:

Removing tweets replication, stop words, number in tweets with plagholders, mentions etc.
Replacement of URLs.

Eliminating gures, special characters such as , #.

Natural Language tool-Kit (NLTK) [46,47] for tokenization.
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Fig. 4.2 . Polarity distribution of tweets on weekly basis for Meghraj

Porter's stemmer [48,49] for stemming to the root word.

Removal of non-ASCII English character.
This cleansed data is then utilised for feature extraction. Some kewords for the selected attributes are: projects,
e-services, IT giants, operational, future computing, cloud solution, @&partments, deployment, infrastructure,
server, administration etc.

4.3. Feature Extraction. Feature extraction is one of the critical and complex tasks in opinion mirng.
The objective is to recognize the entity (person, service or an objdf that is being referred in opinion. The
automation of the process of feature identi cation in opinion analysis with the use of NLP (Natural language
processing) techniques makes it harder to comprehend. In this pag, the two methods used for feature extraction
are as follows:

Conventional Feature Extraction (TF-IDF based)

TF-IDF stands [50,51] for Term Frequency - Inverse Document Frequeny. It is a weight statistically
measured to evaluate the importance of a word to a document in a corpusThe importance of a word
increases as its frequency increases in a document but is o set lipe frequency of word in corpus. The
Term Frequency, TF(t, d) simply counts the frequency of a term in a document as follows:

No: of times term t appears in a document d

TFE(t;d) = -
(td) T otal no: of terms in the document

The Inverse Document Frequency, IDF (t, D) checks whether theword is rare or common in the corpus
S0 as to measure how much information is provided by a speci ¢ word. Itis calculated as follows:

T otal no: of documents

IDF (D) = loge No: of documents with term tin it

Thus, TF-IDF is calculated as:
TF IDF (t;d;D)= TF(t;d) IDF (w;D)
wheret denotes the terms;d denotes each document andd denotes the collection of documents.

Optimal Feature Extraction (Ontology driven TF-IDF)
Ontology is speci cally de ned as [22,52] a conceptual reference modehat describes the semantics of
a system or domain. It represents the relationship between conceptdoth in human comprehensible
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Fig. 4.3 . Domain Ontology of Meghraj (DOM): An initiative towards fog en abled governance

and machine processable manner. It represents a concept or categoriek a particular subject area

that exhibits the characteristics and relationship between them. The ontological representation of the

concept of Meghraj (DOM - an initiative taken by government of India to provide fog enabled services

for a sentic-social facet of governance) is illustrated in gure 4.3 that represents the existing entities, how

they are grouped and related in a hierarchy and sub classi ed based on tlesimilitude & dissimilarity.
The ontology represents various ministries that come under the umbréh of government of India. Among those,
Ministry of Electronics and Information Technology provides the facility of electronic delivery of services i.e.
e-Governance to facilitate citizens. Various components that compse e-Governance are policies; projects (such
as e-Kranti) and infrastructure (include programs such as aadhar, serdes such as digital locker, eTaal, SWAN
etc., schemes). Meghraj, the rst Indian GI cloud is one of the prime g@ernmental schemes enhancing the
e-Governance infrastructure. Di erent sub components that combnes to form Meghraj are cloud computing,
secured infrastructure, multi-location cloud, pre-con gured saver and VM (virtual machine) on demand. The
gure depicts the sub components of cloud computing, elements of seiees o ered by MeghRaj and the inter-
relationship between these components along with remaining eleménof ontology.

4.4. Opinion Polarity Classi cation. In this phase, polarity of opinion is classi ed into three pre-de ned
categories namely, positive, negative and neutral. The optimal feature et generated in the earlier step are used
to build the training and testing sets of the classi er. In this paper, ve supervised learning based classi ers
namely, Support Vector Machine (SVM), Decision Trees (DT), Nave Bayesian (NB), k-Nearest Neighbour (k-
NN) and Multi-Layer Perceptron (MLP) have been implemented. All the machine learning techniques are
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Table 4.3
Accuracy obtained using conventional and optimal feature extr action

Technique | Conventional Approach Optimal Approach Increase In
Used (TF-IDF) (Ontology + TF-IDF) Accuracy (%)
Accuracy (%) Accuracy (%)
NB 82.2 91.9 9.7
DT 89.8 96.6 6.8
SVM 92.6 98.5 5.9
k-NN 91.3 97.7 6.4
MLP 90.2 98.3 8.1

Accuracy of Conventional vs Optimal Feature Extraction

100
95 /

85

Accuracy

80
75

70
NB DT SVM kNN MLP

e tf-jdf e====ontology + tf-idf

Fig. 4.4 . Accuracy obtained using conventional and optimal approach

described in detail [34,53] across relevant literature.

4.5. Results and Discussions.  This section discusses about the performance of classi ers for seted
machine learning techniques (NB, DT, SVM, kNN & MLP) based on accuracy. talso compares and contrasts the
di erence between conventional feature extraction (using TF-IDF) and optimal feature extraction (ontological
TF-IDF) techniques. The results along with percentage increase iraccuracy have been listed in Table 4.3.

Result states that the best accuracy with conventional feature extracion over collected data set has been
obtained by Support Vector Machine (SVM) algorithm with 92.6%. Next is k-Nearest Neighbour (kNN) with
a classi cation accuracy of 91.3% followed by Multi-Layer Perceptron (MLP) with 90.2% and Decision Trees
(DT) with 89.8. Amongst all, Naive Bayesian (NB) attained the lowest accuracy of 82.2%. The best accuracy
using ontology driven feature extraction is achieved by SVM, i.e. 98.5% fdbwed by MLP with 98.3%. k-NN
and DT have occupied the next level with 97.7% and 96.6% respectivelyAmongst all, NB showed the lowest
accuracy of around 91.9%. The graphical comparison is represented in gure 4.4.

The maximum accuracy gain was obtained by NB (9.7%) followed by MLP (8.1%) whie SVM, k-NN showed
an appreciable gain in accuracy (approximately 6%). The average accuracy gaiis of 7.38%.

The count of features selected in both the approaches is listed in Tablé.4. In conventional approach all the
classi cation algorithms used the same number of features (866). After appling ontology for feature extraction
the minimum number of features selected was 507 (SVM) which is 58.5% saition and maximum was 574 (NB)
which is 66.2% selection. The Table 4.4 re ects an average of 62.02% featuressvselected.

5. Conclusion. User-generated big data from online social portals is a goldmine for extrding and analyz-
ing stance and opinion. This knowledge discovery framework within he unstructured web data setting de nes
a novel socially aware and sentiment driven governance. Based on #i the work pro ered in this research
made two primary contributions to evaluate the response of citizens éwards government initiatives, schemes or
policies. Firstly, the role of social media analytics in governmentintelligence was investigated. Public opinion
in tweets for the national cloud initiative of Government of India was examined. This opinionated information
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Table 4.4
Number of features obtained using conventional and optimal app roach

Technique | Conventional Approach Optimal Approach Features
(TF-IDF) (Ontology + TF-IDF) Selected (%)
#Features (%) #Features (%)
NB 866 574 66.2
DT 866 526 60.7
SVM 866 507 58.5
k-NN 866 547 63.1
MLP 866 534 61.6

can be an imperative phase in a government stratagem for public policy aluation. Secondly, the learning
for the predictive model of opinion mining was driven using optimal £mantics-driven feature space generation.
Domain ontology for Meghraj (DOM) was built and used for feature extraction with the intrinsic TF-IDF |-
tering method. The results demonstrated an average accuracy gain of 7.3%5VM outperformed all the other
classi ers (NB, DT, k-NN, MLP) for both conventional and ontology-drive mode | training. The use of ontology
also built an optimal feature space automatically with only 62% of the features selected.
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HYBRID BALANCED TASK CLUSTERING ALGORITHM
FOR SCIENTIFIC WORKFLOWS IN CLOUD COMPUTING

AVINASH KAUR , POOJA GUPTA Y AND MANPREET SINGH *

Abstract.  Scienti c Work ow is a composition of both coarse-grained a nd ne-grained computational tasks displaying varying
execution requirements. Large-scale data transfer is invo Ived in scienti ¢ work ows, so e cient techniques are requi red to reduce the
makespan of the work ow. Task clustering is an e cient techn  ique used in such a scenario that involves combining multipl e tasks
with shorter execution time into a single cluster to be execu ted on a resource. This leads to a reduction of scheduling ove rheads
in scienti c work ows and thus improvement of performance. However available task clustering methods involve cluster ing the
tasks horizontally without the consideration of the struct  ure of tasks in a work ow. We propose hybrid balanced task clu stering
algorithm that uses the parameter of impact factor of work o ws along with the structure of work ow. According to this tec  hnique,
tasks can be considered for clustering either vertically or horizontally based on the value of the impact factor. This mi  nimizes the
system overheads and the makespan for execution of a work ow . A simulation based evaluation is performed on real work ow s that
shows the proposed algorithm is e cient in recommending clu  sters. It shows improvement of 5-10% in makespan time of work ow
depending on the type of work ow used.

Key words: Metadata; Scientic Data Management; Data Sharing; Data In  tegration; Computer Supported Collaborative
Work

AMS subject classi cations. 68M20, 91C20

1. Introduction. In past years of scienti ¢ discovery [16], the computational work ow continues to be
popular among various disciplines of science, including astronomy[36hhysics[11], biology [23, 33], seismology
[25], chemistry [45] and others.

A work ow is a series of activities representing business procses or computational science with existing
dependencies between them. These dependencies need to bassatl for the achievement of a goal. Business
work ow is a control- ow driven activity including constructs for specifying conditions, paths and also involve
human interaction. It implements the company's services or produts. Scienti c work ow involves large scale
data and/or complex computations, therefore, utilizes computing resouces and storage capacities[32]. It does
not involve control- ow but is data-driven, while there are exceptions such as Askalon [34].

Large amount of data processing is required by scienti ¢ work ows that consist of millions of uncommon
tasks[6]. For example, the Cybershake work ow [26] containing 800,000 taskssiexecuted on TeraGrid [41].
These loosely coupled applications in all represent a signi cant amoutof computation and data [11]. Existing
applications such as Condo r[20] do not consider overheads in system, fawccurrence or restructuring of a
work ow [40, 31].

To improve the scalability of the system and to reduce system ovdreads, work ow restructuring techniques
such as task clustering is introduced [37, 18, 48]. It is a process wheismaller tasks are merged into a larger
job[37] that is the single execution unit in a work ow management system After application of task clustering
on tasks, the execution units are reduced and in turn, it leads to an igrease in application computation, thus
reducing system overheads.

However, various existing methods use trial-and-error approach for opmization of work ow structures. For
example, Horizontal Clustering (HC) [37] merge di erent tasks at the samelevel of work ow horizontally. For a
single task, the horizontal level is de ned as the largest distance fronstart task of the Directed Acyclic Graph
(DAG) to this task. The user controls the granularity of clustering t hat is the number of tasks within a cluster
and de nes either the number of jobs clustered per horizontal levebr a number of tasks per clustered job. This
kind of techniques ignored the dynamic properties of distributed @vironments [38].

Many methods are introduced for reducing the system overhead andlgstering the tasks either horizontally
or vertically but none of the techniqgue employs both kinds of clusteing simultaneously. The structure of the
work ow plays a signi cant role in clustering of tasks of a work ow.
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The work proposes hybrid balanced clustering algorithm which takes ito consideration both the structure of
work ow and number of jobs available for tasks to be clustered. Also, thetasks with the parent-child relationship
are clustered together vertically and tasks without the relationship are considered horizontally. Hence, this helps
in reducing systems overheads and faster execution of tasks and mimum wastage of resources. The important
points considered in proposed work are

Minimum tasks overheads: The overheads are reduced to the minimrm while the tasks with a single
parent-child relationship are clustered into one cluster. Hencethe dependency time of tasks reduces to
a signi cant level.

Minimum resource wastage: Algorithm ensures that the dependent tasksre provided with the data
required as early as possible in order to avoid increase in waiting tim and wastage of resources.

The rest of the paper is organized in the following way. The overviewof related work is outlined in Section
2. Section 3 describes the work ow management system where the cltesing techniques are applied. Section 4
describes the proposed algorithm. Section 5 reports the performance/@uation,results of proposed technique
along with available basic clustering techniques. Section 5 endshe manuscript with conclusion and future
scope.

2. Literature Review.

2.1. Load imbalance. Load balancing is a topic of signi cance in the area of distributed computing. To
balance the computational load dynamically among di erent resources, trarsfer of some jobs is required from
one resource to another in a period of time. This is called task reallation [42]. A reallocation algorithm
is proposed for tuning the parallel jobs submitted to the resource manger [42]. The batch scheduler sends
submission and cancellation requests. The reallocation algorithm in a miti-cluster environment is presented.
To dynamically migrate processes from overloaded computational nodestless loaded nodes a premptive process
migration method is proposed in [47]. However, it exhibits the limitation to maintain balance only with some
idle nodes. In our case, we consider more tasks then available computesources. To handle load imbalance, [15]
presented techniques split tasks dynamically and consolidate thento Il idle compute nodes. Similarly, Ying
et al. [46] present a load balancing algorithm based on collaborative task clusting. Level based autonomic
Work ow-and-Platform Aware(WPA) task clustering technique [35] is p roposed that considers the factors of
work ow structure and underlying resource set size for task clusering. It aims to reduce the overhead in systems
and wastage of resources.

In comparison to the techniques discussed above, our work merges thasks based on their runtime distri-
bution also considering the data dependencies. The overheads in owork are not introduced during runtime.
Also, an approach to dynamically select the order of clustering whethewertical or horizontal is proposed.

2.2. Granularity. In scienti ¢ work ows, the techniques to control the granularity of tasks is also ad-
dressed. A label-based and level-based clustering approach is progoasby Singh et al. [37]. According to
level-based clustering, considering the same horizontal level taskare clustered. In it user speci es the number
of tasks to be considered in a single cluster. In another approach of labélased clustering, the labeling of tasks
is accomplished manually by the user. This method is more prone to e€or due to manual interaction. A task
grouping and ungrouping algorithm are proposed, where information of applicabn and resources is not known
in advance [13]. Their work does not consider data dependencies butdaces queuing and scheduling overhead.
An algorithm is proposed by Muthuvelu et al. [29] that group tasks based on thei runtime to a resource ca-
pacity. Then, they proposed a technique [28] to determine the granwdrity of task based on CPU time, resource
constraints and task le size. An online scheduling algorithm [27, 30] that duster tasks based on application
deadline, user's budget and resource network utilization was introdced. Ang et al.[2] and Ng et al.[21] aimed
to increase the performance in the scheduling of tasks by introduog a factor of bandwidth. Further, Liu and
Liao [24] proposed a technique for executing ne-grained jobs by groupingasks considering the processing
capacity of available resources and bandwidth. An approach for reusing andepurposing work ow is presented.
It uses the metric of semantic similarity between layer hierarches of a work ow. It adopted a graph skeleton
based clustering technique for grouping layer hierarchies intolasters. This technique ranked the clusters. The
similarity computation used is dependent on syntactic variations [49].

As there is a large number of processes involved in the execution of aienti ¢ work ow. This may lead to
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high level of failures. A general task failure model is proposed that usemaximum likelihood based estimation
for improving the execution time performance of scienti ¢ work ow s [7]. This framework fails to take advantage
of the combination of horizontal and vertical clustering.

2.3. Structural similarity. In [22] SFLA technique is proposed for encoding of work ows through work-
ow representations by exploiting set descriptors. In [50] author proposes a method for reusing and repurposing
of a work ow by calculating the semantic similarity between layers of di erent work ows.These hierarchies are
grouped into clusters. The author proposed a SimiFlow architecturefor supporting clustering of work ows
based on similarity.

2.4. Data dependency. Although the proposed techniques signi cantly decrease the impact of geuing
time overhead and scheduling, they did not consider the factor of data dpendencies. As clustering, the tasks
horizontally increases the problem of dependency imbalance and runtie imbalance. To overcome these prob-
lems, three new methods of clustering Horizontal Runtime balancingHorizontal impact factor balancing and
Horizontal Distance Balancing are proposed in[10]. In these algorithms, onlforizontal clustering is performed.
In a work ow, there can be tasks with single parent single child relaionship. In these kinds of tasks, vertical
clustering can prove to be more advantageous then horizontal clusterigtechnique. A general task failure model
is proposed that uses maximum likelihood based estimation for improwg the execution time performance of
scienti ¢ work ows [7]. This framework fails to take advantage of the combination of horizontal and vertical
clustering considering the single parent and child relationship m the nodes of a work ow. The deciding factor
is unexplainable in research so as to choose whether to cluster taskertically or horizontally so as to maintain
parallelism.

The existing work su ers from one or the following drawbacks

The data dependencies between tasks not considered

The runtime imbalance and dependency imbalance not considered
The structure of work ow not considered

The maximum parallelism between tasks not exploited

This work proposes Hybrid balanced task clustering technique to peorm clustering while maintaining
the parallelism of the system considering the single parent singlehild relationships in the nodes of work ow.
Hybridizations of horizontal and vertical clustering technique has been achieved using impact factor based clus-
tering technique. The cluster size is dynamically set as per jobuntime to maintain the parallelism. Dependency
variance is calculated using distance metrics. Horizontal and verticaklustering is performed as per the avail-
able resources, so that the parallelism is not a ected. Hybrid clusteing improves the performance of scienti ¢
work ow in cloud computing and a further bene t to data placement.

3. System Architecture.

3.1. Workow.  The Work ow Management Coalition (WfMC) de ned a work ow as the automation
of a business process, in whole or part, during which documentspformation or tasks are passed from one
participant to another for action, according to a set of procedural rules[17]. By the de nition given by WfMC,
the work process is a progression of organized exercises and calculatioofsa business procedure which is a
unique depiction of the undertakings to be executed in that busings process. They are utilized to join a few
diverse computational procedures into a solitary lucid procedure The business applications can now be seen
as perplexing work processes, which comprise of di erent changesepgformed on the information fancied in
accomplishing the goal. Work ows o er awesome points of interest in isohting capacities from applications and
in this manner o ering data framework to be segmented based by rst arranging them and then incorporating
them.

WIMC introduces its reference model in recognizing the interfices inside of this structure which empowers
items to operate interactively at an assortment of levels. It characteizes a work management framework and
the most critical interfaces of a system as in Figure 3.1.

Work ow Engine: A software service that gives the run-time environment with a spe¢c end term
goal to make, oversee and execute work process cases.
Process De nition:  Speci es the information about the process and the work ows related b it.
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Fig. 3.1 . WfMC reference model [17]

Work ow Interoperability: This interface makes interoperability possible between di eren pro-
cesses of a work ow.
Invoked Applications: Interfaces to bolster cooperation with an assortment of IT applications.
Work ow Client Applications: Interfaces to bolster connection with the client interface.
Administration and Monitoring: Interfaces to give a framework observing and metric capacities to
encourage the administration of composite work process application situabns.

3.2. Work ow model. A work ow application Wf =(V;;E;) is represented as a directed acyclic graph

(DAG) where Vi=vj1,vj>..Vi, iS a set of vertices representing tasks and; represents edges control or data
dependencies between them.A dependenda; is the precedence constraint of the form ¥;1,vj1) ,where vi1,v; 1
2 V; and vij1 6 vj1.This refers to that the child task can only complete its execution f the parent task has
completed the execution. An example work ow is shown in Figure 3.2.

3.3. Work ow execution environment. A work ow is submitted to a work ow management system
for execution that resides on a submit hosts which is user interactin machine. The execution machine for a
work ow can be a grid, physical cluster [12], a dedicated parallel systm[26], a virtual environment such as
the cloud[4] or it can also be a local machine. Figure 3.3 shows a typicalxecution environment for scienti ¢
work ows. The components of this environment are listed below:

Work ow Mapper responsible for the generation of an executable work ow on the basis of an atract
work ow as submitted by a composition system or a user of the work ow. It nds the appropriate computational
resources and data required for execution of a work ow. For optimizationof performance, Work ow Mapper also
restructures the work ow and add transformation for provenance information generation and data management.

Work ow Engine is responsible for the execution of jobs as per dependencies de ndxy the work ow.
It manages the jobs by tracking their status. The jobs whose parent jobs hve completed are given to the Job

Scheduler.
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Fig. 3.2 . Work ow model
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Fig. 3.3 . Work ow management system

Local Queue and Job Scheduler manages work ow jobs individually and observer their execution on
remote and local resources. Dierent scheduling algorithms such as HET[43] and MinMin[5] can be applied
to the Job Scheduler and improve the overall runtime of work ow executions.

Job Wrapper unwraps tasks from clustered jobs. Then these are executed at the wker nodes. All of
these components work cooperatively with each other to perform work av preparation and execution.

4. Hybrid Balanced Task Clustering algorithm. In this, the proposed hybrid balanced clustering
algorithm used for task clustering is discussed which is not deperaht on the input of the user. It is able to
cluster the tasks vertically with single parent single child relationship and the tasks horizontally as well. The
system overhead is reduced while involving best utilization of reources. The owchart of proposed technique
is depicted in Figure 4.1. The symbols used in this work are explaineih Table 3.1.

4.1. Background. The two major issues that are undertaken by the clustering algorithns, dependency
imbalance, and runtime imbalance. Runtime imbalance refers to the nequal distribution of runtime of tasks at
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Table 3.1
Explanation of symbols used in this work

Abbreviation  De nition

WF Work ow

LVL Level in a work ow

J Number of jobs at a horizontal level
LT List of tasks at a level

DP Depth of work ow

JB; Empty Job

LC Empty list of clustered jobs
LST Sorted List of jobs

CT Child Task

IF Impact Factor

TLM Merged Task List

the same horizontal level. While dependency imbalance refers to ustering tasks at a level without considering
the factor of dependency between tasks. This increases the waitingme for input at the next level and thus
the delay in execution. The problem is also referred to as data locdy. Generally, runtime imbalance leads
to dependency imbalance and dependency imbalance leads to runtimienbalance. The structure of work ow
is also an important factor while clustering the tasks. As horizontal clustering is always performed for tasks
that may increase the problems of runtime imbalance and dependencyribalance. So instead of performing task
clustering horizontally at each level of work ow, vertical clustering can also be performed of the tasks where
single parent single child relationship exists between tasks bedés performing clustering horizontally. This may
lead to improvement in the execution of work ow while further decreasing the delays. Considering the above
challenges of clustering, the introduced method aims to obtain appropate hybrid clustering while merging the
tasks vertically with the similar impact factor and remaining tasks horizontally according to number of available
resources. Thus reducing the overall execution time. For the re&@ation of the desired clustering, the proposed
Hybrid balancing algorithm as follows.

Algorithm working: This technique prefers to cluster the tasks with single parent sgle child relationship.
The problem of dependency imbalance is catered by measuring the inagt factor of tasks in the work ow. The
Impact Factor (IF) of task t, is denoted by

X IF (ta)

IF (tn) = parent(t,)

(4.1)
ta chid (ta)

where child(t,) denotes a set of child tasks oft, and parent(t,) denotes set of parent tasks ot, The impact
factor is used to measure the similarity between the tasks or jobs[9].

The proposed algorithm ensures that the tasks with one parent-child r&ationship are clustered into one
cluster. The remaining tasks are then clustered horizontally. Theparent child relationship is depicted by
matching the impact factor of tasks vertically. The tasks with the similar impact factor are grouped into one
cluster. This help in reducing the execution time of work ow. For example gure 4.2 shows a ve-level work ow
composed of one task at level one, two tasks at level-two, four tasks at lev¢hree, three tasks at level-four and
one task at level- ve.

Algorithm 1 shows the pseudo code of hybrid balancing algorithm that use the combination of horizontal
distance balancing [10], horizontal runtime balancing [10] and impact factof10] of tasks. We assume the number
of jobs as an input from the user. This algorithm addresses the problem ofolad imbalance and also considers
the tasks with asymmetric structure. The algorithm begins with the rst level of work ow as in Figure 4.2 by
selecting tasks from each level (Lines 2-3). Tasks are clustered inta job and returned by merge procedure
(Line 4).The merge procedure merges the tasks vertically and horizomtly also. In merge procedure, the tasks
are sorted according to decreasing order of runtime (Line 13). Considang the level three of a work ow. There
are four tasks D(30s),E(10s),F(30s),G(20s). The task list LT is maintainedas according to decreasing order
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Fig. 4.3 . Merging of clusters in a job

of runtime of tasks LT =D;F;G;E. Then horizontal runtime balancing adds the task D to the job with the
shortest runtime as in Figure 4.3.

Step 2: The tasks are arranged as per the minimum distance with the task DDistance=0(D); 4(F); 4(G);
2(E). The impact factor of task D included in a job is matched vertically to depict parent-child relationship
exists or not. If the relationship exists then the child task is addel to the job where task D resides (Lines 20-22)
as shown in Figure 4.4 and Figure 4.5.

Step 3: Now after the clustering of tasks D and H. The tasks in a task list(LT) are task F,G,E. The
horizontal distance balancing is performed on tasks E, F and G. In this jols J1, J2, J3 are sorted based on
shortest distance between them and targeted task D. The distances aré,4,2 respectively for tasks F, G, E. The
candidate is selected with minimal distance 2 of task E. Hence impactdctor of task E is matched vertically and
if the impact factor matches with the below vertically then both are clustered into another cluster c2 as shown
in Figure 4.6 and merged as a job J2 as shown in Figure 4.7.

Step 4: Now the tasks left in the task list LT are F and G. Similarly the process is repeated for the tasks
F and G. But these tasks do not have a parent child relationship with ary task. So they cannot be clustered
vertically. Hence Horizontal clustering is performed for the tasks F,G forming cluster c3 as shown in Figure
4.8 and merging into job J3 as shown in Figure 4.9.
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Fig. 4.4 . Clustering to avoid runtime imbalance and dependency imbalanc e
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4.2. Pseudocode for Hybrid Balanced clustering algorithm (HYB). Algorithm 1 presents it.

Algorithm 2 Hybrid Balanced Clustering algorithm.

Require:  WF: work ow; J: number of jobs at horizontal level ; LV L :Level of work ow; DP :depth of work ow
1: procedure HYclustering (Wf)

2 for LVL<DP (WF) do

3 LT FetchTasksfromLevel (WF;LVL) . Divide WF on the basis of depth
4 TLM ,LC Merge (LT;J) . Group of clustered job returned
5: WF WF LT +LC TLM . Dependency merging
6 end for

7: end procedure

8: procedure Merge (LT;J)

9: for i<J do

10: JB; fg . NULL JOB
11: end for

12: LC fg . NULL JOB LIST
13: Sort LT in descending of runtime

14: for all task in LT do

15: LST sort list of JB; as per least distance with task

16: JB the job with minimum runtime in ~ LST

17: JB .add (task)

18: while IFt = IF¢ct do . CT is child task
19: JB .add(CT)

20: TLM TLM + CT
21: task CT
22: end while
23: end for
24: for i<J do
25: LC .add( JB)
26: end for

27: return LC,TLM
28: end procedure

5. Performance Evaluation.

5.1. Scientic work ow applications. Montage [3] is one of the application of astronomy used for
constructing large image mosaics of the sky. In it, the input images are mjected onto a sphere and then the
overlap for each input image is calculated. The input images are proje&d to the accurate orientation while
maintaining the constant emission level of background for all images. At las reprojected images are added
into a nal mosaic. The nal resulting image provides a detailed desciption of the part of the sky under
investigation. Figure 5.1 represents the Montage work ow. The size of he work ow is dependent upon the
number of images used for constructing the desired mosaic of the sky.

Cybershake . CyberShake [14] is an application of seismology that is used for calculating lBbabilistic
Seismic Hazard curves for various geographic regions in Southern Californialt is used in the identi cation
of all ruptures within 200KM radius. It also changes rupture into multi ple variations of rupture that dier
in hypocenter locations and slip distributions. Then for each rupture variance, synthetic seismograms are
calculated. After that, the peak intensity is extracted and added with the original rupture probability for
production probabilistic hazards for the location. Figure 5.2 shows an llustration of the Cybershake work ow.

Epigenomics . The Epigenomics work ow [44] is a CPU-intensive application. Initially the data is obtained
in the form of DNA sequence lanes from the lllumina-Solexa Genetic Anaizer. Every Solexa machine generates
multiple DNA sequences. Then the mapping of DNA sequences to the &orate locations in a genome is
performed by the work ow. This produces a map showing the densiy of sequence. A simplied structure of
Epigenomics is shown in Figure 5.3.

SIPHT . The SIPHT work ow [19] is responsible for researching small untranslaed RNAs (sRNAs). It
is responsible for regulation of di erent processes such as virulere or secretion in bacteria. This predict -
independent transcriptional terminators. A simpli ed version of SIPHT work ow is depicted in Figure 5.4.
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Fig. 5.2 . A simpli ed visualization of the CyberShake work ow [14].

LIGO . In Laser Interferometer Gravitational Wave Observatory (LIGO)[1] work ows data is collected by
large-scale interferometers for searching of gravitational wave signates. The observers aim is to measure and
detect waves as predicted by relativity. It is a data-intensive work ow. Figure 5.5 depict a version of work ow.

In this work ow tasks are separated into di erent groups where a group consisting of interconnected tasks as
shown in Figure 5.5.

5.2. Balanced Task Clustering algorithms. The task clustering technigues are classi ed into two
di erent categories Horizontal clustering and vertical clustering. Further to overcome the limitations of these
techniques, balanced clustering is introduced.

5.3. Description of Baseline Balanced Clustering Algorithms. In order to study the impact of
the proposed clustering technique, the clustering methods caidered are: Horizontal Impact Factor Balancing
(HIFB) Horizontal Clustering (HC), Horizontal Distance Balancing (HDB) and Horizontal Runtime balancing
(HRB) [8, 10].

Horizontal Clustering (HC) . In this technique tasks at the same horizontal level of work ow is meiged
into a job. The horizontal level for a single task is considered as the lagest distance from the rst task of
work ow starting from the rst task. The rst task is a task without a p  arent task.

As shown in Figure 5.6, the tasks t2, t3 and t4 are combined together into a luster c1, thus creating just
one job j1. The horizontal clustering is performed for the tasks at the sare level. Thus reducing the overhead.

Vertical Clustering Clustering (VC) . In this algorithm task at the same vertical level of a work ow
are merged and make a single job. In this, the tasks with relationship b®veen one parent and one child are
merged.

As shown in Figure 5.7 the tasks t2, t5, t8 exhibit parent-child relationship as t2 is parent of t5 and further
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Fig. 5.3 . Epigenomics work ow with multiple branches [44].

Fig. 5.4 . A simpli ed visualization of the SIPHT work ow [19].

t5 is parent t8. So these tasks are clustered together into a clustecl, thus creating a jobl. Similarly t3, t6,
t9 and t4, t7, t10 are clustered into clusters ¢2,c3 thus creating comimed jobs job2, job3 respectively. The
overheads are also combined into overheads 02, 03 and o4.

Horizontal Runtime Balancing (HRB) . In this algorithm runtime of tasks is equally distributed be-
tween jobs. The problem of runtime variance is addressed at the same hiaontal level. In this greedy method,
the jobs are sorted according to the ascending order of runtime. The ne task is joined to the job with a
minimum runtime. This method further raises the dependency mbalance among tasks as the factor of data
dependency is not considered while clustering.

As shown in Figure 5.8, there are four tasks t1, t2 and t3, t4 with runtime 20sand 30s respectively.
According to this clustering method tasks t1, t3 are combined into one cluster and t2, t4 are combined into
another cluster. This balances the runtime among tasks, but leads to dpendency imbalance among tasks.

Horizontal Impact Factor Balancing (HIFB) . It overcomes the limitation of Horizontal runtime bal-
ancing algorithm of dependency imbalance. In this algorithm, the jobs arerst sorted by considering the
similarity of impact factor (IF) in increasing order. Then the shorte st job is selected using Horizontal Runtime
Balancing. It groups the jobs sharing the same position in the work ow.

As shown in Figure 5.9 the tasks t1, t2 and t3, t4, t5 have same the impact fawr. Then using HRB the
tasks t1, t2 and t3, t4 are combined into clusters c1, c2.



250 Avinash Kaur, Pooja Gupta, Manpreet Singh

t2 t3 t4 t2

o
o

Fig. 5.6 . Horizontal Clustering.

Horizontal Distance Balancing (HDB) . In this clustering technique jobs are sorted considering the
distance between them and the target job. After that Horizontal Runtime B alancing method is executed for
selecting the shortest job. The tasks with minimum distance are meged thus reducing data transfer.

As in Figure 5.10 the tasks t1 and t2 are closest as compared to distance beden t1, t3 and t1, t4. So t1,
t2 are combined into one cluster and t3, t4 are combined into another clater.

The performance of above discussed algorithms has been evaluated usiwgrk owsim on various datasets
e.g. Montage, LIGO.

5.4. Experiments and Results.

Experimental setup. The trace based simulation method is adopted for evaluation. The perforrance of the
proposed technique is compared with the baseline algorithm. Real traceare used for evaluation of algorithms.
In the environment, dierent system parameters used are a numberof virtual machines, system overhead,
di erent work ows and sizes of data.

For executing applications of work ow, open source work ow simulator, work owsim is used. It is used for
modeling an execution environment in the cloud. It is an extension oftloudsim. The DAG model of work ow
is executed in it. It performs clustering and scheduling of tasks It also performs provisioning of resources at
the work ow level.

In the experiment, the simulator Work owSim is extended to impl ement the proposed hybrid balanced task
clustering technique. A virtual machine cluster consisting of 20single homogeneous core VMs is considered.
This cluster is a quota for a user in some distributed environmen$ such as Amazon EC2. Each VM detains
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Table 5.1
Con guration setup for the experiment

Parameter size

No. of virtual machines 20

Memory Capacity 512 MB
Processing capacity 1000 MIPS
Network Bandwidth 15 MB/s

con guration of 512 MB. The processing capacity for each virtual machine is1000 MIPS and by default, the
network bandwidth was set to 15 MB/s.

The con guration setup for the experiment is described as in Table 5.1.

An evaluation of the proposed technique was performed for identi cation ofits ability. The method was
evaluated for the improvement in execution time of scientic work ow and reducing the load to minimum
resources. The experiment is conducted on the following variables

Execution time of work ow : Total time taken by the work ow application to execute on the
available resources.
Performance Gain ( ): It is de ned as an overall improvement in execution time of work ow by
using the clustering algorithm over the execution of the work ow without clustering of a task. It can
be evaluated using equation as follows:
= (time taken without clustering-time taken with clustering)/(ti me taken without clustering)*100
> 0 for a clustering technique signi es that it leads to improvemert of the execution time of a work ow
. Whereas < 0 refers to negative impact of clustering method. This negative impct lead to increase
of execution time of worklfow.

Di erent scienti ¢ work ow applications are used in the experime nts along with the xed number of tasks

for each as shown in Table 5.2.

5.5. Result and Analysis.  Table 5.2 depicts the scienti ¢ work ow applications used for the experiment
and the number of tasks considered for each.

Then the makespan time for each scienti ¢ application is calculated as dpicted in Table 5.3.

Using the makespan time, performance gain of scienti ¢ applications cybrshake, epigenomics, LIGO, Mon-
tage and SIPHT is calculated and compared as evaluated according to di erenbaseline algorithms and proposed
algorithm in Table 5.4.

Three set of experiments are conducted on the scienti ¢ work ow appications.

Experiment 1: Improvement in execution time The makespan time of balanced clustering algorithms
on di erent scienti ¢ work ow applications cybershake, epigenomics, LIGO, Montage, SIPHT is obtained from
the experiments performed. The makespan time is depicted in Tald 5.3. According to the experimental
evaluations the following results are depicted:
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Table 5.2
Scienti ¢ work ow for experiment and number of tasks

Work ow Number of tasks
Cybershake 1000
Epigenomics 997

Montage 1000

SIPHT 1000

LIGO 1000
Table 5.3

Makespan time of work ow with or without clustering algorithm s

HC HRB HIFB HDB HYB without clustering
Cybershake 1511.46  1303.58 1833.68  1445.07 1352.92 2222.05
Epigenomics 238974.2 218583.8 241833.1 238754 206077.6 253462

LIGO 13188.79 12768.49 15261.21 13015.6 11635.49 17234.23

Montage 1210 924.71 936 947 923.61 1927.69

SIPHT 2115499 9537.03 22778.28 18539.23 9499.07 23453.58

Cybershake Work ow Application . In this application, there is 26% and 10% improvement in

execution time by hybrid balanced clustering algorithm(HYB) then horizontal impact factor balanc-
ing(HIFB) and horizontal clustering(HC) respectively.

Epigenomics work ow application : In this application, there is 14.78%, 13.68%, 13.76% im-
provement in execution time by Hybrid Balanced Clustering algorithm then horizontal impact factor
balancing(HIFB), Horizontal Distance Balancing(HDB) and Horizontal Clusteri ng(HC) respectively.
LIGO : In this application there is 23.75%, 11.77% , 10.60% and 8.87% improvement in ex&ton
time by Hybrid Balanced Clustering algorithm then Horizontal impact fact or balancing(HIFB), Hor-
izontal clustering(HC), Horizontal Distance balancing(HDB) and Horizontal ru ntime balancing(HRB)
respectively.

Montage Work ow Application . In this application there is 23%, 2.46% improvement in execu-
tion time of work ow by Hybrid Balanced Clustering algorithm then Horizon tal Clustering (HC) and
Horizontal Distance Balancing respectively.

SIPHT : In this application there is 58%,55% and 48% improvement in execution tine by Hybrid Bal-
anced Clustering algorithm then Horizontal Impact Factor Balancing(HIFB), Horizontal Clustering(HC)
and Horizontal Distance Balancing(HDB) respectively.

Hence from the experiment 1, it is concluded that the execution timetaken by Hybrid Balanced Task
Clustering algorithm(HYB) is lesser as compared to other baseline algorttms. Proposed technique shows the
overall improvement in execution time.

Experiment 2: Performance Gain In this experiment, the performance gain ( ) of the proposed tech-
nigue is evaluated with the other clustering algorithms. In this experiment, the proposed technique is evaluated
for identi cation of the amount to which it impacts the overall execut ion time of work ow.Figure 5.4 shows the
performance gain for di erent clustering methods obtained by the performed experiment. From the experi-
ments, it is depicted that all the methods of clustering retain a positive gain performance. This further improves
the execution time of di erent work ow applications. According to ob tained results Montage, CyberShake and
SIPHT work ows have better performance gains with a minimum gain of 52%,41%and 59%. In comparison
LIGO and Epigenomics having a minimum performance gain of 32% and 18% respéetly. The variation in per-
formance gain is due to the granularity of the average runtime of tasks in wdk ows. Considering the work ows
the lowest value for the performance gain is for HIFB in SIPHT work ow. In all the scienti ¢ work ows, the
technique Horizontal Runtime Balancing(HRB) and proposed Hybrid balanced Task clustering(HYB) method
performs better than the other balancing techniques. The clusteing method HDB(Horizontal Distance Bal-
ancing) and HIFB(Horizontal Impact Factor Balancing) lack in performance, because there runtime as well as
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Table 5.4
Performance gain for various work ows

Cybershake Epigenomics LIGO Montage SIPHT

HC 31.97903 5.715961 23.47329 37.23057  9.800593
HRB  39.11388 13.76072 2591204 52.03015  59.33649
HIFB 17.478 4.588013 11.44826 51.44447  2.879305
HDB  34.96681 5.802842 244782 50.87384  20.95352
HYB  41.33435 18.69489 32.48616 52.08721  59.49842
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Fig. 5.11 . Comparison of performance Gain () for experiment for various clustering methods.

dependency imbalance between tasks. This groups the tasks into audter that should execute in parallel leading
to an increase in execution time of work ow. The proposed hybrid balaning clustering method delivers a good
performance since it rst checks for parent-child relationship andthen clusters the tasks. Thus increasing the
performance gain and decreasing overall execution time of work ow as shen in Figure 5.11.

Experiment 3: Varying virtual machines In experiment 3, the number of virtual machines are varied
while keeping the total number of tasks 1000 MIPS.

First, the experiment is performed by using a horizontal clusteing technique while varying the number of
virtual machines (VM) as shown in Figure 5.12.

The same experiment is conducted by using hybrid balanced clusteng algorithm and the result is depicted
as shown in Figure 5.13.

While comparing both the results, it is found that horizontal clustering technique performs in a similar
manner inspite of more number virtual machines available. While in he proposed algorithm, the execution
time decreases as the number of virtual machines increases. Henceadéng to an increase in performance of
execution of work ow applications. But at an instance the proposed techrique performs as similar to baseline
algorithms. This depicts the proposed technique also reaches a stagriah point but after more of the resource
utilization in comparison to baseline algorithms.

As in Figure 5.12 the graph depicts the number of virtual machines incrases the execution time decreases
but at an instant the performance is constant and it does not matter on adding more virtual machines. The
proposed technique is performing in a similar manner and adding up tk virtual machines decreases the execution
time. But at a point the performance becomes constant.
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6. Conclusion and Future Scope. The work proposes a hybrid balancing (HYB) task clustering method
that reduces the full time of work ow execution and thus avoids waste of resources. The proposed approach
considers distance variance and merges the tasks with similar impacattor in pipeline. A simulation experiment
is conducted for evaluation of the proposed algorithm in comparison to four alstering methods: Horizontal
Runtime Balancing (HRB), Horizontal Clustering (HC), Horizontal Distanc e Balancing (HDB) ,and Horizontal
Impact Factor Balancing (HIFB). The experiment aimed to evaluate the execution time improvement. The
results depict that the proposed clustering method is able to peform better than the other methods. Hence it
can be used in di erent work ow structures.

In near future, it is intended that the size of the resource set can b identi ed for optimized execution of a

work ow. Also, the proposed approach can be implemented in a work ow engne. So that this approach can
be used for clustering tasks in a real environment.
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GREEN AND SUSTAINABLE HIGH-PERFORMANCE COMPUTING WITH
SMARTPHONE CROWD COMPUTING: BENEFITS, ENABLERS, AND CHALLENGES

PIJUSH KANTI DUTTA PRAMANIK , SAURABH PAL Y AND PRASENJIT CHOUDHURY ?

Abstract. The introduction of the Internet of Things (loT) and Big Data applications have garnered a massive amount of
digital data. Processing and analysing these data demand va st computing resources, proportionately. The major downsi de of
producing and using computing resources in such volumes is t he deterioration of the Earth's environment. The productio  n process
of the electronic devices involves hazardous and toxic subs tances which not only harm human and other living beings heal th but
also contaminate the water and soil. The production and oper ations of these computers in largescale also results in massive energy
consumption and greenhouse gas generation. Moreover, the | ow use cycle of these devices produces a huge amount of not-easy-to-
decompose e-waste. In this outlook, instead of buying new de vices, it is advisable to use the existing resources to their fullest, which
will minimize the environmental penalties of production an  d e-waste. This paper advocates for using smartphones and sm artphone
crowd computing (SCC) to ease o the use of PCs/laptops and ce ntralized high-performance computers (HPCs) such as data c entres
and supercomputers. The paper aims to establish SCC as the mo st feasible computing system solution for sustainable comp uting.
Detailed comparisons, in terms of environmental e ects (e. g., energy consumption, greenhouse gas generation, etc.), between SCC
and supercomputers and other green computing initiatives s uch as Grid and Cloud Computing, are presented. The key enabl ers
of SCC are identi ed and discussed. One of them is today's com putationally powerful smartphones. A comprehensive stati  stical
survey of the various commercial CPUs, GPUs, SoCs for smartp hones is presented con rming the capability of the SCC as an
alternative to HPC. The challenges involved in realizing SC C are also considered. One of the major challenges is handlin g the issue
of limited battery in smartphones. The reasons for battery d rain are recognized with probable measures. An exhaustive s urvey
is presented on the present and optimistic future of the cont inuous improvement and research on di erent aspects of smar tphone
battery and other alternative power sources which will allo  w users to use their smartphones for SCC without worrying abo ut the
battery running out.

Key words:  Green computing, Sustainable computing, Mobile computing , Grid computing, Smartphone computing, HPC,
Cloud computing, Data centre, Energy e ciency, Smartphone battery, Battery research, Future battery, Non-conventio  nal energy,
Wireless charging, Alternative power source

AMS subject classi cations. 68M14, 68W10

1. Introduction. In line with the massive increase in data from innumerable sourceshe need for high-
performance computing (HPC) has increased enormously. But this has ipacted the global environment badly
through various forms such as excessive energy consumption, carbon and gnfiouse gas emission, heat gener-
ation, use of toxic materials in production, harmful industrial discharge, non-degradable waste generation, etc.
Device production and operations consume huge energy. For example, n&ar30,000 megajoules of energy is
used in the manufacturing of an average computer. The energy consummn demands more energy production,
which increases the carbon footprint [64]. More requirement of compurs leads to more productions and more
uses of computers which means more environmental hazards and pollutiorhe various environmental hazards
caused by the production and operations of computing devices are listein Fig 1.

To mitigate the environmental hazards due to computing devices, we aed to concentrate on green and
sustainable computing. Several computational measures, as shown in Fit, are adopted that helps in min-
imising the energy consumption of the computers. But this is not su cient for realising sustainable computing
absolutely. One of the strategies to attain sustainable computing to utlise the existing resources optimally
and fully which will minimise the requirement of new devices wtich ultimately reduce the problems due to the
production process as well as the e-waste. Several approaches haveeb@pted in this regard as mentioned in
Table 1. Among them, Grid and Cloud computing are the most prominent initiatives which have minimised
the requirement of owning personal computer systems considerablyThey have also replaced the need for cen-
tralised HPC systems such as supercomputers and mainframes to sometest. Though Grid computing intends
to fully utilise the existing resources (desktops), Cloud compting is not that successful in this aspect. Cloud
computing needs additional resources to provide cloud services. hE centralised resources such as data centres,
at the cloud service providers end, consumes massive energy, leadito greenhouse gas emission substantially.
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* Use of natural resources in the production of the ICT products escalates Earth's
natural resource depletion; thus, unbalancing the natural diversity.

For example, to produce one desktop computer with a 17-inch CRT monitor, at
least 240 kg of fossil fuels, 22 kg of chemicals, and 1,500 kg of water needed which
accounts a total material of 1.8 tons.

Depletion of natural
resources

Device production and operations consume huge energy.

For example, nearly 30,000 megajoules of energyis used in the manufacturing of
an average computer.

Energy consumption * The energy consumption demands more energy production, whichincreases the
carbon footprint.

The production of computer hardware causes havoc pollution.

The different parts of a computer and its peripherals contain several harmful
heavy metals. Along with the environment, these toxic heavy metals are really
Effects of the dangerous to human and animal health.

manufacturing e The metals, chemicals and toxic materials involved in the production of
computers cause health hazards, water contamination and air pollution,
damaging the global environment.

process

» E-wasteis one of the fastest-growing types of waste worldwide and has become
aserious threat to Earth.

* Among the total solid waste deposited in landfills, 70% of the hazardous waste is
accounted to e-waste.

Hazardous e-waste * This huge amount of e-waste releases a substantial amount of toxic materials,

volatile organic chemicals, and heavy metals which not only exhaust resources

but also envir ntal pollution and globalclimate change.

1

Chemicalfumes, and otheri ial emission pollute the air heavily.
Untreated industrial discharges like oil, toxic chemicals, and sewage
contaminate the water bodies like rivers and lakes.

= The polluted water is not only dangerous for the aquatic creatures but also eating
the fish and seafood from the contaminated water can have serious health
hazards on human health.

Industrial discharge

Fig. 1.1 . Environmental hazards of the computing devices.

In fact, data centres capture the one-third share of the total energy cosumption of ICT. A well-known report
[45] of the year 2010 stated that the electricity consumption by data centes had risen by 56% in ve years;
whereas, during the same period, the overall increase in U.S. ekeicity usage was only 36%. This statistic
re ects the seriousness of the energy requirements of the data cees, which has become more severe in recent
years. If the right measures are not taken in due course, data centres arsure to become a grave threat to
the environment. Many companies and organizations are doing their best tdackle the energy appetite of the
data centres by adopting di erent measures. For example, Apple has tle largest solar installation for powering
its data centre. Facebooks data centre in lowa uses wind energy to eet the energy requirements of its data
centre. Google has placed its data centre in Hamina, Finland under theesa for cooling, thus curbing the energy
requirements signi cantly. Google is using Al for optimizing the energy requirements and consumptions in its
data centres.

The problem with Grid computing is that the desktops are losing popularity; in fact, the same for laptops.
Instead, smartphones are gaining huge acceptance as the new computer tvithe computing power they o er
thanks to the power-packed hardware. The technological progress of smarhones such as powerful SoCs with
multicore CPUs and GPUs has made them favourable as the primary computingdevice to many people. In-
dustries are also showing interest in this direction. Initiatives such as Microsofts Continuumh and Samsungs
DeX? are striving to bring the desktop experience on the smartphone. Mirosoft has endeavoured to run its full
version of Windows 10 on the ARM chipsets, the most popular chipset for martphones.

And the great thing about smartphones is that they have become indispegable to our lifestyle. It is not
feasible to restrain ourselves from using that. So, why dont we use #se devices of its optimal potential, i.e.,
for computing purposes as well? If these abundantly available publiowned powerful smartphones are used as

Lhttps://www.microsoft.com/en-in/windows/continuum
2https://www.samsung.com/global/galaxy/apps/samsung- dex/
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| Energy-efficient processors

« Energy-efficient processors with more
clock frequency are becoming the main
focus of modern computer manufacturers.
« Often the memory and the 1/0 ports are
onboard fabricated to reduce the power
consumption,

« Manufacturers like Intel and AMD are
putting forward new processor
technologies where a single processor can
do the job of multiple processors
[ ing anequal tofenergy.

Algorithmic efficiency

Energy-efficient storage

= The development of new storage devices
like SAS (Serial Attached SCSI) with the
2.5-inch plate size model provides high
performance with less energy
consumption in comparison to a traditional
3.5-inch model.

Similarly, for less |/O-intensive
applications, SATA (Serial ATA) provides
high yield with less power consumption.

Efficient resource all

« To attain maximum energy efficiency of an
algorithm, its resource utilization needs to
be minimized.

« For attaining i puting, it is
necessary that the algorithms applied for
the computation are energy-efficient, ie..
they should use less hardware and take
less time.

« Most of the modern compilers try to
achieve this.

« Efficient resource allocation schemes
ensure of optimal use of the resources.

« Multiple processes executing in parallel
often may require resources which may be
shared and hold by other processes. A
process holding a resource while not using
it keeps the resource "ON' which consumes
unnecessary energy. An efficient resource
allocation scheme will minimise the hold
and wait condition, saving energy
significantly.

| Energy-efficient routing

« Data transmission (both LAN and WAN)
involves significant energy c pti

Energy-efficient display

« In a computer system, in comparison to
the other components and peripherals, the

'

« As the number of hops increases, the
overall energy consumption also
increases,

+ An energy-efficient routing protocol
selects the optimal path with the minimum
number of hops and low power consuming
nodes as the intermediator hops for data
transmission.

Software support / g ;J : A

play device (monitor) c the
mostenergy.
+ CRT technology consumed a lol of energy.
but their replacements by LCD and
bseq ly,. LED tec gi have
reduced the power consumption
considerably.
« LED monitors require less energy and
they are also mercury-free and nontoxic as
compared toLCDs.

Efficient power man 3 {

« As software are the driving forces behind
given hardware, design principles of these
software have a major impact on the

overall energyc ption of the syst:
« Modern system software including the
operating syst and the compilers

incorporate energy-efficient features for
allocating and using the hardware cleverly
and efficiently to avoid unnecessaryenergy
consumption.

« Hardware stuffs in a computer, consume
huge energy even when theyare not in use
(but kept on).

« Today's compulers come wilh smart
power management techniques which
enable managing power efficiently by
turning off or switching to a low-power
state when non-active,

rtphone Crowd Computing
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Fig. 1.2 . Measures adopted to minimise energy consumption of the computi ng devices.

computing resources by forming, like desktop grids, a grid of smartphoes, the generated computing power can
well be compared to other HPC systems. We call this computing paradigm asmartphone crowd computing
(SCC). SCC refers to the approach of utilizing the public-owned snartphones (crowd of smartphones) to yield an
HPC facility anywhere and ad hoc basis. A number of powerful smartphonelevices, collectively, can o er huge
computing capability. A satisfactory HPC may be achieved by making a grd of smartphones. The cumulative
computing power achieved by such grids of smartphones can tail o the dpendency on the data centres and
low-end supercomputers as well [63].

In this paper, we advocate for optimized utilization of smartphones as pimary computing devices with the
aim of reducing the two-thirds share of ICT energy consumption on the cout of the use of computers and data
centres. The use of smartphones will lessen the environmental hazis because the manufacturing process and
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device operation will be minimized signi cantly. Due to smaller in size, the less raw material will be used in
production means less exposure to harmful elements and less pollah due to e-waste. If organizations can
avoid buying computing resources, they can save a signi cant IT inestment and operational cost. And less
device in production and operation means a direct bene t to the envionment.

Contribution of the paper: This paper o ers a fourfold contribution as mentioned below:

The environmental hazards of the growing computing devices and cenélised HPC systems are impec-
cably identi ed.

SCC has been attempted to be established as a better alternative tohe existing HPC systems in terms
of sustainable computing.

A detailed survey is presented on the modern smartphones computin capability, highlighting the
capabilities and speci cations of the prominent commercial CPUs, GPUs,and SoCs for mobile devices.
An exclusive and state-of-the-art survey has been presented on theecent developments (research and
commercial) on di erent aspects of smartphone batteries.

Organisation of the paper: Section 2 discusses the environmental hazardous factors especially fcen-
tralised HPCs, in addition to the usual hazards of computers as mentionedn Fig. 1. Section 3 asserts the
focal essence of this paper. It establishes the role of SCC in sustaible computing. In Section 4, the major
factors that are supposed to make the idea of SCC feasible are identi ed To endorse that, a comprehensive
statistical review of todays smartphones processing capability ipresented in this section. The major challenges
faced in the successful deployment of SCC are recognized in Sectién Among others, the foremost challenge is
the battery concern. The major reasons for battery drain are identi ed in Section 6. In this section, a detailed
survey is projected that covers the continuous research and imprement on di erent aspects of smartphone
battery which should help users to use their smartphone without worying about the battery drain. The recent
developments, in di erent segments, towards enhanced energy soces for smartphones are also discussed. And
nally, Section 7 concludes the paper.

2. Factors Behind Environmental Hazards in Centralized HPC Systems like Cloud, Main-
frame, and Supercomputers. Centralized computing facilities such as Cloud services and data cdres,
mainframes, and supercomputers have become a real threat to the emainment. For instance, the data centres
are responsible for 17% of the global carbon footprint [61]. These large computy systems are notorious for
energy consumption. It is projected that data centres in the US only would be consuming 73 kWh in 2020.
Nearly 30 billion watts of electric power is needed to run the data cetres. Among the amount of electricity
consumed by data centres, the servers waste 90% of their total power ceamption in keeping the systems
running for the entire day. Besides the operational energy consumpon, there are several other factors that are
associated with environmental hazards of the big centralised computig systems, as mentioned below [46]:

Coolant: Computing and allied infrastructures in the data centre produce enormous heat, and this requires
heavy cooling. Most of the air conditioning or cooling system uses coolarfor quick and deep cooling. The
coolants used earlier for air conditioning systems are freon/halocarbon ochloro uorocarbon. These coolants
are mildly toxic in nature and have caused ozone depletion signi canty. The new coolants hydro uorocar-
bon currently used in all air conditioning system is not risky to the ozone layer, but they signi cantly cause
atmospheric warming. This coolant traps the heat within the atmosphereand causes global warming.

Batteries: Data centres require huge batteries for power backup. These battées make sure the power
ow is constant, and provide an electric power supply for a few minues to hours based on the power cut or
power uctuation. These batteries have a limited life span of 3 to 4years. The batteries used more often are
the lead-acid battery. These batteries may cause an adverse e ect onuman health and the environment. The
fumes emitted from the battery are dangerous to human health. Whereashe lead used in batteries is highly
toxic, and if they are not properly disposed of, they may contaminate the soil and water. Presently, in most
power backup systems, dry batteries are used. These batteries e@heavy metals like mercury, nickel, cadmium,
and silver. The metals, mercury, nickel, and cadmium are toxic and lave a fatal e ect on human health. These
batteries cannot be dumped into the open and need to be properly re@jed. It is necessary that the batteries are
properly disposed of. There are multiple companies which recycle U batteries. 80% of leading manufacturing
units in the U.S. undergo battery recycling.

Cleaning materials:  Dusting and cleaning are important in data centres in order to operate eciently.
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Table 1.1
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Sustainable computing approaches, their advantages and prob lems in terms of sustainability

Working principles

Environmental advantages

Problems

Grid | The unused computing | Utilising of existing idle resources fa- | Needs fast and reliable LAN and WAN connections.
com- |resources of the con-|cilitates less energy consumption and |In the volunteered grid, it is dicult to motivate the
pu- nected computers are | minimise environmental hazards due to | resource owner to lend their resources.
ting used opportunistically |the manufacturing and operation of the | In the case of the non-volunteered grid (e.g., commercial
providing a massive | computing systems required otherwise. | grids), the services might be costly.
virtual computing fa- Not only setting up and managing the grid resources
cility [62] but also accessing them often require expertise.
Cloud | Facilitates a shared | Eliminates the need for private comput- | The data centres, comprising the large servers and com-
com- |pool of congurable |ers, servers, and data centres which has | puters, and associated cooling systems consume massive
pu- computing  resources | signi cantly contributed to energy sav- power.
ting along with quality |ing. Accessing the cloud service depends on the internet con-
services which can nection. The instability/unreliability and unavailabili ty
be rapidly provided of connection hold back accessing the cloud.
on-demand basis [65] Involves security and privacy issues.
It is true that the cloud computing eradicates the big
upfront investment on computing resources but access-
ing the right service is not that cheap either.
Involves data transfer cost.
Since cloud services are typically generic they lack in
exibility.
The user/client has minimal control of their own ap-
plications as the cloud service infrastructure is entirely
owned, managed and monitored by the service provider.
Switching or migrating to a dierent cloud service
provider is often complex or infeasible.
Ser- | Consumers borrow | Saves the energy requirement for run- | Not suitable for real-time applications which require low
ver- a third-party server |ning privately-owned servers. latencies.
less |when needed; thus, |It also scales down quickly by shutting | Also, not suitable for applications which need long exe-
com- |doing away with | resources down when they are not in | cution times.
pu- purchasing and main- |use. This saves a lot of energy con- | Everything operates in stateless fashion; hence, han-
ting taining own server |sumption. dling state using stateless functions is a real issue.
exclusively [36]. Serverless codes not necessarily be run| After some time of being idle, the function will require
in any specic server. Hence, the |to go through a cold start which not only takes up to a
serverless applications can be deployed | few seconds but also consumes energy.
in the edge of the network, i.e., close
to the end users [18]. This will not
only reduce the latency but also saves
a signi cant amount of energy by elim-
inating the need for unnecessary data
transmission [65].
Using | The use of terminal | The processing and storage require- | Running applications on a remote server always involve
ter- server along with the |ments for client machines are minimal | performance issues.
minal | thin clients gives users |because a terminal server hosts all the | There are chances for terminal servers getting bottle-
ser- a feel of computation |application logic which also runs on the | necked with overloaded requests. Hence, the terminal
vers |being taking place in |server. server needs to be powerful enough to be able to handle
the very same terminal, | The thin client uses up to the 1/8th all connections.
while the actual com- [amount of energy in comparison to |If the terminal server is not backed up, there is a high
putation takesplace in |workstations and thus considerably re- | risk of downtime due to a single point of failure.
the terminal server. duces energy consumption. If the communication network is not reliable, the system
will be a ected harshly.
Vir- A single physical server | E ective resource utilisation leads to | The required hardware speci cation (e.g., memory, pro-
tua- is logically partitioned |fewer production and less e-wastage. cessor, etc.)is much higher for the same task executed
liza- |into multiple virtual A single physical server acting as multi- | in a native computer.
tion servers or server in- |ple server instances consumes consider-| Involves complex troubleshooting, in case of failure.
stances, sharing the |ably less energy in comparison to sepa- | Degraded performance than a physical server.
same hardware re- |rate dedicated servers. Su ers from availability issue which discourages using
sources and allows | It requires quantitatively less hardware | virtual servers for mission-critical applications.
processing multiple |to run similar application than dedi- Has major security issues.
applications or jobs |cated systems which leads to fewer de-
on dierent virtual |vice production and less e-wastage.
servers. The absence of the usage of the local

hardware or software cuts the overall
energy consumption.
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Dusting and cleaning require special material that minimizes statc discharge and are safe for electronics.
Varieties of cleaning solution are available, and most of them are toxic ashey contain bleach, ammonia, or
chlorine. These toxic cleaning solutions have an adverse e ect on hman health.

Diesel fuel: Another measure of overcoming power failure is the diesel fuel-badepower generator. In a
location where there is a recurrent power failure, the data centes heavily depend upon the power generators for
a constant supply of power. Diesel fuel-based power backup is therimary solution for powering data centres
since battery technology is incapable of producing power for long time. Diesel fuel produces an enormous
amount of CO, and other chemicals which have an adverse e ect on human and does global wamng.

Electronic waste:  Electronic equipment have a nite lifespan. Even for functional equipment, the per-
formance degrades with time. Conventionally, the IT products in busness rms and data centres such as a
server rack, UPS, desktop computers, servers, monitors, hard driwe etc., are replaced after every 3 to 5 years.
Globally, the scrapped IT equipment for the last 20 years are enormoushhuge, and it is increasing day-by-day.
The e-wastes are harmful to the environment if dumped on the open landls. The monitor, CPU, UPS, etc.,
are made up of materials which have negative e ects on the environmentlt is the responsibility of the business
organizations to either reuse or sell/donate the reusable equipment oreacycle them properly.

Fire suppression: It is important to have data intact and safe with the service providers. Due to the
fact, the data centres are dealing with high voltage, and hence, theresia chance of short-circuiting and re. All
data centres carry extensive and fast re suppression system whit may be environmentally negative. Various
chemicals employed for the re system may be harmful to the envionment contributing to e ects like ozone
layer depletion and global warming. These chemicals are toxic and may d its way to underground water or
to rivers, thus, contaminating the water resources. However, as thee systems are not used or tested regularly,
the chemical harm is minimized.

Packaging: Business organizations like IT rms and data centres import huge IT equpment every year.
Customers and data centres ship equipment and supplies to and fromala centres frequently. The equipment
comes with packaging material like boxes, cardboard, plastic bags, foamshérmocols adds huge waste every
year. A large data centre processes literally tons of boxes each year.aBkaging materials like cardboard boxes
can be recycled and are biodegradable, but other materials like foams, #rmocols, plastic bag, and plastic
support accessories are nonbiodegradable and need proper recycling. ping these on the open area may
harm the environment.

O ce zones: IT business rm and data centre o ce area contribute a lot to emissions and wastes. This
includes wastes due to the inappropriate use of electricity and wateresources. Running air conditioners, heating
equipment, and lights throughout the o ce for the entire day, even if it is not required, causes considerable
electricity wastage. Similarly, unmonitored use of water resourcesn washrooms and kitchen lead to wastage of
water. Besides, daily o ce chores produce lots of paper, plastics, andgackaging wastes. Floor cleaning, glass
pane, computers, and carpets also produce chemical wastes. Even thgorescent bulbs used by o ces also
carry toxic matters like mercury, lead, etc., and may cause enviromental and health hazards.

Overall, it can be said that the centralised HPC systems have a negatie impact with respect to nature and
natural resources. But as said there is always room for improvement, thich may range from minimizing the
toxic chemicals used to practising the policies of reuse-redueecycle across wherever possible. As technology
is developing, new products are coming which causes less emissidess environment hazard and lowers the
greenhouse gas emissions.

3. Smartphone Crowd Computing as a Solution Towards Sustainable HPC. Whatsoever the
negative impacts of computers have on the environment, we cannot head #m o from our livings. We need
them in every step of our daily life. Actually, we need more and more pwerful computers day by day for
various purposes. In view of that, we need to consider seriously to mimize the environmental externalities of
producing and using computers.

On the other hand, smartphones have become a part of our daily life, and thy are getting more resource-
packed and hence, computationally more powerful (see Sect. 4.2). So,i#t a good idea to use them as computing
devices because smartphones have less adverse e ects on the eorinent compared to desktops and laptops.
Actually, to many people, smartphones have already become the primarcomputing device [63]. Because of
portability and easy to use, people are ful lling most of the daily computing needs using smartphones.
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Since the smartphones are getting close to the sophisticated computgin terms of resources and computing
ability, much like desktop Grid Computing, if a number of such smartphones are connected through a network
and make them act as a virtual single unit of computing resources, it can ratch the power of high-end powerful
computing systems such as supercomputers and data centres. Like wwiteer computing, instead of buying
the required number of smartphones, public-owned smartphones arexploited on a need basis. Hence, this
computing paradigm is termed as smartphone crowd computing (SCC) [63, 67]

3.1. Smartphone Crowd Computing. SCC is a distributive computing framework where a large job is
divided and distributed to the peoples smartphones (hence, crod computing) to be executed. The philosophy of
SCC is to combine computation power of numerous distributed smartplones to escalate the overall computation
power. SCC paradigm shares the CPU cycle of multiple smartphones in aoluntary or involuntary basis to
resolve a high computational task. The concept is to process a computainally big task by segmenting the
task into smaller microtasks, and each micro-task is processed on thermrtphones individually. The processing
is typically carried out opportunistically, i.e., whenever the host smartphone is idle, the crowd computing
application installed on the smartphone will assign the task to the smarphone processor (CPU or GPU). Even
though the computation power of smartphone devices is less, the cumalive processing power of smartphones
is quite high enough to execute complex computational jobs. Fig 3.1 lis the highlights of SCC.

In SCC, a designated coordinator, may be xed (a desktop computer) or nobile (a smartphone), hosts
the crowd computing application. The coordinator is responsible for dviding and distributing the job, nding
suitable resources (smartphones), allocating and scheduling theobs to the smartphones, monitoring for fault-
tolerance and collecting the results from each resource. The coordator keeps microtasks in the job pool, ready
to be dispatched. For distributing the tasks, available crowd devces (smartphones) are searched, and a set of
suitable devices are being selected as crowdworkers (computingsources) for processing the jobs. After the
execution of these tasks, each node submits the completed task withesults to a centralized master device,
where all the results are gathered, checked for error to get the nal rseult. It is the job of the master device
(coordinator) to check the error and validity of each task execution.

Since the devices are mobile, the reliability of an available devicéor a long time is very thin. The coordinator
makes a task group among smartphones which either voluntarily or involunarily joins the group. SCC provides
quite a exibility in terms of job allocation and execution as a small task group could be established, comprising
a few available smartphones. Even without an internet connection, tle smartphones in the task group can
communicate using Hotspots or Bluetooth. This makes SCC as the ideal altaative of centralised HPCs where
these HPCs are not available or not accessible. The ubiquity and exiblity of SCC is an ideal candidate for
providing the computing facility to applications such as pervasivecomputing [68] and cognitive 0T [66], where
the data need to be processed near the data source as well as sink.

3.2. How Can Smartphone Crowd Computing Minimize Environmental Hazards? . Object-
oriented programming brought the revolution in software development byintroducing the concepts of reusability
and polymorphism, which allow software modules to be used multipldimes for multiple purposes. This saves a
signi cant amount of man-hours and cost. The same is true for crowd computing. Already existing devices are
used for computational and other purposes. This reduces the requireaent of buying IT infrastructure separately
because the public will buy phones for their own purposes, anyway. Moreover, the utilization of already
existing smartphones to achieve SCC instead of traditional HPC will reluce the requirement for dedicated large
computers.

If smartphones and SCC are employed in a wide-ranging computing redrement, due to the substantial
reuse, the need for new devices will be much lower. That means uenessary production is avoided which
will, in turn, minimize the environmental externalities of prod ucing computing devices. The reduction in
the production, operation, and degradation of unnecessary devices willeduce the amount of global e-waste
considerably. In addition to that, being much smaller in size, smarphones produce less e-waste.

Using smartphones for computations will curb energy requirements gjni cantly. The smartphone processor
architectures o er far more energy e ciency than those of desktops and hptops. The energy consumption of a
standard smartphones ranges from a few to 10 KWh per year. Therefore, totatnergy consumption is 10 TWh
per year considering one billion smartphones are in operation worldwide This is only 1% of the total energy
consumed by ICT which is typically on the order of 1,000 TWh per year [32].
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Smartphone Crowd Computing

Distributed computing: A large task is divided and assigned to smartphones for execution
parallelly.

Ad-hoc and on-demand computing: Whenever there is a need of computation, an ad-hoc
computing facility can be provided with the available smartphones.

_' Voluntary or non-voluntary: The smartphone users may lend their devices with or without any-
gain.

—| Opportunistic computing: Jobs are executed on the smartphones whenever they are free.

| Easily available resources: Since smartphones have become indispensable, the probability ofl
finding a sufficient number of smartphones is always high.

Resource elasticity: Due to large number of devices, if needed, computing resources can be
increased easily.

Fig. 3.1 . Highlights of Smartphone Crowd Computing

Hence, it is apparent that smartphones and SCC will signi cantly help in protecting the environment along
with saving resources and minimized organizational IT expenditure.

3.3. Environment-friendliness of Smartphone Crowd Computing in Com parison to Other
HPC Systems. In line with our argument that SCC is a viable alternative to the costly HPC systems, in
this section, we shall check out how SCC is more environment-friedlier than other HPC systems viz. desktop
Grid Computing, data centre, and supercomputers.

Due to their computing capacity and power, the energy requiremens of supercomputers are gigantic and
might well be equivalent to that of a small city. The correct responserelates to electricity; speci cally, 17.8
megawatts (MW) of power is required to run Tianhe-2, one of the Top500 rankng supercomputer, boasting
33.9-peta op through 3.12-million processors. An exa op (1,000 peta ops) compute needs approximately 500
MW, which is equivalent of the total output of an average-size coal plant, ad enough electricity to cater the
needs of all the households in a city like San Francisco [35].

In recent years, the computing services o ered through Cloud Compuing have got tremendous popularity.
People can rent computing resources on usage and requirement basis. €ltloud service providers maintain
big data centres to cater to the computing resource need of the cligs. A data centre, abstractly, can be
described as an abundant number of computers stacked together. To makeéh¢ cloud service available 24x7,
these computers are kept ON throughout the day which makes them veryhot. As a result, a huge amount
of power is consumed not only to run these computers but also to keephem cool. About 30 billion watts of
electricity is needed to run the data centres (comparable to the kectricity generated from 30 nuclear power
plants) which is nearly 17% of the total carbon footprint caused by technobgy [61]. Data centres consumed
416.2 TWh of electricity in the year 2015 which is roughly 3% of the global eledicity supply [9]. A single data
centre can consume more power than an average town. To provide uninteupted power supply in case of power
failure, the data centres run generators that emit diesel exhaust. ©days data centres cause approximately 0.3%
of overall carbon emissions [43], which is equivalent to the carbon footint generated by the airline industry
[9]. Of the total global greenhouse gas emissions, the power-hungry datamtees account for nearly 2%. This is
putting an immense impact on the environment leading to global warming. The bad news is, every four years,
this energy requirement is getting doubled and the total energy reqirement of the data centres, globally, will
increase threefold in the next decade. By 2025, data centres are expect to use 20% of the worlds energy
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[5]. The e ciency of the data centre is measured in terms of Power Usagd ectiveness (PUE). PUE compares
the non-computing energy to the amount of energy to power actual maching Data centres operate at 70% of
overhead energy. It means another 0.7 units are used behind the infrasicture of the data centres. So, the
total PUE goes up to 1.7 [61]. Typically, the PUE of the common data centres isabout 2.0 [43].

As mentioned in Sect. 1, the desktop Grid is an a ordable option for sustairable computing. Here, the
existing devices are used as computing resources instead of buyidgdicated HPC. This helps the environment
as this will minimize the requirement for producing extra dedicated HPC systems. Grid Computing can lower
the environmental externalities of supercomputers and data centre considerably. SCC promises to minimize it
further.

Due to the much smaller size, smartphones have much less negativevéronmental impact than desktops
and laptops and obviously than supercomputers and data centres. So, a gridf smartphones (SCC) will be
more environment-friendly. As people will buy smartphones anyway,SCC can use the existing devices without
requiring additional device production. The environmental advantages of SCC can be summarized as follows:

No need for explicit production of computing devices as people will se smartphones anyway.
Production of smartphones is much environment-friendly compared ¢ large computers.

Due to the small size, the e-waste will be lesser and can be handledare e ciently.

No dedicated cooling systems are required.

No power backups, such as large batteries and generators are required.

Smartphone processors are typically energy-e cient. As a result, hey consume much less energy than
other computing systems to perform the same operation.

Table 3.1 statistically demonstrates the advantages of smartphones, in tens of environment-friendliness,
compared to desktops and laptops (Grid Computing), data centres, and spercomputers.

The excessive number of smartphones may be advantageous to SCC, butig really worrisome considering
the amount of e-waste generated. Therefore, it is extremely cruciald opt for the proper disposal of discarded
devices and try to recycle as much as possible. Fig. 3.2 lists the ngsnsibilities of the smartphone user
suggesting what to be done when they discard their smartphones.

DU Collect discarded smartphones and accessories.

e

"' Drop devices into the collection boxes at selected outlets.

ﬁ The recyclers will collect and transport devices to the disposal and recycling facility.
ﬁ Proper disposal and urban mining will take place at the facility.

e

@D Recovered materials will be recycled and used to manufacture new products.

Fig. 3.2 . Smartphone users' responsibility towards e-waste managemen t [51].

4. The Enablers of Smartphone Crowd Computing. In this section, we shall look into the key factors
that have helped SCC to be a feasible HPC solution.

4.1. The Mass Adoption of Smartphones. According to the recent research market statistics, globally
smartphone shipments had reached 1.55 billion [75]. It is expected thaby 2020, the shipment would reach
6 billion [76, 34]. Fig 4.1 shows the estimation of the number of smartphorne that are going to be shipped
globally from 2018 to 2022. Alone in India, in 2017, the number of mobile users had crosd 300 million [38].
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th data centres, supercomputers, and Grid Computing (desktops

Grid Computing

Data centre Super- Desktop Laptop Smartphone
computer
Energy 200 TWh/year [43]. 17.8 MW for| 100-150 Watts/hour, 60 1.5-3 Wh. An average
con- Tianhe-2, the| 600 KWh/year [25]. Watts/hour, phone needs 2kWh/year.
sump- 33.9-peta op 300-150
tion supercom- KWh/year
puter  with [25].
3.12-million
processors
[35].
CO 171,630 kg CO2 [39]. | 0.175 mil-| 380 kg/desktop [31]. 227 to 270 | 16 kglyear [10]. An
emission Around 0.3% of overall lion kglyear kg/laptop average mobile emits 35
in the carbon emissions [43]. per super- [1]. kgs of carbon while man-
man- computer ufacturing [2].
ufac- (equivalent
turing capacity  of
process 1000 PCs).
Other Along with the common Same as datg The metals contained Almost  all The hazardous metals
environ- hazardous materials such | centres. in PCs commonly in- the haz- | such as Al, Ag, Au, Cu,
mental as Fe, Cu, Al, Ag, Au, clude Al, Ag, As, Au, ardous Fe, Pb, Hg,Cd, etc. are
hazards Pt, Pd, Pb, Hg, As, Ba, Be, BFR, Cd, Co, elements of | needed in smartphone
[40, 55, Cd, Se and hexavalent Cr Cr, Cu, Fe, Ga, Hg, desktops are | manufacturing also, but
28] and BFRs, other harm- Mn, Pb, Pd, Pt, PVC, also found in | in much less quantity
ful elements such as ethy- Sb, Se, and Zn. Most | a laptop, but than desktops and lap-
lene/propylene glycol for of them are really haz- | the quantity tops.
cooling systems, diesel ardous and contami- is less as
fuel for backup genera- nate soil, water, and laptops are
tors, lead-acid batteries air, if not properly dis- typically
for UPSs, and compressed posed of. smaller than
gases for re suppression desktops.
makes data centre real
peril to the environment.
E-waste 32360 metric tons of e- | 9.3 million | 41698.8 metric tons | 3230 metric | In India, out of 650
gener- waste in 2018. tons/year [79]. tons [79]. million mobile users,
ated [19]. 40% have changed their
phones in 2017, generat-
ing huge e-waste [52]. In
the USA, yearly, nearly
150  million mobile
phones are discarded.
Weight N.A.3 N.A. 77 472 Fe, 0.9 Cu, 28 | 195 Fe, 2.4 | 0.8 Fe, 0.3 Cu, 37.6 plas-
fraction plastic, 9.4 PCB. Al, 1.0 Cu, tic, 30.3 PCB, 20.4 bat-
of ma- 25.8 plastic, | tery.
terials 13.7 PCB,
(%) [49] 14.4 battery.
E-waste Decomposing is challeng- | Same as datg As the number of users | The same | The continuous growth
decom- ing as a huge volume | centres. is very large scale, the | problem, but in  smartphone users
position of e-waste generated due proper and systematic moderate with very brief use-cycles
to a large scale of com- decomposition of e- | due to less | is a great challenge in
ponents.  Require large waste is really di cult. equipment terms of decomposing
dumping ground; risk of Most of the computers as compared | and recycling as the
toxic metals and chemi- are public-owned or | to desktop. lack of awareness and
cals; and contamination owned by small or- eagerness among the
risk. But, since the ganizations. Most of public. But if the civic

data centres are gener-
ally owned by big com-
panies/institutes, they are
expected to follow the sys-
tematic decomposing and
recycling process.

them do not follow
the proper decompo-
sition and recycling
processes.

authorities take active
roles and are able to

convince people the
necessity of  proper
disposal of discarded

devices, the problem can
be tackled.
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Units in Millions

Fig. 4.1 . Worldwide smartphone shipments forecast from 2018 to 2022 [ 76].

The number of active smartphone connections, worldwide, will reach @illion by 2020 [34]. The huge adoption
of smart mobile devices across the world has put a big platform for crowd @mputing [63, 67].

Factors driving the smartphone market: There is a number of factors in uencing the growth of
smartphone use in the global market as mentioned below [34]:

Rapidly falling price of smartphones has accelerated the customers taove from basic and standard
feature phones to smartphones.
Developing smartphone technology has a reason for the increase in the sal€low-end smartphones.
The increasing availability of the highspeed 3G/4G spectrum with inaeased mobile broadband connec-
tions all around the world.
The availability of highspeed data-centric services and low tari s have increased the adoption of smart-
phones in both developed and developing societies. Further, thevailability of cheap data tari s tailored
as per the customers needs has also reasoned for smartphone adoption in eleping countries.
The concept of tailoring the data tari s for cost-conscious prepaid consumers can be linked with the
selling rate of smartphones.
E cient retail channels and supply chain have helped manufacturers to reach customers from every
corner across the globe.
The government policies in support of the growth of the smartphone and sbsidiary industries have a
signi cant role in price slicing and the growth of mobile networks.

4.2. Powerful Smartphones. Over the last couple of years, the smartphone industry has seen an un-
precedented focus on its hardware. Be it CPUs or GPUs or even DSPs, throcessing capability of smartphones,
to meet various purposes, has been increased exceptionally. The CP&hd memory architectures are designed
and tuned to boost heterogeneous computing. The GPUs are also engineertm enhance general purpose GPU
(GPGPU) computing performance. Advancement on each module, though gearately, makes the smartphones,
as a whole unit, a great possibility to become a powerful computing @tform. Let us have a run up on the
latest developments on the smartphone hardware.

4.2.1. Powerful CPUs.  The rst multicore smartphone, announced at the end of 2010, was the LG
Optimus 2X, loaded with the Tegra 2 processor from NVIDIA, with a maximum frequency up to 1.2 GHz
[80, 57]. Since then all smartphone manufacturers have been in a war to loatieir products with an increasing
number of cores. To buttress this exigence, SoC makers are coming outttv more and more powerful smartphone
processors quite regularly.

ARM Processors: ARM is the most popular processor architecture used in smartphones andupported
by most of the major smartphone operating systems. More than 95% of smartphogs employ ARM processors
either as main application processors (Cortex processors) or other auiary processors such as ARM Embedded
Processors, ARM Embedded Real-time Processors, ARM Secure Pragsors, etc. [6]. These processors are
particularly preferred in smartphones due to the verity that they yield impressive performance in spite of
consuming signi cantly less power. High scalability, power e ciency and superior computing performance
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(nearly 30 times better than the smartphones of that period) of ARMv7-A* based smartphones have resulted in
an increase in smartphone sales colossally since its introduction in 2008]. ARMs latest architecture, ARMv8-
A5, having state-of-the-art 64-bit instruction set with superior 64-bit programming model, is the pertinent
extension of its predecessor. It supports the 64-bit general purpose dn oating-point registers, each of 32
numbers, promising enhanced performance [6]. ARMs Cortex-AS3and Cortex-A57’ are the rst ARMvS-A
based big.LITTLE & pair. As the big processor, Cortex-A57 produces an exceptional degree performance by
harvesting techniques like out-of-order execution, wide multiissue capacities with large memories, whereas the
Cortex-A53 focuses on power-e cient operations by means of a simpler ipeline in a smaller con guration while
still delivering handsome performance. In the context of energy e dency, it is worth mentioning of the Cortex-
A35° which is designed for the next-generation smartwatches and probably haset a new standard in energy
e ciency for mobile processors [36]. In 2015, the ARM came with Cortex-A72°, based on 64-bit ARMv8-A, to
thrust the performance up for the next generation of phones. The CortexA73!%, the smallest ARMv8-A based
processor, has been 30% faster and 20% energy e cient than A72. A?5 came with signi cantly improved
integer and oating-point performance, and better memory workload managemeh The latest Cortex-A7613
is designed to deliver laptop-class performance with mobile e cierty. In comparison to the A75, it o ers
35% better performance with 40% more power e ciency. The developmentof ARM processors, in terms of
competence in oating point performance, has made them a serious cont@er in consideration for a range of
scienti ¢ applications. In fact, due to their energy e ciency, th e ARM processors are going to be used in the
futures supercomputers also.

4.2.2. Powerful GPUs. In this section, we shall check out some of the latest and most powerfubPUS
for smartphones. Imagination PowerVR: The PowerVR* Series7XT® family drives GPU performance of
mobile devices to new heights which can deliver up to 1.6 TFLOPS by mploying multiple clusters (2 to 16). All
the GPUs in this family are o ered in two modes FP32 and FP16. The signi cant 8 clustered GT7800 has 256
FP32 ALU cores or 512 FP16 ALU cores. At the clock rate of 800 MHz, the FP32 cores defer 820 GFLOPS
while the FP16 cores deliver 410 GFLOPS. The highest rung in the segis, the GT7906° has 16 clusters either
of 512 FP32 cores that deliver 800 GFLOPS at a clock rate of 800 MHz (for 16nm FinFET+ or of 1024 FP16
cores, capable of delivering an imposing 1.6 TFLOPS at the same clock rat¢77]. The company has provided
an optional FP64 ALU for every pipeline that can be added to designs to deal wh high-end supercomputing
like applications.

Qualcomm Adreno:  Snapdragon 810's Adreno 438 GPU has a whopping 288 numbers of shader cores.
It has a clock rate of 600 630 MHz, and it delivers 388.8 408 GFLOPS. The Adreno 53% packed in Snapdragon
820 and 820A works in the range of 510 - 624 MHz o ering 407.4 - 498.5 GFLOPS. It can achieve 588FGOPS
working at 736 MHz.

NVIDIA Tegra: Tegra K1%°, has 192 Kepler cores running at 850 MHz and delivering 326.4 GFLOPS.
The Tegra X12° features impressive 256 Maxwell cores. Though it has fewer shader cortgsan Adreno 430, it
outsmarts the latter in ground performance. The clock speed of Tegra X1'$5PU touches 1 GHz, and it delivers
512 GFLOPS.

4https://developer.arm.com/docs/ddi0406/latest

Shttps://developer.arm.com/docs/den0024/latest/armv8 -a-architecture-and-processors/armv8-a
Shttps://developer.arm.com/products/processors/corte x-alcortex-a53
7 https://developer.arm.com/products/processors/corte x-alcortex-a57
8https://developer.arm.com/technologies/big-little
9https://developer.arm.com/products/processors/corte x-alcortex-a35

10 https://developer.arm.com/products/processors/corte x-alcortex-a72

11 https://developer.arm.com/products/processors/corte x-alcortex-a73

12 https://developer.arm.com/products/processors/corte x-alcortex-a75

13 https://developer.arm.com/products/processors/corte x-alcortex-a76

14 hitps:/iwww.imgtec.com/graphics-processors/

15 https://www.imgtec.com/graphics-processors/powervr- series7xt/

16 https://www.extremetech.com/gaming/199933-powervr-goes -4k-with-gt7900-for-game- nnconsoles

17 https:/ivww.notebookcheck.net/Qualcomm-Adreno-430.1  46784.0.html
18 https://www.notebookcheck.net/Qualcomm-Adreno-530.1  56189.0.html
19 https://www.nvidia.com/object/tegra-k1-processor.ht ml
20 https://www.nvidia.com/object/tegra-x1-processor.ht ml
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ARM Mali:  The Mali GPUs from ARM are not really well-known for their performance. T hough they
work at the higher clock rate, the GFLOPS output from them, comparatively, on the lower side. The Mali-T880
MP4 used in Helio X25 runs at 850 MHz but o ers merely 115.6 GFLOPS while the ame GPU used in Kirin
950/955 runs at 900 MHz and o ers 122.4 GFLOPS [3]. The Mali-T880 MP12 used by Samsung Bxos 8890
clocks at 650 MHz o ering 265.2 GFLOPS. The latest of the series, the Mali-G1%! is 50% faster than the
Mali-T880, attributed to 32 shader cores, twice the amount used on the MakT880 while at the same time it is
20% more power e cient [4, 37].

4.2.3. Powerful SoCs. In this section, we shall have a glimpse of some of the latest and most p@sful
smartphone processors and SoCs.

Qualcomm Snapdragon:  Snapdragorf? is a family of mobile SoC processor, architected and marketed
by Qualcomm Technologies. It leapt a signi cant step in mobile computing by introducing the rst 1 GHz
mobile processor ever which featured in Toshiba TGO1 in the year 2009 [42Bince then there is no stopping
from this SoC leader. Qualcomm Snapdragon 800 processor, launched in theaye2013, packed with four Krait
400 CPU cores and providing up to 2.45 GHz clock speed, outperformed all ber processors in the mobile
segment [72]. Next in the line, the octa-core Snapdragon 810 follows the biJTTLE concept from the ARM
and arranged in two clusters of di erent clock frequencies, proviling an overall performance of 2.7 GHz [50].
The performance-oriented cluster of four 64-bit ARM Cortex-A57 runs at 1.958GHz, and an energy-e cient
cluster of four ARM Cortex-A53 runs at 1.555 GHz [72]. It also has one of the highly pwerful GPUs, the
Adreno 430. The Snapdragon 820, a 64-bit CPU that uses the ARMv8-A instruction st has four custom Kryo
cores arranged as two dual-core setups - one for highly demanding tasks anlet other for relatively low-pro le
tasks [54]. The performance-oriented cluster clocks at up to 2.15 GHz anthe energy-saving cluster runs
at 1.6 GHz. The Snapdragon 820 also packs Adreno 530 GPU, the new Hexagon 680 DSP and thé-bit
Qualcomm Spectra ISP [70]. The integration of these powerful chips igxpected to provide high-performance
mobile computing. To reinforce e ective heterogeneous computing, te Adreno GPUs are devised to perform
seamlessly with the Snapdragon CPUs, DSPs, and ISPs to accomplish pressing-intensive GPGPU compute
tasks. The new Snapdragon 82%, loaded with the Qualcomm Kryo quad-core CPU, delivers 10% better
performance than the 820, topping speeds up to 2.4 GHz. The Snapdragon &35is 35% smaller and uses
25% less power than its predecessors. The Snapdragon 82%having an Octa-core CPU (Qualcomm Kryo 385)
provides a clock speed of 2.8 GHz. It also incorporates the Qualcomm Adno 630 GPU. The latest Snapdragon
855%, built on a 7nm?” technology from Taiwan Semiconductor (TSMC), have an eight-core (one of 2.86GHz,
three of 2.42 GHz, and four of 1.80 GHz) Qualcomm Kryo 485 CPU and an Adreno 640 GPU.

NVIDIA Tegra: NVIDIA has been the most prominent SoC makers in the market with their powerful
Tegra series. The company has rede ned mobile processing with theincredibly advanced SoC, the Tegra
K1, launched in 2014. It encompasses 192 supercomputer-class GPU cores, éth®n the Kepler architecture
that has accelerated some of the worlds most powerful supercomputersl§]. These prodigious powerful GPUs
generate unbelievable extent of computing potential within an incralibly tiny package with remarkable power
e ciency. As mentioned earlier, NVIDIA compares their latest produc t the Tegra X1 as yesteryears rst tera op
supercomputer. As part of the CPU, it boasts eight 64-bit ARM cores, divided into two di erent clusters of
four each to exploit ARM's HMP scheme. The rst cluster is of ARM Cortex -A57 (for enhanced performance)
and the second one of ARM Cortex-A53 (for energy e ciency) cores. At 16-bit oating point operations, the
Tegra X1 nails a peak 1024 GFLOPS. Undoubtedly, the NVIDIA Tegra X1 is the most ad/anced SoC for any
mobile device by far and considered well ahead of time.

Samsung Exynos: The Exynos series of SoCs is developed by Samsung, indigenously, foreth sophis-
ticated high-end smartphones. Samsung Exynos 7429, the octa-core SoC, features four Cortex-A57 cores at

21 https://developer.arm.com/products/graphics-and-mul timedia/mali-gpus/mali-g71-gpu

22 https://www.qualcomm.com/products/mobile-processors

23 https://www.qualcomm.com/products/snapdragon-821-mo  bile-platform

24 nttps:/iwww.qualcomm.com/products/snapdragon-835-mo  bile-platform

25 https://www.qualcomm.com/products/snapdragon-845-mo  bile-platform

26 https://www.qualcomm.com/products/snapdragon-855-mo  bile-platform

27 https:/iwww.tsmc.com/english/dedicatedFoundry/techn ology/7nm.htm

28 https://www.samsung.com/semiconductor/minisite/exyn os/products/mobileprocessor/exynos-7-octa-7420/
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2.1 GHz and four Cortex-A53 cores at 1.5 GHz along with the ARM Mali-T760 MP8, at 772 MHz, as a 12
core GPU which delivers 210 GFLOPS [3]. The latest Exynos 8898, also an octa-core processor, has four
power-e cient A53 running at 1.586 GHz and four Exynos M1 running at 2.29 GHz, the highest in the segment.
If only 1-2 cores are used at a time, the Exynos M1 can peak up to 2.60 GHz [30],hich is more than an Intel
Core i5 chip (Intel i5 4302Y3°) that has a clock speed of 2.3 GHz. As GPU, Exynos 8890 boasts the Mali-T880
MP1231 which has a clock speed of 650 MHz and delivers astonishing 265.2 GFLOPS.

Apple A9x:  Apple Inc. also did not want to be behind in the race as they came up withtheir indigenous
SoCs, the Apple A series. They have showcased their sophisticatgatoduct Apple A9X 32, a 64-bit ARMv-8A
based SoC, into their iPad Pro, which was released on November 11, 2015. The A9X¥dtures a 2.26 GHz dual-
core CPU, called Twister. It boasts PVR 12 cluster Series7 GPU (GT7800 mdel has 8 cores while GT7900
has 16). The A9X also has the M9 motion coprocessor embedded in it. The Appl&10 is claimed to have
better CPU and GPU performance compared to the Apple A9 by 40% and 50% respé&wgely. The successor
of A10, Al11 Bionic®® incorporates six cores; out of which two have 25% better performance tham\10 while
the performance of the rest is up to 70% better than A10. Additionally, the three-core GPU o ers 30% faster
graphics performance than the A10. In the A12 Bioni¢*, out of six cores, the two performance cores are 15%,
and four energy-e cient cores are 50% better than their counterparts in A11. The four-core GPU of A12 is up
to 50% faster than Alls three-core GPU.

MediaTek's Helio:  High performance in the low-budget is the hallmark of the SoCs from this Qinese
company. It has produced the rst-ever deca-core SoC, the Helio X2& which runs at 2.3 GHz, also featuring
Mali-T880 MP4 GPU of 780 MHz that delivers 106 GFLOPS. Helio X25% has a Mali-T880 MP4%" GPU of
8500 MHz, delivering 115.6 GFLOPS. The latest X382, also a ten-core chip, is made up of four Cortex-A72
cores at 2.5 GHz, two Cortex-A72 cores at 2.0 GHz, two Cortex-A53 cores at 1.5 GHz antivo Cortex-A35
cores with 1.0 GHz.

Huawei HiSilicons Kirin: HiSilicons Kirin 950%°, the rst smartphone SoC equipped with ARMs new
Cortex A72 processor is an octa-core 64-bit chip. Following ARM's big.LITTLE architecture, it boasts four
Cortex-A72, clocking at 2.3 GHz for high performance and four 1.8 GHz Cortex-A53dr power e ciency. The
SoC also bundles a four-core Mali T8B80OMP6 GPU, which is purposefully ardtectured to process large blocks
of data in parallel. This prodigious GPU runs at 900 MHz, o ering 122.4 GFlops. In Kirin 95549, the clock
rate of A72 processors is increased to 2.5 GHz, though the rest of the archkitture in this SoC remains the same
as its predecessor [21]. The latest in the league, Kirin 988, claimed as the rst commercial SoC built on the
7nm*2 (TSMC) and also the rst SoC to adopt Cortex-A76, has an eight-core CPU (two A76 of 2.6 GHz, two
A76 of 1.92 GHz, and four A55 of 1.8 GHz). Kirin 980 o ers a 75% better performance whé being 58% more
energy e cient than its predecessor Kirin 970. Its Mali G76 GPU also performs 76% better than Kirin 970.
Moreover, Huawei claims that the performance of its innovative dual Newal Processing Unit (NPU) which is
capable of processing 4500 pictures per minute, is almost two and thregémes greater than Snapdragon 845 and
Apple A1l respectively.

4.2.4. Final Verdict. In the foreseeable future, more powerful processors with more cosare anticipated.
With 7nm like technologies, more muscle can be put up in a single core with will enable shoving more computing
capacity without compromising the chip size. The future smartphones loaded with these powerful SoCs will be,

29 https://www.samsung.com/semiconductor/minisite/exyn os/products/mobileprocessor/exynos-8-octa-8890/
30 http://cpuboss.com/cpu/Intel-Core-i5-4302Y
31 https://www.notebookcheck.net/ ARM-Mali-T880-MP12-Be  nchmarks.160645.0.html

32 https://www.anandtech.com/show/9766/the-apple-ipad-pro -review/2

33 https://www.apple.com/newsroom/2017/09/iphone-8-and- iphone-8-plus-a-new-generation-of-iphone/
34 https://www.apple.com/iphone-xs/al2-bionic/

35 https://www.mediatek.com/products/smartphones/mt6797- helio-x20

36 https://www.mediatek.com/products/smartphones/mt6797t -helio-x25

37 https://www.notebookcheck.net/ ARM-Mali-T880-MP4.1595  90.0.html

38 https://www.mediatek.com/products/smartphones/media tek-helio-x30

39 http://www.hisilicon.com/en/Products/ProductList/Ki rn

40 https://www.notebookcheck.net/HiSilicon-Kirin-955-Oc ta-Core-SoC-Benchmarks-and-Specs.163438.0.html
41 https://consumer.huawei.com/en/campaign/kirin980/

42 https:/iwww.tsmc.com/english/dedicatedFoundry/techn ology/7nm.htm
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in the true sense, the little computing giants.

5. Challenges for Smartphone Crowd Computing. This section describes several challenges that are
faced, in general, in using a smartphone as a computing device. Belpvgome of the rudimentary issues are
mentioned.

Motivating the crowd: The challenge to motivate the crowd is always the primary concern of tke vendors.
As more people are motivated and participate in SCC, the greater will be tke bene t. What one can do, one
must do. Contributing to a social cause gives a person to achieve a fiimg of self-actualization. One can
perceive a self-satisfaction by doing what he/she can do within his/ler capability. In this process, others may
be bene tted. In other words, the implication of this realization of pot ential philanthropic results in the greater
good.

Adopting a balanced and e ective incentive policy: To attract people to actively participate in SCC,
suitable and attractive incentive policies need to be formulated. The incentive policies should be according to
the particular SCC application rather than generalised.

Security and privacy concerns: Mobile devices hold numerous personal information like nancial data,
email, location updates, social media information, and other user id andbasswords. For using the mobile as
a crowd computing device, it is utmost important that mobile data are secured from tracking, phishing or
destroyed. The user must be given a sense of data security and peey. It is this concern for which people are
going to volunteer their devices for SCC. The SCC applications for themobile devices should have a secured
architecture which ensures con dence that the application is in noway sharing or have access to memory location
and services of other apps.

Variable wireless network: With the majority of wireless services having a variety of di erent rate of
transmission, both the average rate and rate of oscillation are vital metris to measure the performance. It is
quite challenging to determine the apt rate of oscillation a service an tolerate obtaining a high average rate.
Here the service satisfaction for a smartphone user may be quanti ed ith an increase in the concave utility
function of the instantaneous transmission rate.

Designing middleware: As per consumer/market demand, smartphone companies are launching new
products very regularly. These devices are widely heterogeneoun terms of hardware platform (CPU, GPU,
SoC, no. of cores, signalling module, etc.), system and application sefre, manufacturer speci cations, user
interface, etc. This diverseness poses a great challenge in desiggia generalised middleware and client ap-
plication. The enhancement of interoperability among both the SCC sever and the participant smartphones
by incorporating the appropriate middleware that can handle smartphonesirrespective of their hardware and
software speci cation and support e ciently, to be developed and managed.

Maintaining QoS:  Alike other distributed and networked computing systems, maintaining the quality of
service (QoS) is challenging in SCC too. It is more challenging in SC@onsidering the factors such as device
mobility, variable communication quality, diverseness in resourcs, etc. The criteria of satisfactory QoS have a
vital contribution to the overall success of the SCC applications.

Heat: For smartphones, extreme hot or cold conditions are potentially damaging. Tk cell phone battery
can be damaged due to excessive heat dissipated. If the CPU is busy farlong time, the phone will be heated.
This may deter users from participating in SCC.

Limited memory:  Smartphones have a limited internal memory which cannot be increast or reduced
by the user. They have no additional expansion slots. The external meory option is not present in all the
available smartphones. Therefore, it is vital to use the limited prone memory space intelligently so that it would
not a ect the other apps running in memory while importing jobs through SCC.

Battery power:  One of the major obstacles in smartphone computing is the limited powr of smartphone
batteries. The current batteries are struggling to keep up with users active and ever-increasing smartphone
demands. A whole lot of multiple features, faster processing, high molution, etc. consume a huge amount of
battery power. In addition to that, SCC will keep busy the smartphon e processor which will drain the battery
quickly. This heavily in uences the participants willingness to lend their device. To expand the battery lifespan,
the manufacturers are bringing batteries with huge sizes, causingiconvenience to the users. Fortunately, active
research is going on towards solving the battery menace. In the follomg section, we shall explore some of the
major initiatives.
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6. Future Battery Technologies will Encourage Smartphone Crowd Computin g: An Opti-
mistic Study. The most concerning facet regarding smartphone computing is the limation and fast draining
of battery power. While portable computers, smartphones, wearable computers, and other mobile devices are
growing ever more advanced, both technologically and architecturally, bey are still limited by power. The
battery or energy technology has not moved at par in decades, which pulls dck the pervasive & ubiquitous
computing revolution. And it is only going to get worse as next-generation 4Gnetworks come online, giving the
phones access to high-speed, always-on connections and torrents of dafehe battery is unarguably the biggest
obstacle to smartphone computing. In a recent survey, nearly 70% of regmdents stated that battery life is
the single biggest limitation of their mobile phone and most of them are wiling to pay more for the phones
which o er extended power [27]. Present smartphone batteries are stiggling to keep up with users active and
ever-increasing smartphone usage demands. In spite of several lirattons like slow charging, volatility, and
degradation the current Lithium-ion batteries have served us well ® far, since its rst commercial release by
Sony and Asahi Kasei 25 years ago. But this technology is approaching its limitsfter which no enhancement
can be made out. According to researchers, potentially it can reach a mamum of 30% above current levels
[23]. Though other classes of battery technologies, especially the lithm-sulphur (Li-S) and the lithium-air
(Li-air) have potential to surpass the lithium-ion, they are not in th e mainstream production and uses due to
some fundamental challenges in these technologies.

6.1. Major Battery Drainers. The main reasons for the majority of battery drainage are:

Screen: The major culprit in consuming power in a smartphone is its vibrant screen. The phones are
coming with higher resolutions resulting in more power consumption Lower-power display technology like
OLED (Organic LED) is expected to take over LCD displays in the coming years, resulting in better battery
life. And as people are more inclined to larger screens (most of the Indns prefer phablets); it indirectly paves
to better battery performance. A larger screen would consume more emgy, certainly, but it will allow tting a
larger battery also. If a phone of the same architecture has a 20% larger scresize, will run 40% longer period
because of the bigger battery.

Power savvy processor:  Akin to PCs, the processing capacity of smartphone processors also hagreased
consistently by Moors law. But it is not achieved, as it may seem, at he expense of additional battery power.
Actually, improvement in processor technologies has rendered morprocessing power per watt. For example,
as compared to mid-1980s processors which would consume 100-watt power, &yd high-end processors can
carry out more than 100,000 times MIPS, consuming the same amount of watt [56]. Sanodern processors
have become not only more powerful but more power-e cient as well. or example, thanks to a proprietary
technology called Asynchronous Multiprocessing (ASMP), Snapdragon proessors can dynamically adjust the
voltage and speed of each CPU core independently that leads to decreasewasted power and heat [6]. Another
major factor which in uences power e ciency, especially in mobile devices, is the SoC. SoCs o er smartphones a
better power management capability by making able to put into sleep hat particular power-consuming hardware
which is not required at that time; thus, saving a considerable amoun of battery power [56].

Signalling module:  Similar to processor technology radio/wireless technologies are also impving signif-
icantly. Todays 4G network allows users to talk much longer than earlie older mobile networks by disbursing
equal watt. Another basis of reduced battery drain is lesser transmiting distance. As the number of mobile
phone users has grown enormously, the number of cellular network bas¢ations has been greater than before.
That means transmitting signals must travel a shorter distance from phone to base stations; which results in
less power consumption [56]. Alongside mobile devices and mobile netvks; the number of Wi-Fi routers also
has escalated, and it should be noted that Wi-Fi connections consume sigoantly less energy compared to 3G
mobile networks [78] and of course, even more, less than 4G. By eating up éhsame amount of power, Wi-Fi
can transfer more than twice the volume of data as 3G [44]. This fact should ganifavour of our view of that
the smartphones who participate in volunteer computing should use he local wireless network for necessary
message passing (no one would voluntarily o er their data pack balance forhe purpose which least bothers
him, at least immediately).

6.2. Other Causes. The various reasons responsible for the battery drain are [11, 17]:
The GPS: The global positioning system (GPS) in a mobile device helps to idetify the geographic location
of the mobile user with the help of orbiting GPS satellites. The moble device picks the GPS satellite signal to
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determine the mobile position on Earth. Since the GPS satellite sigal is a week, the processor needs to perform
a hard task to eliminate noise and decoding the signal; this makes the obile device to consume energy faster.
The energy consumption increases as mobile user travel and could depé the battery in one or two hours.

Wi-Fi variations: A major source of battery power consumption comes from the Wi-Fi inteface. The
power consumption of the mobile device depends upon how signal strgth it receives, weaker the signal more
energy it consumes. The receiving Wi-Fi signal strength varies wit the distance from Wi-Fi base station and
also gets a ected by obstructions like a wall, door, etc., in betweernthe path of the signal.

The constant search for Wi-Fi networks: Constantly searching for a Wi-Fi station and connecting
to the chosen router through the jungle of signals needs more power; thidrains the battery signi cantly. The
energy consumption increase as the person moves and the mobile devicenstantly searches for Wi-Fi base
station for networking. Switching o the Wi-Fi interface while not in use would signi cantly increase the
battery life.

LTEs high data rates:  Huge battery is consumed when the phone is used for calling or e-mailingsing
the GSM, 3G, or LTE (4G). The smartphone hooks on to a single base station at aime, picking the one
that o ers the strongest signal and communicates even when the phone is sb not being used. Mobile devices
change the communicating base station for an incoming or outgoing call and for da communication while on
the move. The handing over of communication services from one base stah to another takes more energy. The
network handover may also happen even in indoor locations. While mang from one room to another, there
may be a loss of signal strength or network communication due to signal obstictions by walls or other things;
this enforces the devices to search and connect to other base statiowalable for communication causing more
energy consumption. In another case, while the mobile device is not comunicating directly, but apparently it
is busy in the background for data communication. Many apps loaded in devie get updated in the background
by pulling and pushing data from the web. As this data updation happensin the background it does access
data communication lines without the knowledge of the user. This conames a lot of network data and thus
enforces mobile devices to continually search and connect to variousetwork connections and hence consumes
a lot of energy. One way to restrict this power drain is to disable LTE, 3G, and Wi-Fi communication when
not used and turning o automatic noti cations of apps which are not used much.

The screen brightness is set too high: High screen brightness is a major source of battery consumption.
The brightness can be managed easily by changing the screen brightndssel as per the surroundings. For indoor
where surrounding light is very less a low screen brightness isugient to view. Whereas at outdoors, where
the surrounding luminosity is high, the screen brightness can betanged as per suitability. The other way of
reducing the amount of battery power consumption is shortening the dsplay time and turning o the display
when not used.

Apps are staying busy in the background: One of the major reasons for profuse battery drain in a
smartphone is the apps that run in the background. Mobile applications ke memory booster, le cleaning,
Facebook, email, etc., run in the background continually. This keepsdraining the battery. The apps such as
email, news and the apps for social media keep refreshing themsebsin the background, discharging the battery
automatically. Even the battery saver applications do not help; most of them actually consume more power
than they save. While an application is installed, the background refesh change setting should be changed
from automatic to manual. This will skip the automatic data update or feed every time the application starts
and will improve the mobile battery life.

Using resource-intensive apps: One of the major sources of battery drain is continuously using resoues
intensive applications for a long time. Gaming applications which are esource intensive in terms of processor
cycle, display, sound, memory, and network keep continuously consuaing energy. Frequent use of heavy apps
such as weather apps and the Google Map which constantly locate users ltons causes power leakage. The
same happens in the case of overusing the apps which require GPS. AJschanging the application setting for
refresh and updates frequently, does not help in battery conservadn. To save battery life, the resource intensive
application must be constraints for longer use.

Software updating: Updating the OS or application may add updates and xes or bugs. Updating
software causes connecting to the internet and continuously downloddg data. This may contribute to battery
usage.
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The phone has a hardware issue: A phone su ering from hardware glitches is prone to quick battery
drain.

Battery-draining activities: Phones that are over-engaged with battery-drainer activities are boundto
drop battery power quickly. For example, the constant use of hotspot, W-Fi, and Bluetooth or continuous
streaming of music and videos are the major reasons for faster batter lossAlso, making phone calls while
travelling needs frequent hands-o , which requires energy. Oher battery-losing activities are watching videos
and playing graphics-heavy games for a long duration, using the phone cagna frequently, etc.

Automatic syncing of the apps and data: The auto backup of the data (e.g., photos, videos, or
documents) and synchronization of apps account for huge battery drain.
Noti cations are going o all day: Constant lighting, vibration, or ringing noti cation sounds may be

a reason why the battery dies quickly. The constant stream of noti cation sound is annoying; hence users often
prefer to substitute it by vibration resulting in rapid battery d rain.

Charging using a slower charger or a faulty cable: Charging a mobile device using a faulty or cheap
cable or slower charger or a replica charger for a long time could harm theditery. This reduces the charge
retention capability of the battery and could lead to excessive powerdraining. Therefore, to increase the battery
life, it is required to charge the phone with the original charger or thecharger which is shipped with the mobile
device.

Killing recent apps or using task managers to free memory or kill apps: The recent Android
version dynamically allocates memory to all apps running in the backgroad. In these versions, the memory of
apps is managed dynamically. For if the system requires memory, it autoratically takes the memory allocated
to apps running in the background without taking too much of the resources. Closing an app which is running in
the background may close some of the system processes with the app. iSttauses the application to be restarted
again from scratch next time when the application is started. This would cause unnecessary wastage of CPU
resources and thus consumes battery. Hence, it is better to keep ¢happlication running in the background
than to restart it again.

Using a ton of widgets, third-party customizations and health trackers : Using a huge number of
widgets on an Android home screen may experience a drain of battery in samtphones. For example, widgets
like step counters, calorie burn calculators, etc. are quite notoriouss a battery burner.

Live wallpapers or bright wallpapers on AMOLED displays: Live wallpapers or bright wallpapers
on AMOLED display look amazing, but they consume a great deal of battery powe. Using sharp contrast and
vivid coloured wallpapers on the AMOLED screen de nitely juice more battery power. LCD, in contrast to
AMOLED, consumes less battery power, no matter what wallpaper is disjayed.

Unnecessary push noti cations: The push noti cations from di erent corners of the digital world are
being hurled every day, which causes the phone to light up multite times and make the transceiver antenna
busy which consumes battery.

Replace the original old battery with a nonstandard one: Smartphones older by 2 or 3 years many
often have issues with the battery. The battery either dies out or retains a charge for very less time. Replacing
the old battery with a replica or nonstandard one is often cost-e ective but may have serious problems. The
nonstandard battery goes faulty very quickly and does not retain charge mch longer; this needs frequent
recharging, causing a lot of power consumption. Replacing the original baéry with nonstandard ones is not
an e ective solution for the long run and may also cause harm to the mobiledevice also.

6.3. Advancement in Battery Technologies. It is untoward that the lack of advancement in the eld
of battery technologies has prevented smartphones being used as perdin potential. But the good news is that
we are on the verge of a power revolution. Research groups in universés and organizations are coming up
with innovative ideas either to extend battery life or to minimiz e the recharging time and may be to accomplish
both. Some are experimenting with alternate power sources like solabody heat or air. In this section, we shall
explore some of the promising new developments (present and futuyavhich may encourage users to use their
mobile devices more comprehensively without worrying about poweriimitation.

6.3.1. Extended Durability. Majority of the researches in battery technology are focusing on to max-
imise the duration between two charges, i.e., to minimise the chaging frequency. The notable endeavours
towards this direction are mentioned below:
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Intelligent Energy, a British energy technology company, aspires to evolutionize smartphones by re-
placing traditional lithium-ion batteries with hydrogen fuel cells. They are developing cells based on
embedded fuel cell technology which will keep smartphones powedefor more than a week after just a
single charge [26].

Rechargeable lithium metal batteries o er nearly 10 times of energy capaity than lithium-ion batteries.

A Li-metal anode batterys capacity could be as high as 3,860 mAh/g, whereas a typal Li-ion battery
with graphite on the anode can store around 380 mAh/g [41]. But these batteriescould not be used
in mobile devices so far due to safety hazards [29]. Scientists at CorlhéJniversity have developed a
new safe way to use rechargeable lithium metal batteries at room tempature, an achievement which
may lead to signi cantly extended power backup in mobile devices §9].

The solid-state batteries found by MIT scientists along with Samsurg o er more power and last longer.
In these batteries, power density is improved by 20 to 30% which m&ns more power to the device. The
founders claim that the life of these batteries is thousands of cyclebefore degrading [24].

Fuji Pigment has come out with their exciting aluminium-air Alfa batt eries which have 40 times more
capacity than lithium-ion and can be recharged by simply being topped g with water (with or without
salt) [24]. According to the company, these batteries should last up tol4 days.

Samsung also has claimed that they may have gured out a way to nearly doble the battery life of
smartphones by adding graphene on top of silicon anodes. When paired wita commercial lithium
cobalt oxide cathode, the silicon carbide-free graphene coating allasvthe full cell to reach volumetric
energy densities of 972 and 700 Wh at rst and 200th cycle, respectively, 1.8nd 1.5 times higher than
those of current commercial lithium-ion batteries [73].

To tackle with the battery consumption by the smartphone screen, the main culprit as battery killer, a
British start-up has come up with smart glass, a unique and innovativetechnology where the display
will no longer rely on the battery to illuminate the screen, as it will use electrical pulses instead, allowing
a device's battery life to last for a week [48]. Dr. Peiman Hosseini, fouder of Bodle Technologies,
enlightened that the smart glass technology, based on the technology that isised for rewritable DVDs,
uses electrical pulses to create vivid, hi-tech displays that equire no power and can be viewed clearly,
even in direct sunlight [14].

6.3.2. Larger Capacity and Longer Battery Life. Larger battery capacity is one way to ensure the
mobile devices run a long time without frequent recharging. Manufactrers are now going for batteries with a
larger capacity which can hold huge power and thus less recharging. Compaes are coming up with batteries
with huge capacities. A couple of such examples is given below:

Oukitel has introduced battery with a capacity of 20000mAh and which is inaeasingly on the standard
battery capacity of 2000-3000mAh. The Oukitel battery of 210000mAH once charged can go 15 day
without recharging.
A group of physicists from the University of Missouri has developed a magrial with a unique structure
(a honeycomb lattice) that are claimed to enable increasing the life obatteries by more than a hundred
times [74].
Batteries with larger capacity are bigger in size and thus making the molie device bigger in size. Companies
are struggling to keep a balance between battery size and battery powe New battery technology is needed
which seriously increases the battery power without compromisinghe battery size and thus the mobile design

[71.

6.3.3. Faster Charging.  Battery capacities are increasing, but the time it takes for charging males the
manufacturer and the users frustrating alike. Everybody hates waitng incessantly to charge ones mobile phone.
Who has the time for this pesky task! Contentedly for us, we're staring to get smartphone batteries that not
only last longer but also recharge awfully fast. Fortunately, the reseachers are working and exploring a new
way to charge batteries in faster ways. In the near future, we are goingo have a breakthrough in charging
technology.

Some of the e orts being explored by the researcher around the globe are:
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Quick Charge®™, a new charging technology, introduced by Qualcomm for its next generabn of Snap-
dragon processors, has facilitated users to pull o a considerable amounbf battery life with a short
initial burst of charging. The introductory version (Quick Charge 1.0) could charge up to 40% faster
than conventional charging while Quick Charge 2.0 augmented the charge timgain up to 75% [33]. The
company claims the latest version, i.e., Quick Charge 3.0 is four timefaster than conventional charging
and 38% more e cient than Quick Charge 2.0. By their laboratory tests, it enables smartphones to
attain from 0 to 80% charge in 35 minutes [22].

Super VOOC Flash Chargé®, used in latest Oppo smartphones, thanks to the all-new 5V low-voltage
pulse-charge algorithm, can charge an average smartphone battery (2500mAh) up tb00% in just 15
minutes [47].

Lyte Systems has come up with a portable battery called Lumopacf® that can be loaded in just 6
minutes with enough power to charge an iPhone 6 fully, thanks to its clarge rate at 140W.

A team at Stanford University has developed an ultrafast rechargeable highperformance, a long-lasting
aluminium battery that can be fully charged in one minute and able to withstand more than 7,500 cycles
without any loss of capacity in comparison of 1000 cycles of a typical lithiumion battery [71].

A team of scientists at MIT has created nanoparticles based "yolk and shell battery with a titanium
dioxide "shell* and aluminium "yolk" (anode) [16]. They claim that this battery can be charged from
zero to full in just six minutes. Moreover, according to them, these batteries can hold three times
the capacity of the current lithium-ion batteries and also degrade slaver, giving the longer life of the
battery [58].

Scientists at Rice University have made a breakthrough in micro-suprcapacitors using which in batteries
will allow them to charge 50 times faster than current batteries and dscharge even slower than current
supercapacitors [60].

StoreDot*®, a start-up, born from the nanotechnology department at Tel Aviv University developed
a biological semiconductor based superfast charger called StoreDot charg#rat can charge a mobile
phone battery from empty to full in only thirty seconds.

Harvard student Eesha Khare developed an award-winning tiny battery The battery can store plenty
of charge despite its small dimensions. The battery is a supercapadt energy storage device made
up of carbon bre and metal oxide. The nanotechnology used in fabrication hasnade charging faster
than previously possible. It not only charges faster but holds the chargdor much longer time. Eesha
is working further to reduce the supercapacitor battery charging time less than a minute [7].

Kansas based engineer Shawn West claimed to develop a prototype reclymable AA cell which recharges
fully in 26 seconds, unlike other rechargeable battery which takes 34durs for full charging. The battery
is a lithium-ion capacitor with a voltage regulator and monitor circuitry at tached to it. The circuitry
ensures the correct voltage is being applied for charging and the rightaltage is given away as output

supply [7].

6.3.4. Wireless Chargers for Hassle-free Charging. In the near future, wireless chargers will replace

traditional inconvenient wired chargers which require mobile devtes are to be connected to a power socket or
USB port. Wireless chargers can make us loose of this binding. The ideaan be compared to how mobile
devices access the Internet through Wi-Fi. The user can walk aroundhe room with his phone or can work on
it while it charges over the air, provided it should be in the range of the transmitter. Below some examples are
cited of this kind of initiative:

A start-up company uBeam*’ has discovered a wireless charging technology that allows a phone to be
charged in the air from a transmitter, may be attached to the wall, using ultrasound for transmitting
electricity. The uBeam technology*® is based on the pioneering attempt of turning power into the sound

43 https://www.qualcomm.com/products/snapdragon/quick- charge
44 http://Iwww.oppo.com/en/technology/vooc

45 lytesystems.com

46 https://www.store-dot.com/

47 https://ubeam.com/

48 https://ubeam.com/technology/
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waves to be transmitted and then converted back to power on reachinghe device.

Ukrainian company XE has come up with a wireless charging prototype that can harge mobiles up to 16

feet away from the charging point [13]. One XE charger can charge four mobilealices simultaneously.

Researchers from KAIST in South Korea have developed a new Dipole CoRResonant System (DCRS)

that can charge up to 40 smartphones from 5 meters away [8].

The Cota project from Ossia Inc. enables multiple mobile devicedo be charged wirelessly over a

distance of 30 feet [7]. The charging can be done across walls, doors, and ties.

Many of todays high-end phones (e.g., Apple iPhone 8 and X series, Samsy Galaxy S7, S8, and S9

series, LG G7 Thing and V30, Sony Xperia XZ series, Nokia 8 Sirocco and Lumi@35 and above, etc.,

to name a few) incorporate wireless charging facility. Most of them folbw the Qi wireless charging

standard which is capable of providing 5-15 watts of power to small perscal electronic devices [20].

The technology is still in its early stage. Many issues are to be addressl. For instance, most of the energy

is lost on the way from the charging base to the device. Also, the wirekssly transmitted power is very limited,
unable to charge multiple devices continuously. Nevertheless, wless chargers are getting popularity among
users. Modern furniture, especially the work desks and co ee talds are incorporating wireless charging pads
inbuilt. This will eventually allow users to get rid of mobile chargers.

6.3.5. Alternative Power Sources for Ease of Charging. Researchers have tried to explore di erent
non-conventional sources of energy to charge batteries of mobile devicas described below:

Solar charged batteries:  Batteries, rechargeable by solar rays are also being experimented lige smart-
phone makers like Alcatel [53] and Tag Heuer [12] where a transparent solar pahever the screen would let
users charge their phone by simply placing it in the sun or even some #rcial light. X-Play5 from Vivo, a
Chinese mobile company, features the solar charging facility.

Batteries charged by human body heat: The idea of charging batteries from human body heat has
been fascinated by the researchers for a long time. Recently a remeh team at Korea Advanced Institute of
Science and Technology (KAIST) has developed a thin and light thermoedctric generator which collects body
heat and converts it into energy, supplying the gadget (mainly wearablg) it is attached to a never-ending stream
of power [59].

Sound energy for charging phone: Nokia in collaboration with British engineers is creating a prototype
phone which gets automatically recharged by background noise [7]. The phonwill literally never go out of
power. Further Nokia also has launched a rst of its kind a wireless barging trouser. The trouser has an
inductive charging plate which charges the Nokia phone on the move.

6.3.6. Other Innovative Way to Maximise the Battery Life. Other innovative approaches are being
tried by researchers in preserving the battery as long as possibleybdeveloping technology for mobile devices
which consumes less battery power. One such example is mentionéalow [7]:

The innovative e-ink phone: Smartphone manufacturer Yota Devices has developed dual screen digy
for YotaPhone 2*° mobiles to extend the mobiles battery life. An extra screen is adde to the back side of
the mobile device which works using e-ink technology causing very mimal battery usage. The e-ink screen
like Amazons Kindle notebook is used for reading a text message, SMS, naations, mail, news, etc.; thus,
avoiding the LED screen usage and saving a huge amount of energy. For viewg video, web page, and managing
a desktop application, the colour LED screen is used. However, it is faud that separating the view into two
displays would not much of the di erence in overall battery life. A saving of two and a half days is gained in
between charging. It might not be considered enough, but a good initiatve to start.

6.4. Final Verdict. It is very unlikely that all the above-mentioned endeavours, towards better power
backup for mobile devices, should go to the production. Many of them arenot commercially viable. Some are
not practicable. But considering all the research works going on, with derent approaches, we are very much
optimistic that the days are not far when the users will no further be haunted by the horror of low battery.

7. Conclusion. Smartphone crowd computing (SCC) has been seen as an ideal alternatite the existing
high-performance computing (HPC) systems in attaining green and sustinable computing. There will be

49 http:/lyotaphone.com/gh-en/
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no additional productions because people will be using smartphones ghow. Due to the smaller size, the

environmental hazards and amount of e-waste will be substantially lesse For the successful employment of
SCC, several challenges need to be addressed. The most concerniagsft regarding using smartphones is the
limitation and fast draining of battery power. Battery technologies have not developed as per with the processor,
memory, and storage technologies. But hopefully, some recent researchpromise to solve the battery woos in

smartphone uses. Various technologies such as long-lasting batteriesjigk-charging batteries, wireless-charged
batteries, batteries charged through unconventional means such as lightr body temperature, etc. are on the

verge of commercial launch. Some of them are already successfully intfaced. Provided the challenges are
resolved and with su cient public awareness, SCC is expected tdbe as successful as Grid and Cloud computing
as a cost and energy-e cient sustainable HPC paradigm.
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THE SLOW HTTP DISTRIBUTED DENIAL OF SERVICE ATTACK DETECTION IN
CLOUD

A. DHANAPAL AND P. NITHYANANDAM Y

Abstract. Cloud computing became popular due to nature as it provides t he exibility to add or remove the resources
on-demand basis. This also reduces the cost of investments f or the enterprises signi cantly. The adoption of cloud comp uting is
very high for enterprises running their online application s. The availability of online services is critical for busin esses like nancial
services, e-commerce applications, etc. Though cloud prov ides availability, still these applications are having pot ential threats of
going down due to the slow HTTP Distributed Denial of Service (DDoS) attack in the cloud. The slow HTTP attacks intention i S
to consume all the available server resources and make it una vailable to the real users. The slow HTTP DDoS attack comes wi th
di erent formats such as slow HTTP headers attacks, slow HTT P body attacks and slow HTTP read attacks. Detecting the slow
HTTP DDoS attacks in the cloud is very crucial to safeguard on line cloud applications. This is a very interesting and chal lenging
topic in DDoS as it mimics the slow network. This paper propos ed a novel method to detect slow HTTP DDoS attacks in the
cloud. The solution is implemented using the OpenStack clou d platform. The experiments conducted exhibits the accurat e results
on detecting the attacks at the early stages. The slowHTTPTe st open source tool is used in this experiment to originate sl ow
HTTP DDoS attacks.

Key words:  DDoS, slowloris, RUDY attacks, slow HTTP attack, OpenStack , Cloud Security, Layer 7 Attack

AMS subject classi cations. 68M14, 68M12

1. Introduction.

1.1. Cloud computing and classi cations. Cloud computing helps enterprises to minimize the initial
investments and operational cost [1] on the data centres. The enterpsies running online applications are moving
to the cloud. National Institute of Standards and Technology (NIST) de nes the cloud computing [2] is a model
for enabling convenient on-demand network access to a shared pool of cagurable computing resources such as
networks, servers, storage, applications and services that can be ragidprovisioned and released with minimal
management e ort or service provider interaction. The bene t of making the services available anywhere and
anytime, adding or removing the resource based on the demands, pay pasage model are the most important
factors for promoting cloud across the enterprises.

Cloud computing broadly classi ed as shown in Fig. 1.1.

The Service Delivery Model is based on the type of cloud service pvided. This model sub-divided [3] as
Software as a Service, Platform as a Service and Infrastructure as a Sece. The Deployment Model is based
on cloud deployment. This is further classi ed as [4] Public cloud,Private cloud and Hybrid cloud.

Cloud computing threats: Cloud computing has many potential threats and generally categorized as shown
in Fig. 1.2.

1.2. Distributed Denial of Service (DDoS) attacks . The DDoS attacks are designed to disturb the
service provided and make it unavailable to the real end-users. Té DDoS attacks divided into [5] [6] following
types:

Volumetric-based attacks: The network bandwidth is targeted to bring down the services. Example:
UDP ooding attacks.

Protocol-based attacks: The resources of the server is consumed toibg the service down. Example:
Ping of death.

Application Layer attacks: The goal of this attack is to make application un-available to real users.
Example: slow HTTP DDoS attack.

This paper focused on one of the application layer speci c HTTP DDoS atta& known as the slow HTTP
DDoS attacks. This work proposed a solution to e ectively detect suchslow HTTP DDoS attacks in cloud
computing.

School of Computing Science and Engineering, VIT Universit y, Chennai, India ( Dhanapal.a2013@uvit.ac.in,
dhanapal.ang@gmail.com ).
YSchool of Computing Science and Engineering, VIT Universit y, Chennai, India ( Nithyanandam.P@vit.ac.in )
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Fig. 1.1 . The cloud computing classi cations
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Fig. 1.2 . Cloud computing threats

1.3. The HTTP DDoS Attacks and Types. The HTTP DDoS Attacks are application layer attacks

in the system. These attacks aimed to make the online web servicesnavailable to the legitimate end users.
The HTTP DDoS attacks type is visualized as in Fig. 1.3.

HTTP ooding DDoS Attacks: The HTTP ooding attacks is application lay er attacks and focused
on ooding with an excessive request to the web server so that to werload and make the web server
unable to process incoming requests. The service will be brougltown eventually.

Slow HTTP DDoS Attacks: This is another form of HTTP DDoS attacks that exploi t the HTTP
protocol behaviour and implementation of the application in a legitimate way. This attack consumes
all the available resources in a slow manner. This slow attack aimed tonake the web service unavailable
to the real end-users.

2. The slow HTTP DDoS attacks . The slow HTTP attack to the web server can take places in three

di erent formats. The types of slow HTTP attacks is given in Fig. 2.1.

The detailed explanation of each type is given below. following charadristics create the special needs and

complexities associated with the HTTP ooding detection in the cloud environment.

Slowloris Attacks (or) Slow HTTP Header Attacks [7]: The HTTP Get reque sts are usually send with
valid HTTP Header. The web server processes the HTTP Get request upn receiving the complete
header. The attackers make use of this HTTP protocol behaviour to carry otithe DDoS attack on the

web server. In this method, the attacker sends incomplete HTTP hader to the web server and make
the server to wait for the complete message. The attacker creates manysh requests to the server until
the server is unable to process any requests. The valid HTTP Header akys ends with consecutive CR
LF CR LF (ASCII Value 0d Oa 0d 0a) as shown in Fig. 2.2. During the attack, the HTTP h eader has
only one CR LF (ASCII value 0d 0Oa) to indicate incomplete header to the web srver as depicted in
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HTTP Protocol DDoS Attacks

Fig. 1.3 . The HTTP DDoS attacks and types

Slowloris (or) Slow HTTP Header
Attacks

R-U-Dead-Yet(RUDY) Attacks
(or) Slow HTTP Body Attacks l Slow HTTP Read Attacks

Fig. 2.1 . The slow HTTP DDoS attack classi cations

Fig. 2.3.
RUDY Attacks (or) Slow HTTP Body Attacks [8]: RUDY or slow HTTP body attack is carried out
using the HTTP Post requests. Unlike the slowloris attacks, this attack comes with a valid complete
header in place. The length of the message has a bigger value. The attackezrels HTTP Post request
with very small content size varies from one to few bytes with slow mtervals of time. This makes the web
server to wait for a long time to get the complete Post request. The athcker opens many connections
with the server to consume all its resource so that the server wilhot be available to legitimate users.
During the attack, the HTTP Post request contains an abnormal content-length eld when compared
to the normal request. The normal HTTP Post request and abnormal requestare covered in Fig 2.4
and Fig. 2.5 respectively.
Slow HTTP Read Attacks [9]: This is one another method of DDoS attack to the web server. In this
model, the attacker sends the valid header and Get request to the vieserver, but it delays the read
response from the server. The web client/browser at the attacker sle frequently sends a message to
the web server saying that it does not have enough space to receivld message so that to delay the
server response. The TCP window size eld is used during the 3-ay handshaking method to exchange
the window size between web client and server for agreeing upon theumber of messages that they can
handle. After establishing the connection web browser asks for moreada, but it says not enough space
to receive it. This makes the server to reserve the allocated resirces for that transaction. The multiple
transactions of this type being opened from attacker end to the victimweb server to make web server
unable to process any incoming requests. During the attack scenarj the web browser sends multiple
TCP ZeroWindow messages to the web server as depicted in Fig. 2.6.

The rest of the paper is organized as follows: Section 3 discussed thelated works. Section 4 explained
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w Hypertext Transfer Protocol

GET /
Host:

HTTP/1.1\r\n
172.24.4.13\r\n

Connection: keep-alive\rin
User-Agent: Mozilla/5.@ (X11; Linux xB86_64) AppleWebKit/537.36 (KHTML, like Gecko) Ubuntu Chromium/63.8.3239.84 Chrome/63.8.3239.84 Safari/537.36\r\n
Upgrade-Insecure-Requests: 1\r\n
Accept: text/html,application/xhtml+xml,application/xml;q=8.9,image/webp,image/apng,*/*;q=0.8\r\n
Accept-Encoding: gzip, deflate\r\n
Accept-Language: en-GB,en-US;q=8.9,en;q=0@.8\r\n

If-Modified-Since: Mon, 15 Jan 2818 12:38:22 GM

ri\n

[Full request URI: http://172.24.4.13/]

[HTTP

request 1/74]
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Fig. 2.2 . Normal HTTP Get Request

~ Transmission Control Protocol, Src Port: 37858,|Dst Port: B80,| Seq: 214, Ack: 1, Len: 8

0020

Source Port: 37858

Destination Port: 8@
[Stream index: 18454]
[TCP Segment Len: 8]

Sequence number: 214
[Next sequence number: 222
Acknowledgment number: 1

leee ....
Flags: @xe18 (PSH,
Window size value:
[Calculated window

= Header

(relative sequence number)
(relative sequence number)]
(relative ack number)

Length: 32 bytes (8)
ACK)

229

size: 29312]

[Window size scaling factor: 128]
Checksum: @x686d [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
Options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps

[SEQ/ACK analysis]

[Timestamps]
TCP payload (8 bytes)
TCP segment data (8 bytes)
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Fig. 2.3 . The HTTP header during slowloris attack

the details of the proposed solution architecture. Section 5 capturedhe details on experimentation details and
the results. The conclusion and future direction of research are c@red in Sec. 6.

3. Literature Review of the related works.

The authors carried out a literature review of a large

number of works related to DDoS detection and this section limits thenumber of papers very relevant to the
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Frame 292364: 570 bytes on wire (456@ bits), 570 bytes captured (456@ bits) on interface @
Linux cooked capture
Internet Protocol Version 4, Src: 10.8.2.15, Dst: 16.8.2.15
Transmission Control Protocol, Src Port: 48625,Seq: 1, Ack: 1, Len: 582
v Hypertext Transfer Protocol
POST /identity_admin/v3/auth/tokens HTTP/1.1\r\n
Host: 10.8.2.15\r\n
Connection: keep-alive\r\n
Accept-Encoding: gzip, deflate\r\n
Accept: application/json\ri\n
User-Agent: neutron-server keystoneauthl/2.18.8 python-requests/2.12.5 CPython/2.7.12\r\n
Content-Type: application/json‘\r\n
Concenc-tengehn: z1sh e\
\rin
[Full reguest URI: http://18.8.2.15/identity_admin/v3/auth/tokens]
[HTTP request 1/1]
[Response in frame: 295931]
File Data: 215 bytes

Fig. 2.4 . Normal HTTP POST Request

Linux cooked capture
Internet Protocol Version 4, Src:172.24.4.1, Dst: 172.24.4.13
Transmission Control Protocol, Src Port: 48626,5eq: 1, Ack: 1, Len: 582
~ Hypertext Transfer Protocol
POST /identity/tokens HTTP/1.1\r\n
Host: 172.24.4.1\r\n
Connection: keep-alive\r\n
Accept-Encoding: gzip, deflate\r\n
Accept: application/jsoni\rin
User-Agent: Mozilla/5.8 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko)\r\n
Content-Type: application/json\r\n
[Content-Length: 2372721 \r\n |
\rin

Fig. 2.5 . The HTTP Post request during RUDY Attack

topic of interest slow HTTP DDoS attack detection and mitigation.

Tanishka Shorey et al. [10], This work studied and compared the DDoS attackools such as slowloris,
GoldenEye and Xerxes. The performance comparison is done based on the && parameters time to launch
attacks successfully, Rate of Tra ¢ and Size of packet. This gives insght into the potential tools used for HTTP
DDoS attacks.

Cliord Kemp et al. [11], proposed a solution to detect slow HTTP Read DDoS attack detection using
the machine learning techniques. The slowHTTPTest tool is used dr generating the attack. This proposed
technique works for the standalone environment. It has a scope for immvement to the cloud environment.
Also, the solution has to be extended to address other slow HTTP DDoS attak types such as RUDY and slow
HTTP Read attacks.

Kiwon Hong et al. [12], used the software-de ned network method to impkement their solution against the
slow HTTP DDoS attacks. The trac ow between the web server and the w eb browser via the switch is used
by the defence application for analysis. This work classi ed the reqest as attacks, real slow connections and
legitimate requests. This is a general solution proposed and need to benhanced for cloud computing.

Shunsuke Tayama et al. [13], worked on the slow HTTP Read attack. The impatant parameter considered
to detect the attack is the bandwidth rate. This work concluded that t he browser having the connection limit
equal to the processing capability of the web server and bandwidth grater than 500Kbps is good enough to
carry out successful slow HTTP Read attacks. This work has gaps in analyzig the other types of slow HTTP
DDoS attacks.

Aanshi Bhardwaj et al. [14], used the OpenStack cloud to analyze and evaluatthe DDoS attacks. This
work carried out to study DDoS attacks in the cloud using multiple DDoS attack tools. This paper requires an
enhancement of providing the solution to detect the slow HTTP DDoS atacks in the cloud environment.



290 A. Dhanapal, P. Nithyanandam
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Fig. 2.6 . The slow HTTP Read attack

A. Dhanapal et al. [15], proposed a cloud testbed model using the OpenStkdnfrastructure as a Service
(laaS) model. The dierent possible DDoS attack scenarios are explaing in the work. This paper discussed
only the framework details of the cloud environment.

Ghafar A. Jaafar et al. [16], reviewed the various work done to detect HTTP DDoSattacks in the time
frame Jan 2014 to Dec 2018 and summarised the di erent parameters used in ¢hsolutions, attack detection
levels, evalution methods, dataset used and performance matrix. Thi is a review paper helps to understand
currently available solutions.

Trung V. Phan et al. [17], oered a hybrid machine learning model to improve the classi cations and
history-base Itering method combined togather to detect the DDoS attacks in SDN-based cloud environment.
This is mainly used for the cloud environment build based on the SDN.

The proposed solution enhanced the OpenStack framework discussed [b5] and implemented the solution
to detect the di erent type of slow HTTP DDoS attacks in the cloud env ironment. The slowHTTPTest tool is
used to generate the variants of slow HTTP DDoS attack to the NGINX web sener running in the OpenStack
cloud.

The literature review of the numerous work studied and discussed lows that still we have the gaps to
de ne the e ective solution to detect the slow HTTP DDoS attack in th e cloud.

4. The Proposed Solution. The proposed solution helps to detect the slow HTTP DDoS attack in
the cloud environment and noti es to the administrator in case of an attack. The system architecture of the
proposed defence model is depicted in Fig. 4.1.

The o ered solution captures the multi-tenancy of cloud computing. The multiple tenants are located across
the cloud service provider environment. Each tenant runs their avn virtual machines (VM). The cloud has the
following components

Compute Controller: The cloud controller component contains the web inerface to access and control
the cloud environment, metering services used for calculating paper usages, cloud monitoring services
to look for the health of the systems, and most importantly the cloud scteduler to allocate the resources
to the various tasks. This component is controlled and managed by the cloudervice provider.
Networking Node: This part provides networking services across theli erent components of the cloud
environment. The important work of the networking node is to provid e internal and external IP services
and connectivity to the multiple tenants of the cloud services.

Cloud Compute Cluster: The compute cluster is the place where eachf the cloud users work is carried
out. This component runs the various virtual machines of the tenants. Multiple tenants are kept in
parallel in the cloud compute clusters. The cloud compute cluster s an entry point to access the
virtual machines of the tenants. The proposed DDoS detection solutions implemented in this cloud
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Fig. 4.1 . Proposed Solution System Architecture

compute cluster. Every HTTP requests entering the cloud envirorment is monitored using packet
pre-monitor module to identify the behaviour of the client and the same information is passed to the
zone classi er module. The zone classi er module has two stages knawas ALLOWED LIST zone and
BLOCKED LIST zone. The clients are classi ed into either of the zonesin any given point in time
based on their behaviour.

Initially, all the clients requesting to the web server are keptin the ALLOWED LIST zone, and requests
are forwarded to the web server for further processing. The behawur of the client is continuously mon-
itored by the classi er module. The client exhibits the suspeding activity are moved into BLOCKED
LIST zone.

The client with the following behaviour is put into BLOCKED LIST z one.

The average network delay to reach the client is calculated by means afending 5 ping requests to the
client. The average reply response time of those ping request is callated and considered as network
delay. This helps to identify the client mimicking the slow network.

The client will be exhibiting the slow network. Whenever the classi er module gets the slow request
continuously, ve times the average network delay is compared with te client request interval. If the
time between each of the HTTP request of the client exceeds more tharve times of the calculated
network delay, the client is treated as a bot machine and moved into ROCKED LIST zone. The ve
times of the network delay selected by considering the processj required for the application.

The client sends the HTTP Post request with the abnormal size of data nore than three thousand of
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Fig. 4.2 . Flowchart of the proposed architecture

the bytes and one or few bytes in the request with slow network behaour is closely monitored. The
same above calculated network delay is compared with the request ietval time of the client. In case
the request interval exceeds more than 5 times of average network d®, it is considered as a bot and
moved into BLOCKED LIST zone.

The client with a frequent request to the server saying that z&o TCP Window size is monitored and
moved into BLOCKED LIST if this behaviour is seen persistently.

The client sends out an HTTP Post request with one or few bytes or Get rguest with an incomplete
header in the time interval very close (above 80%) to the connection kep-alive time is treated as an
attack and moved to BLOCKER LIST zone. For example, if the connection keeg-alive time is 10
seconds and the client sends a request in the interval only after 8egonds are suspected.

Whenever the classi er detects the abnormal activity of the client, it moves the client into BLOCKED
LIST zone, and the appropriate information is sent to the admin threat noti er module. The admin
threat noti er is responsible for indicating the cloud administrator about the client's suspicious activity
and corresponding classi er zone movement. This helps the cloud adimistrator to take necessary action
against the slow HTTP DDoS attacks.

The owchart of the proposed architecture is captured in gure Fig. 4.2.

4.1. Implementation Details. The solution discussed is implemented using the OpenStack laaSazld

software. The OpenStack is freely available on the internet for anyone The OpenStack Network Topology look
as shown in Fig. 4.3.

The multiple customers are placed on the OpenStack cloud and each of theustomers is associated with sep-

arate IP networks. The OpenStack network topology consists of three priate networks namely Orange-Private-
Network, Green-Private-Network, Private-Network and one Public-Network. Each private network associated
with one customer. Every virtual instance or nodes of the customer isassigned with an internal IP address in
the given address range. The OpenStack cloud provides two IP address to each virtual node. The IP address
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Fig. 4.3 . The OpenStack network topology

Table 4.1
The OpensStack Virtual Instance Details

Instance Name | Internal/Private IP address External/Public IP address

Trusty-server 10.0.0.7 172.24.4.13
Node-1 10.0.0.8 172.24.4.4
Node-2 10.1.0.11 172.24.4.11
Node-3 10.2.0.11 172.24.4.14
Node-4 10.0.0.10 172.24.4.12

starting with 10.x.x.x are known as private IP address and used for commuication across the virtual nodes
within the cloud environment. Another IP address is known as publicor oating IP address. This oating IP
address starts with 172.24.x.x and used for communicating with the outsiéd world through the internet. The
Public-Network has an IP address in this range to communicate to the exérnal world.

The customer-1 on OpenStack runs only one virtual node known as nod®&; and the customer is placed on
the Orange-Private-Network with IP address range of 10.2.0.0/24.

The customer-2 is placed on the Green-Private-Network with IP address range of 10.0.0.0/24. This customer
runs three virtual nodes namely node-1, node-4 and trusty-serve The trusty-server node runs the NGINX web
server in the OpenStack cloud.

Similarly, the customer-3 placed on the Private-Network has IP netwok 10.1.0.0/24. The node-2 is virtual
instance launched for customer-3.

Each of the virtual nodes internal, as well as external IP address detds are captured in Table 4.1.

The NGINX web server is running over the trusty-server of the cusomer-2. The web pages are accessed using
the URL http://172.24.4.13/WebPage.html. The opensource tool named slowHTTPTest is used to generate
three di erent types of slow HTTP DDoS attacks against the NGINX web server running in the cloud.

5. Experimentations Results and Discussions. Slow HTTP DDosS test carried out using slowHTTP-
Test tool with following options:



294 A. Dhanapal, P. Nithyanandam

| Client with 1P: 172.24.4.1 moved from : ALLOWED _LIST to
BLOCK_LIST

Fig. 5.1 . The detection of slow HTTP DDoS attack

¢ is number of connections.
H indicates the slowloris Header attack mode, -B for slow HTTP Body attack mode, -X slow HTTP read attack
mode.
g says generate statistics and output with le -0 le name.
i time interval between requests.
r number of connections per seconds.
t type of request (GET/POST)
u target URL
| test length in seconds.
The slow HTTP Header DDoS attacks, as well as slow HTTP Read attacks are launckd against the web
server URL http://172.24.4.13/products.html
The command used for slow HTTP Header attack:

slowhttptest -c 10000 -H -g -o slowhttpheader -i 10 -r 500 -t GET -u http://172.24.4.13/products.html -| 600
The slow HTTP read attack done using:
slowhttptest -c 10000 -X -g -0 slowhttpread -i 10 -r 500 -t GET -u http://172. 24.4.13/products.html -I 600

The slow HTTP Body attacks are carried out for the URL http://172.24.4.13/register .html
The command used for slow Body attack is:

slowhttptest -c 10000 -B -g -0 slowhttpbody -i 10 -r 50 -t POST -u http://172.24.4.13/register.html -| 600

The proposed DDoS detection model e ciently identify all possible slow HTTP DDoS attacks and classify
the attacking client to BLOCKED LIST zone. Fig. 5.1 shows that noti cati on of the slow HTTP DDoS attack
launched from client 172.24.4.1 is detected and moved to BLOCKED LIST zondrom ALLOWED LIST zone.

The common parameters used for generating di erent slow HTTP DDoS attacls by the slowHTTPTest tool
are:

The total number of connections: 10000;
The content-length of the header: 4096 bytes;
Timeout for probe connection: 5 seconds.

The performance results of the slow HTTP Header attack captured in Fig. 52.

The service available line Fig. 5.2 indicates the availability of theweb services to the slowHTTPTest tool.
The implemented system detected the attack when the connectionequest crossed above 4000, and the client is
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Test parameters
Test type SLOW HEADERS
Number of connections 10000
Verb
Content-Length header value 4096
Extra data max length
Interval between follow up data 10 seconds
Connections per seconds 500
Timeout for probe connection 3
Target test duration 00 seconds
Using proxy N0 prowy

Test results against hitp:/172.24.4.13/products.html

e Pending
8,000 Connected

available

Fig. 5.2 . The slow HTTP Header attacks result

moved into BLOCKED ZONE list. Any further request from the client is blocked, so the attacker thinks that
the web server is down, but the requests from the attacker are not ppcessed. The pending request from the
attacker is growing in the very high rate as shown in Fig. 5.2.

The slow HTTP Body attack results are shown in Fig. 5.3, and the system etected the attack during when
connection request reached700. After this point of time, any request from the attacker is not serviced by the
web server. The pending requests are increasing very sharply assglayed in Fig. 5.3.

The performance result of the slow HTTP Read attack is depicted in Fig. 5.4. Figure 5.4 explains that
read attacks are generating frequent zero window size to receive ¢hresponse from the web server. The same
behaviour has been detected by the system and moving such cliesitinto the BLOCKED LIST zone. The
incoming requests from those clients are not given to the web servefior any services. In Fig. 5.4, the slow
HTTP Read DDoS attacks are detected when the number of connection reaclik1000. The detection happened
sooner because of the clients continuous malfunctioning of reading thresponse from the server. The pending
requests moved to peak value suddenl$100, due to not serving any request from the client. The total number
of connection accepted throughout the experiment is2000. The e cient and early detection of slow HTTP
Read attacks help the availability of the web server to the legitimate requests.

6. The conclusion and future directions. The authors discussed cloud computing and classi cation
of cloud computing in details. The DDoS attacks and its types, the impotant application layer attack of the
HTTP protocol is explained. The variation of HTTP DDoS attacks also captured. The slow HTTP DDoS
attacks and various forms of slow HTTP attacks are described appropriately. The literature survey of related
work and their gaps in addressing the slow HTTP DDoS attacks in the cloud § discussed. The proposed
solution to detect such attacks in the cloud environment de ned. The o ered solution has been implemented
and integrated into the OpenStack laaS software. The details of the Ope8tack cloud environment have been
explained. The di erent types of slow HTTP DDoS attacks are carried out to the web server in the OpenStack
using the slowHTTPTest tool. The performance and the result of the mplemented solution are captured and
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Test parameters
Test type LOW BODY
Number of connections 1000(
Verb POST
Content-Length header value
Extra data max length
Interval between follow up data 10 secon
Connections per seconds
Timeout for probe connection
Target test duration 240 seconds

Using proxy 1 proxy

Test results against hitp:/172.24.4.13/register. html

Fig. 5.3 . The slow HTTP Body attacks result

discussed in detail.

The future enhancement of this work is to implement a model to deect, mitigate and prevent any form

of the slow HTTP DDoS attack in the cloud environment. Evaluate the performance of the same against the
multiple tools available on the internet for generating such slow HTTP DDoS attacks.

(1]
(2]

(3]
(4]
(5]
(6]
[7]
(8]
9]
(20]

(11]

(12]

(13]

REFERENCES
Salesforce , https://www.salesforce.com/uk/blog/2015/11/why-move-to -the-cloud-10-bene ts-of-cloud-computing.html , 09-
Jan-2019.
National Institute of Standards and Technology (NIST) , https://lwww.nist.gov/programs-projects/nist-cloud-

computing-program-nccp , 09-Jan-2019.
WhatlsCloud.com , http://whatiscloud.com/cloud _delivery _models/index , 09-Jan-2019.
WhatlsCloud.com , http://whatiscloud.com/cloud _deployment_models/index , 09-Jan-2019.
Radware , https://security.radware.com/ddos-knowledge-center/ddo  spedia/dos-attack/ , 09-Jan-2019.

Imperna Inc. , https://www.incapsula.com/blog/top-10-cloud-security-conce rns.html , 09-Jan-2019.

Cloudfare , LU- https://www.cloud are.com/learning/ddos/ddos-attack-to ols/slowloris/ , 09-Jan-2019.

Cloudfare , https://www.cloud are.com/learning/ddos/ddos-attack-to ols/r-u-dead-yet-rudy/ , 09-Jan-2019.

Cloudfare , https://www.cloud are.com/learning/ddos/ddos-low-and-sl ow-attack/ , 09-Jan-2019.

Tanishka Shorey, Deepthi Subbaiah, Ashwin Goyal, Anuraag Sak xena, Alekha Kumar Mishra , Performance Com-
parison and Analysis of Slowloris, GoldenEye and Xerxes DDoS Attack Tools , 2018 International Conference on Advances
in Computing, Communications and Informatics (ICACCI), DO I: 10.1109/ICACCI.2018.8554590, (2018).

Clifford Kemp, Chad Calert, Taghi M. Khoshgoftaar , Utlizihg Netow Data to Detect Slow
Read Attacks, 2018 IEEE International Conference on Information Reuse a nd Integration (IRI), DOI:
http://doi.ieeecomputersociety.org/10.1109/IR1.2018  .00023, (2018), pp. 108{116.

Kiwon Hong, Younjun Kim, Hyungoo Choi, and Jinwoo Park , SDN-Assisted Slow HTTP DDoS Attack Defense Method
, IEEE Communications Letters, Vol. 22, Iss. 4 , DOI: 10.1109 /LCOMM.2017.2766636, (2018), pp. 688{691.

Shunsuke Tayama, and Hidema Tanaka , Analysis of Slow Read DoS Attack and Communication Environmen t, Mobile

and Wireless Technologies 2017, Lecture Notes in Electrical Engineering 425, DOI 10.1007/978-981-10-5281-1 _38, (2018),
pp. 1718{1724.



The Slow HTTP Distributed Denial of Service Attack Detectio  n in Cloud 297

Test parameters
Test type SLOW READ
Number of connections 10000
Receive window range 1-512
Pipeline factor 1

Read rate from receive buffer 5 byies /1 sec
Connections per seconds 500

Timeout for probe connection 5

Target test duration 600 seconds
Using proxy nNo proxy

Test results against http://172.24.4.13/products. html

10,000 n — Closed

8,000 1 Connected
— Service
available

6,000

4,000

2,000

O 85 ab b @ 30 g S aEh B e o o 2P

Seconds

Fig. 5.4 . The slow HTTP Read attacks result

[14] Aanshi Bhardwaj, Atul Sharma, Veenu Mangat, Krishan Kumar and Renu Vig , Experimental Analysis of DDoS
Attacks on OpenStack Cloud Platform , Proceedings of 2nd International Conference on Communica tion, Computing and

Networking, Lecture Notes in Networks and Systems 46, (2019 )

[15] A.Dhanapal, and P. Nithyanandam , An OpenStack based cloud testbed framework for evaluating HTTP ooding attacks,
Wireless Networks - Springer, DOI: 10.1007/s11276-019-019 37-4, (2019), pp. 570{575
[16] Ghafar A. Jaafar, Shahidan M. Abdullah, and Saifuladli Ismai |, Review of Recent Detection Methods for HTTP DDoS

Attack , Journal of Computer Networks and Communications - Hindawi , DOI: https://doi.org/10.1155/2019/1283472,

(2019), Volume 2019, Article ID 1283472, 10 pages
[17] Trung V. Phan, and Minho Park , Ecient Distributed Denial-of-Service Attack Defense in SDN-B ased Cloud, |IEEE

Access, DOI: 10.1109/ACCESS.2019.2896783, (2019)

Edited by: Anand Nayyar
Received: Mar 7, 2019
Accepted: Apr 4, 2019






DOI 10.12694/scpe.v20i2.1520
Scalable Computing: Practice and Experience ISSN 1895-1767
Volume 20, Number 2, pp. 299{315.http://www.scpe.org ¢ 2019 SCPE

STATIC LOAD BALANCING TECHNIQUE
FOR GEOGRAPHICALLY PARTITIONED PUBLIC CLOUD

MANDEEP KAUR AND RAJNI MOHANA Y

Abstract. Large number of users are shifting to the cloud system for the ir dierent kind of needs. Hence the number of
applications on public cloud are increasing day by day. Hand ling public cloud is becoming unmanageable in comparison to  other
counterparts. Though fog technology has reduced the load on centralized cloud resources to a remarkable extent, still | oad handled
at cloud end is signi cantly high. Geographic partitioning of public cloud can resolve these issues by adding manageabi lity and
e ciency in this situation. Dividing public cloud in smalle r partitions opens ways to manage resources and requests in a better
way. But, partitioned clouds introduce di erent ends for su  bmission and operations of tasks and virtual machines. We ha ve tried
to handle all these complexities in this paper. Proposed wor k is focused upon load balancing in the partitioned public ¢l oud
by combining centralized and decentralized approaches, as suming the presence of fog layer. A load balancer entity is us ed for
decentralized load balancing at partitions and a controlle r entity is used for centralized level to balance the overall load at various
partitions. In the proposed approach, it is assumed that job s are segregated rst. All the jobs which can be handled local ly by
fog resources are not forwarded to the cloud layer directly.  Those are processed locally by decentralized fog resources. Selection
of an appropriate Virtual Machine (VM) for Itered set of job , which are forwarded to cloud environment, is done in three s teps.
Initially, selecting the partition with a maximum availabl e capacity of resources. Then nding the appropriate node wi  th maximum
available resources, within a selected partition. And nal ly, the VM with minimum execution time for a task is chosen. Re  sults
are compared with the results produced in this work with Firs  t Come First Serve (FCFS) and Shortest Job First (SJF) algori  thms,
implemented in same setup i.e. partitioned cloud. This pape r compares the Waiting Time, Finish Time and Actual Run Time o f
tasks using these algorithms. After initial experimentati  on, it is found that in most of the cases, while comparing abov e parameters,
the proposed approach is producing better results than FCFS  algorithm. But results produced by SJF algorithm produce be tter
results. To reduce the number of unhandled jobs, a new load st ate is introduced which checks load beyond conventional loa d states.
Major objective of this approach is to reduce the need of runt ime virtual machine migration and to reduce the wastage of re sources,
which may be occurring due to prede ned values of threshold.  The implementation is done using CloudSim.

Key words:  Load Balancing, Public Cloud, Cloud Partitioning, Geograp  hically Partitioned Cloud, Static Load Balancing, Over-
loaded Node Management, Fog Computing, IoT Devices, Fog str atum.

AMS subject classi cations. 68M14, 68M20

1. Introduction. Cloud Computing has the potential to a ect a large part of IT industry. Now adays,
developers need not to concern about the over-provisioning or undeprovisioning of resources. Elasticity of
resources without spending a large amount of funds is a unique concepf its kind [2]. Basic characteristics of
Cloud Computing as user friendliness, virtualization, automatic adaptation, scalability, resource optimization,
pay-per-use, service SLAs, infrastructure SLAs etc. are attractingusers in masses [26]. Cloud Computing
is proving itself so bene cial, but there is a requirement of e orts to maintain performance and e ciency of
services. Handling concurrent jobs, users and processes throughckua large set of machines is a very di cult
task. Load balancing is one of the serious concerns in success of cloud coripg. Emerging trends like edge
or fog computing are being integrated with cloud computing. These shareghe load on public cloud by shifting
signi cant amount of work from centralized public resources to local fogprocessing units. Fog/Edge computing
is the future of cloud technology. Apart from heavy load challenge, another by concern is of imbalanced
load among servers. Many kinds of troubles occur due to overloaded as wels under loaded servers. Under
loaded servers cause ine cient energy consumption, ine cient useof resources and add-on to the management
overheads. On the other hand, overloaded servers can cause delay asponse, low speed of processing, decreased
throughput, increased makespan etc. To handle both these situationstiis very important to adopt a load
balancing mechanism which can distribute tasks evenly among all avadble servers [28]. Recent growth in the
eld of 10T has further increased the challenges. As per CISCO cloud ta c is expected to rise upto 14.1 ZB
per year by [27]. Data associated 0T devices are the main cause of this grtw Similarly, Internet of Vehicles
(loV) is also an emerging concept which is a subclass of I0T. It refers téhe network of heterogenous sensors
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installed on vehicles [5]. In all such applications major issue is of l&ncy. To handle these latency issues a new
term fog computing has been introduced. Fog computing is capable toeduce the operational cost of cloud
data centres and helps to avoid revenue loss due to WAN propagation delay{22]. Need of optimal allocation of
jobs to available fog resources has led the researchers towards load batémg in fog networks [21]. In paper [12]
authors have presented an in-depth analysis of principles of GreeleT. This chapter also highlights di erent
kind of barriers challenging implementation of Green-1oT in real life. Load balancing can either be dynamic or
static. In dynamic load balancing, load status of nodes is checked whileops are running. During the execution
process if any node gets overloaded then few of the jobs are shifted smme other node, with lesser load. This
process is known as virtual migration. Static load balancing, e orts are mac to distribute tasks equally among
VMs. That means while initially putting tasks in VMs, possible e orts are made to keep task distribution
even. This method of load balancing is very e cient as it will reduce the need of VM migrations. Run time
VM migrations are a kind of interrupt or overhead during the execution period of tasks [17]. In this paper,
we have focused on static load balancing part. Load management becomes evemnm challenging when we are
considering a large public cloud. A public cloud has numerous nodescattered around in various geographic
locations. Huge number of users and large amount of outsourced cloud data makésvery di cult to achieve
the performance requirements and system usability [30]. Cloud Partioning is one of the popular techniques
used for load management in clouds. In this technique, clouds are divetl into small groups of nodes. Small
partitions are more manageable as compared to large, public set of nodes. Sarling load will become simple
and e cient by using this technique. This paper is an attempt to im plement decentralized load balancing
through cloud partitioning at an initial state of task submission.

Contribution ~ The main contribution of this work is to design and evaluate a decentralzed load management
model for public clouds and fog layer in a partitioned environment. k can fully utilize the resources available
with Datacentres. Our objective is to introduce a technique for load balancing in a partitioned cloud. The
proposed approach suggests that in a public cloud, presence of a subst@ithnumber of nodes can be used as a
privilege. Static load balancing is done depending upon a threshold vak. This value denotes the allowable and
optimal amount of load in a partition at a time. Once the load in a partition has r eached at that threshold value,
that node will no more be considered for job allocation until a few of itsjobs have been nished. Considering
that we are talking about a public cloud, there must be a scope of remaimig resources to handle a few of the
jobs, maybe with minor resource requirements. Hence, while caldating the load state of a partition, keeping
records of load at all nodes under a partition, its available resources andequired resources of jobs can be
very helpful. Proposed work implements static load balancing for handhg load mismatches during the initial
allocation of virtual machines. Static load balancing gives an overall beter performance.

Allocation done with a node with a current maximum capacity of resources will be more reliable and need
of VM migrations during run time can be reduced. Decentralized load calalation and management through is
tremendously capable to reduce execution time to compare, search arallocation process.

Few extra e orts are involved in calculating load status of all the nodesin all partitions. Use of decentralized
approach reduces this overhead. Finally, central controller will begetting details from partition balancers hence
there is very less communication required across the partitions.

Paper Structure  In following sections of this paper, a decentralized load management tdnique is discussed.
Section 2 contains the literature review and existing work done in ths area. In Section 3, the proposed approach
is discussed in detail. An experimental, simulation-based evaluatin and comparative study of our approach
along with the retrieved measurements are presented and discus$eén Section 4. Finally, Section 5 concludes
this paper and identi es paths for future work.

2. Related Work.  Many researchers have addressed the load balancing challenges in theiork. In [7]
a load balancing technique the cloud public cloud based upon cloud pationing. They proposed to switch
load balancing technology based upon the situation of load at a time. This algorihm applies game theory to
handle the partitions with high load status. Though this algorithm needed further experiment to determine the
e cient refresh rate and load degree calculation mechanism. The tradeo was that much testing is required to
guarantee system availability and e ciency.
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Authors in [24] have proposed a system to perform load balancing as well asydamic cloud partitioning.
Major components of this approach are Partition Manager: responsible for asghing a job to a partition and
Job Distributor: which decides the node to which this task can be alocated. To ensure e ective distribution
of load, partitions are created dynamically. This is done with the help ofthe honey bee algorithm. This paper
left scope to improve the transparency and cloud division beyond geogrdpc limits. They have used game
theory to improve the e ciency in a cloud environment. According to the researcher the network is divided
into cluster using a clustering algorithm. Every node is a part of acluster. Every cluster has an Inter Cluster
Communication (ICC) node. Clustering is done while initialization of the network.

In work presented by [8], authors have addressed the issues of Sereiavailability and reliability, Lack of
Service Level Agreements, Customer data security and privacy and Garnment compliance regulation require-
ments. They have proposed intelligent workload factoring service fomproactive workload management with a
fast and frequent data detection mechanism at the core. This mechania helps not only in factoring requests
on the volume of data, but also on contents of data. Major design goals of this worklad refactoring include
avoiding overloading scenario through load redirection, smootheninghe workload dynamics in base zone appli-
cation platform, and making ash cloud zone application platform agile through load decomposition. There are
few improvements required, such as data security management for lyid platform, handling data replication
and consistency in the ash crowd zone, and load balancing schemes are jilemented in two zones.

Authors in [14] have proposed a solution to calculate load degree based upohé turnaround time. This
approach helps load balancer to improve load balancing strategies of a load balaimg model in a public cloud.
An idea of preliminary evaluation of a cloud partitioning approach is expressed in [23], which distributes task
execution requests in a volunteer cloud. Validation is done through a imulation-based statistical analysis,
using the Google workload data trace. Evaluations of this model are based onomparison between the results
of purposed approach and the results of an unpartitioned cloud, using sameandom data sets. This approach
has improvement scope, such as using the bio-inspired solution to @dmore sophistication. Adding lightweight
performance monitors can help in improving performance. A workload clasi cation mechanism can make
workload management better. User Module submits the VM allocation requst to Front-End Module, which is
endowed with best-t heuristic and random load balancing heuristic. It submits the VM allocation requests to
the Server Manager Module. The Server Manager Module is responsibfer balancing the load across hosts and
performs energy-e cient server consolidation. This Module uses wo threshold values, load-related migration
threshold and load-related activation threshold to accomplish its job. Authors tried to remove the scheduling
decision from Job's Critical Path to improving scheduling decisbon accuracy in [1]. For this, they have used
Schedule First and Manage later approach and job replication. In their proppsed model, they suggest replication
of jobs and distributing these replicas to multiple servers. Whihever server will pick this job rst will notify
other servers having a copy of the same job. The main goal of this approach i®tmake task scheduling simple
by removing load balancing tasks from the process of VM allocation. Thoughthis approach adds a signal
propagation delay in the processing time.

In work expressed in [11], authors have tried to highlight multiple issues such as elasticity, energy e ciency,
and high operational costs etc. For this, they have developed a combinath of algorithms for initial VM
placement, partial VM migration, and full VM migration. The initial VM placem ent algorithm can create or
destroy VMs at any time, based on the current load at that VM. A Partial VM Migrat ion algorithm is used
by over utilized compute nodes to shifts few of the jobs to one or morether compute nodes. Full migration
algorithm is used to shift full load of a compute node if it is underutilized. The purpose of this migration is
to reduce the overall energy consumption of a Datacentre. A star-basegartitioning and index algorithm for
Resource Description Framework (RDF) data of robotic systems in [29] haglevised a 3-step process. In rst
step a start structure is created by using MapReduce and HDFS to cortsuct a coarsened weighted graph. In
second step a balance partitioning algorithm is used to divide this grap. In third step a Compressed and
Linked S-tree index is proposed to improve the query e ciency. In their paper [18] have discussed the need of
fog computing by exploring its taxonomy, applications and various technobgies involved in it. This paper has
very well described the di erence between cloud computing anddg computing. A mobility and heterogeneity-
aware partitioning algorithm to support cross-domain resources partitioning, is presented in [9]. In this paper
a service popularity-based smart resources partitioning (SPSRP)cheme is proposed. The basic architecture of
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SPSRP scheme decouples the computing control layer from data prossing layer.

In [6] authors have discussed the tradeo between power consumptioand transmission delay in fog cloud
computing. They have proposed an optimal workload allocation between fog analoud resources. Objective
achieved is to get job done with minimal power consumption and restrited transmission delay. For improving
e ciency and security [15] have proposed a model to authenticate and ompare the load status of various Edge
Data Centres (EDCs). SDN-based modi ed constrained optimization paticle swarm optimization (MPSO-
CO) algorithm proposed by [25] uses the reverse of mutation particles andidear decrease inertia weight to
enhance the performance of constrained optimization particle swarm opthization (PSO-CO). This technique
results in reduced latency and improved QoS in Software De ned Clod/Fog Networking (SDCFN). Technique
proposed by [10] decouples computing control layer from data processidayer through a service popularity-
based smart resource partitioning (SPSRP) controller. Table 2.1 presnts the summarized view of research work
done on static load balancing until now. In [16] authors have proposed a modidased upon time-based data
driven approach to predict load predictions in various in di erent ut ilization sectors. This model is capable to
accurately predict the energy demand in residential and commercial ector of smart device users.

Authors of [4] have discussed about the variants of Ant Colony Optimization (ACO) and its role in solving
discrete problems in various areas of science and engineering disane, including load balancing. Finding
an appropriate node with su cient resources is a crucial part of load balarncing. One such method to nd
e cient sources is a logarithmic spiral based local search strategy, naraly logarithmic spiral local search (LSLS),
suggested by [20]. In [19] authors have presented a deep understandiagout taxonomy of fog computing, its
di erences from cloud computing and edge computing technologies, apations, emerging key technologies and
various challenges involved in fog technology. Authors of [3] have prestad an Arti cial Bee Colony (ABC)
Optimization algorithm.

As compared to the above approaches, our proposal suggests a combination of acatized and decentralized
load management. It ensures the bene ts of unlimited resources of pulr cloud while removing the complexities
of handling the substantial number of nodes. Proposed model ensurdhe better utilization of resources in the
partitioned public cloud environment. It also helps in retaining t he individual identity of nodes in a partition to
ensure the accessibility to load status information and other details ofr node. Initially, the node with maximum
available resource instances is chosen for job allocation. So, chances ghdmic VM migration can be reduced.
The objective is to increase the e ciency of load balancing mechanismlowering the usage and management
costs.

3. Proposed Approach.  This section contains the presentation model, task distribution béween various
modules and algorithm of our proposed approach for load balancing in public clads and fog layer. The cloud
is initially partitioned statically based on geographic location. In proposing a model, the primary objective
is to reduce the size of public cloud by dividing it into multipl e partitions and to apply a decentralized load
balancing mechanism to ensure optimal utilization of resources. It isassumed that a signi cant part of total
load is processed at fog layer. These jobs, restricted to reach clouldyer include the latency sensitive and
security sensitive jobs. Fog computing environment is requiredo be implemented in time critical applications.
In current scenario data is generated by IoT devices and processed cloud environment. Most operations of
these 10T devices depend upon data transmission to-and-from cloud la&y. This is not considered feasible while
keeping in view the time and distance constraints. Similarly, the applications involving sensitive data which
user is not intended to share on public cloud can be shifted from cloudo fog environment.

So, cloud environment is responsible for jobs left unprocessed bypd environment.

As shown in Fig. 3.1, major entities in this model are clients, partitions, nodes, load balancers and con-
trollers. A node is a provider which holds physical cloud resource which a client requires to process his job.
Within that partition, a load balancer is deployed to keep track of load status of the partition. This balancer
collects load-related data of individual nodes, compares it with threshold value to determine in which load
category this partition falls currently. Same information is conveyed to the controller for making a nal decision
related to task allocation to a partition and anode. Balancers are local to rtitions whereas a centralized
controller is an entity which can keep track about all the partitions thr ough information received from load
balancers.

The proposed model is a composition of three software modules which a@ient (CM), Balancer (BM) and
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Table 2.1

ioned Public Cloud

Summarized view of research work done on static load balancin g

Title

Proposed Model

Limitation

A Load Balancing
Model Based on
Cloud Partitioning
for the Public Cloud

(7]

Load balance model for the public cloud based
on the cloud partitioning concept with a switch
mechanism to choose di erent strategies for dif-
ferent situations like high, low, normal load sta-
tus. This model applies game theory to load bal-
ancing strategy to improve the e ciency in the
public cloud environment.

1. Lacks detailed cloud division methodology, 2.
E ectively determining the refresh period, 3. De-
vising a good algorithm to set Load degree, 4.
Testing is required to compare di erent load bal-
ancing strategies, 5. Many tests are to be per-
formed to guarantee system availability and e -
ciency.

A novel approach for
Dynamic Cloud Par-
titioning and Load
Balancing in Cloud
Computing Environ-

The strategic model that performs load balanc-
ing as well as dynamic partition of the nodes of
di erent cloud. Game theory is used to load bal-
ancing strategy to improve the e ciency in the
cloud environment

1. Need to increase levels of transparency 2. Re-
quires e ective technique in updating the status
report. 3. The time intervals are not very well
managed, 4. Dynamic balancing technique could
be made dynamic, 5. Finding alternatives to ge-

ment [24] ographical cloud division methodology.
A Cluster-Based | A distributed algorithm for load balancing in the .

. . To evaluate e ectiveness of the proposed model
Load Balancing master-slave architecture that outperforms the

Algorithm in Cloud
Computing (Surbhi
Kapoor, 2015)

Closest Datacentre algorithm in terms of task dis-
tribution across the system and optimal system
performance

in scenarios where a node belongs to more than
one cluster and we believe that e ective load bal-
ancing could be achieved in this case as well

Resource Alloca-
tion Issues and
Challenges in
Cloud Comput-
ing (S.Thamarai
Selvi, 2014)

Addressed issues are: 1. Resource Provisioning,
2. Job Scheduling, 3. Resource Overbooking,
4. Scalability, 5. Pricing, 6. Load Balancing, 7.
Multitier applications, 8. Availability, 9. Over-
heads in Network I/O Workloads, 10. QoS con-
straints

1. Lacks elasticity, 2. Need to minimize the costs
and maximize resource utilization, 3. Need to
assure high availability for long running jobs, 4.
Better parallel task scheduling

Proactive Workload
Management in Hy-
brid Cloud Comput-
ing+B17 [8]

Addressed issues are: 1. Service availability and
reliability, 2. Lack of Service Level Agreements,
3. Customer data security and privacy, 4. Gov-
ernment compliance regulation requirements

1. Load balancing schemes are implemented in
two zones, 2. E cient data replication and con-
sistency management in the ash crowd zone, 3.
Better security management for a hybrid plat-
form

Load Degree Calcu-
lation for the Public
Cloud based on the

Cloud Partition-
ing Model using
Turnaround  Time
[14]

Solution to calculate Load degree of a node in the
public cloud based on the Turn Around Time

Lacks e ciency of algorithms

A Workload-Based
Approach to Parti-
tion the Volunteer
Cloud [23]

A preliminary evaluation of a cloud partitioning
approach to distribute task execution requests in
volunteer cloud. Comparison between the results
of the proposed model, i.e. partitioned cloud and
an unpartitioned cloud which uses the same ran-
dom tasks.

1. Requires more sophisticated algorithms such
as bio-inspired solutions, 2. Adding lightweight

performance monitoring, 3. Better workload clas-

si cation mechanisms

Replication-based
Load Balancing [1]

Removing the Scheduling Decision from Jobs
Critical Path, Improving Scheduling Decision Ac-
curacy. Schedule First and Manage later ap-
proach is used by implementing Job replication.

1. Presence of signal propagation delay, 2. Devise
single parameter con guration that is optimal for
all systems.

Decentralized and
Energy-E cient
Workload Manage-
ment in Enterprise
Clouds [11]

An issue addressed: 1. Elasticity, 2. Scalability,
3. High operational costs, 4. E cient energy
consumption. Three algorithms are introduced
which are: 1. Initial VM Placement, 2. Partial

VM Migration, 3. Full VM Migration,

1. Needs decentralized workload manager in an
open-source cloud operating system, such as e.g.,
OpenStack, 2. Can use additional parameters
into load-balancing algorithms,

A Partitioning and
Index Algorithm for
RDF Data of Cloud-
based Robotic Sys-
tems [29]

Considers the 2-hop star structure as the basis
object and proposes a partitioning and index al-
gorithm

More orientation towards data structure opera-
tions. Output is dependent upon datasets, query
type and strategies for graph operations.
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Fig. 3.1 . Architecture of Proposed Model for Load Balancing in Partiti oned Cloud

Centralized Controller (CCM). These three modules have pre-adgned roles to play during initial VM allocation
to a task. These modules are capable to interact with each other whexer required. Following three modules
are involved in the overall processing of the proposed approach. Theswe:

1. Client Module (CM) : Main responsibility of this Module is to | ter the jobs to be processed by cloud

environment and to submit those requests to a server node, througta broker. While submitting a
request, the client is responsible to provide details about the esource requirement of that task. These
details are very much important while choosing a node for nal job alloction.

. Balancer Module (BM) : Balancer module is local to partitions. They receive a noti cation whenever a

client submits a task to a node belonging to that partition. Balancer has overall responsibility to manage
load in a partition. It must keep record of load status of each node in the patition. The balancer is
the accessing point of load status information of a partition, hence a contller always interacts with
this module.

. Centralized Controller Module (CCM) : This Module works like a centralized entity. It collects infor-

mation from Balancer of all the partitions and makes decisions based on that iformation. Controller
module is invoked by a Balancer whenever it nds all its local nodesare fully occupied. The controller
asks all other partitions Balancer for their load status and nally directs job to the partition which
ful lls following criteria.

(a) Maximum amount of available resources.

(b) Enough resources to cater the needs of the job.

In the proposed model, a Client Module (CM) captures the details ofthe service request being submitted to a
node by a user. These modules prepare an estimate of resources raqd by the current job. Once the resource
requirement details are ready, a noti cation is sent to the Balancer BM) of the partition to which this node is
associated with.

On receiving this noti cation Balancer (BM) will search resource availability status of that speci ¢c node and



Static Load Balancing Technique for Geographically Partit  ioned Public Cloud 305

Cloud

Fog Node

Data Services

Filteration

loT Devices — Data Acquisition — |Segregation
(Data Generators)

Aggregation

:Encryption

Fig. 3.2 . Distribution of Tasks between Fog and Cloud.

will compare it with the resource requirement of the newly submited job. If BM nds that su cient number

of resources are available, then it will allocate the job to the same noel Else it will compare jobs resource
requirement with resource availability of other nodes in the same grtition. If there exists any node(s) which are

having su cient resources to serve current job, then job is allocate to that node. If there is more than one such
node, then the best possible allocation is done by allocating jobs tohte node which has maximum availability

of resources so that there are least chances of a need of VM migration.

If BM nds no node within partition which can serve job, then it wil | notify the Central Controller Module
(CCM). CCM has the centralized access to the status of all partitions va their load balancers. Upon receiving
noti cations from BM, CCM will ask for fresh status information from all oth er BMs. On receiving this, rst it
will check the load status of all partitions. If it nds a single partiti on with normal or low load status, then the
next step is to search for a node in that partition which has maximum awilable resources with it and the job
is assigned to that node. Load status of nodes and the partition is updatedn terms of resource availability. If
there are multiple partitions then the one with max availability stat us is chosen and following same process a
node is chosen in it.

There is a possibility that the load status of all the partitions is high, i.e. all the partitions have number
of nodes with high load status than prede ned threshold value. In suchsituation, resource availability of
individual nodes is checked. Reason behind this step is that may é the percentage of nodes with high work
load is exceeding threshold. But still, in remaining percentage tlere can be few nodes with low or normal load.
The available resources of these nodes are usually ignored, but can béliaed in a better manner.

In rare situations, CCM would have not nd any individual node with lo w or normal load status. In that
case client module is noti ed about the non-availability of resourcesand job is kept unallocated till some of the
running jobs are not complete and resources allocated to them are releed. Summarized working of all the 3
modules is described in Table 3.1.

Job Distribution among cloud and fog Layer

Itis a crucial decision-making point to distribute the jobs among fogand cloud, which highly depends upon their
contribution in this fabricated system. Cloud services are assumedo provide services as well as data analytics
required in operations of 10T devices. Fog provides various types of dat services in 0T environment such as
Data Filtering, segregation, Aggregation, Data Encryption, Catching etc. [13]. Hence it can be concluded that
fog environment will retain all job requests which are short-span and nore frequent. On the other hand, cloud
environment will handle jobs which are less frequent, long term andequire large amount of resources.

In the proposed model, the load balancing algorithm is being applied on tk jobs submitted to cloud.

Evaluating Load Status for Node Allocation
As described earlier the partitions groups certain number of data cergrs. Each datacenter accommodates one
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Table 3.1
Role of various modules

the client.

ﬁ:ig\glssse Client Module (CM) Balancer Module (BM) (Cé?g;;e)tl Controller  Module
Step-1 Ca_pture detgils of a service request
being submitted by a user.
Based upon pre-de ned categories,
segregate the jobs deciding if it is
Step-2 . :
to be processed locally in fog envi-
ronment or cloud environment.
Send the job to appropriate end,
Step-3 based upon decision made in Step-
2.
Step-4 Prepare estimates of required re-
sources.
If the current node is overloaded
Step-5 then noti es the Balancer Module
of the current partition.
Noti ed about the new job sub-
Step-6 mission. Receives resource require-
ment details from Client Module.
Traverse all the nodes in the par-
Step-7 titio_n a_n_d compares their resource
availability status with resource re-
quirement details.
Allocates job to the best suitable
node based upon the resource avail-
Step-8 ability. Or noti es the Central Con-
troller Module if no node is avail-
able locally in the partition.
Noti ed by the Balancer Module,
Step-9 collects status information from all
the balancer Modules.
g:ig\g"ssse Client Module (CM) Balancer Module (BM) E:Ceg:\;a)tl Controller  Module
Picks the best suitable partition
Step-10 based upon load status.
Picks the best suitable node in
Step-11 that_ pa_rt_ition, ba_lsed upon resource
availability. Notify concerned Bal-
ancer Module.
Allocate job to noti ed node. Up-
Step-12 da_tg load status anq resource avail-
ability details of partition and node
respectively.
If all partitions have a high load
Step-13 sta_tus_, _then traverse the_ entire list
of individual nodes and pick the one
with maximum available resources.
Compare this nodes resource with
the requirement. If sucient re-
Step-14 sources are available, Notify con-
cerned Balancer Module.
Allocate job to noti ed node. Up-
Step-15 da_tg load s_tatus anq resource avail-
ability details of partition and node
respectively.
If none of the nodes possess suf-
Step-16 cient resources, then notify the
client Module.
Get notication from Controller
Step-17 | \iodule to wait.
Capture details when the job is pro-
Step-18 cessed and the response is sent to
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or more hosts, which are physical instances of resources which a cliecan request. These hosts can create k
number of VMs as per requirement. Task allocation is done to these Virtal machines (nodes). There is a need
to evaluate the availability at two levels as given below:

1. Determining the partition Pi, to which a job can be assigned.

2. Determining the node Ni, inside partition Pi, to which a job can be assigned.

As partitions do not have any load status of their own, they depend upon the load status S of individual
nodes grouped inside them. Four prede ned load states are considere@vhich are common for partitions and
nodes and are calculated as follows:

1. Idle load state
(a) A node N;j falls under idle state if its available resourcesR(n); exceed a thresholdt(n)ige . i.e.

Nige = R(n);j >t (N)igie
where t(n)ige is the threshold at which a node is considered idle.Nijge shows the idle status of
node N.
(b) A Partition P; falls under idle state if the number of idle nodes in this partition has exceeded a
threshold t(p)ige i-e.
Pige = Count(Nige ) >t (P)idie

where t(p)idle is the threshold at which a partition is consideredidle. Pidle shows the idle status
of partition P.

2. Normal load state

(a) A node N; falls under normal state if its available resourcesR(n); exceed a threshold(n)normar -
i.e.

Nnormal = R(n)j >t (n)normal

wheret(N)normar IS the threshold at which a node is considered normalN pormar Shows the normal
status of node N.

(b) A Partition P; falls under normal state if the number of normal nodes in this partition has exceeded
a threshold t(pP)normal  i-€.

Pnormal = Count(Nnormal ) >1 (p)normal

where t(p)normal is the threshold at which a partition is considered normal. Pnormal shows the
normal status of partition P.

3. Overloaded load state
(a) A node N;j falls under ovld state if its available resourcesR(n); exceed a thresholdt(n)ovig . i.€.
Novia = R(Nn)j >t (n)ovia

wheret(n)qyg is the threshold at which a node is considered ovldNg,q shows the ovld status of
node N.

(b) A Partition P; falls under ovld state if the number of ovid nodes in this partition has exceeded a
threshold t(p)ovig i.€.

Povia = Count(Noyid) >t (P)ovid

where t(p)ovld is the threshold at which a partition is considered ovid. Povld shows the ovld status
of partition P.
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4. Full load state A Partition P; falls under full state if the number of full nodes in this partition has
exceeded a threshold(p)y i.e.

Prur = Count(Nsur ) >t (p)sun

where t(p)full is the threshold at which a partition is considered full. Pfull shows the full status of
partition P.

Task Assignment

The proposed system is focused upon static VM allocation in a partitiond cloud environment or fog environ-
ment. Clients of cloud and fog system submit their requests to nods. If the current node is having su cient
resources to handle request, then it will process request itHe If no then a suitable node is searched in the
current partition. If none of the nodes has su cient resources, then search is continued in other partitions. The
complete process is described below.

Whenever a task is submitted to a nodeN; in a partition, initially the load state of same node R(n); is
evaluated. If found that the current node is capable to accept more jobgi.e. Nige 0Or Nnormar ) With speci ed
resource requirements, the task is assigned to it. In addition, theload status of the partition and available
resources will be updated. If found that current node is not capable ¢ accept task (i.e. Ngyq), then other
nodes in same partition are evaluated for their load state.

Following possible results can be there after this load state evaluatin:

Case-1: If a single nodeN; is found with idle or normal load state, assign the task to this node, updaé the
load status of partition S(p); and nodeR(n);.

Case-2: If multiple nodes can accept the task, create a list of all such capabl@odesN capale -

Case-3: If no node in current partition is found with idle or normal load state, t hen let balancer handover
the request to the controller. Now controller will call the balancers of other partitions and will collect the load

status of all partitions by calling searchPartition () method.

Algorithm 3 Partition Selection

1: procedure PartitionSelection (taskld, taskLength, pesNumber, taskFileSize, taskOutputSize,
utilizationModelCpu , utilizationModelRam , utilizationModelBw )

2. if partition se [ partition o] = idle or partition sge [partition ig]= normal) then
3: selecteg artition partition ig

4: if nodesgae [ Nodey] = idle or nodeyae [ Nodey] = normal then

5: selected,ode nodeq

6: else

7: for all nodeq 2 partition g do

8: if nodese [NOdeq]  high then

9: continue

10: else

11: selected,ode nodegg

12: end if

13: end for

14: end if

15: partition g [partition ig] ++

16: else

17: searchPartition (partition siaee [ ], NOd€stae [ ], NOUEGnem , NOAEpy ,MEMyeq, CPUreq)
18: end if

19: end procedure

Controller Module will traverse through all the remaining partition s by invoking their balancers. Wherever
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it nds a partition with Pnormar  Or Pige l0ad state, it will add that partitions id in a list of capable partitions
F)capable .

While traversing all the partitions three cases are possible:
Case-1: If found single partition then assign the task to the balancer Bi of that partition and update its load
status.
Case-2: If multiple partitions are capable to accept the task, create a list of al such capable partitions. Once
this list is complete, we can choose the best possible partition inhe context of available resources through
searchPartitionnohigh ().
Case-3: If no partition is found with idle or normal load state, try to nd indivi dual nodes in overloaded
partitions Poyg. Call searchPartitionhigh () method.

Algorithm 4  Determining Availability of Capable Nodes
procedure SearchPartition (partition state [ ], NOd€state [ ], NOOEmem , NOAEpy, MEMyreq, CPUreq)
2: for all partition g 2 partition |ist[] do
if partition gt [partition jg] = idle or partition ggte [partition i3] = normal then

4: selecteg artition partition g
if nodee [NOdey] = idle or nodesae [NOdeg] = normal then
6: capable  partition jq
I++
8: else
continue
10: end if
end if
12: if capablgje > 1then
searchpartitionNoHigh ()
14: else
searchpartitionHigh ()
16: end if
end for

18: end procedure

Algorithm 5  Partition Selection if Available with Normal State
procedure partitionHigh  (capablg ], partition siae [ ], NOdestate [ ], NOd€nem [ 1, NOdepy [ 1, r€Omem ,

I’eclcpu)
for all partition iy 2 capablg ] do
3 if MaXesource [i] < Capacityatpartition resource [ij() then
MaXyesource [i] = capacityatpartition resource [i]() maxnoderesource [i1= capablgk]
end if
6: if MaXesource [i+1] < Capacityatpartition resource [i+1] () then
MaXyesource li+1] = CapaCityatpartitiO“ resource [i+1] O
Maxnodeesource [i+1] = capablgk]
9 end if
end for

end procedure
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Algorithm 6  Partition Selection if Not Available with Normal State

procedure partitionNoHigh (capable[ ], partition state [], NOd&state [], NOUEmem [ ], NOdecpy [ 1, r€mem »
I'ec]cpu)
for all partition iy 2 capabld] do
if Maxmem < capacityatnodemem then

4: MaX mem capacityatnodenem
max, 0d&nem capabldi]
end if
if maxcpy < capacityatnodecp, then
8: Maxcpy  Capacityatnodecp,
maxnode,,  capabldgi]
end if
allocation( )

12: end for
end procedure

Algorithm 7  Calculation of Capacity of a Node
procedure capacityatnoderesource (partitionid , nodestate ] , noderesourcd ])
for all nodey 2 partition iy do

CapaCityresource [nOded] = r]Oderesource [nOde] nOdestate [nOded] Consumption
end for
5: return capacityyesource
end procedure

All the nodes are given an amount of various resources. Which node is in aullie, normal or overload state,
is entirely calculated based upon the available (free) amount of theseesources. This amount is being said the
capacity of a node for that resource. To calculate the capacity of nodes th amount of resources under use is
deducted from total allocation of that resource in the node.

Algorithm 8 Calculation of Capacity of a Partition
procedure capacityatpartition (partition iq ,nodestate[ ],node esourcd )
for all nodey 2 partition iy do
capacityresource [N0d84]  NOdEesource [NODEq] nodestate[nodegy] consumption
end for
return capacityyesource
6: end procedure

All the nodes are given an amount of distinct resources. Which partitionis in an idle, normal, overload
state, is calculated based on the number of nodes in that partition, faling within a category based on a threshold
value for various load states. This load state is being considered as a capgcf a partition for that resource.
To calculate the capacity of partitions, capacity of resources at each nodéor each resource is used as an input.

Once partitions with maximum capacity of various resources i.e.Max (S(p); Jresourcex) have been calcu-
lated and inside those partition, nodes with maximum capacity i.e. Max (R(n); Jresourcex) have been identi ed,
we must select an appropriate node which can cater the requirement ddll resources. For example, we can start
with the node, which has maximum available memory. We must check ithis node has enough processing units
also. If yes, the task is allocated to this node. If no, then a node wh maximum capacity of available CPU
resources will be chosen and will be checked to see if it has enough mery available. A node allocation is
possible only if it has su cient instances of each resource available aper requirement of tasks. If no such node
is found, then the task allocation is delayed until some partition is rot capable to cater all resources requirement;
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Table 3.2
Time and Space Complexity of Algorithms and its Modules

Sr. No. | Step Time Complexity Space Complexity
Testing the current node for avail-
L ability of resources 0@ o @)
Testing other nodes in the current
2. pamti(?n O(Count( Peurrent (N))) o)
3. Testing other partitions
a) Each partition has same no. of O(Count(P)*Count(N)) where N O(Count( P;(N))) where N repre-
nodes ’ represents the multiplication of sents no. of nodes in a partition un-
partition count and node count der consideration.
b) Partitions have dierent no. of O(Sum(Count( P;j(N)))) where N O(Count( P;(N))) where N repre-
nodes ' represents sum of all the nodes in | sents no. of nodes in a partition un-
all partitions der consideration
; ) : ) O(Count( Pi(N))) where N repre-
4 'I_'gstlng among multiple capable par O(Count( Pcapablt_e_)) where N repre sents no. of nodes in partition under
titions . sents no. of partitions . -
consideration
Testing among multiple capable O(Count( Pcapapie (i)(N))) where N O(Count( P;i(N))) where N repre-
5. nodes represents no. of nodes in partition sents no. of nodes in partition under
under consideration consideration

allocation () function is called for this purpose.
Again in this situation, the decision is made based upon following criteia:

1. Find out the node with maximum availability of resourcey i.e. Max (R(n); )resourcey)

2. Check if this node has su cient availability of all other resources which can be calculated by comparing
the availability with the requirement. i.e.
Max (R(n);)resourcey) >requirement resource (x+1 :x+2 ::k )

3. If node N; satis es the above said criteria, then select this node and allocate¢he task. Else evaluate
the node Max (R(Nn);yresource ,+1) and repeat these steps.

4. If none of the nodes satisfy above criteria, then balancer noti es tle controller to search in other
partitions.

Algorithm 9 Node allocation to a task

procedure allocation  (capacityatnodenem [ ].capacityatnodep, [ ],r€0mem ,r€0cpu »
maxpartition mem ,maxpartition cpy)
if regmem <= capacityatpartition mem (minpartition mem ; capacityatnodenem then AND rege,, <=
capacityatpartition ¢p, (maxpartition mem capacityatnodegpy
selecteg artition maxpartition mem
else if regmem <= capacityatpartition mem (maxpartition cpy; capacityatnodenem then AND regey, <=
capacityatpartition ¢py (Mmaxpartition ¢p, capacityatnodecpy
selecteg,artition maxpartition ¢py
else
7 statement: No allocation possible currently
end if
end procedure

Time and Space Complexity During the entire process, time and space complexity varies as pegntities
under consideration. Initially, when the job was submitted at that ti me only one node availability status is
evaluated. Hence, the complexity at this step is O (1). In all the othercases complexity class O(N) is applicable
and value of N keeps on changing as per the case. Following is the summary ®his entire process involves
following steps along with their corresponding complexities.

In Table 3.2, P stands for Partition and N stand for a Node. Overall timin the above table, P stands for
Partition and N stand for a Node. Overall time and space complexity will be a ected by the count of partitions
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Table 4.1

Implementation Setup Parameters

Sr. No. Parameter Name Parameter
1. No. of Partitions 2
2. No. of Brokers 2
3. No. of Datacenters 4 (2 Datacenters with each partition)
4. No. of Hosts 2 Hosts each Datacenter
5. No. of VMs 6 VMs in each Datacenter
6. No. of tasks 40 tasks with each broker
Max Finish Time Max Waiting Time Max Actual Run Time
_ | (millisec) | [millisec) | [millisec)
Proposed
Algorithm 3920.38 2952.54 926.20
FCFS 5889.90 4799.47 945.03
SJF 1834.20 975.89 960.25

5889.90
6000.00

4759.47
5000.00

3920.38
4000.00 _
2952,54
3000.00
1834,20
2000.00 " Q45,0
97529 426,20 960.25

1000.00

0.00
Max Actual Run
Time

Max Finish Time Max Waiting Time

W Proposed Algorithm mFCFS SJF

Fig. 4.1 . Average Max Execution Time Comparison

and nodes in partitions. In all the cases linear alternatives are choseto keep the complexities low.

4. Implementation and Results. This section shows the results of the evaluating the proposed algo-
rithm. The algorithm is implemented in CloudSim by following setup details. The implementation is done on
this small set of attributes for sampling purposes with certain assunptions.

For evaluating the performance of the proposed algorithm, the results hee been compared with FCFS and
SJF algorithms within same setup. The experiment is conducted by recuting each algorithm 5 times. The
VMs and tasks are heterogenous in their sizes. And the comparison resultae shown below.

The results are compared for average of Finish time of tasks, waiting tire of tasks and actual run time of
tasks. Further, for all these three evaluation parameters are measuretbr total, average and maximum time of
tasks. According to generated results proposed algorithm is producig better results when compared to FCFS
algorithm, but the performance of SJF algorithm is better in all the cases Fig. 4.1 shows the comparison of
Maximum Execution time of a task during simulation. During most of the execution instances, it is found that
the results of the proposed algorithm are better in case of Maximum ActualRun time of tasks. In Fig. 4.2
comparison is made between average total waiting time, average total nishime and average maximum actual
time of all the tasks. It concludes that the proposed algorithm is capable 6 perform better than the FCFS
algorithm in the same setup. Fig. 4.3 compares the actual run time of the taks. Like other cases, it too shows
that the proposed algorithm produces better results in comparison of FES but SJF algorithm is still better
than this.
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Average Finish Average Waiting Average Actual Run
Time (millisec) Time [millisec) Time [millisec)

Proposed
Algerithm 1839.89 1110.11 668.08
FCFS 2352.28 1605.14 695.51
SIF 979.57 276.00 706.38

2500.00 2352.28

1839.89
2000.00 -
1605.14
1500.00 1110.1
979.57 695.51
1000.00 668.08 | 706.38
500.00 76.00
0.00
Average Finish Average Waiting Average Actual
Time Time Run Time
m Proposed Algorithm ®FCFS mSIF
Fig. 4.2 . Average Time Comparison
Total Finish Time | Total Waiting Time Total Actual Run Time
(millisec) (millisec) (millisec)

Proposed
Algorithm 93834.15 56615.47 34072.09
FCFS 160563.31 107551.58 46196.64
SIF 39182.74 11040.08 28255.36

Total Time Compr;inss;

200000.00 160563.31
150000.00
D33AAL 107551.58
100000.00 i 56615.47 46196.64
39182.74 34072.09 | 2a755.36
50000.00 11040,
0.00

Total Finish Time  Totzal Waiting  Total Actual Run
Time Time

®m Proposed Algorithm ®FCFS mSIF

Fig. 4.3 . Total Time Comparison
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From the experimental results above, it can be seen that in most of thecases the output from SJF algorithm
is better than proposed model. It looks impressive when talking abousmall scale local applications. But when
we are focusing upon public cloud, the number of submitted jobs can & huge and their length unpredictable.
In such environment, chances of resource starvation increase in manifls. The consequences can be in terms

of delayed response, longer waiting time for larger jobs, violated SLAs andosmany others.

In short, SJF

algorithm focuses on jobs on the basis of a single parameter i.e. job lengtfihis approach cannot be considered
very bene cial for huge systems such as public cloud.
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5. Conclusion. In the light of results produced till now the proposed algorithm works better in many
of the cases. Choosing virtual machines on the basis of minimum exedon time is helpful in reducing the
waiting time of tasks. Also, adding one more load state will certainly redwe the number of unhandled tasks.
But further work can be done by nding techniques to improve the Makespan, Failure/non-served instances
of tasks and better ways to share the tasks load among available VMs. Betteevaluation parameters can
be associated and results can be improved to out-perform more advancexhd complicated algorithms. Better
techniques are required for heterogenous tasks and VMs which are a reastmadd non-predictive load allocation
requirements. Introduction of fog stratum in this system can further share the load by shifting latency sensitive
jobs to the fog devices. Locally processing a share of jobs at fog layeiilixprove helpful in reducing bandwidth
congestion, tra c ow over the network and wide area network propagation delays. Fog layer also allows a user
to choose the optimal options in terms of compatibility, minimal geographical distance and decentralized/local
communication and processing. Combining public cloud partitioning ard fog computing can produce much
more e cient results. Finally, partitioning technique can be ver y much useful to handle public clouds.
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ANALYTICAL AVAILABLE BANDWIDTH ESTIMATION IN WIRELESS AD-HOC
NETWORKS CONSIDERING MOBILITY IN 3-DIMENSIONAL SPACE

MUKTA AND NEERAJ GUPTA VY

Abstract.  Estimation of available bandwidth for ad hoc networks has al ways been open and active challenge for the researchers.
A lot of literature is proposed in the last 20 years to evaluat e the residual bandwidth. The main objective of the work bein g admission
of new ow in the network with the constraint that any existin g current transmission is not a ected. One of the prime facto rs
a ecting the estimation process is the collision among pack ets. These collisions trigger the backo algorithm thatlea ds to wastage of
the usable bandwidth. Although a lot of state of art solution s were proposed, but they su er from various aws and shortco ming.
Other factor contributing to the inaccuracy in existing sol  ution is the mobility of nodes. Node mobility leads to instab ility of
links leading to data losses and delay which impact the bandw idth. The current paper proposes an analytical approach nam ed
Analytical Available Bandwidth Estimation Including Mobi lity (A ABWM) to estimate ABW on a link. The major contribution S
of the proposed work are: i) it uses mathematical models base d on renewal theory to calculate the collision probability o f data
packets which makes the process simple and accurate, ii) con sideration of mobility under 3-D space to predict the link fa  ilure and
provides an accurate admission control. Extensive simulat ions in NS-2 are carried out to compare the performance of the proposed
model against the existing solutions.

Key words:  QoS, available bandwidth, analytical, collision, mobilit y, xed point analysis, 3 dimensions

AMS subject classi cations. 68M10, 68M20, 60K05, 60K25

1. Introduction. Recently, the development of multimedia applications like live novies, video on demand,
e-learning etc. has necessitated the provision of QoS in MANETs. All tlese applications have diversied
requirement in terms of QoS parameters. Some are sensitive to delayhile others may demand guaranteed
bandwidth for the smooth ow in the network. Thus, an accurate prediction of the available resources is
required for the QoS ow guarantee. Bandwidth is one of the scarce resoges and should be distributed wisely
among the dierent ows such that admission of new ows doesn't deteriorate the performance of existing
ows. Therefore, an accurate estimation of its availability is much required for the true admission control.
Imprecise estimation of the ABW leads to false admission control whose baiwidth consumption is more than
the estimated ABW. Some approaches like BRuIT [1], CACP [2], AAC [3] didnt address the impact of collisions
while estimating the ABW thus provide false admission control, whereas ABE [4] addressed this issue but may
results erroneous estimation. It was observed that estimation errors & mainly due to two reasons: rst is the
bad computation of the considered network criteria such as collision andntegrating the same in the estimation;
the second is failure to capture each of the network criteria a ecting the bandwidth.

ABE [4] focused on few main challenges to evaluate the ABW on a link: idle priod synchronization,
collision probability and average backo period between two transmissons. Authors in [4] utilizes the rate of
exchange of HELLO packets to compute the collision probability. To handle te discrepancy that arises due to
the smaller size of HELLO packets, the resultant is interpolated usingLagrange interpolating polynomial to get
the collision rate of data packets. This leads to followings limitations i) polynomial is calculated at a node for
a speci ¢ scenario and same is applicable for all nodes or for any scenarjag experiment needs to be executed
in advance to calculate the collision probability, iii) HELLO packets that are sent late or lost due to network
congestion or overloaded medium are combined with the computed collish rate which overestimates its impact.
To remove all these limitations, we proposed to use an analytical approaclising xed point analysis based on
renewal theory for the computation of collision probability under heterogeneous network conditions. Most of
the available literature assumed homogeneous condition to simplify th process involved. But real time network
conditions are heterogeneous in nature consisting of nodes having dirent capabilities and resources such as
transmission rate, battery life, radio range, etc. The major bene ts of our proposed solution include: predict
the result set when the network parameters get varied, simple and egsapproach to compute the collisions
without using Hello packets.

Computer Science Department, K. R. Mangalam University, Gu  rgaon, India, ( mukta.mittal2006 @gmail.com ).
YComputer Science Department, K. R. Mangalam University, Gu  rgaon, India, ( neerajgupta3729@gmail.com).
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Another cause of error is neglecting the important criteria such as mobity which is not addressed in many of
the available literature. Mobility of nodes causes the frequent Ink breakage and re-construction of links leading
to delay and loss of data packets. To overcome the above issue, the cant paper considered the bandwidth
loss due to mobility of nodes under 3-dimensional space and observedie ects on admission control. Results
obtained using our proposed solution is compared with existing solutioa which show the improvement done by
our proposed approach.

The paper is organized as follows: Section 2 gives an insight into existj available bandwidth estimation
techniques and admission control solutions. Section 3 presents our gposed approach AABWM for the esti-
mation of ABW considering all the network criteria a ecting the bandwi dth under heterogeneous conditions.
Section 4 introduces the mobility model under 3-dimensional spacéo predict the link persistent factor for the
improvement in ABW estimation and thus the admission control. Section5 presents the comparative analysis
of results obtained using our proposed solution with the existing appoaches under two cases: stationary nodes
and mobile nodes. Finally, Section 6 concludes the paper.

2. Related work. The bandwidth estimation techniques can be classied into three nain categories:
Active techniques, Passive techniques and Analytical technique. Active techniques emit probe packets at
multiple rates between sender and receiver node. By measuringheé packets inter-arrival time at the receiver
node estimates the end-to-end ABW along a path. The emission rate of thee probe packets is increased
gradually by the sender node until the congestion arises in the netwd. SLoPS [5] and TOPP [6] approaches
come under this category. Active techniques burden the network wh probe packets which can lead to network
congestion and consuming precious network resources. Loss of probe packelue to network congestion or
overloaded medium may provide the erroneous measurement. Theseaivbacks make such techniques ine cient
to be employed in mobile ad hoc networks. To avoid these drawbackghe passive techniques monitor the radio
channel activities including transmission, reception or idle perods of channel in its vicinity over a certain period
of time. The available bandwidth is determined by evaluating the channel usage ratio of nodes in the network.
These techniques are non-intrusive in nature. Some major solutionthat falls in this category includes: BRulT
[1], CACP [2], AAC [3]. Most of these techniques failed to address the mblem associated due to collisions
among the packets. The packet collisions consumes the network reso@s and adversely a ect the ongoing
transmission in the network.

Authors in [4] addressed these challenges and proposed a solution by orporating the impact of collisions
and time period consumed due to backo on the bandwidth estimation. To calculate the collision probability
[4] utilizes the HELLO packets. By counting the total number of received HELLO packets in a given interval
of time and comparing this number with the actual number of received HE_.LO packets provides the collision
probability of HELLO packets. The authors interpolate the resultant usin g Lagrange interpolating polynomial to
compute the collision probability for the data packets of varying size. This approach su ers from the limitations
as mentioned in Sec. 1 which makes this technigue ine cient for ABW estimation. 1AB [7] is a similar approach
as that of [4] except that it di erentiates the channel busy state due to packet transmission or reception from
that of carrier sensing mechanism. Authors in [8] proposed a solution DLHABE for bandwidth estimation by
employing the Distributed Lagrange interpolating polynomial which is to be calculated separately for each node
in any scenario before transmitting the data. All the above-mentionedapproaches rely on frequent exchange of
Hello packets for calculating the collision probability which contradicts the non-intrusive nature of the passive
technique. Moreover, the above literature assumes that the positin of the node is static, i.e. there is no mobility.
No satisfactory solution is obtained from any of above techniques to estimte the collision probability and their
e ect on backo . Analytical techniques provide the reliable solution for the above problem. These techniques
are having advantage of predicting the result set by varying the netvork parameters. Di erent analytical models
available in the literature are based on: i) Bi-dimensional Markov chah, ii.) Means value argument, iii) xed
point analysis based on renewal theory. Based on the tra c conditions, these networks are further divided
into two sub-categories: saturated and non-saturated networks. In sattated conditions node always has next
packet available to transmit after completing the current transmission; whereas, in non-saturated condition
node's bu er may be empty some time.

Author in [9] presented the rst analytical model based on the bi-dimensional Markov chain to analyze the
performance of IEEE 802.11 DCF under the assumption of saturated and idle agmnel conditions. The models
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Fig. 3.1 . Total overlap of idle time periods.

based on the Markov chain were extended to incorporate various challengelike error-prone channel, non-
saturated environment, heterogeneous tra ¢ conditions and many other. The major work in literature can be

referred in [10, 11, 12, 13, 14, 15]. The solution based on Markov chain are complex anththematical expressions
are computationally extensive. Authors in [16] presented a simple apgach using xed point analysis based
on renewal theory. The results obtained are synchronous with the redtiof [9]. Authors in [17] extended the

approach of [16] for non-saturated network condition. Most of analytical modelsdidn't addresses the problem
associated with mobility of nodes. The authors in [18] presented a na@t approach named Improved Bandwidth
Estimation through Mobility incorporation (IBEM) for the estimation of ABW  on a link by incorporating the

mobility criteria during bandwidth estimation. The authors in [18] i gnore the e ects of elevation and height
while predicting the link failure due to mobility of nodes. Auth ors in [19] calculate the collision probability
based on Markov chain under the assumption of saturated condition.

3. AABWM approach for ABW estimation. The main contribution of this paper is to determine the
available bandwidth in mobile ad hoc networks using the analytical mocels based on renewal theory. To address
the various challenges for predicting ABW in mobile ad hoc networks thework is divided into four sections: i)
idle period synchronization ii) impact of collision probability iii) e ect of average backo period iv) mobility
issues.

3.1. Synchronization of idle time periods between sender and receiv er node. For e cient com-
munication to happen, the information about the bandwidth consumption at each node and its neighborhood is
much necessitated. The ABW at a node is evaluated by monitoring the raé channel activities of the node in
its vicinity. A node is considered as busy when it is either transnitting or receiving information on the channel.
Thus, the ABW at a node is evaluated by measuring the idle and busy peod of nodes in the network. The
upper bound for estimating ABW can be expressed as [20]:

tA
ABW, = f':cmax (3.1)

where, tj represents the idle periods sensed by nodeduring the total measurement duration T and Cyax IS
the raw channel capacity.

Let tg and t; represents the idle periods of sendes and receiverr respectively, evaluated using (3.1) during
the measurement period T. Fig. 3.1 and Fig. 3.2 depicts the two extrme cases (full overlap and no overlap) of
node's overlap period respectively to evaluate the ABW on a link.

Fig. 3.1 represents the case where idle period of both sender nhodedareceiver node completely overlap to
each other. In other words, the channel is idle at both the ends make trasmission of packet a successful event.
Thus, the communication is feasible only when the idle periods of s&ler (ts) and receiver ;) overlap each
other for the period of the transmission as stated in [3]. This type of cormunication is possible using a precise
clock synchronization mechanism. Thus, the ABW on a link constituting between senders and receiverr is
given by [3] as:

gt
ABW ik (s;r) = min( %: %) (3.2)

Fig. 3.2 represent the case when the idle periods of both nodes (s##r and receiver) are never synchronized
to each other despite the medium availability at both sides. Thus, n this scenario no communication is feasible
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I t; (1dle time-receiver node)

t; (1dle time-sender node) i

T

Fig. 3.2 . No overlap of idle time periods.

and the available bandwidth on a link is counted as null. It can be conclded that the ABW on a link is dependent
on the overlap period of idle time at both sender node and the receivenode for successful communication to
happen.

Authors in [4] propose to incorporate a probabilistic approach and used theaverage of the idle time periods
of sender and receiver to evaluate the ABW on a link. Thus, the ABW on a Ink is given as:

ts t
ABW pge (sir) = == Crnax (3.3)

Where ts and t, represent the idle periods of sender) and receiver() respectively, during the measurement
period T; Chax is the maximum channel capacity.

3.2. Collision Probability using Fixed point analysis (FPA). The ABW calculated using (3.3)
provides a conservative solution for estimation of ABW. Collision impacts the bandwidth estimation process
adversely. Collisions can occur due to various reasons including Higsh terminal problem and Exposed terminal
problem. A packet transmitted by a node may collide with the other packet transmitted by other nodes in its
vicinity leading to delay and wastage of bandwidth. Thus, it is imperative to accurately predict the collisions in
the network otherwise the estimation becomes fallacious. The authorai[4] addressed this issue and presented
a mathematical framework for the estimation of ABW on a link on account of the colision. Mathematically
the same can be represented as:

ABW sg (s1) = 1% Cra (1 DL K) (3.4
Where p represents the collision probability of data packets, andk represent the proportion of bandwidth
consumed due to backo mechanism in the event of the collision.

To calculate the collision probability the authors in [4] make use of the HE.LO packets. A counter was
deployed at the receiver end to count the number of HELLO packets that ae received at the destination in real
time. The collision probability of HELLO packets is calculated by dividi ng the value of the above counter by
the actual number of the HELLO packets that should have been received indealized conditions. Since the size
of the HELLO packets is small in comparison to the data packets the above radts are interpolated to predict
the collision probability of data packets. However, there are several tchwbacks attached to this process. It can
be observed from Fig. 3.3 that the estimated values of data packet collishs are far away from the real values of
data packets collisions measured using NS2. This over-evaluation is bause HELLO packets which are delayed
or lost due to network congestion or overloaded medium are combined withhe collision rate of HELLO packets
and further interpolating the same overvalued its e ect. This revealed the abortive behavior of [4] approach for
the computation of collision probability.

To overcome the computation failure existing due to passive techmjue proposed in [4], our work uses an
analytical approach using xed-point analysis (FPA) based on renewal theoy for the calculation of collision
probability. The proposed solution is in uenced by [17]. The main assunption being ideal channel conditions.
The only reason for the unsuccessful packet transmission is the cdlion of packets. It is also assumed that all
stations use the di erent backo parameter thus having di erent col lision probability ( p)) and attempt rate (or
transmission probability) ( ) where =1, 2... n. Let n be the number of contending nodes, the attempt byl

node is successful if all other contending nodes are silent. Matheatically, it can be written as:
Y
1 p= (@ j)forjl =1;2,:5n (3.5)
i6l
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Fig. 3.3 . Estimated results of collision probabilities of packets.

Let q denotes the probability of a non-empty bu er, i.e. at least one packet s available for transmission after
transmitting the current one. According to [17] the attempt rate of a node in non-saturated network condition
can be obtained by scaling down the attempt rate of a node in saturated codition with the probability of
non-empty bu er. Thus, we have

1= 0s (3.6)

where s represent thel™ node's attempt rate (or probability) under saturated network conditi ons. To solve
the xed-point equation given by (3.5) and (3.6), there is a need to expess | i.e. gand |s) in terms of collision
probability ( p).

The attempt rate of a node in saturated condition ( |s) is de ned as the ratio of average number of attempts
to the average number of backo time (in slots) spent by a node till the successful transmission of the packet.
According to [16], we have:

E [attempts]

s = TP = Fpackoff] 3.7

where the average attempt rate is given as:
E[attempts]=1+ p + p2+ i+ p™ (3.8)

According to IEEE 802.11 standard whenever a packet su ers collision, he exponential backo mechanism is
triggered; the backo associated with the initial transmission attempt by a node isky and it is doubled after

every unsuccessful attempt till the maximum limit m is reached. The average backo time per packet is given
as:

E[backoff] = by + pi(2ky) + 1+ p™ (2™ ) + i+ p™ (2™ hy) (3.9)

where

_ CWy+1

% 2

(3.10)
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CW, is the minimum contention window size = 31 slots. And, m°represent a constant where contention window
size reaches its maximum valueCWy,,« , represented as:

CWinax =2™°CW, (3.11)
Thus, using (3.5) and (3.6) we get,

_ QA+ p+p’++pm)
bo + pi(2kp) + i+ pMU 2™ k) + i+ p™ (27 k)
For simplicity of expression we assumed Poisson tra c arrival rate, however the solution is equally applicable

to other tra c arrival types also such as Constant Bit Rate (CBR), expone ntial on/o tra ¢ and Pareto on/o
tra c. Using queuing theory, the tra c intensity is given as:

(3.12)

= (;p)= ST (3.13)

where is packet arrival rate, ST is a mean service time of a packet which is dependent on the average lxac
time i.e. E[backo ] waiting till the successful transmission of the packet and the average slot timeEg depending
on the channel activity i.e. idle slot time, successful attempt and collision occurrence. Thus, (3.13) can be
re-written as:

= :E [backoff]:Eg (3.14)
The average timeEg spent per slot is given as:
Es=(1 Py) +PyPsTs + Py (1 Pg)T (3.15)

where Py, represent the probability that at least one transmission going on in the retwork; is the slot time
and Pg; represents the probability that the transmission by i station is successful.

¥
Pe =1 i @a (3.16)

P, = (1 i) (38.17)
je1

Ts, and T, represent the expected time for successful transmission and uascessful transmission respectively.
These transmission times are governed by the access mechanism eoysd i.e. Basic access mechanism and
RTS/CTS access mechanism.

TO3C = DIFS + Th+pata ) + SIFS + Tack (3.18)

Tck?aSic = DIFS + Tiy+pata ) + ACK timeout (3.19)

TRTS*CTS = DIFS + Trrs + SIFS + Tcrs + SIFS
TH+paTa ) + SIFS + Tack (3.20)

+

TCTTS:CTS = DIFS + Trrs *+ CT Stimeout (3.21)

where DIFS is Distributed Inter-Frame Space time; SIFS is ShortInter-Frame Space time; Trrs, TcTs, and
Tack are the time required for RTS, CTS, and ACK control packet transmission respectively; T(y + pata ) is the
time required for the transmission of DATA packet along with the PHY header and MAC header. CT Simeout
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and ACK 4meout  are the waiting time required before declaring unsuccessful trasmission for RTS and DATA
packet respectively.

To solve (3.12), the value ofq needs to be determined. The probability of non-empty bu er is dependent
on the node's bu er size as well as o ered load. We have taken two extrme cases of bu er sizes to evaluate the
value of g; one for small bu er and another for in nite bu er. This is expressed by [17] as:

g=1 e ;forsmall buer model
min(1; ); for in nite bu er model (3.22)
Substituting the value of q from (3.22) in (3.12), we get the following equations under two di erent cases

as considered:
Case-l: Small Bu er case

_ 1 e @+p+p2+:+pM)
bo + pi(2kp) + i+ P2 o) + i+ ™ (2™ hy)

(3.23)

Case-ll: In nite Bu er case
_ (min(1; ):1+p+p2+:+p™)
b + pi(2bo) + i+ pm°2M ) + i+ g™ (2 k)
Solving the coupled nonlinear equations (3.5) and (3.23) provide the prase estimation of collision probability
p and the attempt rate | of the I node.

(3.24)

3.3. Special case for Homogeneous Network Model. Consider homogeneous network conditions
where all stations are having same backo parameters. Lein be the number of stations in the network, then
average attempt rate and collision probability p of each station are same. Under the decoupling approximation,
the probability of collision p of an attempt by a node is obtained by reducing the equations mentionedn Sec.
3.2 as:

1 p=@@ ! (3.25)
The expected time spent per state reduces to:
Es=(1 Py) +nPsTs+(Py nPs)Te (3.26)
where, the probability of successful transmissiorPs of any sending station is given by:
Ps= (1 )1 (3.27)
The probability Py that at least one transmission is going on in the network reduces to:
Pe =1 (1 )" (3.28)

The probability of non-empty bu er under homogeneous network condition is obtained by re-writing (3.23) and
(3.24). Thus, we have:
Case-l: Small Bu er case

_ 1 e )@+p+p?>++pM)

by + p2by) + i+ pM°(2M7hy) + i+ T (2 hy)

(3.29)

Case-ll: In nite Bu er case

_ (min(1; )):(1+ p+ p*+ i+ pT)

T o+ pRho) + i+ pm°(2m°ky) + i+ p™ (2™ °hy)
Solving the coupled nonlinear equations (3.25) and (3.29) provide the estiation of collision probability p and
the average attempt rate (or transmission probability) of the node. We calculated the collision probability
using (3.25) for the simplicity reasons and plotted the same in Fig. 3.3 uder same simulation scenario. It can be

clearly seen that the computed values using our xed-point approach (X5) closely match with the real values
of collision probability measured using NS2 which proves the accuratealculation of collisions in the network.

(3.30)
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3.4. Bandwidth consumed due to backo mechanism . Whenever a packet transmission occurs
between sender and receiver node, the packets may su er coll@mh at senders or receiver noder. In both
cases the exponential backo mechanism is triggered at sender node. ‘Bhtime lost due to backo mechanism
is not used for transmitting the packet, even if the medium is idle Thus, a proportion of idle time wasted
due to backo mechanism having a signi cant impact on the ABW. The average backo time associated with
the collision probability p; is obtained using (3.9). Thus, the loss of local ABW of sender node due tbacko
mechanism can be mathematically represented as given in [19]:

ts E[backoff
LocalABW . = {8 [Tac oD o (3.31)

wherets is the idle time of sender§) obtained using (3.1) and E[backo ] is the average backo time calculated
using (3.9) and Cax is the raw channel capacity.

3.5. Link Prediction Factor in 3-Dimensional space . Mobility causes the frequent link breakage
and re-construction leading to delay and data losses which eventuallimpact the ABW. Limited literature is
available on the issue of mobility while calculating the available bandvidth. Most of the work addressing the
mobility has considered two dimensional space only. The current worlkpredicts the link expiration caused due
to mobility of nodes under 3-dimensional space. The approach is equallgpplicable to all channel environments.

Fig. 3.4 represents the 3-dimensional mobility model for the movem@t of sender and receiver nodes. Let
the initial position of sender station and receiver station be (Xs;Ys;Zs) and (X,;Y;;Z;) respectively. Sender
station is moving in 3-dimensional world with velocity Vs making an angle with z-direction and angle  with
x-direction. As Vs is making an angle of in z-direction, the vector component of V5 in X-Y plane is Vs: cos
and vector component of Vg in z-axis is Vs:sin . Further, as the angle with respect to x-direction is , the
vector component of Vs: cos in x-axis is Vs:cos : cos and in y-axis is V5: €c0s : sin

Receiver station is moving in 3-dimensional world with velocity V; making an angle with z-direction and
angle with x-direction. As V, is making an angle of in z-direction, the vector component of V, in X-Y
plane will be V;:cos and vector component ofV, in z-axis is V;:sin . Further, as the angle with respect to
x-direction is , the vector component of Vs: cos in x-axis is Vs:cos: cos and in y-axis is Vs: cos: sin

After time t let the coordinates of sender station and receiver station areXs;Ys;Zs) and (X;Y;Z;)
respectively. The new coordinates of the sender and receiver stah can be mathematically written as:

X% = X¢+ tVscos cos (3.32)
Y% = Yo + tVscos sin (3.33)
2% = Zs+ tVssin (3.34)
X% = X, + tV, cos cos (3.35)
Y% =Y, + tV; cos sin (3.36)
Z% = 7, + tV, sin (3.37)

Therefore, the distance between sender and receiver after timein X, Y and Z directions can be determined as:

X% X% =(Xs X;)+ t(Vscos cos V,cos cos ) (3.38)

Y% Y% =(Ys Y,)+ t(Vscos sin  V,cos sin ) (3.39)
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Fig. 3.4 . 3-Dimensional reference model.
2% 7% =(zZs Z)+ t(Vssin  V,sin) (3.40)

Let the vector distance between sender and receiver after timé¢ be D. Then, using Pythagoras Theorem the
D can be calculated as:

D2=(X% X%)2+(Y% Y%)?+(z% Zz9%)° (3.41)
Substituting the values from (3.38), (3.39) and (3.40) in (3.41), we get

DZ==(( Xs X;)+ t(Vscos cos V; cos cos ))?
+((Ys YY)+ t(Vscos sin V; cos sin ))2
+((Zs Z)+ t(Vssin  V;sin )2 (3.42)

This can be re-written as:
D2 =(a+ tf )?+(b+ tg)>+(c+ th)? (3.43)

wherea= X5 X;,b=Ys Y,andc= Zs Z, arethe initial distance between sender and receiver station in X, Y
and Z directions respectively. The relative velocity component etween the two in X, Y and Z directions respec-
tively can be mathematically expressed af = Vs:cos: cosV  :cos: cos , g = Vs:cos: sin V,:cos: sin ;
and h = Vs:sin V,:sin . Solving (3.43) for the value of timet, we get:
q
(af + bg+ ch)  (f2+ g2+ h?):D2 (ag bf)> (bh gd? (ah cf)?

t= 2+ @+ hy) (3.44)
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Global positioning system in [21] facilitates the coordinate's informafon. With each Hello packet, station
broadcasts starting and terminus coordinates along with its velocity The sender station, receiving the hello
packet from receiver station evaluates the link availability time duration t and thereby the mobility factor MM .
t
MM = — 3.45
T (3.45)
where T is the measurement period} is the duration for which the sender-receiver stations are within ommu-
nication range.
The nal ABW on a link(s,r) constituting between sender s and receiverr is computed by combining all
the major factors discussed in the sub-sections of the current séon (i.e. Sec. 3) of this paper. The nal ABW
estimated on link(s,r) is given as:

ts E[backoff] t,

T ==
wheretg and t, represent the sum of idle times sensed at sender and receiver redespectively computed using
(3.1) during measurement periodT ; E[backo ] represent the local ABW wasted at the sender node as given
(3.9); Cmax is the maximum channel capacity; p, represents the collision probability of data packets as driven
in Sec. 3.2 obtained by solving (3.5) and (3.23) or (3.24); and MM link persistence factor representing the
mobility e ect of nodes in 3-dimensional space is given in (3.46).

ABW apswm = ( Cmax )(1  p)(MM) (3.46)

3.6. Throughput e ciency (S). Saturation throughput of a system is de ned as the maximum data
that the system can transfer successfully under steady state contibns. Mathematically, the throughput S of a
system can be expressed as the summation of each individual source stat's throughput e ciency.

X
S= “A . S (3.47)
1=
where S; represents the throughput e ciency of i source station,i 2 [1;n] and n is the total number of source
stations in the network. The throughput e ciency of the individual s ource station can be calculated as the
fraction of the time used by source station for successfully transfeing the payload information and is expressed
as:

_ PsiLi

S
i E.

(3.48)
where Pg; represents the probability that the transmission by i station is successful and is derived in (3.17);
L; is the time taken to transmit payload data by i source station; andEs is the expected time spent per state
as derived in (3.15).

3.7. Protocol Design.  To provide comparative analysis and visualizing the impact of mobility factor in
(3.46), our proposed approach AABWM employs AODV [22] as routing protocol. Assuning a node having data
to transmit. It rst determines it's local ABW using (3.1) based on id le/busy periods sensed by the node by
monitoring the radio channel activities. If it's local ABW is enough for the ow transmission, it broadcasts a
route request packet (RREQ) consisting of the required bandwidthfor its ow. All the nodes within its range
receive this RREQ packet, and perform admission control by comparing he required bandwidth within the
RREQ packet with the computed ABW using (3.46) on the link composed with its fore goer node. If bandwidth
is enough, then node combines its own information with the fore goer andorwards the RREQ packet otherwise
drop the packet. When the intended destination node receives theacket, it reverts with the uni-cast RREP
(route reply packet) packet to the initiator along with the reverse path.

If the bandwidth estimation is done after admitting the ow and link h as no enough bandwidth then the
node sends a route error packet (RERR) to the initiator. On receiving the RRER packet, the initiator takes
immediate action to prevent the losses and stops the ongoing transmigssi.

4. Validation and Simulations. In this section a comparative analysis is done between the AODV
protocol, ABE [4], IAB [7], IBEM [18] and our proposed approach AABWM incorporated i n AODV [22] protocol.
The results are obtained through simulations in NS-2.
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Table 4.1
Simulation parameters values for comparative analysis

Raw channel capacity 2 Mbps
Topology size 700x700x700 meter
Routing protocol AODV
Medium access protocol CSMA
Packet size 1000 Bytes
Transmission range 250 m
Carrier sensing range 550 m
Simulation time 100 seconds
Flow-1 CBR 250 kbps
Flow-2 CBR 500 kbps
Flow-3 CBR 400 kbps
Flow-4 CBR 550 kbps
Flow-5 CBR 450 kbps
Flow-6 CBR 300 kbps
Minimum contention window ( CW iy ) 31 slot
Maximum contention window ( CWmax ) 1023 slot
Maximum retry limit (m) 6
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Fig. 4.1 . Throughput of ows using AODV [22] without any admission control.

4.1. Simulation Scenario. A network consists of 48 nodes randomly distributed over a small areaq00m
X 700m x 700m) is considered. Six CBR single-hop ow connections (Flow-1a Flow-6) are established. Each
ow is having a dierent transmission rate to make the network heterogeneous. The parameters used for
simulation are derived from IEEE 802.11b and are listed in Table 4.1.

4.2. Simulation results and Comparative Analysis. The comparative analysis is split into two cases:
a) Case-l, consists of stationary nodes to evaluate the accuracy of our proped approach AABWM with the
traditional approaches; and b) Case-Il, consists of mobile nodes which arfree to move in 3-dimensional space,
thereby giving us an opportunity to visualize its e ect on link persistence and thus on the admission control.

Case-l: Considering no mobility of nodes

Flows 1 to 6 are generated at an interval of 10 seconds starting frorh = 5 second. Fig. 4.1 to Fig. 4.5 plots
the throughput of six ows obtained when AODV [22], ABE [4], IAB [7], IBEM [ 18] and AABWM approaches
are activated respectively.

In AODV [22], all ows are admitted as no admission control is employed. Havever, with the introduction of
ow-4(550kbps) at a time, t=35s channel capacity is reached; the performance of existing ows getdeteriorated.
The throughput further got worse by the introduction of ow-5(450kbps) an d ow-6(300kbps).

When ABE [4] is used, due to the underestimation of ABW, ow-4 (550kbps) and ow-5 (450kbps) are
rejected. However, ow-6 (300kbps) got admission att=55s as it was accommodated under ABW estimated by
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Fig. 4.2 . Throughput of ows using ABE [4] for admission control.
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Fig. 4.3 . Throughput of ows using IAB [7] for admission control.

ABE [4]. The system resources are not optimally utilized, the total sysem throughput is far below maximum
channel capacity. This underestimation of ABW is due to the bad computaton of collision probability and
assimilates the same in bandwidth estimation.

In IAB [7], over-estimation of ABW takes place, thereby allowing ow-4( 550kbps) which leads the channel
congestion and all existing ows got su ered in terms of throughput performance. Due to collisions arising from
network congestion, a lot of bandwidth got wasted; thereby degrading oveall system performance. However,
ow-5(450kbps) and ow-6(300kbps) are rejected as ABW estimated using IAB [7] is not enough for these ows.

Fig. 4.4 represent the throughput of six ows along the simulation duration when IBEM approach is enabled.
To calculate the collision probability IBEM assumed the saturated condtion as in [19] and ignore the empty
state of nodes bu er. Thus, overestimating the impact of collisionsleading to underestimate the ABW,; thereby
admission of ows (ow-4 and ow-5) is not permitted. Further, Flow -6(300kbps) is accepted as ABW estimated
using IBEM is enough for this ow.

The throughput of all six ows is shown in Fig. 4.5 for proposed approach AABWM is enabled. Due to the
more precise estimation of ABW, att=35s. ow-4 (550kbps) is rejected due to unavailability of ABW, however
at t=45s ow-5(450kbps) is allowed by the admission control protocol as its reqired bandwidth is below the
estimated ABW obtained using (3.46). Further, at t=55s, ow-6 (300kbps) is rejected as no enough bandwidth
left for allowing this ow admission. We can observe that all admitted ows exhibit a stable throughput
performance. Moreover, the network resources are optimally utilizd as clearly seen by the safe admission of

ow-5 (550kbps) instead of ow-6 (300kbps).
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Fig. 4.4 . Throughput of ows using IBEM [18] for admission control.

Fig. 4.5 . Throughput of ows using proposed AABWM for admission control.

Case-ll: Considering the 3-Dimensional mobility of nodes

To visualize the impact of mobility of nodes, the Random way point mobility model is used in the 3-
dimensional space to assign random movement to the nodes with random miction and velocity. Initially the
ows 1 to 6 are generated at random time interval. The start and stop of ows are automated by the admission
control protocol depending on the ABW estimation technique employed The simulation results obtained using
AODV [22], ABE [4], IAB [7], IBEM [18] and AABWM under the in uence of 3-dimen sional movement of nodes
is represented in Fig. 4.6 to Fig. 4.10.

Fig. 4.6 represents the throughput of all ows when the AODV [22] routing protocol is enabled. Absence of
any admission control in AODV [22], all ows are admitted leading to high network congestion and increased
collisions. There is no QoS guarantee given to any ow, even the ows hang a shorter duration of link existence
(Flow-4 and Flow-5) is allowed causing a lot of bandwidth and data loss.

Fig. 4.7 depicts the throughput of all six ows when ABE [4] approach is activated. Inability of ABE [4]
to predict link failure caused due to mobility permit the admission of short persisted ow-4(550kbps) at time
t=10s and ow-5(450kbps) at t=15s. Although the admitted ows are less in ABE [4] as compared to AODV
[22] and ow's throughput are also stable, but still due to false admisson of ows (Flow-4 and Flow-5) the
network resource is not adequately utilized. Incomplete transmis®n due to link failure causes loss of data and
thus the bandwidth.

Fig. 4.8 depicts the case of IAB [7], where an overestimation of ABW is obseed. It is also ine cient in
predicting the link expiration due to absence of mobility criteria in the ABW estimation. This leads to serious
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Fig. 4.6 . Throughput of ows using AODV [22] without any admission control.

Fig. 4.7 . Throughput of ows using ABE [4] for admission control.

network congestion by allowing short lived ows such as ow-4(550kbps) att=25s and ow-5(450kbps) at t=55s
despite of non-availability of enough ABW leading to performance degradatn of existing ows. We observed
poor individual ow's throughput performance and a lot of data packets loss in this scenario due to higher
collisions.

Fig. 4.9 depicts the throughput of the ows when IBEM [18] approach is enalded. IBEM restricted its study
to 2-dimensional plane only and ignored the movement of nodes under 3-tliensional space. Thus, it predicts
the link failure of ow-5(450kbps) at t=15s and not allowed it to admit at this instance. IBEM admitted short
lived ows (ow-4 at t=10s and ow-5 at t=85s) due to the inability to predict link failure at 3-dimension
leading to data losses. Moreover, the admission of ow-3(400kbps) is dayed and started att=25s due to false
admission of ow-4(550kbps). IBEM performed better than earlier approactes, but still admission control is
severe in this due to ignoring the e ects of elevation and height whié predicting the link failure.

Fig. 4.10 shows the received throughput when AABWM is enabled. Short fed ow-4 at (t=10s and
t=25s) is rejected by admission control protocol due to the prediction oflink failure. Similarly, ow-5 at ( t=15s
and t=85s) is also not permitted due to identi cation of link failure under 3-dimension. Rest all other ows
(ow-1, 2, 3 and 6) are admitted and tted well in the network gaining stabl e throughput. The proposed
solution AABWM is more accurate in estimating the ABW. The approach AABWM also computes the collision
probability analytically without stressing the network and can work well during the dynamic environment.
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Fig. 4.8 . Throughput of ows using IAB [7] for admission control.

Fig. 4.9 . Throughput of ows using IBEM [18] for admission control.

4.3. Packet Loss Ratio.  The packet loss ratio is de ned as the ratio of the number of data packetdost to
the number of data packets sent by the sender. The number of lost datpackets is calculated as the di erence of
the number of packets sent by the sender and the number of packets ceived at receiver node. Mathematically,
this can be written as:

number of sent packets number of received packets

Packet Loss ratio=
number of sent packets by the sender

(4.1)

Fig. 4.11 depicts the packet loss ratio measured under the e ect of molity in the above experiment using
NS2. We observe the packet loss ratio is negligible for all ows when AABWM s incorporated in admission
control protocol. Whereas, other techniques resulting in an elevaté packet loss ratio for ow 1 to 6.

4.4. Data Packets Delivery. The data packets delivery is calculated as the total number of data packes
received at receiver node. The data packets delivery does not nessarily mean the useful data, rather it
represents the total number of data packets delivered irrespectie of the communication is completed. Fig. 4.12
represents the data packets delivery under the in uence of nods mobility.

5. Conclusion. The current paper presents an analytical approach for estimating the awilable bandwidth
in mobile adhoc network. The introduction of analytical models overmmes the disadvantages associated with
active and passive approaches as discussed in the literature. The proped analytical model is based on xed
point analysis based on renewal theory which helps in reducing the coputations in comparison to Markov
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Fig. 4.10 . Throughput of ows using proposed AABWM approach for admission ¢ ontrol.

Fig. 4.11 . Packet loss ratio.

Fig. 4.12 . Data packet delivery.
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Chain based solutions. The link failure due to mobility of nodes leadgo wastage of bandwidth resources and
needs to be addressed while evaluating the available bandwidth. Wiacorporate the mobility issue and observed
that link failure due to mobile nodes adversely a ect the bandwidth estimation e orts. The proposed model is

compared against the existing approaches in terms of bandwidth consumfin and admission control solution

using ns-2 simulations. The results indicate that in both static ernvironment and dynamic environment the

proposed model has most stable performance. The packet loss ratio is fodro be least in comparison to other
algorithms. The increased value of packet delivery ratio indicates tle improvement in terms of delivery and

throughput achieved by the proposed solution.
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PLACEMENT STRATEGY FOR INTERCOMMUNICATING TASKS OF AN ELASTIC
REQUEST IN FOG-CLOUD ENVIRONMENT

R. SRIDHARAN AND S. DOMNIC Y

Abstract.  Cloud computing hosts large number of modern day applicatio ns using the virtualization concept. However, end-to-
end network latencies are detrimental to the performance of 10T (Internet of Things) applications like video surveilla  nce and health
monitoring. Although edge/fog computing alleviates the la  tency concerns to some extent, it is still not suitable for ap plications
having intercommunicating tasks. Further, these applicat ions can be elastic in nature and demand more tasks during the ir life-time.
To address this gap, in this paper a network aware co-allocat ion strategy for the tasks of an individual applicationsis p roposed. After
modelling the problem using bin packing approach with addit  ional constraints, the authors propose a novel heuristic Ic APER,(Inter-
communication Aware Placement for Elastic Requests) algor ithm. The proposed algorithm uses the network neighborhood  machine
for placement, once current resource is fully utilized by th e application. Using CloudsimPlus simulator the performance ICAPER
algorithm is compared with First Come First Serve (FCFS), Ra  ndom and First Fit Decreasing (FFD) algorithms for the param  eters
(a) resource utilization (b) resource fragmentation and (¢ ) Number of requests having intercommunicating tasks place d on to same
PM. Extensive simulation results shows ICAPER maps 34% more tasks on to the same PM and also increase the resource utiliza tion
by 13% while decreasing the resource fragmentation by 37.8% when compared to other algorithms in our consideration.

Key words: Fog computing, Cloud computing, Elasticity, VM placement, Intercommunicating task, Network latency, Au-
toscaling
AMS subject classi cations. 68M14, 68M20

1. Introduction. Due to proliferation of Internet-of-Things (1oT), lot of smart devices utilize information
from sensors attached to them and applications of I0T devices have becommaore personalized, automatized,
and intelligent. These devices can adapt to their surroundings, and eammunicate with other devices to create
new forms of smart, intelligent, and autonomous services. Generally sart devices have inadequate computation
power, storage and bandwidth. Therefore, new forms of services are baat by cloud resources as cloud provides
virtualized elastic resource at low cost using pay-per-use modeh their huge computing and storage resources.

However applications, such as video surveillance, real time gaming, & time streaming and augmented
reality are too sensitive towards reliability and latency. Since doud data centers are located near the core
network, the information transmitted from/to the end devices of these applications from/to cloud leads to
unacceptable latency besides the problems like location-awarengsind geo-distribution of 10T applications.

Fog computing paradigm ensures low-latency, high-bandwidth and locabn-awareness to the IoT applica-
tions.This paradigm pushes the elastic resources of cloud namely, comfing and storage to the network edges,
i.e. near to the data generation point. As and when resources of fog sengiare exhausted, naturally compu-
tation and storage are pushed back to cloud resource. Combined resourcesfofj-cloud environment is referred
as fog Cloud Datacenter (fogCDC) in this paper. Fog computing comprises ofnicro-clouds (fog nodes) that
are placed at the edge of data originator.These micro-clouds have the meahism for processing the data before
going on to the network. Hence, fog computing structure is useful in Iy loT data analytics [1]. High level
overview of fog platforms and architecture is presented in [2] along wih implementation of Virtual Machines
migration in fog computing. Since fog computing cooperates with cloud computing for its resource demand,
together with 10T edge devices, a three layered service deliverynodel as shown in Fig. 1.1, is adopted for fog
computing. Both cloudlet [3,4] that was built before the emergence of fog @mputing, but inherently coincides
with fog and ParaDrop [5] that uses gateway (WiFi access point or home set-tofpox) for fog implementation,
essentially highlight the role of virtualization in a fog architecture. It is to be noted that cloudlet is nothing
but a task that is mapped on to an auto-destroyable VM, once the task complegs its execution. Hence task
and VM are interchangeably used in this paper. Group of VMs launched in thedistributed fog-cloud servers
working together for a speci ¢ surveillance task is demonstrated in §]. Currently majority of the I0T systems
and software are built on top of open Web-based technologies [7]. Authors of [8leview the current e orts in re-
alizing big IoT data analytics on fog networking. Therefore, we can easilyconclude that majority of application
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Fig. 1.1 . Three layered architecture of Fog Computing

Fig. 1.2 . Placement of sample Tasks using Load balancing FCFS

types can use VM based Fog-cloud environment for their processing.

Some of the VMs of these application need inter-communication. For examel VMs hosting database task
and hosting application task need inter communication in a three-tier web applications. Similarly VMs that
hosts object tracker task in a video surveillance system that uses nitiple cameras covering multiple areas, need
inter-task communication. As these applications request sporadic remurces, they depend heavily on elastic
capability of the fog-cloud paradigm. Elasticity can be classi ed as two types: horizontal and vertical. In
horizontal elasticity, dynamically the number of VMs are adjusted, whereas the resources (CPU, storage and
Memory) of a VM are dynamically adjusted in vertical elasticity [9]. In such a scenario mapping of tasks to the
suitable Physical Machine (PM)?!, called Virtual Machine Placement (VMP), is a challenging cloud problem.

To summarize, a cloud request can be classi ed as those having intesommunicating VMs and those not
having inter-communicating VMs, which can be further classi ed asneeding elasticity and not. Authors, con nes
this work to nd suitable placement for application tasks that need int er-communication and horizontal elasticity
as well, hereafter called as simply elastic request. Other requisare referred as non-elastic requests, which
may or may not have inter-communicating VMs. Applications having int er-communicating VMs, gives better
performance, when they are placed together on to the same PM [10] as thereilisnot be any network latency
between these VMs. But general VM placement schemes fail to recognizhis and place the VMs on to PMs in
an arbitrary manner.

Consider an example of ve requests that are currently(timetg) executing in a datacenter. Let the rst
(ncTy) and third (ncT, ) requests, having one tasks each, does not require inter-commuriton. Let the second

1PM denotes fog server as well as the servers of cloud Datacent er
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request having two task (cT; and cT, )needs inter-communication. Assume that the fourth ( ncT; and fth
(cT3) are newly (time t;) arrived requests. While the forth request is non-intercommuncating type, the fth
request is an additional task of second request that needs inter commueation with (cT, and cT, ). Further,
these tasks follow the communication pattern represented by arrowsas shown in Fig. 1.2(a). Assuming that
we have two PMs to place these tasks. Using the widely used VM placeemt algorithm First Come First Serve
(FCFS) along with load balancing, placements of tasks at resembles to that of Fig. 1.2(b). Placement of tasks
at t; is shown Fig. 1.2(c). If all the tasks are placed onto single PM itself, he other PM could be switched o to
reduce the overall power consumption. Else placing all the intecommunicating tasks (¢T;, cT, and cTs) on to
the same physical machine reduces the power consumption used for comanication, as network latency among
these tasks is nil. Since fog computing uses the cloud resources ertbeir resources are fully utilized, placements
for inter-communication task of a single request can happen both at fog remirces and cloud resources as well.
Particularly, when elastic requirements of this request have tobe addressed, placements using both fog and
cloud resources in unavoidable.

Motivated by this observation, in this paper, after formulating Inter -communication Aware Task Placement
of Elastic Request (ICAPER) problem, we describe in detail, the poposed ICAPER algorithm that improves the
resource management of fogCDC. Performance of individual fog applicationsialso bound to improve using this
algorithm, as it implements co-allocation for tasks of these applications.Co-allocation is also adhered in cloud
resources once fog server is fully utilized. This is achieved by aintaining the identity of tasks with reference
to its application across fogCDC. In summary, contributions of this paper are as follows:

A mathematical modeling of Inter-communication Aware Task Placement ofan Elastic Request (ICA-
PER) problem. This model considers requests of individual 10T appication having one or more tasks
along with its communication pattern and elastic needs during their lfetime for placement instead of
individual tasks, a widely followed practice is presented.

Guided by ICAPER model, ICAPER algorithm that minimize the network | atency and improves the
datacenter e ciency is proposed.

E ectiveness of the proposed algorithm is demonstrated in a simulatiorenvironment via (a) reduced VM
migrations, (b) resource fragmentation, (c) improved resource utilzation and (d) Number of requests
having intercommunicating tasks placed on to same PM.

Rest of this paper is organized as followsSection 2 reviews the available literature related to the problem.
While Section 3 describes the problem formulation and its modeling Section 4 describes details the proposed
ICAPER algorithm along with illustration of ICAPER placement for the sampl e task described in Fig. 1.2(a).
Section 5 presents the implementation and analysis of ICAPER and Seaih 6 concludes this work.

2. Related Works.  Fog computing, relatively a new distributed computing paradigm, extends the cloud
service to the edge of the network [11]. Fog device, any element in theetwork capable of hosting application
modules, include resource-rich servers and resource-poor degs such as gateways, mobile, smart vehicles,
smart cameras etc. As both fog resource and cloud resources can host VMs, shivork reviews the general VM
placement, a multi-parameter optimization problem in this section. Simulation environments [12,13,14] have
been used in evaluating the solutions for this problem .

Multi-dimensional bin-packing problem is used to model the VMP, where PMs are considered as bins and
VMs are considered as items, with the goal of nding minimum number of bins to hold all the items. Since bin-
packing is a NP-hard problem, heuristic based approximation algorithmsare proposed for VMP. First Fit (FF)
algorithm [15], a greedy method is the most popular algorithm used for solvig bin-packing problem. FF keeps
lling the current bin until the PM could not hold the new VM. Even t hough this approach is time-e ective, it
usually occupies more PM, than that of an optimal solution. Modi ed version of FF is proposed by Panigrahy
et al. [16] where VMs are sorted in decreasing order before applying FF orhe sorted items. This is called
First Fit Decreasing (FFD) algorithm which ensures that large items are placed rst.

Authors of [17] proposed a dynamic mapping between new VMs and the PMs usg probability theory,
and demonstrate that the energy consumption of DC is minimal. While authors of [18] proposed the VMP
solution for a balanced PMs interms of load in a DC, others [19, 20] tried to miimize the power consumption of
DC by employing consolidation techniques to ensure that active PMsare always minimal by maximizing their
utilization. Mahfuzur et al., [21], proposed static initial VM placement where, VMs are co-placed based on
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their resource requirement compatibility. In this approach, PMs and VMs are di erentiated as resource critical

and non-critical based on their historical usage. But they have not conglered the elastic requirements of an
application hosted by these VMs. To minimize the power consumption,a decentralized decision based VMP
is proposed by Feller et al., [22], in which, a peer-peer (P2P) communpation model is proposed among PMs.
Deploying this communication model, periodic consolidations of VMs ae accomplished by using cost-aware Ant
Colony Optimization (ACO) techniques. Cui et al., [23] brought out the i mportance of policy and network

awareness before considering VM migrations. The authors demonstrated aacient VM management scheme

which reduces the communication cost while considering PMs to migate the VMs.

Further, some contributions have explored two-stage approach as well foYMP problem. Beloglazove et al.,
[24] proposed two stages for the VMP: (i) initial placement of VMs and (ii) optimizing the current placement.
In this, using CPU utilization of the VMs, a Modi ed Best Fit Decre asing (MBFD) algorithm is used for initial
placement and the second phase is triggered whenever an overloaded or ander-loaded PM is detected as a
result of a well-de ned CPU threshold. Without considering elasticity, Zheng et al., [25] subdivided the VMP
as two sub-problems. A Best Fit (BF) algorithm, used for incremental placements acts as rst step followed
by another step in which, periodical trigger of VM consolidation focusing on reducing power consumption and
minimization of resource wastage.

An interesting two-phase online VMP is proposed by Shi et al., [26] wherePMs and VM requests are
represented as vectors. During the rst phase, based on cosine sitarity of the vectors, PM types are assigned to
VM requests and based on resource request, VMs are categorized for each Pipe. Using utilization thresholds
of PMs, recon guration of VMs is triggered in the second phase. Like [24] heralso authors have not taken
into account elasticity at all. Another two phase approached for VMP proposedby Fabio et al., [27] considers
complex laaS environment including elasticity but did not consider the intercommunication patterns while
placing the additional VM of an elastic requests. Mishra et al., [28] propoed algorithm to map the task onto VM
and the VMs to PM. This algorithm minimizes the makespan and task rejecion rate while reducing the energy
consumption by reducing the active number PMs. The reviewed work, except [21,27,10,23] solve VMP problem
as simple placement strategy using the current PM resource utiliation for new VM placement, consolidation
and energy consumption. Authors [21,27] include the elasticity in thei works but not intercommunication
whereas, authors of [10, 23] include network awareness but not elasticity

As explained in Section 1, tasks placement accomplished after consideg both the network awareness
and intercommunicating needs of the tasks, together with the knowlege of prior placement of tasks from this
application is bound to increase the application performance. Hence, tls work propose to use prior tasks
placement knowledge of an intercommunicating elastic application, forthe placement of its additional tasks,
while ensuring reduced overhead of fogCDC and also increased applioah performance.

3. Problem Statement and Proposed Model. This section explain the problem that is addressed
through this work and its mathematical programming model followed tasks gacements using ICAPER for the
sample tasks described in Section 1.

3.1. Problem statement. The focus of this work is to improve task placement of an elastic loT appkation
requests for overall betterment of fogCDC management. By and large, and atsby design, only volume of data
generated by an loT application can change over period of time and hence ndemore processing power to
arrive timely decisions, which can be addressed by elasticity of fogOC. These tasks requests can be classi ed
into three types, namely (a) new VM requests, (b) migrating VMs requests and (c) incremental VM requests.
Requests wanting elasticity service are expected to give the mimum number of VMs (VMmin ) that needs to
be running permanently during the lifetime of those applications. They are also expected to give maximum
number of VMs (VMmax) that can be allocated at any given point of time to cater to the application eets. In
e ect, the number of VMs dedicated to these applications at any time stall be betweenVMmin and VMmax.
This requirement is in consistent with popular cloud service prwiders like Google and Amazon. In addition
users are also expected specify need of intercommunication to threiasks. Since, application logic remains same
for the life-time of an loT applications, using the historical data, the service providers can also easily identify
inter-communication needs of these tasks.

Therefore, we can assign application driven unique identi er for these tasks. Using this identi er we can
easily in uence the task scheduler for a desired resource mappinigr these tasks. E ciently placed VMmin and



Placement Strategy for Intercommunicating Tasks of an Elas tic Request in Fog-Cloud Environment 339

incremental VMs of these requests can give various bene ts to both useand fog-cloud service provider. These
incremental VM requests, when solved as a xed placement problem mult in cascading bene ts. Firstly, inter
VM communication latency is reduced as network is not involved, which § bound to increase the application
performance. Secondly, placingyMmin VMs together reduces the potential migrations during cloud server
consolidation. This reduced migration and network latency leads to minial power consumption in fogCDC.
Thirdly, as individual PMs are balanced with the placement of VMs, sewing both communication depend
applications and applications made up of non-communicating tasks, SLA violaibns are bound to be minimal
with respect to inter-communicating tasks.

3.2. Proposed Model. The proposed work consider the communication pattern of the tasks of a reagst
and also the elastic needs of requests as additional constraints for the geral VMP problem (GVMP), to
formulate the ICAPER problem. ICAPER can be viewed as a bin packing protbem where PMs are treated as
bins and VMs are treated as items. This is an optimization problem in whid number of PMs (bins) used to
place the VMs (items) are to be minimized. This work segregate the regests into three types: (a) requests for
placing group of tasks having inter-communication along with elastic neds ¢, ), (b)without elasticity but
needs inter-communication §comy ) @and (c)all other requests ().

To formalize the problem we make the following assumptions:

Let rq;ro;r be the requests de ned by a four-tuplery= fu;V Mype; V Mmin ;V Mmax g; 1 k
whereV Mmin and V Mmax are number of VMs, V Mype = fmicro; small; medium; large; xlarge g and
u= fréomu s feomu ;g

p= fpi;p2;png and v = fvi;Vvs; vy g as the identi er of PMs and VMs respectively

Both PMs and VMs are constrained with D-dimensional resource vectorsR (number of CPUs, memory
size, storage space, bandwidth speed etc.).

n represents total number of PMs, m represents total number of requests andN representsV Mnin
Then from the above assumptions we have,

mein
g = Vi (3.1)
i=1
Hence,
X
m = I (3.2
k=1

Let us introduce a function to indicate the placement schema (r¢) = p if VMs of ry th request are
placed on the pth PM. The objective of GVMP is, given a request sequece S, and PMsp;1 p n
with capacity C, nd a placement function such that

X0
minimize pi (3.3)
i=1
subject to the following two constraints.

Resource constraints:  During the placement of VMs belonging tory requests, the PMs identi ed to
host these VMs are subject to primary resource constraints:

XXk
8l p nl1 d D Xy RS C (3.4)

rg=1v=1

where I%S'(l d D) is the resource demand o/ VM and
11

X =
P 0: otherwise
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Placement constraints: Each VM of user requestr has to be placed to run on a single PM
X Xk
81 p n Xy =1 (3.5)

rg=1 v=1

Each item has resource vectoR; = fR}; R?;:R% and each dimensionl 2 [1;::;d], denotes resource
demand sizeR! which is normalized Q:1 and capacity of each PM is also normalized to 1, then we have

Xy 2f0;1g and n2f0;1g (3.6)

Next ICAPER is formulated by adding three more constraints, as descried below.
Same-PM constraint:  In any request having inter-communication tasks (&, ), let VMs v; and v,
have co-allocation requirement and are required to be co-allocated ontsame PMp 2 [1n] then we can
combine VM v; and v, to one group and form a new VMv,,, . For each resource dimensior; the size
of the group VM is denoted by sum of VM v; and vs.

ite:RS = RI +RY 3.7)

Vnew

Hence the following constraint is added to GVMP:
8p2 [1n];f8vy;vo 2 [V Mmin lg2 1k &
Mk 2 rgomuiTeomu ¥ Xvip = Xvop (3.8)

Fixed-PM  constraint: Let us de ne matrix A; , wherei;j 2 f Img, to denote the request relation
among individual tasks. As explained in previous section, we also sett individual element of this ma-
trix with ry, the application driven request identi er, to which the curren t tasks belongs.This identi er
is uniquely identi able across fogCDC. Assume thatri denotes the elastic requirements of requesty,
then for each tasks of an inter-communication needed elastic task group, avadd the following xed-PM
constraint:

0

8k 2 rgomu:8l k5 Xyp=r =k (3.9)

comu

Comment: All the above explained constraints are suitable for cloud resources ownl This is because, in
normal circumstances, there will be only a single resource rich fogesver will be available per area to which
all 10T applications send the data. Fog architecture depends solely on oud resource for computation-heavy
tasks. Hence the objective Eq. 3.3 with constraints ofcf. Eqs. 3.4, 3.5, and 3.8 are to be solved for an e ec-
tive initial VMP of an individual request while the objective cf. Eq. 3.3 with constraints of Eqs. 3.4 and 3.5
and Eqgs. 3.4 and 3.9 to be satis ed during the additional VM requests of anntercommunicating elastic request.

Claim: ICAPER is NP-Complete.

Proof: As per constraint Eq. 3.8, resource demand vectors of all the tasks spe@d by VMmin r,,,
and reomy are combined to form a new VM having higher resource demand vector. Chacteristics of VM, an
equivalent to item in a bin-packing problem are not altered by adherig to this constraint. As stated in Eq. 3.6
we can equate the normalized ICAPER problem to that of normalized GVMP by dviding VM sizes with the
corresponding resource capacities of PMs. Hence similar to GVMP, ICAPR is also NP-Complete.

Since minimization problem of ICAPER is NP-Complete, we cannot get the opimal placement solutions in
polynomial time unless P=NP [29]. Hence we propose a algorithmic based soliain in this paper.

4. Proposed ICAPER Algorithm. In this section, we present a VMP scheme guided by ICAPER problem
modelling based on request type g,y » Fcomu and r rather than V Mye for optimal operations of fogDC. This
scheme recognizes inter-communication needs of the requests for kasplacements. Initial placement focuses on
placing the tasks of individual requests e ciently so that future migrations are minimal. This also ensures that
the network overheads and overheads incurred for identifying stable VMs and PMs that are candidates for these
migrations, are also reduced. Subsequently, placement of elastic eds of requests having inter-communication
are con ned to the individual PM resulting in better application pe rformance due to nil network latency. To
develop such an algorithm, we make some simplifying assumptions as folls:
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Fig. 4.1 . Flow chart of the proposed Algorithm

fogCDC has enough capacity to serve all the requests.

VM request can be initiated by user or cloud service. In case of elastity, cloud service monitor shall
initiate the event associated with increase and or decrease of VMs.

Without loss of generality, we assume that by minimizing cross-tra cs, overall 10T application perfor-
mance will be improved.

In this paper, VM placement patterns are formulated in two steps. During the rst step initial VMP
is achieved subject to constraints Egs. 3.4, 3.5, 3.8 and Eq. 3.9. Fixed gtement pattern that includes
network neighborhood machines, is adopted for the additional VMs of requst type r&,,,, as the nal step. We
symbolize C; for total (original) capacity and C, for current utilization of active PM which is in consideration
for placement, while resource demand of VM that needs to be placed, isedned by C,. Note that all these
parameters are de ned in terms of resource vectors (number of CPUs, nmeory size, storage space, bandwidth
speed etc.).

The Inter-communication Aware placement for tasks of an Elastic Requess (ICAPER) algorithm, after
extracting the VM details from the individual request, assemble the VMs according to various constraints listed
in Section 3, and sends them toAllocate function along with candidate PM. Allocate function performs the
actual allocation of VMs to given PM. Upon non-availability of enough resourcesin the PM, it initiates new
PM and places the VMs. Flow chat of ICAPER algorithm and Allocate sub-function is presented in Fig. 4.1(a).
The detailed description of the same follows.

4.1. IcCAPER Algorithm Description. As a rst step ICAPER algorithm collects individual requests,
both from cloud service and users onto a batchHB. Additional VM of elastic requests emanating from cloud
services are also queued to the same batch. Note that each request ismied by four-tuple fu;V Mype; V Mmin ;
V Mmax 9. Components of this four-tuple are already explained in Section 3. Howear if the request is emanated
from cloud service, then combination of information indicating whether the request is to scale-up or scale-down
the VM, and a unique request identi er through which the four-tupl es can be extracted, de nes the request.

At xed time interval, the m requests are di erentiated as fresh and additional request. After exracting
VM details from V Mype of each request inm, they are segregated as &, .fcomu and r. In adherence to
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Algorithm 10  ICAPER Algorithm

Require : request, active number of PMn

Result : tasks placement n* Refer Sect. 3 for description of symbols h
1 fetch user requestan

2 while m != NULL do

3 r« mk

4 for k=1to

5 Cr = X:RH

6 if ry for deletion

7 process scale-down of VM

8 else if ry for addition

9 Allocate (X;r ; pa) n* adherence to xed-PM constraint * n
10 else if U2 rgm, Or U2 reomy

11 X V Mmin :RS(V Miype ) n* adherence to same-PM constrainth
12 Cu = Allocate(X;u;Pp)

13 elseif u2r

14 X N:RYV Mype)

15 Cu = Allocate(X;u;Pp)

16 end for

17 Ca (Ct Cy)

18 end while

same-PM constraint of the proposed ICAPER, the demand resource vectors of all théasks, given by N, of new
rému request and newrcom, are combined individually to form a new task and considered as single ptement
[line 10]. If the request is for scale-up or scale-down of VM from an existg r,,,, type requests, then PM
details are extracted from the request identi er and processed aaardingly [lines 5-9]so as to adhere to xed-Pm
constraints. After the formulation of VMs, sub-function Allocate is called with the candidate PM [lines 12,15].
Before addressing the next request available capacity of the PM is realculated. [line 17]. Description of the
Allocate function is presented next.

Algorithm 11  Allocate Sub-function

Input : X (VM to be placed), requestrg, p, (PM to be used for mapping)
return : utilization of PM n* Refer Sect. 3 for description of symbols h
1 extract u from r
2C, (C; Cy)andC, = X:R¢
3if u2rg,m, and X is an additional VM
4 if C3>C,) map X onto p,
else if (p,9X (;:Rd 2 reomm  Cr)
migrate X from p, using FirstFit
map X onto p,
else map X onto network neighborhood machine by repeating step 4-8
9 elseif (C4>C;) map X onto py
10 else map X onto new PM
11return C,

5
6
7
8

4.1.1. Allocate function description. For Allocate function, request type along with the VM to be
placed and candidate PM are given as input. After calculating availableC, and extracting resource demand
vector C, of current VM in consideration for placement [line 3] function proceed to map the VM onto candidate
PM given as the input. If the request is for an additional VM of rg,,,, , on availability of enough capacity, the
requestC, is directly mapped on to the PM [line 5] else, migrate suitable VM or combnation of VMs belonging to
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Fig. 4.2 . Placement of sample Tasks using ICAPER

Table 5.1
Host con guration used in simulation

Core RAM VMM Storage MIPS
16 64 GB Xen 1TB 100,000

r from that PM using First Fit algorithm and map the additional VM [lines 6-8]. Upon unsuccessful placement
suitable PM from the network neighborhood is identied and repeats seps 6-8 until successful placement
happens. If the request is new one €5, .fsomu @Nnd r), then on availability of enough resources, we directly
map the VM onto the given PM, failing which new PM is initiated and mappi ng of VM is done[lines 10-11].
Finally the current utilization of the PM used for the latest placement process is returned to the Algorithm 1.

4.2. Cost Analysis of ICAPER Algorithm. Number of VM requests m in the batch queue will be a
modest constant. For example, if scan interval of a batch is 5 minutes ath on an average 50 VM requests get
gueued up, then Algorithm 1 needs to scan [lines 3-16] these 50 requesinly and hence the cost iSO(m). Cost
of sorting the segregated batchB is O(m log m) [line 17, 18]. SinceeList and neList lists are of sizeO(m/2) ,
the following loop[lines 19 - 28] will also executeD(m) times, implying that Allocate, will also be called O(m)
times. The inner loop having break [line 26] will execute once su dent non-elastic VMs are placed matching to
that of an elastic VM. As the number of VMs in a PM is bounded by a constant, the cost of inner loop isO(1).
Last loop [line 29-31] that places the leftover VMs also has a cost add(m). Let n be the number of candidate
PM in Allocate sub-function, then packing the VMs onto PM, results in cost of O(n). Hence O(m log m) +
O(n) is the total cost of ICAPER, which is asymptotic to FFD and FCFS algorithms .

4.3. IcAPER for sample VMs. Let us look at the changes that the balanced FCFS VM placement
scheme described infc Sect. 1, for the sample VMs as depicted in Fig. 1.2 (a) goes through during initial
VMP (Tp) and subsequentlyT;, according to ICAPER. ICAPER scheme for these VMs is depicted in Fig.4.2.
As per ICAPER, at time Ty the initial requests of elastic user are placed together on to the sameM as shown
in Fig. 4.2(a), whereas at time T1, the VM placements resembles to Fig. 4.2(b), in whichncT; is migrated
to second PM so that additional requestcT, can be placed on to the rst PM itself. This clearly reduces the
cross PM communications and hence the network tra ¢ resulting in conservation of energy. Here the trade
0 is between the cost incurred to migrate ncT; and expected application performance. We will explain the
experimental setup and the analysis of results in the subsequentestions.

5. Implementation. E ciency of any VMP algorithm, needs to be evaluated in a large-scale cloudplat-
form. However, it is di cult to conduct the repeatable VMP experime nts in a real production cloud platform.
Hence, the proposed ICAPER algorithm is simulated usingCloudSimPlus [30] simulator. The algorithms were
implemented as an extension to SimpleVmAllocationPolicy, which déermines how VMs are assigned to the host.

Since our focus in this work is to improve VMP that is common to both fog ard cloud resources, we carried
out the experiments usingCloudSimPlus simulator having Xen as the virtual machine monitor (hypervisor). The
proposed, Inter-communication Aware Elastic Request Placement (IAPER) algorithm, written in Java, is tested
on a Dell workstation with Intel Xeon 3.30Ghz and 16Gb memory, having x64 archiecture. The simulation is
performed over a datacenter made up of twenty homogeneous physical mactas whose con guration is presented
in Table 5.1. VM con guration of popular service provider Amazon EC2 [31] is adoped and the same is shown
in Table 5.2.
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Table 5.2
Virtual Machine con guration used in simulation

resource Micro | Small | Medium Large | Xlarge

vCPU 1 1 2 2 4
RAM (GB) 1 2 4 8 16
Table 5.3
Characteristics of requests in a batch
Characteristic Number
Number of Request 40
Requests type r&,my 12
Requests type rcomu 10
Requests type r 18
New VM requests by type rSomy 22
New VM requests by type rcomu 32
New VM requests by type r 45
Requests for additional VM 7
Requests for delete VM 3

Since we are addressing the application elasticity along with intereommunication of its tasks in this work,
for each experiment, we created three bunches of randomly generate@quests in the ratio of 2:1:1 for time slot
T1, T, and T3.The total resource requirement of these requests is approximatglequal to the capacity of our
datacenter. Note that each request is represented by a four-tuple asxplained in Section 3. Characteristic of
requests for single experiment is presented in Table 5.3. Column & ivalid only for the request belonging to time
T, onwards whereas, column 9 is valid for the request belonging to tim&, onwards only. As explained in Section
1, each VM is attached with a cloudlet whose input le size is 1000 bytes. W have compared the proposed
ICAPER algorithm with FCFS, Random and FFD algorithms for an experiment. T o avoid transient anomalies we
conducted ten such experiments and collected the statistics forvaluation parameters: (a) resource utilization,
(b) resource fragmentation, (c) reduced VM migrations and (d) Number of requests having intercommunicating
tasks placed on to same PM.

The results presented in Figs. 5.1 { 5.4 demonstrate that ICAPER algoritim is preferred one when compared
with other algorithms which are considered for the comparison. From Fig. 51, we can nd out that resource
utilization by ICAPER increase when more requests are served than otlr algorithms. When individual PMs
may have enough resources in one dimension (CPU, memory etc.) but nohiall dimensions and hence requests
cannot be placed on to it, resulting in resource fragmentation. The incease in resource fragmentation, over a
period of time, implies scope for improvement in fogCDC management. Ashown in Fig. 5.2 ICAPER algorithm
perform best when compared with other algorithms. This work proposes tdost all the tasks ofrg,,, and rcomu
type requests, along with its additional(elastic) tasks on the same PM When compared all the algorithm for
this parameter, as depicted in Fig. 5.3, ICAPER outperforms all other algorthms.

Next evaluation parameter is potential migration needed in all algorithms that are in our consideration to
ensure nil network latency. It is to be noted that as by design, ICAPER has to place maximum possible tasks on
the same PM atT;. However, from T, onwards all algorithm makes placement decision based on the availability
of resource on PM and individual algorithmic constraints. For example, IAPER forces the migration of tasks
belongs toremy and r type request, so that co-allocation constraint for elastic needs of&,,,, type requests
can be adhered. As shown in Figure 5.4 ICAPER consistently outperform®ther algorithms over multiple time
slot. It is also to be noted that the application performance and cost of migation are directly proportional to
the number of additional tasks requested by elastic request when fodQC is deployed with ICAPER algorithm.

6. Conclusions. In this paper, after formulating Inter-communication Aware Elastic R equest Placement
(ICAPER) problem, pertaining to a fog-cloud environment, authors propose an e cient ICAPER algorithm to
improve the resource utilization of fog-cloud datacenter. ICAPER consilers individual request encompassing one
or more VMs as a whole for placement along, with the life-time of the requdsrather than individual VMs. This
proposed algorithm places all the tasks of requests needing intercommication and elasticity, on to same PM
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Fig. 5.1 . Physical Machine Utilization

Fig. 5.2 . Physical Machine Fragmentation

Fig. 5.3 . Number requests needing intercommunicating tasks mapped to sa me PM

and/or on to network neighborhood PMs by implementing same-PM, xed-PM and balanced-PM constraints
for task placements. These constraints are adhered by maintaining thédentity of tasks with reference to its
application across fogCDC resulting in improved performance of fog apptiation.

Performance of ICAPER is compared with FFD, FCFS and Random, well-know placement algorithms for
metrics resource utilization, resource fragmentation, migrations neded to maintain minimal network latency
and number of requests having intercommunicating tasks placed on tesame PM for evaluation. Based on
average taken out of ten experiments, the simulation results showsmposed technique is attractive compared
to other algorithms that are in authors consideration. Studying the performance impact of ICAPER algorithm
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Fig. 5.4 . Potential Migration needed to minimize the latency

to a real time video surveillance application using distributed amera will be of future interest. Pan-tilt-zoom
(PTZ) parameters of multiple cameras requires low-latency communrgation between the cameras for which we
can use the fog resources. Whereas, for processing the captured e frames and for long-term processing
(analysis) of control strategy to obtain the optimal PTZ parameter cloud resource can be used.
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TRUST FACTOR BASED KEY DISTRIBUTION PROTOCOL
IN HYBRID CLOUD ENVIRONMENT

VELLIANGIRI S. , RAJAGOPAL R. Y AND KARTHIKEYAN P. z

Abstract.  In the Hybrid cloud deployment model, security is essential  to restrict access while using resources such as virtual
machine, platform, and application. Many protocols were de veloped to provide security via the cryptography technique , but these
protocols rarely considered the trust factor which is an ess ential factor for cloud security. The existing Elliptic Cur ~ ve Cryptography
and Di e Hellman key distribution mechanism failed to stres s the trust factor, and further, they have provided not only h  igher
complexity but also lower security and reliability. The pro  posed method comprised two stages: rst stage, Group Creati on using
the trust factor and develop key distribution security prot  ocol. It performs the communication process among the virtu al machine
communication nodes. Creating several groups based on the c luster and trust factors methods. The second stage, the ECC ( Elliptic
Curve Cryptography) based distribution security protocol is developed. The proposed Trust Factor Based Key Distribut  ion Protocol
reduced error rate, improve the key computation time and max imize resource utilization.

Key words:  Cloud Computing, Elliptic Curve Cryptography, Clustering , Trust Factors, Key Distribution

AMS subject classi cations. 94A60, 68M14

1. Introduction. Cloud computing has emerged as a pivoted new eld, di erentiated from conventional
computing by its focus on software as services, platform as services adtinfrastructure as services, these services
are implemented by Cloud deployment models such as public cloudprivate cloud or hybrid cloud. Cloud
computing has added to the advances in computational and correspondencariovations - making nancially
achievable the combination of various clusters of heterogeneous networkesources and services which, thus, have
prompted the improvement of extensive large scale distributed sgtem. A group key exchange protocol permits
a set of people to agree upon a shared secret session key over an intémetwork [1, 2].

Cloud computing virtual resource can be characterized into three tpes such as compute, storage and
network. Compute resource permit you to start virtual machines on clou infrastructure. The main challenges
of task scheduling in compute clouds are its highly dynamic environmet, where the computing resources
have their availability, access policies, security, reliability, etc. [3, 4]. Cloud computing has often jointly
supported collaborative computing projects on the internet. Maximum of these projects have stringent security
requirements. The capabilities for cloud systems and networks, sth as broadband capabilities and distributed
intelligence can greatly enrich reliability and e ciency, but the y might also create much vulnerability if not
deployed with the appropriate security controls. Providing secuity for such a large system may seem an
unfathomable task, and if done incorrectly, can leave utilities open b cyber-attacks [5, 6].

Communicate among the group of members in securely and tried to reducthe complexity of informing
the group key. The secure communications in the group or large group are moreomplex than Peer-to-peer
communication because of the adaptability issue of the group key. Speatally, the expense of key establishment
and renovating are generally pertinent to the size of the group and congpiently turns into a performance
bottleneck in attain scalability. To address this issue, our proposedapproach named as the trust factor based
key distribution protocol that combines the features of ECC key exclange protocol with the trust factor. ECC
and Di e Hellman key exchange protocols do not consider the trust factor in that which is relating to a " rm
belief " with a treat like trustworthiness, reliability, and abil ity of the element for multicast communication in
distributed computing [7, 8].

The primary goal of a cloud environment is increasing the domain to domain nteractions, a secure envi-
ronment and to ensuring the con dentiality of others. To achieve this "trust," notion needs to be considered so
that the trustworthiness makes the geographically distributed method more reliable and attractive. The trust
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factor is an essential factor for cloud security. The above issues weresolved by using our proposed method of
trust-based cloud security. In our proposed method has considereche priority of trust factor for enhancing the
parameters of reliability and security. Hence to reduce this drawlack in the existing protocols like ECC and
Di e Hellman key exchange, the trust factor based distribution security protocol using ECC is proposed, these
trust factors based on key distribution security protocol, have be@ utilized to select the group leader among
the communication nodes.

After that, the ECC method has been exploited in the secure commurgation process among group members.
When compared to ECC and Di e Hellman key exchange, the proposed methodhas given high performance in
security. The proposed system provides improved scalability da to the trust factor Key Computation [9, 10].

Main contributions of this research work are summarized below:

Trust Factor Based key distribution protocol is designed that helps the decision making during the key
distribution.

Trust Factor Based key distribution protocol performances are evaluatel based on the theoretical anal-
ysis and experimental analysis.

The objective of the research work is to minimize the error rate and comutation time and maximize
the resource utilization using Trust Factor Based key distribution protocol

The remainders of the paper are structured as follows, in section 2 acial secure exchange protocol are
reviewed. Section 3 we discussed the proposed system and implantegion. In Section 4, we analyze and prove
the correctness and safety of the proposed protocol and comparative studgiso reported in this section. Finally,
we conclude the paper in Section 5.

2. Related Works.  This section provides various recent related works regarding the seire key exchange
protocol are reviewed. Wei et al. proposed a compiler which changes aveecure group key exchange protocol
into a secure passive keyless entry protocol. This method used¢ labeled signature, public key encryption, the
hash function. The proposed compiler is the main provably secure coniler without irregular prophets. As far
as e ciency, the proposed protocol simply improved the two rounds of communications to the unique group key
exchange protocol, which suggests that the derived password-authemtated group key exchange protocol is a
static-round protocol as long as the secret group key exchange protocol issdatic-round protocol [11]. Gonzales
et al. proposed the model of security assessment for Infrastructuras a Service; this plan is con ned to the
single cloud service model, infrastructure as a service. The lays of the software stack underneath the guest
operating system are coming under the control of the Infrastructuresas service cloud service providers, key
exchange security important in the software as service cloud servicenodel [12].

Li et al. [13] introduced the blockchain based security model for cetnalized cloud storage. They found that
the model has been contrasted with other two existing traditional madel in respect of network transmission delay
and security. Moreover, the system performance of conventional cloudesign has been enhanced by the modi ed
evolutionary algorithm which decreases the expenses on transmittingnd replicas scheduling. Additionally, the
proposed architecture has lower transmission delay compare with thegenetic algorithm. Recently various
exchange protocol proposed in a cloud environment concerning the healtare environment. Challa et al.
introduced a novelty of Secure Authentication Scheme (SAS) for halthcare in wireless sensor networks. To
gure out the drawbacks in the LiuChung's existing method [14], the proposed framework enables a lawful
client to modify/update the biometrics and password without prior com municating the trusted third party
authority. Besides, it also permits a revocation scheme for disobegg nodes in the wireless sensor network.
The proposed system uses BurrowsAbadiNeedham logic as well as the randomaate model. Additionally, the
proposed scheme prevents replay attacks with the help of the widglused AVISPA tool. The low communication
costs and computation and along with high security make the proposed methd t for an extensive range of
healthcare projects [15, 16].

Barman et al. designed a basic session-based exchange protocol that was wentkike as biometric informa-
tion of two conveying parties are pooled together to fabricate a cryptografic architecture are called a mutual
locker. [17]. Zhou et al. have reported the key exchange challenges ofnlearest neighbors query over the
encoded database in cloud services vendor. The revealed plan to accolish secure outsourcing storage and
k-nearest neighbors question in the cloud, where they utilized tamprove dot product protocol and combined
it into secure k-nearest neighbor's querying system. This techique also can counter-attack the assailant know-
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ing the information that cloud data owner shares with query cloud client notwithstanding the encoded data
[18]. Trapero et al. [19] have described sec Service Level AgreementL{® model created on de ning a set
of measurements for each security metric with which the cloud seri¢ce providers can evaluate the strength of
guaranteed service level objectives. For each service level objea, they have recognized a set of violations and
detectable alerts, and they considered not only how to forecast, preant, and eradicate secSLA violations, but
also how to handle remedial and responsive activities in order to gebut producing more destruction, In the
proposed secSLA trust factor is not included in the cloud consumers ewpoints. Kerberos is an authentication
server whose main function is to authenticate client to server and arver to client, the main security challenge in
Kerberos is a key exchange between client and server. Talkhaby et aproposed a new protocol with the power-
ful Di e Hellman-DSA Key Exchange algorithm and the client's unique  ngerprint impression tests. Biometric
information utilized in the scheme comprehends the con nement of gssword-based authentication. In this
work, using strong Di e Hellman-DSA Key Exchange were performed as a Had Key Exchange (HKE) mech-
anism with mutual authentication helped them to tackle the password predicting attack weakness in Kerberos
version 5 protocols [20]. Nicanfar et al. proposed a Multilayer ConsensueCC-Based Password Authenticated
Key-Exchange (MCEPAK) protocol, which allows secure communicationsbetween di erent layers of the smart
grid control system and a home appliance. This method takes bene t of éiptic curve cryptography to provide a
high-security level with a small key size while directing the pssible resource limitations in the devices connected
and they showed that proposed method decreases the security burdewhile giving elasticity against most of
the attacks. Related to the X.1035 protocol, MCEPAK gains a lower load for the gaeration of the required
passwords and hash function [21].

Ha zul et al. mentioned that ECC-based improves the security of key ecchange of Peyravian-Zunic's
secret key authentication method as well as expels the security dects Zhu et al's [22] method like clock
synchronization issue and Identi cation and prevention of impersonation attack, etc. In this work, the proposed
method enriches the computation of the symmetric key. It is used dér private interchange of plaintext utilizing
a symmetric key encryption algorithm. The performance examines of tke proposed method is endorsed that
the protection of data against impersonation attacks [23]. Murali et al. proposel a framework based on both
traditional and quantum cryptography for cloud computing. This proposed method simpli es both the quantum
channel and data channel for exchanging key and information correspondingl The security framework based on
guantum cryptography key distribution. The framework aims to support vital Quantum essential distribution
communications with the cloud. This method is not suitable for the real cloud environment since the error rate
is not an acceptable level of the cloud services providers [24].

Kumar et al. proposed a protocol that is based upon an RSA key distributionnamed as e cient centralized
group key distribution protocol which is helpful from multiple poin ts of view. It drastically decreases the
computation load of the critical server by reducing the number of arithmetic operations needs to perform
during crucial exchange and updating. However, the proposed method igot trusted for the cloud environment
since it is considering the trust factor of cloud service provides [25].

Table 2.1 shows the merits and demerits of di erent key exchange praicol. Based on these the following
conclusions have been made, the related works in the literature fadld to incorporate certain factors such as Re-
liability and Recommendation which are identi ed as important aspects of key distribution in the hybrid cloud.
We combined the features of ECC key exchange protocol using trust facr we introduced the method called
Trust Factor Based Key Distribution Protocol (TFBKD); the proposed t echnique enables reduced computation
and well-organized and secure group communication. It additionally ensugd e cient rekeying for every com-
munication session. Mehta and Singh talked about a few issues idented with exhibitions, security, and data
transfer capacity issues in ASP .NET sites [26]. Singh et al. proposed tboocrat ARIMA and SVR demonstrate
(TASM), which gives a superior comprehension of the remaining burde and help to pick the estimating model.
The gauging model additionally examined remaining testing for paramete setup of the models. Anyway, the
proposed model works just in the web application situation [27]. Singh egl. present an Object-based Account-
ability Framework for data partaking in distributed computing. This s tructure provides responsibility to any
client who is utilizing the cloud administrations utilizing a pr ogressively particular and granular way utilizing
article situated methodology. By utilizing this system, the client becomes more acquainted with that who can
or who had gotten to his private data and when. This furnishes the cliat with a dependable choice to the client
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Table 2.1

Comparison of the di erent key exchange protocol

Ref Year | Technique Advantage Disadvantage
[11] 2018 | Group key exchange High E ciency Protocol simply improved
protocol the two rounds of communications
[12] 2015 | key exchange security E ciency and Reliability Security provides only a single
cloud service model
Infrastructure as a service (laaS)
[13] 2018 | Blockchain-based security Lower Transmission delay It increases the computational load
[14] 2017 | Secure Authentication High E ciency The Biometrics and password
Scheme (SAS) without prior communicating
the trusted third party authority
[15][16] | 2018 | Biometric key authentication Low communication cost It prevents only replay attacks
[17] 2017 | Crucial session based E ciency and Reliability Increases the computational load
key exchange protocol
[19] 2017 | Service Level Agreement The strength of guaranteed | The error rate is not
(SLA) service level objectives an acceptable level of the
cloud services cloud consumers
[20] 2016 | Strong Die-Hellman E ciency and Reliability Mutual authentication helped
Key Exchange them to tackle for password
predicting attack only.
[21] 2013 | MCEPAK Transmission delay The trust factor is
not included in the
cloud consumers viewpoints.
[22][23] | 2009 | Peyravian-Zunic's password E ciency Clock synchronization issue and
2013 | authentication Identi cation and prevention
of impersonation attack
[24] 2016 | Quantum cryptography key Low communication cost The error rate is not an
distribution acceptable level of the
cloud services providers
[25] 2018 | Centralized group key E ciency and Reliability The trust factor is not
distribution protocol included in the cloud
consumers's viewpoints.

to follow the exercises occurring over his private information [28]

3. Trust Factor Based Key Distribution Protocol.

Cloud users submit a security demand(SD) to

the resource broker to nd the trust index (TI) of a cloud service providers, and resource brokers collect the
truthfulness value from the cloud service providers, The resouwre Brokers map the task to the cloud service
providers only if satis es the following conditions (T| > = SD). The rst di culty in the group key commu-
nication is that interoperability between private cloud and public cloud. Data are passed across a multiple
cloud deployment model. The second di culty is establishing the trust relationship between the di erent cloud
deployment models. To build a trust relationship between publc cloud and private cloud, we introduced the
method called Trust Factor Based Key Distribution Protocol (TFKD).

Our proposed method develops a trust factor based group key distribibn security protocol to improve
the security in the hybrid cloud deployment model. The securty process is improved by considering the trust
factors and ECC method. The proposed system mainly comprised of two siges namely, (i) Group Creation
using the trust factor and (ii) Develop a hierarchy key distributi on security protocol using ECC. These two
stages are consecutively performed, and the security is increasedame e ectively and is discussed in section
3.1 and 3.2 respectively. The structure of our proposed Trust Factor Basd Key Distribution Protocol using
ECC method is illustrated in Fig. 3.1. We have designed a cloud serge providers with the number of virtual
machines communication node<C = fc;;¢;;¢3;::5;691 i N and each virtual machine communication node
has varied number the jobsJ. The virtual machine communication nodes jobs have the execution the also and
it is represented as et. Moreover, the cloud service providersave the M number of resources, and it is denoted
asR = fR1;R2;R3; i Rijgl i M and each resource has the processing timg. Before the grouping process,
the virtual machine communications nodes want to allocate resourcesa complete their operations. During the
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Fig. 3.1 . Structure of Trust Factor Based Key Distribution Protocol

resource allocation, we have checked two conditions as stated below:
1. J(a) <Rj(p)
2. J(&) >R (p1)

The jobs execution time, less than the corresponding allocated resoce processing time means that we
can avoid the job failure otherwise the job will be failed before it competes the operation. If condition (1)
is satis ed, we can allocate the resources to the similar jobs. If thecondition (2) is satis ed, we cannot do
the resource allocation and go for other resources. Based on both the condihs (1) and (2) we allocate the
resources to the jobs.

3.1. Group Creation Using Trust Factor. To perform the time-based clustering, we can create a
databaseD, which contains joining time and the identi cation number of the comm unication node. Based on
the time in the database, the virtual machine communication nodes are lustered. The clustered communication
nodes are presented ak = fly;l5;13;::: 150 where g is a number of clustered groups and each cluster groufy
has a number of communication nodes.

_ Gi G(j) >ty
9= 0 Otherwise 3.1)

In Eg. 3.1, ¢ is the virtual machine communication node, ¢;(j) is the joining time of the virtual machine
communication nodec; and tq is the time threshold value of the groupg.

Trust factors : In cluster group Ig a leader node is selected based on three trustdtors. Here we have
considered three trust factors namely: (RU), (RE), (RC).

1. Resource Utilization (RU): Resource utilization is calculated by cheking the virtual machine commu-
nication node resource utilization time, i.e., which virtual machine communication node has utilized
the maximum resource time.

2. Reliability (RE): Reliability factor is computed at di erent tim e slots, i.e. the virtual machine node
which maintains the stable completion time at di erent slots.
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Fig. 3.2 . Cluster Model

3. Recommendation (RC): the job completion time is calculated for all vitual machine communication
nodes. The computed value is utilized as a node recommendation value
Thus the created cluster group model with the group leader and membeyx is shown in Fig. 3.2. The leader
node is selected by averaging three trust factor values as,

| | |
RU9 + RE.® + RC,? .
Y ' G i=1ton (3.2)

|
a° = 3

where RUi'g, REiIg and RCiIg are the resource utilization, reliability, and recommendation of the virtual machine
communication node, i from the cluster group |y and a!g represent the average value of the virtual machine
communication nodei. Based on these above mentioned three trust factors and the computedvarage value,
a leader node is to be selected from each cluster group. Next, the s#e communication process is performed
within the group members, and key distribution process is also exfained in the next section.

3.2. Developing Trust Factor Based Key Distribution Protocol using ECC . We have utilized an
ECC method for creating a private and public key for the group members Based on the created public key,
the group key is also generated for all cluster groups by the leader. The gerated group key is updated when
the new group member joins or leaves from the cluster group. The group nmbers private and public keys are
produced by the ECC method makes communication among the group's mendrs more secure and also the
generated keys are robust.

3.2.1. Key Generation by ECC. We generate keys to the group members by the elliptic curve cryp-
tography. Elliptic Curve Cryptography (ECC) is also called public key cryptography, where each user or the
device participating in the communication usually has a couple of keys a public key and a private key, and
these keys are used do the cryptographic function. Small key size the main advantage of ECC.

The function of the ECC method is de ned over two nite elds: Bi nary eld and Prime eld. The eld is
selected with a nite number of points for cryptographic algorithm fun ction. Here, we used prime eld function
by picking a prime number P, and nitely enormous numbers of points are created on the elliptic cuve, such
that the created points b are between 0 toK . Then, we have arbitrarily chosen one basic pointPy(Xo;Yo) for
key exchange function and this point satis es the equation of the elligic curve on a prime eld, which is de ned
as

y>mod P = x3+ ax+ b mod P (3.3)

In Eq. 3.3, a and b are the parameters that de ne the curve andx and y are the coordinate values of
the generated pointh. We randomly select one basic pointP, that satis es the above-mentioned Eq. 3.1. To
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complete the key exchange process, we need to select a private kBy on the sender side, which is a randomly
selected integer less tharP and generate a public keyP, = P, Pg. Now each cluster grouplg members has
individual private P, and public keys P,. By using these public keys, a group key is to be generated for each
cluster group by the leader which is explained in the following sulkection.

Group Key Creation: Secure communication is established within or between the group mebers we
need a key identi cation and a secure key among the members. The groumembers are communicated with
each other by their private P, and public P, keys and also exchange the information. Within the cluster group
lg, @ group key is created for providing authentication between/within the group members. Thus the created
group key is updated when any of the single members leaves or joins from avithin the group and group
members leave or join from or within the group.

Group Key: Each cluster group has the group leader and group members. The group key igeated by
using the group members public keys. The group key formation equations stated as,

X
(G)'o=nls  (py) (3:4)
i=1

where (Gk)'s is denoted as group key of a cluster groudg, n is the total number of communication nodes
(members) in the group lg and (py,)'s is the public key of the i" virtual machine communication node in
cluster group lg.

Updating Group Key: The created group key is updated when a new member joins or leavesofin the group.
The process of key updating is given below,
(i) A single member joins into the cluster group |y it means the group key is updated by using the equation as
described as,

(Gi)iew =(Gi)' + (N puy) (3.5

(i) When a single member leaves from the cluster groupy it means the group key is updated by using the
equation as stated below,

(Giew =(G)'* (0 py, ,) (3.6)

By using these, a group, private and public keys, the communication pocess is performed among group
members. The public and the private keys created by the ECC techigue make our proposed technique attain
more secured communication and also the group key is used to authenticatthe members within the groups.
The Fig. 3.3 depict the Process of Trust Factor Based Key Distribution Protocol.

Encryption and Decryption: Subsequently the communication process is carried between thgroup members
and the leader nodes by using the ECC technique. The leader nodenerypts the messages by using ECC and
sends that encrypted message to their group members.

The encrypted plain text is sent in the form of,

e=(Me; Cj) 3.7)
Me= Mo po (3.8)
Ci =(xy)+ Mo (S(pv) Po) (3.9)

In Eq. 3.7, M. is encrypted plain text which is computed by an Eq. 3.8 i.e., the mdtiplication of the
original messageM with the basic point pg and C; is evaluated by an Eq. 3.9. In Eq. 3.9,S(py) is the private
key of the sender. This message is sent to the receiver. The receiver receives the messageand decrypts the
message by the following formula,

d=M. (R(p) G) (3.10)

where R(py) is the private key of the receiver.
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Fig. 3.3 . Process of Trust Factor Based Key Distribution Protocol

3.3. Implementation of Trust Factor Based Key Distribution Protocol. The proposed protocol
is implemented by using Open Nebula. Open Nebula is open source safire for building cloud computing
infrastructures and services. Open Nebula can be used to build palic, hybrid and private cloud deployment
model, and open nebula supports to integrate the existing cloud infastructures [29] [30] [31]. Implementation
of hardware and software details is listed in Table 3.1.

We have created two virtual datacenters using open nebula and pubti cloud deployment model using
Amazon EC2. We integrated public cloud to existing open nebula privatecloud environment which is depicted
in Fig. 3.4. Users use the user interface which is written in Java andsubmit a job to the virtual machine
present in the hybrid cloud. The submitted job is an interdependent job, and one job wants to communicate
with another job running on the di erent virtual and di erent cloud e nvironment model. If virtual machine
securely intends to exchange the data between two di erent virual machine, we need group key that should be
transferred to all the virtual machine that is present in the hybri d cloud, so proposed Trust Factor Based Key
Distribution Protocol is incorporated, and the job is communicated searely in the virtual data center. There
are four crucial components in the implemented Hybrid Cloud deploynent model such as Job Modeling Agent
(JMA), Job Result status agent (JRSA), Trust server (TS) and Trust agent (TA) [32] [33].
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Table 3.1

Implementation of hardware and software details

S.No | Hardware or Software Details
1 Operating System Supported host OS (CentOS, Ubuntu or RHEL) on all hosts
2 Hypervisor Kernel-based Virtual Machine
CISCO SG-300 28 Port Managed Switch, The redundant 10Gbps
3 Networking storage network, Three 1Gb NIC interfaces ,1Gbps or 10Gbps
network shared by service network, public and private virtual
networks
4 Storage IBM storage servers: iSCSI (40TB )
5 Authentication X509
6 RAM 512 GB RAM
7 CPU 40 CPU Core (80 logical CPUs)
8 BUS 500-800MHz FSB
#Instances Instance Type vCPU RAM(GB) OS
4 c3.2smal 8 4 Windows
1 m3.xlarge 4 15 Windows
9 Amazon EC2 Public 2 c3.2xlarge 8 15 Windows
Cloud 2 r3.2xlarge 8 32 Centos
1 r3.xlarge 4 32 Windows
1 m3xlarge 4 15 Windows
2 m3.xlarge 4 15 Windows

Fig. 3.4 . Integrated Key Distribution Protocol in Hybrid Cloud
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Job molding agent main function is to create a job; cloud consumers can sp#y the job completion time and
the trust demand for their jobs. Their job can be scheduled for virtual machines according to their trust demand.
Job result status agent obtains the results from the virtual machine. F the job execution is not completed in
the virtual machines, then Job result status agent notify the failed job to the users by sending the failures
noti cation message. A Trust server (TS) permits cloud consumers tomaintain a trust relationship between
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Fig. 3.5 . Open Nebula user account types

the private cloud and public cloud to ensure cloud consumers can accevirtual machines in the hybrid cloud.
Trust agent collects the job success rate, virtual machine utilizatbn, response capabilities, Reliability from the
private cloud or public cloud and the transferred cumulative information to the Trust server to calculate the
trust factor. If any virtual machine goes down, Trust agent generates the alarm signal and sent it to the Trust
server for necessary action to be performed.

The Open Nebula and cloud interface permits a single point of entry tothe hybrid cloud which consists
of a trust agent and Datacenter. It secures authentication and authorizaton to the user. After authenticating
the users private key, the server passes the job to the virtual madne communication node in the data center.
Datacenter consists of Network Task Manager (NTM) and Target Method Interface (TMI). NTM receives job
and starts to execute it. In the interim, NTM sends a response to JVMA. After this, the cloud consumer can leave
the system or surrender to another job. Throughout the execution, a Vitual space is formed to store all the
information, including those wanted for execution and the les created by Abstract Job. NTM translates the
Abstract Job into a collection of instructions that can be executed by Target Method Interface (TMI). For the
duration of this conversion method, conversion tables in the incarnatbn database are used to map the abstract
demonstrations to real instructions. TMI accepts incarnated job mechanisms from the NTM, and permits them
to the con ned batch schemes for execution. When the work is completd the virtual space is deleted.

The Open Nebula supports three types of account. All the account fundbn is summarized below. The
account interaction is illustrated in Fig. 3.5.

One admin : Special administrative account.
User : An OpenNebula user account.
Group : A group of Users.

4. Results and Discussion.  The performance of the Trust Factor Based Key Distribution protocol is
compared with the existing ECC and Di e Hellman key exchange technique. In cloud hybrid cloud model;
initially, we allocate the resources to each virtual machine commurgation nodes to complete their operations.

The resource allocation and their job completion performance are evaluatké under three di erent number
of communication nodes. The results that are obtained under these dierent job dataset sizes are given in Table
4.1.

After the resource allocation from the cloud system, the communicationnodes are clustered by using their
times. In our proposed method, we have taken the cluster limit as 8. Te clustering result from our proposed
technique is given in Table 4.2.
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Table 4.1
Di erent Communication Nodes Job Completion Time with varying c ommunication nodes

Virtual machine Number of Jobs Job completion
Communication nodes allocation respectively time in seconds
10 4,5,10,10,8,8,10,4,6,5 38
20 2,2,6,4,2,2,5,1,9,3,3,3,4,1,2,5,4,5,6,2 18
30 1,3,3,2,1,5,2,3,4,3,4,3,1,4,1,4,3,2,3,1,1,1,3,1,28 13
Table 4.2

Time Based Clustering Results

Virtual machine

Communication Clustered Results

Nodes 1 [ 2 |3 [ 4

10 f2,3,79 4,89 f9,1g f5,6,1Q

20 f12,13,3,6,8,8 f11,7,2,19 £4,9,14,18 £5,10,17,2@
30 f14,21,27,28,11,8,1¢ {0,4,12,17,20,24,15,28 3,6,10,19,22,25,2% f1,2,7,9,11,1¢

In each cluster group, a leader node is selected based on the trust tacs namely, (i) Resource utilization
(RU) (ii) Recommendation (RE) and (iii) Reliability (RC). These th ree trust factors are calculated for all cluster
group communication nodes. The sample calculated trust factors for the ltiree cluster group results are given
in Table 4.3.

Subsequently, in each cluster group, private keys and public key @& generated by using the ECC technique
whereas the group key is calculated by using these generated publieeks and the private key of the group
members. The security between the communications nodes is evalted by creating random keys and measuring
the security performances within the cluster group. The proposed ad the existing methods error rate for the
cluster groups is illustrated in above Table 4.4. The error rate is compted by the following formula:

ErrorRate = ?X 100 (4.2)

n

where A, is number of bits received andT, is total number of bits in the original message. As it is seen from
Fig. 4.1, our proposed technique has given a lower error rate than the ECC ahDi e Hellman algorithm. The
existing algorithm obtains 40% average error rate performance in the communation within the cluster groups.
Fig. 4.2 depict the rate of precision for man-in middle attack. The outcones reveal that on categorization the
information set with all the characteristics the average rate of error 89%,83%, 79%, 66%,67%,97%,77% and
73% is acquired for ECC. Based on the usage of Di e Hellman the error rate is icreased. The error rate is
decreased in Trust Factor Based Key Distribution Protocol is descrbed during the usage of cluster formation
with hybrid trust factor scheme.

From the Fig. 4.3, we can infer that key Renewal Computation time of proposedmethod provides 50
percentage lesser than the ECC and Di e Hellman algorithm, this is becawse since the node is trusted, the
computation virtual machine need not wait to assign new value while geneating the key. Hence it is proved
that our proposed technique provides more secure communication bewen the communication nodes than the
existing method. Fig. 4.4 depict the Comparison of Key Renewal Compudtion time with di erent cluster size.

Fig. 4.5 depicts the comparison of Response time. The x-axis repressnthe di erent protocol and y-axis
represents the response time in seconds. Response time is thadéh of time taken for a communication node
to react to a given request or another communication node that is presenin the di erent clusters. From Fig.
4.5, we can understand that the proposed method takes very less respansime than ECC and Di e Hellman
protocol. This result is due to the management of the trust. The propo®d approach enables e cient group
communication.

Fig. 4.6 shows Resource utilization di erent method. The proposed nethod malicious node is not attacked
by the trusted node, so it achieves the 91% resource utilization. IRECC and Di e Hellman malicious node
utilize the virtual machine resource this is due to ECC is not detecting the malicious node while they are
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Fig. 4.1 . Radar chart Representation of the Proposed and Existing Met hods Performance in terms of Error Rate

Fig. 4.2 . Error Rate for Man-in-Middle attack

Fig. 4.3 . Comparison of Key Renewal Computation time
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Table 4.3
Trust Factors for Three Cluster Groups Communication Nodes and their Leader Nodes
Clusters Virtual Machine Resource Recommendation Reliability
Communication Utilization
Nodes
2 1 24 13.33
1 3 0 34 9.88
7 1 45 15.22
2 4 3 36 7.77
8 3 57 10.33
3 9 0 52 11.44
1 1 28 12.11
5 0 31 11.66
4 6 3 39 18.0
10 3 75 15.33
Table 4.4

Performance of Proposed and existing techniques Error Rate w ithin the Cluster Groups

Cluster Error Rate (in %)
Groups | Trust Factor Based ECC Di e Hellman
Key Distribution

1 42.857 75 77
2 47.8 100 97
3 50 80 84
4 57 83.3 96
5 40 83.3 88
6 42.5 100 84
7 62 85.7 89
8 46 85.7 74

communicating with each other in the clusters.

Fig. 4.7 shows the communication overhead evaluation of Trust Factor Base&ey Distribution Protocol
with ECC and Di e helman algorithm. Communication overhead time compari son, we consider that the user
identity, virtual machine communication node identity, timestam p info, nonce , hash digest and Elliptic Curve
Cryptography point P = ( Py;Py) are 256 bits, 128 bits, 64 bits, 32 bits correspondingly. Proposed method
reduce commutation time between requester and virtual machine commmnication node compared to ECC and
Di e Hellman method. The reducing in the communication overhead ti me is suitable as the security is enhanced
to an excessive point in the Trust Factor Based Key Distribution Protocol. The over-all investigational results
con rm that the proposed protocol is e cient in terms of Communication o verhead.

5. Conclusion and Future Work. We have proposed a Trust Factor Based Key Distribution protocol.
The communication nodes were clustered using time-based clusiag, and the leader was selected from among
communication nodes by exploiting the trust factors. The ECC techrnique established the communication
between the group members. The experimental results proved thabur proposed Trust Factor Based Key
Distribution protocol has reduced the error rate. Moreover, the comprative study shows that our proposed
security protocols has given more secure communication and increaseehesource utilization than the ECC and
Di e Hellman key exchange technique in the Hybrid cloud. Finally, th e proposed method can be extended to
allocate the job to the virtual machines by including defense capady parameters such as intrusion detection,
rewall, and antivirus capacity.
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Fig. 4.4 . Comparison of Key Renewal Computation time with di erent cluste r size

Fig. 4.5 . Comparison of Response Times
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INFLUENCE OF MONTORING: FOG AND EDGE COMPUTING

VIVEK KUMAR PRASAD, MADHURI BHAVSAR AND SUDEEP TANWAR

Abstract.  The evolution of the Internet of Things (IoT) has augmented t  he necessity for Cloud, edge and fog platforms. The
chief bene t of cloud-based schemes is they allow data to be ¢ ollected from numerous services and sites, which is reachab le from
any place of the world. The organizations will be beneted by = merging the cloud platform with the on-site fog networks and  edge
devices and as result, this will increase the utilization of the IoT devices and end users too. The network tra c will redu  ce as data
will be distributed and this will also improve the operation  al e ciency. The impact of monitoring in edge and fog computi  ng can
play an important role to e ciently utilize the resources av  ailable at these layers. This paper discusses various techn iques involved
for monitoring for edge and fog computing and its advantages . The paper ends with a case study to demonstarte the need of
monitoring in fog and edge in the healthcare system.

Key words:  10T,Cloud Computing, Fog Computing, Edge Compuitng, Monit oring.
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1. Introduction.  Cloud Computing [1] is an important platform for the industries. The establishments
which trust heavily on data are progressively likely to make use of @ud, edge, and fog computing infrastructure.
The aforementioned architecture will allow the organizations to take adwantages of a variety of computing and
data storage resources such as Industrial Internet of things(lloT) and lave their di erent layers with respect to
cloud,fog, and edge [2]. The edge computing allows processing to be doloeally at numerous decision points
for the determination of dropping the network trac ow. Fog computing and edge computing seem similar
since they together include carrying intellect and processing earer to the formation of information. However,
the di erence between the two lies in where the place of intellgence and compute power is positioned. A fog
environment homes intelligence at the local area network (LAN). This arditecture communicates data from
endpoints to a gateway, then this is conveyed to sources for procasg and yield transmission. Whereas the
edge computing chairs processing power and intelligence in dews like embedded automation controllers.

The Fog and edge computing's main goal are to gather, process and analyze the dafrom the resources
more e ciently as compared to the architecture of the outmoded cloud with similar objectives [3]; which are
listed below:

To decrease the volume of data directed towards the cloud

To reduce the internet and network latency

To progress system reply time in isolated mission-critical submisions(tasks).
The key variance between the dual theories is that both fog computing asvell as the edge computing include
the transfer of processing and intelligence abilities down neareto where the information instigate; i.e. at the
network edge [4]. Hence the main di erence between the two construmns is exactly where the computing
power and intelligence are kept and has been discussed here.

Fog computing drives intelligence down to the local area network (LAN) level of network design and

architecture, processing data in a fog node ( or the gateway of loT).

Edge computing shoves the processing power, intelligence, anemmunication capabilities of an edge

appliance or gateway directly into devices such as PACs (Programmable étomation Controllers).
In both the cases, the data will be generated from the source such as phigal assets like sensors, pumps etc
These devices achieve a task in the physical world like pumping wat or sensing the biosphere around them;
which are called as things that results into the (I0Ts) Internet of Things.

The cloud is the base for edge and fog computing which has been depicted Fig 1.1 where the cloud
is used as the center for data analytics and business intelligence [8hd below cloud fog will be present and
does analysis in the local network and after that, another layer is presnt which is called edge layer, where the
computation is performed on the distributed devices (or nodes) itelf, such as edge devices or smart devices as
to disparate to mainly taking place in a integrated cloud environment.Even the response time too will change
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Fig. 1.1 . Data processing layer stack in cloud, fog and edge computing

as we move from bottom to top, as the load itself will be distributed. The advent of technologies such as the
Internet of Thing(loT), Mobile edge computing (MEC) [6], software-de ned networks [7] and network func-
tion virtualization (NFV) [8] are strongly challenging the cloud model for d istributing its services among these
technologies, even the prognostication regarding the number of connedaleapplications and devices which will
munch the cloud resources and will also generate massive volumes of dataa severe challenge for the current
model for cloud computing. Hence there is a requirement for the advare of appropriate management systems
which will enable an operator to aggregate, give description the availabity of the distributed resources and im-
plementing di erent kinds of services which will be managed by the operators itself. Nevertheless designing and
architecting the compatible management system is a challenging task écause of the Fog/Edge infrastructure;
that is signi cantly di ers from the traditional cloud with respectt o dynamicity, heterogeneity and impending
enormous distribution of the resources and networking environmentsin this paper, the focus is on the various
aspects of monitoring the services which are the key elements to argf the management systems of distributed
computing environments. Several solutions has been proposed for théotid, grid and clusters however none of
them are well suited for the Fog/Edge Computing and the goal of this paper is b pave the way towards the
monitoring systems which are well suited for Fod/Edge computing. Themultilayer architecture depicted in Fig.
1.1 o ers the following improvements over the classical cloud compting technique are as follow:

The Network Tra c will reduce: Edge computer layer are able to Iter n eedless data and signi cantly

consolidate only important information that must be owed into the cloud Computing and then received,

processed and stored.

Applications Performance will Increase: As latency will be reduced kcause the data processing is

happening at the local edge nodes which are placed after to end-dees or end-users instead of the

centralized cloud.

Facilitating load balancing for the approaches used: Scaling the power ofomputation locally on the

edge nodes instead of running entirely on the cloud.

Minimizing the consumption of energy: The jobs can be o oaded from the erd devices to edge nodes

instead of cloud which are situated faraway. This will decrease the mergy consumption of the end nodes

or devices.

The contribution of the paper are listed below:

To identify the various monitoring requirements in the dynamic environs for edge and fog computing

The Qualitative study of major solutions which are prevailing

To gather the in uence of the deployment policy of functions for monitoring services for functional and

non functional properties of edge and fog computing.
The rest of the article has been organized as follows: section 2 presenthe problem statement and the key
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Fig. 2.1 . Characteristics of the Fog/Edge Computing

properties of the monitoring services and its associated metrics. éttion 3 deliberates the study of the taxonomy
of monitoring services in edge and fog computing.Section 4 highlights th perspective of the paper,than in section
5 various open issues has been described.Section 6 describes a cdsdy on healthcare monitoring system,
nally followed by the conclusion in section 7. We trust that this paper delivers contributions of interest for

the research communal, analyzing the literature and shedding light onthe present and forthcoming research
matters on fog/edge computing monitoring and prediction.

2. Monitoring Properties and Metrics. As this has been discussed previously that Fog/Edge com-
puting di ers from cloud computing with respect to the certain ch aracteristic as shown in Fig. 2.1, such as
its distributed infrastructure, heterogeneous and highly dynamidty. These essential features complicate its
management [9] and has been discussed below:

Large and Massively Distributed Infrastructure [10]: The Fog/Edge machinists infrastructure is de-
ployed across manifold sites. There can be distances among these resms and the connections can
be in terms of wired ( ber or copper etc.) and wireless (wi or microwave etc.) links. Here again, the
distance and the type of link can a ect the latency as well as the bandwidh too.
Heterogeneous [11]: The Infrastructure is collection of many heterogenesuesources such as

{ Server Storage

{ Various Routers

{ Switches: General Purpose

{ Gateways, network links devised

{ Computer Servers
Dynamicity [12]: The tasks which have small lifecycles are often migated and instantiated. The same
is with respect to the Software-de ned network capabilities where the modi cations of the network will
happen and can be changed on the y. This also happens in the lower levebo, where Edge Devices
(EDs) may join or leave the network permanently as per the service sages, policies , failures, and
operations of the maintenance.

These resources have di erent characteristics in terms of capagjt usages, and reliability. The virtualization
introduces another level of heterogeneity as the operated resourceart be physical or virtual.

The monitoring facility on a Fog/Edge [13] with good availability must satis fy the following criteria: The
services must be able to oversee a large number of resources. Thisoald hold a instant growth of load or
this should able to adapt to an increase of request rate from the perspége of di erent management systems.
The system monitoring can be intended to allow its adaptation to any re®urce elimination or in the context
of virtualized settings where the resources are of fewer consistentMonitoring services rely on the network to
observe the resources available on remote locations, in other words, iishould ensure the retransmission of the
signals in case of network let-downs. The monitoring levels for fog/edgeamputing can be classi ed as:

Infrastructure or VMs computational resources.
Dockers Containers
Networks



368 Vivek Kumar Prasad, Madhuri Bhavsar, Sudeep Tanwar

Table 2.1
Metrics used for VM Usages

Goal Measured metrics (VM-level)
Memory,CPU,Network
usage Disk, etc

Modeling resource usages of cloud tasks Disk,CPU, Network usage

Federated clouds Monitoring Mechanism

laaS cloud monitoring Disk, CPU, Memory
laaS cloud monitoring Memory, CPU
Provisioning Intelligent resource Memory, CPU

Table 2.2

Common set of parameters of container table

Container level metrics | Salient aspects

rx _bytes Bytes identi ed by the container

rx _packets Packets identi ed by the container

tx _bytes Bytes transferred by the container

tx _packets Packets transferred by the container
Memory_usage %memory usage of the container

io_service bytes_write Bytes written to block device by the container

Measurement of application speci ¢ parameters.
Each one of the above has been described below:

Infrastructure or VMs Computational Resources:VM level monitoring:-
To have well-organized resource utility and avert any issues in monoring and virtualized resources of
the VMs used in the cloud infrastructure and edge nodes are serioussge. Performance optimization
can be best attained by e ciently monitoring the utilization of the vi rtualized resources. Competences
for monitoring such resources comprise of resources such as the usage & memory, storage, and
network as shown in Table 2.1 along with their metrics.

{ Usage of CPU indicates the quantity of actively used CPU as a fraction of totalobtainable CPU

ina VM.
{ Usage of memory speci es the quantity of memory that is utilized on the deignated Infrastructure.
{ Disk usage denotes to the quantity of data read or inscribed by a VM. Or ths may also designate
the percentage of used drive space.

{ Network usage is the capacity of tra ¢ on a target network
In contrast with VMs, the usage of containers which does not involve an Opgating System (OS) to boot
up to an additional method of server virtualization is swiftly growing in acceptance. An another reason
for the same is the container images have a tiny size as compared to VM fulmages. The example
for the container based virtualization platforms such as Container of Googlg GKE) and Amazon EC2
container service (ECS) can be used as alternatives to the hyperws-oriented approach. This is tranquil
to pull container images of the application components across the nodes ithe cloud. Even the agility is
required as the migration technique is the best tool for numerous detrminations such as load balancing,
reallocating resources (scalability) and dealing with failures dueo hardware etc.The the main intention
here should be to reduce the downtime in the cloud. Table 2.2 and Talel 2.3 indicates the common set
of container level policies which can be monitored and useful with rgsect to the content of the task's
adaptation.
Network
The Network infrastructures [14]conditions tend to change every timeand hence the big challenge is to
keep the performance of the network high. Even the end to end link qality also depends on the entire
communication passing through the edge computing framework regardless dtie fact that hat network
technologies are being used by the network. The edge paradigm have fousrims of connections of the
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Table 2.3
Di erent container level system for monitoring

Goal Measured Metrics of container level
Time critical tasks:Cloud application Network Usage,disk,memory,CPU
Performance Assessment of virtualization technology Network Usage,disk,memory,CPU

1/0 bound application: Performance Assessment
of virtualization technology

Disk

Bandwidth - intensive application: support application QoS | Usage of Network

Table 2.4
Netork:Link quality monitoring systems

Goal Network Level Measured Metrics
Audio/Video streaming Service: Support Application QoS | Delay

Gaming System Cloud: Support Application QoS Packet Loss,Delay, Throughput
Communication Services: Support Application QoS Throughput, Packet Loss, Delay
Multimedia Services: QoE to the users Jitter, Packet Loss, Delay, Throughput

Real time streaming services: Support Application QoS Jitter, Packet Loss, Delay, Throughput

network among the application mechanisms and has been described below

{ Communications amongst an edge node and cloud datacentre.

{ Communications among any edge nodes itself.

{ Communications amongst edge nodes and loT users/objects.

{ Communications amongst/within the cloud data centers.
Table 2.4 indicates the monitoring aspects for the network parameters asvell as the metrics.
The framework for the edge computing is used for any of the undecided dicated application for any
type of software purpose. As every application is running in the cloud equires to be extended to embrace
the application level monitoring abilities to measure metrics to identify the current information about
the performance and its services status. Table 2.5 summarizes the viaus works to monitor metrics of
application level.

3. Major Monitoring services. Fig. 3.1 indicates the taxonomy for the edge computing monitoring
requirements [15] and each branches for the same has been discussetblwe

3.1. Edge Computing framework: Monitoring Requirements.
1. End to end quality link level [16]

Identify the end to end network QoS parameters: Certain parameters gch as jitter, loss of packet,
delay and throughput needs to be monitored for its quality level meastement (QoS) in regard
with the end to end network statistics.

Assist for On-demand network con guration:To manage and control the virtual network resources
dynamically the computing framework should provision programmable netvorks. Which will en-

hance the monitoring solutions within the edge computing framework.

2. Container level

Independent from the speci ¢ cloud infrastructure provider:T he job will be easier if the monitoring
solution will be designed for the speci ¢ cloud platform, the challerges arise when the generic
monitoring solution will be required which may work with multiple providers cloud infrastructure.
Support dynamic resource management:The monitoring solution will dealwith the collection and
detection of the dynamic cloud environment. As compared with the centalized data center the
edge computing requires agile monitoring approach, as here the end deeés are often accessible
and unreachable, the mobile devices will be there or they always k@eon changing their states.
Assits for di erent kind of monitoring hardware visualization: The moni toring solution should be
able to make available to the federated clouds in addition to the virtualized hardware.
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Table 2.5
Application level monitoring systems

Goal

Application level measured metrics

Twitter:Cloud Application

Application throughput(data-items/ second),
Response Time(time/ data item)

SLA violation detection: Cloud Application Application throughput, response time
Web application: Cloud Application throughput, response time
Audio and video services: Cloud Application Response time

Live video streaming services: QoE to the users

Application throughput,video quality and
dropped frame

3. Common terms

Muti-tenant cloud environment: This is used for identifying di erent types of users view and their
rights to make use of the systems, for example, the scenarios where eéhdi erent users will be
sharing the same hardware resources and application instances, di ent users should be able to
identify their measurable parameters and gain access to the data whichre meant for them only.
Support desired monitoring time interval:The span of the interval for monitoring is needed to
safeguard reliability and avoid overhead in the environment of the sytems.

Assit for long term storage o measured data: The monitoring data should be opinally stored and
can be used for the future perspective or deal with future adaptation &ctics.

Support for scalability adaptation policies: The scalable monitoring soluion is needed for elastic
management of the infrastructure, which also support policies for scaihg the monitoring solutions.
As these techniques may be useful for autonomic self con guration of theystem.

Assist to setup for automated alerts:The alerts indicate the managementspects of the resources.
As an example, the monitoring technique should be able to generate alestif the operational
policies or metrics reaches its threshold value.

Customized based on monitoring requirements: This is the requirment of every monitoring tech-
nigues to changes its policies extension to allow other metrics to & generated/ invoked as and
when the conditions of the speci ¢ cloud environs change.

4. Application level

Support application topology and recon guration: The monitoring system should be responsive
to the di erent topologies and recon guration of the cloud-based environsin order to identify the
analytics and operational policies collections for better response of thenonitoring scheme.

E ective measurement of application performance:The small measuremnt intervals may destruc-
tively a ect the invasiveness of monitoring tools and on the other aspet the slow sampling rates
will damage the accuracy of monitoring data. Hence the intervals must be dermined optimally.
Support multi tier application:The monitoring system must be able t o collect data from multi-tier
applications and also should be able to cooperate with the other tier.

Adaptation to time varying applications:The solutions for the monitorin g systems should be adapt-
able and should change over time ( upgrades), as new de nitions of tasks sponse time matters.

3.2. Fog Computing: Monitoring Requirement. Are summarized in Figure 3.2.

4. Perspectives of the Monitoring Approach. The fog computing [17] is acting like a connexion
between the cloud, storage services, and loT devices, fog computing B part of cloud computing archetype
which makes the cloud closer to the edge network. This delivers a iualized computational model , networking
of the resources and the storage in between clouds datacentre and the emfbvices. .The properties of fog
computing is described in Table 4.1

Assist to fog nodes con guration:The computational nodes with varied design and formations which
are pro cient to deliver infrastructure for fog computing at the edge of the network.Such as Vehicular
network, cloudlets, servers,base stations and networking deviceBhese aforementioned environs are
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Fig. 3.1 . Edge Computing and Monitoring Needs

Table 4.1
Properties of fog computing

Properties Fog Computing
Latency Less
Infrastructure Limited computing and storage

Server nodes location

Edge of the local network

Client and server distance

One hop

Security Measures

Hard to identify

Attack on information

Maximum Probability

Deployment

Distributed

Awareness about the location

Yes
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Fig. 3.2 . Fog Computing and Monitoring Needs

highly dynamic in nature and monitoring these environs plays an impor@ant role for maintaining QoS.
Service Level objectives:The service level objectives [18] can lveached by developing fog computing
as an transitional layer between end devices and cloud data centers armmbnsists of

{ Application Management like o oading and scaling.

{ Management of network: connectivity,virtualization and congestion

{ Computation Management: resource estimation and workload allocation.
Most of the SLOs are administration concerned and cover the issues as latey,resources,cost, power ,
application and data.
Support for nodal collaboration:The techniques that are available for nodl collaboration [19] in fog
computing has been speci ed and they are as follow:

{ Cluster

{ Peer to peer

{ Master-slave
The cluster-based association is found to be better in certain casewhere the advantage of several
Fog nodes work simultaneously.The network overhead plays an importanrole here.In case of peer to
peer(P2P),The access and reliability related issues are prime wht respect to P2P nodal association. In
master-slave partnership, the master fog node controls processinoads, resource management, control
functionalities of the corresponding slave nodes.
Identi cation of resources or metrics: Metrics or operational policiescan be in terms of

{ Cost Execution, deployment and networking.

{ Time:communication time,computational time, deadline time etc.
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Table 4.2
Cloud Monitoring aspects and functional requirements

N Quality N
Open Monitoring Monitoring Monitoring Methods for GUI
Tool of the of the .
Source . of end to o data storage | facility
container . application
end link

Tower Graphite,

4Clouds Yes No No Yes Inux DB ves
Apache

Jcatascopia | Yes No No Yes Cassandra, Yes
MySQL

Lattice Yes Yes No Yes Distributed No
hash table

DARGOS Yes No No Yes Neutron DBs Yes
and Nova

PCMONS | Yes | No No No MySQLand | o
Flat le
Apache
Cassandra,

OpenNebula | Yes No No No MySQL Yes
SQlite

Nagios Yes No Yes No MySQL, Yes
Flat le
SQLite,

Zabbix Yes Yes Yes Yes MySQL, Yes
Oracle

Ganglia Yes No No Yes RRDtool Yes
ZODB,

Zenoss Yes Yes Yes Yes Hbase, Yes
MySQL

{ Data ow time
In Fog computing model, time is well-thought-out as one of the vital features for service provisioning
and e ectual resource.
There are various open source monitoring tools that are available for cloud amputing and the same can be
used to monitor the edge and fog computing environment [20], the same haselen depicted in Table 4.2 where
these tools are analyzed with the functional requirement (containemonitoring, application monitoring, quality
monitoring of end to end, methods for data storage and GUI facility) which has been discussed earlier.

5. Suggestions for developing new monitoring approaches . New monitoring approaches can be
established in the track of re ning the prevailing methods. The new directions for the researchers to develop
new methods to the monitoring of edge/fog computing are as described beaw:

Management of movement:- The application QoS can decrease and increase rdly as per the movement
of the client device and due to the changing network parameters of the annection between the edge
node and the end-users such as bandwidth, delay, and jitter etc. fiere should be some enhancements to
the dynamic service migration methods so that it will be easy to predct the future services(in advance).
The nodes should be able to house the growing demand for the servicésttibution and growing network
tra c volume. The edge node should ensure the availability of the sewices.

Monitoring data management: For large scale environs, the monitoring invetigations will generate
massive amount to data collection. Which has to be aggregated, processed drstored afterward.A
certain mechanism has to built to reduce these data as they will alsconsume the bandwidth of the
network.

Decentralization Co-ordination: -The biggest challenge for building deentralized systems is to guar-
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Fig. 6.1 . Fog and edge based health monitoring system

antee that dissimilar application components jointly move the whole sytems towards to a common
approach/goal.
Peak resource scheduling: the scheduling approach should be intigient enough to identify the responses
upon the uncertainties of the runtime environs as in the case of varyig workload, users mobility and
network conditions.
Peak resource scheduling: the scheduling approach should be intgiént enough to identify the responses
upon the uncertainties of the runtime environs as in the case of varyig workload, users mobility and
network conditions.
Service Replication: With respect the edge/fog computing, the serices can be replicated in cloud
infrastructure in multi-zone/geographical locations. Replication of the machines has issues such as
inconsistencies which need to be handled carefully and when to deeplication is an important factor
which needs to identify to save time and performance.
The other non functional aspects for monitoring of edge computing are Robusess,interoperability, non-
intrusiveness, scalability and live migration suport, used for handing the applications which are running into
the corresponding infrastructure of the edge.

6. Case study: Fog and edge computing for 10T based health monitoring syste ms. Internet
of Things is accepted for any organization who wants to make their systemsntelligent in real time scenario
and its implementation in medical healthcare [21] is proved to be wortly. The architecture for the same has
been depicted in Figure 6.1. The gateway is situated at the edge networland this performs the basic necessity
function like translating between the protocols. This normally acts as a hub between the cloud service and the
ubiquitous devices such as sensor stratum and proved to be performg better in medical healthcare systems
[22]. Where this can perform certain important functions such as idenifying the location and mobility of
the end users. The valuable features can be reinforced in the edge or gatay such as involving intelligence,
empowering networking and connect with the adequate power supplyFog computing in design and architecture
of healthcare
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The architecture consists of four components and has been discussedlbw

Sensor data related to the medical eld and action network: The ubigutous devices sense and perform
the corresponding action by communicating signals from patients body ¢ the control room via the
certain usages of the protocols such as 6LowPAN [23], wi [24], and Zigbee [25].
Smart e-health network gateway [26]: This results from the di erent geographically distributed gateways
of intelligent gateways, and forming the fog. This receives the data fom di erent networks, usages
protocols and provide other higher level of detailed services like aduction in the dimensions, data
aggregation, and lItering.
Systems backend: This includes the platform for cloud computing with implements Dataware housing
and analytics of the data collected. These data later can be used for takigp important decisions and
for medical research epidemiology.
Features and properties for smart e-health at fog level [27]: In this casghe local pre-processing of the
sensors data will be done to do interpretations with respect to meatal healthcare and leads to smart
e-health gateway.The other important and supportive featues aspectselated to the fog are:
{ Processing of the local information
{ Filtering of the information
{ Compression of the information
{ Information fusion
{ Information Analysis
{ Adaptability
{ Local storage
{ Actuation at the local level
{ Security
{ Recon gurability and technical interoperability
{ Syntactic and semantic interoperability

7. Conclusion. To simplify the process of self-adaptive and decision-making meamism in the edge/fog
computing environs, monitoring clari cations gather information from di verse levels. In addition to monitoring
the virtual resources such as disk, memory, and CPU, it is also importahto consider the supplementary levels
of monitoring together with the container, network quality, and tasks requirement. The functional and non-
functional monitoring requirements need to be analyzed for adaptive aplication for edge/fog computing.The
paper also discussed the open challenges for monitoring in edge and fog. @paper ended with the case study
of monitoring fog and edge computing with respect to e-health system&nd shows that monitoring resources
will manage the tasks associated to the health-care data properly or optirally as this includes the various data
ow from the processes,data acquisition of sensor nodes and the cloudlith the end users.
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DATA PLACEMENT IN ERA OF CLOUD COMPUTING: A SURVEY,
TAXONOMY AND OPEN RESEARCH ISSUES
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Abstract. In cloud computing, data placement is a critical operation p  erformed as part of work ow management and aims
to nd the best physical machine to place the data. It has dire ct impact on performance, cost and execution time of work ow  s.
Number of data placement algorithms is designed in cloud com puting environment that aimed to improve various factors a ecting
the work ows and their execution including the movement of d  ata among data centers. This paper provides a complete surve y
and analyses of existing data placement schemes proposed in literature for cloud computing. Further, it classi es data placement
schemes based on their assess capabilities and objectives. Further objectives and properties of data placement scheme s are compared.
Finally future research directions are provided with concl uding remarks.

Key words:  Data placement, Cloud computing, work ow, replication
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1. Introduction.  With the increase in involvement of data in scientic work ows , th e need for high
end computing and large amount of storage increses. The processing of data a very complex task.For a
scienti ¢ work ow relatively tremendous data is to be stored in di erent data centers [1]. Data centers are
facing unpredictable amount of visitors with the generation of data and development of Internet.This leads to
the explosive increase in storage capacity [2]. The large amount of sciertidata is accumulated by various elds
of research such as meteorology, astronomy and bio-informatics. Procesgirof large scale data and obtaining
valuable scienti c discoveries is a tedious job.This lead to the ising need of high performance computing. [3].
This high performance computing,also known as cloud computing entailthe need of mass storage resources.

The prime process in a cloud computing environment is during theimplementation and execution of data
intensive applications for meeting the demand of large volumes of data andtoring the data at appropriate data
center .This case arises the need of data placement strategy [4]. Datdgzement includes all activities related
to movement such as replication,staging,transfer, space de-allocath and space allocation, unregistering and
registering meta data, retrieving and locating the data.

There arises a question how the data placement is performed on cloucbmputing as in Figure 1.1.

The clients work on a data, evaluates it and passes it to the server.Thaerver processes the request of the
client.This is to and fro operation and at the end nal output is to be st ored on the storage device.This storage
of output onto a storage device is decided by the data placement strategy

1.1. Data Placement in cloud. In the cloud computing era ,storage of data achieves terabytes magnitude
scale ,diverse and complex data structures, high requirement of fye and level of service have induced great
pressure to data management.Cloud systems work on two kinds of applicains ,data-intensive and compute
intensive .These are handled concurrently in the systems and gengtes massive ammount of output/intermediate
data.The cloud architecure that handles data and work ows is as in Figurel.1.

The cloud architecture is classi ed into four layer architecture as shown in Figure 1.1.

Application layer: In this layer the work ows are constructed and requirements are sibbmitted by
graphical and textual user interfaces to the system. The re-usabity and exibility of cloud service com-
ponents and local resource component is provided by modular programm@ The work ows are then
changed to prede ned mathematical models.These models are used the next layer. This layer makes
available many visualizations and presentation functions for calculatirg the results of applications.
Service Layer: The scienti c work ows are executed in this laye. For proper functioning of work ow
management system , it deals with the fault tolerance and monitoring of wok ows. The requirements
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Fig. 1.1 . Work ow management system.

are received from application layer.Then, the scheduling informaibn is obtained from management
layer. The separation of execution of the work ow from the task scheduing and task acquisition leads
to the improvement in scalability and stability of the management system.

Management Layer: It is the bridge of work ow execution and physical re®urces. The major part of
this layer is module of scheduling the scienti c work ows that d etermines which scheduling algorithm
to use and it also provided di erent strategies for scheduling. It is responsible in optimizing the task
procedures and parallelizing the processing of data. Before planninthe scheduling it obtains the
resources and application information about the available services of symm. The movement of data
is also involved during the scheduling process which is then meled to be handled by e cient data
management module.

Infrastructure Layer: It is responsible for expansion of forgoing serices platform which is designed by
adding local resources based on the cloud environment. If the local seurces are used more ,then it
saves the costs. Each computing environment includes network,etage, computing, etc. [5]

Need of Data Placement.
Management of budget for storage: Some scientists perform their task withut considering the budget
whereas there are some that consider budget as one of the QoS parameter.Sajeépends upon vendor
to vendor.These kinds of vendors prefer the cloud service provits that adhere to the QoS parameters
provided by them [6, 7].
E ective distribution of data onto a storage device: There is a large vaiiety of storge devices available
with di erent parameters like storage capacity,transmission speed &. So making the data evenly and
considerably distributed among these storage devices is also an impautt task [4].
Data placement of data intensive jobs is major challenge in cloud envanment. Improper data placement
policy increases data movement in the data centre which leads to itreased cost and delayed services.
Placement of runtime datasets is still a challenge in complex scieint work ow. Storage and compu-
tation capacity is bottleneck at some situations while transferring the intermediate datasets.
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At best of my knowledge and as per the literature review done, no plaageent policy considers the
cached dataset (e.g. xed position datasets) which a ects the performarce at signi cant level.

1.3. Related surveys. The two researchers [8] and [9] have done an inventive review of litature in the
eld of data placement. Still in the eld of data placement research is persistently growing. For the integration
and evaluation of existing research present in the data placement al there lies a need of a methodical survey
of literature. This paper presents a survey in methodical form for dscovering and evaluating research challenges
on the basis of existing research in the eld of data placement.

2. Background. With the drastic increase in data , requirements for both commercial and scientic
applications are expected to reach several million terabytes scaleS.he matter of concern is about the increasing
I/O needs and also about number of users accessing the same dataset.In i@us elds like genomics and
biomedical more people will be accessing more datasets.The movemeott large amount of data for replication
and processing becomes the necessity.This brings a problem of isddle and e cient data placement.There is
requirement of locating the data,moving the data to the place whereit is required ,replicating and staging the
data.Then allocating and de-allocating the storage and at the end cleaningip everything is required. As the
scheduling and managing of computational and network resources is an impaaht task ,similarly scheduling the
data placement activities is also crucial.

2.1. Introduction to Cloud Computing. In 1960 , John McCarthy imagined that computation in
certain time would be given as a utility . The acknowledgement of thisis Cloud computing.The path of a cloud
computing environment is being laid by technologies such as Web Seices,Hardware Virtualization,Service
Oriented Architecture and Mashups [31].

Cloud computing has emerged from various computing paradigms of distribted computing over the growth
of both hardware and internet technology. Seamlessly using the power aofirtualization and distribution, cloud
today provides the use of applications and services over the inteet as if they are being used on the local
machine. A cloud computing stage is made out of broadly disseminated set ofquipment stage, which is
arranged and running assorted software services [32].

Most of us are unaware of the use of cloud, the use of e-mails as in gmail, salchetworking sites as when
a picture is uploaded on facebook we use the services o ered by or hosten a cloud. Users do not need to
have any information about the background services and can make a communicain with many servers at the
same time and also there is communication among servers themselves@lloud computing aims in providing
services to the users that hosts documents on the internet, to owource the IT infrastructure.

2.2. Workow.  The Work ow Management Coalition (WfMC) de ned work ow as : The automation
of a business process, in whole or part during which documents, farmation or tasks are passed from one
participant to another for action, according to a set of procedural rules[33]. By the de nition given by WfMC,
work processes is a progression of organized exercises and calculationsaobusiness procedure which is a
unique depiction of the undertakings to be executed in that busings process. They are utilized to join a few
diverse computational procedures into a solitary lucid procedure The business applications can now be seen
as perplexing work processes, which comprise of di erent changesegformed on the information fancied in
accomplishing the goal.Work ows o er awesome points of interest in isoating capacities from applications and
in this manner o ering data framework to be segmented based by rst arranging them and then incorporating
them.

WIMC introduces its reference model in recognizing the interlces inside of this structure which empower
items to operate interactively at an assortment of levels. It characteizes a work management framework and
the most critical interfaces of system (see Figure 2.1).

Work ow Engine: A software service that gives the run-time environment with a spec¢c end term
goal to make, oversee and execute work process cases.
Process De nition:  Speci es the information about the process and the work ows related b it.

Work ow Interoperability: This interface makes interoperability possible between di eren pro-
cesses of work ow.
Invoked Applications: Interfaces to bolster cooperation with an assortment of IT applications.

Work ow Client Applications: Interfaces to bolster connection with the client interface.
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Fig. 2.1 . WfMC reference model.

Administration and Monitoring: Interfaces to give a framework observing and metric capacities to
encourage the administration of composite work process application situabns.

Work process has developed from the idea appropriated programming and i a speci ¢ end goal to suite
di erent programming styles and complex shell scripts. Numerous wok process frameworks have been created
for and productively sent on distributed computing infrastructu res that o er high performances such as peer
to peer computing,cluster computing and grid computing. Because of tk a lot of calculation and information
included, the force of the disseminated guring is required to execute these work processes e ectively.

Work ows have found their use in scienti ¢ applications,analysis of complex applications and optimization
of the execution time for similar applications. In specic conditions researcher might do not have the earlier
learning to execute and run the applications, or they do not have the equired asset frameworks. The accessibility
of the assets and their heterogeneity makes it perplexing and hard to & taken care of by an experimental
application.Such application work ows require high performance compuing infrastructures for executing data
and compute intensive activities. To accommodate such requests lge, expensive computing infrastructure are
bought and installed. Their integration and maintenance involves huge cadts, still the scalability of the resources
is a bigger problem as the resources might not be available during the & hours and they cannot be utilized
by others during the o peak periods.

Such issues are not covered by cluster and grid computing paradigmsubis handled e ectively by Clouds.
Cloud o ers a resource pool which can dynamically scaled and managed for deéring high computing power and
performance. The services are provided on demand of the users ovére internet depending on their deployed
applications.

2.3. Work ow lifecycle. The phases in the life cycle of work ow are design, partitioning or clustering
,mapping and enactmentas shown in Figure 2.2.

In the design phase of work ow scienti ¢ or business work ows are degyned by executable languages. In
the initial stage of creation of work ow with the de nition of goals, high lev el work ow model is designed. In
a decentralized architecture model is deployed and process ofudtering or partitioning is de ned. The method
of partitioning creates fragments of work ow by grouping elements suchas control ows,data ows,activities
etc. In clustering, the di erent tasks are clustered together at the same level, horizontal level or vertical level.
In the mapping phase, these clustered or partitioned tasks are depjed in virtual machines or the engines of
work ow. The enactment phase of work ow us responsible for implemenation of clustered tasks or partitions.
In this research, the focus is on mapping phase of work ow.
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Fig. 2.2 . Work ow lifecycle.

2.3.1. Work ow design phase. It is one of the important phase of the lifecycle of work ow. It is divid ed
into Work ow model composition ,application type and interdependency model as in Figure 2.3.

Work ow Model composition. This is responsible to enable user of work ow provide the dependecies and
steps in the work ow. The tasks or jobs in the work ow are de ned as di erent steps and the order in which
these steps can be executed is de ned as dependency. The modehtposition of work ow can be accomplished
using either graph based or language based modeling [55]. Extensible manklanguage(XML) is used to express
the work ow in language based modeling. The control ow is de ned by using block structures similar as in C
language, such as while and if.So memorizing the syntax of language is reged.It becomes tedious task for the
users to express complex or large work ow manually using language based meling.

The control ow of process in graph based modeling is de ned using exicit control links between activities.
In this work ow is de ned graphically using some graph elements.As the graphical representation is easier ,so
it is mostly used by the users.The graph based modeling can be furltr categorized in non-directed acyclic
graph(NDAG) or directed acyclic graph(DAG) [56]. In a DAG, the work ow i s speci ed as

W = (Ta;E) where Ta= taj;tay;::;;tan (2.1)

is a nite set of tasks speci ed by the vertices's in DAG and E speges its existing edges. The dependency
of data and communication is represented by an edge [57].In a DAG based wodkw ,control patterns are
complemented bynonp AG iteration structure that initializes cycle or loop. The scienti ¢ application comprises
the iteration structure and it requires cyclic execution of tasks. There are di erent work ow models [55].
Work ow Application Types.
1. Data/Computation intensive work ows: Scienti ¢ work ows are respon sible for the visualization of
complex scienti c computations.These are commonly used in e-sci@e technology and applications.
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Workflow Design and J
Representation

Fig. 2.3 . Work ow design phase.

Various computing resources are involved in scienti ¢ work ows in de-centralized environments that is
used in various areas of bioinformatics,astronomy etc. [58]

2. Instance-Intensive Business Work ow: The models of work ow areapplied in business also. Business
work ow composes of documented processes taking place in the routinbusiness of an organization. A
new work ow is introduced upon further detailing e-business ande-science application ,that is instance
intensive work ow. For example, e-business is one of the example ohstance intensive work ows
[59].The instance of work ow requires parallel execution [61]. The vamus examples of e-business are
insurance claim, bank check etc. [60]

The basis for instance intensive work ow is data or computation intendve work ow.For example, sci-

enti ¢ work ow for weather forecast can be used as commercial weather fagcasting product .

Interdependency Model. The type of dependencies existing in the partitions of work ows is de ned as

interdependency. Data dependency and control dependency are botised for de ning di erent types of depen-
dencies.The control transfer between the tasks or partitions is dened by a link that is applicable to control
structures such as conditionals, loops and sequences. Data ows or dendencies supports data-intensive ap-
plications. The data transfer between tasks is speci ed by data depndency. Hybrid models combines both the
data and control dependencies for better management of models of work o\{62].

2.3.2. Work ow partitioning. After the work ow is designed in the life cycle of work ow ,then the
work ow is partitioned or clustered into number of partitons. These clustered or partiotioned tasks are further
sent to the mapping phase of the work ow.

2.3.3. Work ow Mapping. Work ow mapping is responsible for creation of executable instance of wrk-
ow that uses suitable resources as in Figure 2.4. Resource in a work ovis de ned as agent/service/computer/
person that can execute task or fragment of work ow.

The mapping of work ow is performed either by the user manually or by awork ow system automatically.In
the mapping done by the user each partition is assigned to one executioangine.Kepler and Taverna work ow
systems are examples of these kinds of mapping The other kind of mapginis assigning the available resources
to partitions/tasks using the internal schedulers. The work ow systems employing this type of mapping are
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Workflow Mapping

Fig. 2.4 . Work ow Mapping Phase.

Triana ,Karajan and Pegasus [64]. The grid application toolkit (GAT) is used by Triana for choosing resources
at runtime [65]. This research focuses on data placement so it desbed further in complete detail.

2.3.4. Work ow Enactment. In this phase the fragments or partitions are enacted in Grid or Cloud en-
vironment as on gure 6.1t is described as a service responsible for ecuting and managing work ows ,also main-
taining coordination between resources and management tools requiredr execution of work ow [33].The work-
ow engine is kind of software service that provide executable envonment for instance of work ow.Work ow
enactment is classi ed into further two categories Business workow engines and scienti c work ow engines as

depicted in Figure 2.5.

Workflow Enactment

Fig. 2.5 . Work ow Enactment Phase.

The emergence of Cloud computing introduced economy speci ¢ paygr-use model . The Cloud is the
biggest pool of virtual resources such as platform, services and hardware making work ow management
cheaper,easier and faster.There exists many kinds of work ow enactent engines. The enactment engines used
in business work ow domain are NINOS [66] , SwinDeW-C(Swinburne decatralized work ow for cloud) [61],
etc. and the work ow engines for scienti ¢ work ows are Kepler, Tav erna etc.

2.4. Data Placement Process. In the computing systems,data placement process is de ned as mewment
of input data of data intensive applications from remote site to the exeution site, then a movement of output
data from execution to another remote site or same site.To prevent therisk of disk full at the execution site,
there is a requirement to allocate space and deallocating the spacehen job is done.

The data placement steps are presented as DAG (Directed Acyclic &aphs) and dependencies between them
are represented by arc. The steps of data placement are as shown in Figu2.6.

2.4.1. Data Placement Stages.
Stage-in : This data placement stage is also known as build-time data plcement.This involves getting
the provenance information of the dataset and pre-clustering the sirilar data items before uploading
the data to the appropriate data center. [13]
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Fig. 2.6 . Data Placement Process.

Stage-out: This data placement stage is also known as runtime data placeamt.During the execution
of work ows intermediate data is generated .This data may be the inpu for the subsequent tasks,so
placing and managing this kind of data is again a complicated task. [13]

3. Data Placement Algorithms. The data placement algorithms are classi ed into di erent categories
of algorithms as shown in Figure 3.1.

3.1. Coorelation Based data placement. A Data placement scheduler ,Stork provides an ability to
gueue,schedule,manage and monitor the data placement jobs.It also appb the technique of checkpointing the
jobs.This approach provides a complete automation for processing theata. The proposed system automate
the data transfer fully automatically between the hetrogenous systers.It possesses the ability to recover from
network,software and storage system failures without human interventon.It performs dynamic adaption of data
placement jobs at the execution time to system environment [34]

The author presents a lecule grouping technique for managing data in sience Grids while saving the time
for locating the data and grouping the le based on size.Also LRU-bundle aralgorithm for le staging is proposed
[35]. [36] introduced a BitDew programming interface for data management oprations as replication,placement
and fault tolerance.This architecture relies on independent serices to transfer ,store and schedule the data.

In [29] the investigator proposed an algorithm for run time as well as for buildtime stage.In the initial
stage dependency between all the data sets is calculated and depemdg matrix is built.For the partitioning
and clustering of data sets BEA(Bond energy algorithm) is used.These artitions are shared among di erent
data centers.These data centers are partitioned using k means algohim.After the generation of intermediate
data ,the newly proposed clustering algorithm deals with new dataset§he dependencies for each data center
are judged and then accordingly data is moved.The factors of data movemérand gathering of data at one
point is covered up.Two algorithms proposed are as follows:

1. Build-Time Stage Algorithm:In this stage dependencies between th tasks is calculated and dependency
matrix is built.For the transformation of dependency matrix to clust ered dependency matrix ,BEA is
used.Global measure(GM) for clustered dependency matrix is de ed

XX
GM = DM (DMjj 1+ DMjj41) (3.1)
i=1 j=1

Then further partiotined datasets are mapped to data center using bhary partiotining algorithm as per



Data Placement in Era of Cloud Computing: a Survey, Taxonomy  and Open Research Issues 385

Correlation based data
placement

Genetic Algorithm based
data placement

Energy efficient data
placement

PSO based data
placement

Data placement schemeg
in cloud computing

ACO based data
placement

Optimization based data
placement

Fault tolerance based
data placement

Replication based data
placement

Fig. 3.1 . Data Placement Algorithms.

equation

0 1,
X X X X X X

PM = CM; cMm; @ CM; A (3.2)
i=1 j=1 i=p+l j=p+l i=1 j=p+1

This process continues recursively.

2. Run-Time Stage Algorithm: In this stage , newly generated datasets are cdistered to the data center on
the basis of dependency between them using K means algorithm.The gendency for all datasets with
all data centers is calculated.At last the dataset placement is perfomed depending on the maximum
dependency on a data center.

In [9] author proposed DCCP(Dynamic Computation correlation placement) asa data placement technique
based on dynamic computation correlation.The data sets with highly dynanic correlation are placed at same
data center.The factors considered are capacity load and Input/Output load of data centers.During the execution
of computations ,data sets processed are stored on local data centersuth leading to the reduction of execution
time.This leads to Input/Output and statistical load balancing.

3.2. Genetic Algorithm based data placement. In [30] author proposed algorithm for reduction of
movement of data among data centers leading to load balancing in data cests.The heuristic and genetic are
combined together for improving the ability to local search and reduing the search time.The heuristic idea
is implemented in gene operations and initial population selection.Tte integer encoding rules are applied and
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Table 3.1
Objectives of correlation based data placement schemes

Schemes Energy Cost Resource Application Factors
aware aware aware aware

[35] - X - - Data dependency,File Size
[36] - X X X Data Transfer
[34] - X - X Data dependency
[29] - X - - Data dependency ,Data Movemement, Execution Time
[9] - X - - Load balance ,Execution Time
Table 3.2
Properties of coorelation based data placement schemes
Schemes SLA Security Cloud/ Algorithm Clustering Tool/Programm ing

support Grid Algorithm Language
[35] X - Grid Greedy Request Value - Java
[36] X - Grid Information Dispersal - Java
[34] X - Grid - - Stock Server
[29] X - Cloud Bond Energy K means SwinDeW-C
[9] - - Cloud DCCP - cloud computing application

platform (CApp)

placement process is represented by a gene.The ine ective fragents of genes that cannot be coded at data
centers is determined by the encoding rule.Fitness functiorepicts the advantages and disadvantages of genetic
individuals.It depicts degree of dependency between data sets drload balance of centerd 4c is the total degree
of data dependency in a data centerd., which is de ned as:

X
Dy, = Dij (3.3)
ds;j;ds;ind ¢
The tness function is de ned as

|

f L X g, (34)
itness = - - d :
JIDCy] dcDC ‘

where DC,, is data centers set which consist of at least one data set.Larger the valudepicts better gene. The
overloading of data centers are adjusted by non normal chromosome.If the ge is found to be invalid ,it refers
to overloading of data centers.So this gene is to be neglected.If éhinvalidity is depicted at initial stage then
the new gene should be generated.If this occurs at cross stage then gent® be re-crossed and if it occurs
at mutation stage then genes to be re-mutated.Optimization of genes is p#ormed for reducing movement of
data.If the data set is xed location data set then calculate the deperdency of each data set with data center
as per formula .If the size of data set is more then the storage capacity ofata center then data set is moved
to next data center.

In [28] investigator proposed a mathematical data placement technique onhte basis of genetic algorithm.The
crossover rateP.), size of population (G) and mutation rate( Pp,) is determined.After the generation of initial
population BG , tness value for of each individual is obtained. Fitness value of is daoted by F = 1=( B;).
At last individuals are selected using roulette wheel selectiong5].Crossover and mutation are performed on the
selected matrix. [26, 27]. The individuals not adhering to the requiements of storage capacity are abandoned.

[37] also introduced technique of data placement based on a genetic algthmin for reducing the time as well
as the cost of data scheduling between centers.

Authors considered the factors of dependency among slices of data andstlibuted cost of transaction for
the placement of data using genetic algorithm.It minimizes the transaction cost while balancing the load.Author
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Table 3.3
Objectives of Genetic Algorithm energy based data placement schemes

Schemes Energy Cost Resource Application Factors

aware aware aware aware

[30] - X X X Data movement,Load balance

[28] - X X - Storage Capacity,Data Transfer

[37] - X X - Data dependency,Data movement,Cost

Table 3.4
Properties of Genetic algorithm energy based data placement schemes
Schemes SLA Security  Cloud/  Algorithm Clustering  Tool/Programm ing
support Grid Algorithm Language

[30] X - Cloud Heuristic genetic - Cloudsim
[28] - - Cloud Optimal genetic - -
[37] - - Cloud Hashing K-Means -

used roulette wheel for realization model.The tness function is epresented as
P
DCT n Cij

Fitness = iDCT]

(3.5)

Where jDCT j are number of data center,DCT, the data center numberedn and C; is the total cooperation
cost between data set§ and i

3.3. Energy E cient data placement. In [38] [39] [40] [41] [42] many authors proposed energy saving
methods but at hardware level such as processor speed adjustmenbitage settings,enlarging memory, etc.But
these methods are unable to reach maximum energy optimization as savwinof energy by these methods is
comparitively less then turning the computer o .These methods are only limited to a single PC or computer.

In [21]author proposes heuristic algorithm for data placement and two nodescheduling techniques in order
to save consumption of energy during execution of tasks.In the proposkalgorithm data blocks are kept rational
for nding minimum set of nodes containing the collection of blocks ofdata.The goal of energy saving is achieved
by turning on minimum nodes required covering the maximum data Hocks.Greedy algorithm is employed for
covering data block with computing node.The author addresses twaoals in it .First is the power consumption
upper bound is known,accordingly execution time of task requests bynode scheduling is minimized.Second
,the execution time of tasks is known, accordingly execution time of ask requests by node scheduling is min-
imized.This optimization of batch scheduling achieves energy sawg e ect by providing a solution for time
constrained and power restrained issues in the platform of cloud.Eacimode s S ,in node s; q is the number of
data blocks , p is the number of data blocks which meet the job requests , so nodeoeer rate

_ b
(s) q (3.6)

If node s and nodes; have the same data block replica, then nodes and nodes; are data-exchangeable.

The formula used to compute resource utilization of nodes is

U=elUyp + (1 e):Ugisk 3.7)

where Uy, stands for utilization of cpu ,ugisk Stands for utilization of disk and e is scale factor. [21]

In [43] investigator proposes Popular Data Concentration (PDC) algorithm .1t dynamically migrated mostly
used data on the disk to di erent subset of disks in an array.The puipose is to transfer the load to few disks
so that other disks can be sent to mode of energy saving.In [44] author addsses conservation fo energy for
cluster of nodes that execute Map Reduce jobs.Recon guration of clugrs is performed on the basis of current
workload.When the average utilization rises, clusters are turned on oo .
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Table 3.5
Objectives of Energy e cient based data placement schemes

Schemes Energy Cost Resource Application Factors

aware aware aware aware
[21] X - X - power consumption,Execution time
[43] X X - - File characterstics,work oad characterstics
[44] X - - - power consumption,cost
[45] X X - X Execution cost,power consumption
Table 3.6
Properties of Energy e cient based data placement schemes
Schemes SLA Security Cloud/  Algorithm Clustering Tool/Programm ing
support Grid Algorithm Language
[21] X - Cloud Dynamic Algorithm - Cloudsim
[43] - - File server Popular data concentration - Execution Driven
simulator
[44] - - Grid Cluster recon guration - Gridsim
[45] - - Cloud EnCloud algorithm - iVIC with Phython

In [44] author proposed energy saving algorithms that switch 0 some numbemf nodes for saving energy.In
[45] investigator proposed EnaClous approach that enables dynamic live apmation placement considering
the energy e cieny.In this approach ,virtual machine is used for encapsuation of an application that perform
scheduling of an application and live migration of an application for saving @ergy.Bin packing algorithm is used
for apllication placement.The author proposes energy aware heuristic gorithm.For dealing with the varying
resource demands ,investigator presented an over provision tectufie.

In this [46] author proposed an architectural framework based on resource altation and principles for
energy e cient Green cloud computing.lt introducesa virtual nod e placement scheme and decides to turn on
some physical nodes of the active virtual nodes, but data placementnoblem is not considered.

3.4. PSO based data placement. In [?] near optimal assignment of tasks in reasonable time is obtained
using proposed hybrid particle swarm optimization approach.PSO based glorithm is presented for conquering
TAP(Task Assignment Problem).PSO iteration is embedded with hill climbing heuristic for convergence.The
factors considered are execution and communication costs.

In [7] author proposed an algorithm based on particle swarm optimization that leads to reduction of cost and
execution time of transferring.The investigator works on on-demand mehod as standard for computing.This
refers to paying per on per hour basis with no long term commitmentsAccording to charging standard of
Amazon Py, is de ned as pricing of data center fromDCy. pin, as pricing of data transfer to DC,. P is
the processing pricing of standard on-demand andr, is the execution time of tasks.Thei represents a task
executing on data centerk.Cost of data processing is given by

Cp = Tp Pk (38)
Cost of data transfer is represented as
XX X X
Ci = Xik  Xj  (DTj  Pou, + DTj  Pin)) (3.9)
i=1 j=1 k=1 I6k
Fitness function is sum of cost of data transfer and processing repsented as

C=Cp+ G (3.10)

According to the best tness value ,data is placed at the data center
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Table 3.7
Objectives of PSO based data placement schemes

Schemes Energy Cost Resource Application Factors

aware aware aware aware
[?] - X - - Execution and Communication cost
[7] - X - - processing time, transferring time,
processing cost, transferring cost
[22] - X X - Data dependency ,Data Transmission Cost
[17] - X X - Execution time,Transferring time,Cost
[48] - X - - Execution cost,Communication cost
[8] - X - - Data dependency ,Data Movement
Table 3.8
Properties of PSO based data placement schemes
Schemes SLA Security Cloud/ Algorithm  Clustering Tool/Programm ing
support Grid Algorithm Language
[?] X - - Hybrid-PSO - -
[7] X - Cloud PSO - Matlab
[22] X - Cloud PSO - -
[17] X - Cloud PSO-SPV - Cloudsim
[48] X - Cloud PSO - -
[8] - - Cloud PSO Bond Energy(BEA) Visual Studio 2010

In [22] author proposed cost e ective data placement scheme for multi dad centers.During the execution
of work ows , the data sets get transferred from one data center to anothe So mapping of these data sets to
an appropriate data center is the issue addressed by the author. The @ws is on reducing the cost of data
transfer by considering multiple work ows.Let DC = [ j=1 .2..:jpc jdG be data center set.G; is a single work ow.

e

MWS = [ iz1.2:n Gi is represented by
Mmati = [ij =1;2: jpsjdi ! dg (3.12)

wheredg DC 8d; DS ,d; is stored in unique data center inMp, ulti .

In [17] investigator introduced Particle swarm optimization based algorithm embed in SPV(Small Position
value) [47].The aim is to optimize task scheduling in cloud computingfor minimization of processing cost.The
algorithm is based on a small position value.The focus is on reducing egation and transferring time.The tness
function for an algorithm is taken as combination of cost and timeCT = T + C [7].

In [48] article investigator presents particle swarm optimization(PSO) based heuristic for scheduling ap-
plications to resources of cloud.The factors of data transmission cost andomputation cost is considered.The
mapping of tasks to resources is performed by varying the computation ath communication costs.

In [8] investigator clustered datasets on the basis of dependency uginproposed hierarchical clustering
based technique.A new factor as size of dataset is introduced.Thigads to reduction in data movement ,In the
partitioning matrix improved dichotomy algorithm is used.For mapping between data groups and servers PSO
based algorithm is used.

3.5. ACO based data placement. In [67], author presents data placement scheme for intermediate
data placement by considering the factor of security.The securityof data is based on aspects of data in-
tegrity,authentication access and data con dentiality. A model of seaurity quantitatively measures services
of security provided by data center.Ant Colony Optimization (ACO) b ased technique is used for dynamic selec-
tion of data center.In this the datasets are divided into exible location and xed location data sets according
to location of stored data.For the evaluation of security services, DDSD(Degree of data security de ciency) is
proposed.
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Table 3.9
Objectives of ACO based data placement schemes

Schemes Energy Cost Resource Application Factors

aware aware aware aware
[67] - - X - data security,data transfer time
[22] - X X - Data dependency ,Data Transmission Cost
[17] - X X - Execution time, Transferring time,Cost
[48] - X - - Execution cost,Communication cost
Table 3.10
Properties of ACO based data placement schemes
Schemes SLA Security Cloud/ Algorithm  Clustering  Tool/Programm ing
support Grid Algorithm Language
[67] X X Cloud ACO - Cloudsim
[22] X - Cloud PSO - -
[17] X - Cloud PSO-SPV - Cloudsim
[48] X - Cloud PSO - -
3.6. Optimization based data placement. In the [49] proposed system considers the factors of WAN

bandwidth ,data center capacity limit,data interdependency,user mobility and application changes.The proposed
approach analyzes the logs submitted by the data centers.It uses itative optimization algorithm based on access
patters of data ,locations of clients.Further ,it outputs recommendations of migration back to cloud service.For
scaling large volume of data of data logs ,this technique works in SCOPE [14]This algorithm works in three
phases.Mapping of each client to a set of geographical candidates is penfised using weighted spherical mean
calculation as per equation

wsm((wi; %), ) = interp %;XN swsm(wi; %)L, (3.12)
i

It handles the complexities of data inter-dependencies and sharedata.In the second phase ,improvement
in the placement is done by applying proposed approach .In the third plase, mapping of data to data center is
performed by considering the factor of storage capacity of the data center

In [68] author aims to place data les into and assigning tasks to the sitesof execution for reducing the
cost while considering weights.To accomplish this , work ow is moelled as a hypergraph.A heuristic based on
hyper-graph partitioning is proposed for generating appropriate placemat of data and assignment of task .
According to the proposed technique, computational and storage loads are sliributed evenly according to some
pre-decided ratios.The hypergraph partitioner is implemented bymodifying PaToH [15].

In multilevel framework,net costs are incorporated to PaToH in three phases. In the rst phase of coarsening
of net costs if performed.In the phase of initial partitioning the algorithm modi cation of GHGP [15] is performed
to be used with target weights and net costs.In the last phase of re nerent ,heuristic FM [16] is modi ed for
accurate calculation of the vertex move gains and cutsize.

In [29] investigator proposed an algorithm for each build time and run time sige.In the initial stage,
dependency between all the data sets is calculated and dependenayatrix is built.For the partitioning and
clustering of data sets BEA(Bond Energy Algorithm) is used.These parttions are distributed among di erent
data centers.The data centers are partitioned using k means algorithnifter the generation of intermediate data
,the newly proposed clustering algorithm deals with new datasets.Tk dependencies for each data center are
judged and then accordingly data is moved.The factors of data movement ah gathering of data at one point is
covered up.This strategy allocate application data among data centers aomatically and reduces the movement
of data.

In [50] the investigator propose non linear programming model(NLP) for minimization of retrieval of data
and execution cost of work ows.The proposed technique aims at minimimg the computation cost and data
transfer cost on the compute resource.For case study,intrusion det¢ion application is considered.While using
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Table 3.11
Objectives of optimization based data placement schemes

Schemes Energy Cost Resource Application Factors

aware aware aware aware
[49] - - X - storage capacity, data interdependency,
WAN bandwidth, IP address

[68] - X X - Communication cost

[29] - X - - Data dependency,Cost

[48] - X - - Execution cost,Communication cost

[50] - X - - execution cost

[?] - X X - execution cost, execution time, data dependency

Table 3.12
Properties of Optimization based data placement schemes
Schemes SLA Security Cloud/  Algorithm Clustering  Tool/Programm ing
support Grid Algorithm Language

[49] X - Cloud iterative optimization Cloud -
[68] - - Cloud combinatorial algorithm - C programming language
[29] X - Cloud Bond Energy K-Means SwinDeW-C
[48] X - Cloud PSO - -
[50] X - Cloud NLP - Amazon CloudFront

the storage and compute resources ,NLP model is applied on intrusion detéon application.

3.7. Fault tolerance based data placement. In [19] investigator proposed the strategy based on clus-
tering algorithm of consistent hashing and minimum distance.The datais clustered e ciently by the clustering
algorithm by placing item based and user based data .For addressing e ¢®f outliers and noises ,cluster cen-
ters and threshold is updated.CBR strategy [18] and item based algorithm € is used to Il sparse matrix of
users.Consistent hashing algorithm is used for improving fault toleation and scalability.

A Data placement scheduler ,Stork provide an ability to queue,sckdule,manage and monitor the data
placement jobs.It also applies the technique of checkpointing thgobs.This approach provides a complete au-
tomation for processing the data. The proposed system automate the data ainsfer fully automatically between
the heterogenous systems.It possessess the ability to recovepnfn network,software and stoarge system failures
without human intervention.It performs dynamic adaption of data placement jobs at the execution time to
system environment [34]

3.8. Replication based data placement. In [51] investigator present a heuristic based on ordering
jobs cleaned up in work ow and reduce time taken for execution.Also geatic algorithm based approach vary
the amount of storage and number of processors for generating schedulesthviow cost.Tightly coupled data
staging approach is used.As per the model introduced DPS and work ow ranager work together for ful lling
the requirements of data management.

In [53] investigator proposed CDRM(Cost e ective dynamic replication management) that captures the
relations between replica humber and availability.It aim to increase availability of data for storage system of
cloud for balancing load and improving performance while consideringdilures.CDRM instincts proposed model
for maintaining minimum number of replicas according to requiremer availability.Placement of replica is on the
basis blocking capacity and probbiility of data nodes.CDRM dynamicaly redistributes according to changing
workload and capacity of node.CDRM is implemented in Hadoop Distributed File System(HDFS).

In [52] author proposed two-level DHT (TDHT) approach for applying Lazy update and minimize commu-
nication cost.At rst level, trade o on security and availability bet ween TDHT and conventional pure data
partitioning approach is performed.This approach is integrated with DHT and is called GDHT(Global DHT) .

[6] The investigator used the replication strategy for achieving availalility,reliability and appropriate uti-
lization of network bandwidth.PC cluster system is used for implenentation of cloud storage system.
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Table 3.13
Objectives of Fault tolerant based data placement schemes

Schemes Energy Cost Resource Application Factors

aware aware aware aware
[19] - X X - Fault tolerance,Execution Time
[34] - X - X Data dependency,Fault tolerance
Table 3.14

Properties of Fault tolerant based data placement schemes

Schemes SLA Security Cloud/  Algorithm Clustering  Tool/Programm ing
support Grid Algorithm Language

[19] X - Cloud Consistent Hashing K means VMware

[34] X - Grid - - Stock Server

Author proposed new interconnection network MyHeawood for cost e ectve data placement.lt is based on
di erent hashing functions.It is a hierarchical network.It is com posed of small switch and dual NIC server.Data
placement strategy is based on the hashing function composed of di erérhash functions. Hash functions are
composed of hash key for computing server address for master replica. Ait that, on the basis of address of
master replica ,remaining replicas are allocated in di erent laye.Three replicas are used for solving overhead of
storage caused by multiple replicas.This solves the issue of relidhy in cloud. [24]

Further work on replication is improved by [54].

In [23] author introduced a Balanced and le Reuse-Replication Schediing (BaRRS) algorithm for cloud
computing.This algorithm divides the scienti ¢ work ow into mult iple work ows for balance utilization through
parallelization. It deals with reuse of data and di erent replication t echniques for optimization of transferable
data.lt considers execution time of task,patterns of dependency amongasks and size of les for adapting to
current techniques of replication and data reuse.At last it selecs the optimal solution on basis of monetary cost
and execution time.

4. Results. The main motivation of this research work is to nd all the available research in data place-
ment of scientic work ows . In all, 64 research articles are published in prominent journals, symposiums,
workshops and in foremost conferences on cloud computing. Most of the remeh articles on data placement
algorithms are published in comprehensive variety of journals and confence proceedings.We perceived that
conferences like IEEE/ACM , Future Generation Computer systems, Proceedings of the 4th generation work-
shop on work ows in support of large-scalescience, Encyclopedia of patal computing: Springer , Proceedings
of fourth international workshop on data intensive distributed computing, Proceedings of VLDB Endowment,
Parallel and Distributed Computing international symposium, Clust er Computing and Grid 8th IEEE interna-
tional symposium, Proceedings of 17th international symposium on high pdormance distributed computing,
Grid computing environments workshop, International Conference on éud computing 2009, Future Information
Technology : Springer, International Journal of High Performance Computing Applications, Procedia Environ-
mental Sciences, The Computer Journal, Cloud Computing and Distrituted System Laboratory, International
Conference on Super Computing, Computing in science and Engineeny Journal of Grid Computing, Com-
puter standardsand interfaces, Journal of Electrical and Computer Engneering, Chinese Journal of Computers
contribute signi cantly to our review area. Figure 8 shows the percentage of research paper discussing di er-
ent data placement algorithms (Coorelation, genetic, Energy E cient, PSO based, ACO based, Optimization
Based, Fault Tolerance based, Replication Based) from year 2008 to 2017. Summatgble for comparison of
data placement algorithms is shown in Table 4.1.

Figure 4.2 depicts the maximum research in Replication based(17%) and $O based(17%) data placement
while very few research in fault tolerance based data placement(6%) ahgenetic based data placement(9%).
Coorelation based and Optimization based contributes 14% each while Engy E cient, ACO based and Genetic
based contributes 12%, 11% and 9% respectively.
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Table 3.15
Objectives of Replication based data placement schemes

Schemes Energy Cost Resource Application Factors

aware aware aware aware
[51] - X - - Makespan,execution cost,storage limit
[34] - X - X Data dependency, Fault tolerance
[53] - X - - CPU power, memory capacity, network
bandwidth, access latency, load balance
[52] - X - - Response Latency,Cost
[24] - X - X Cost
[23] - X - X Execution time,Data dependency,Task Size
Table 3.16
Properties of Replication based data placement schemes
Schemes SLA Security Cloud/  Algorithm Clustering  Tool/Programm ing
support Grid Algorithm Language
[51] - - Grid Coarse and ne grained - Cluster viz16
genetic algorithm
[34] X - Grid - - Stock Server
[53] X - Cloud CDRM - -
[52] X X cloud uTLA - PlanetLab (Plab)
platforms
[24] - - Cloud Hashing - Cloudsim
[23] - - Cloud BaaRS - VMware-ESXi-based
(version)
4.1. Data Placement implication platforms. For the implementation of the data placement algorithms

as in gure 4.2, 79% of the algorithms are implemented on cloud while 17% on Gricand 4% on le servers.
For the simulation of cloud environment, the tools used are in Figure 4.2.

5. Conclusion and Future Directions. Cloud computing is an emerging computing platform that
presents di erent schemes for the large amount of data arising from seinti ¢ work ow application.Data place-
ment is one of the necessary schemes that make cloud computing possliRecenetly data placement problem
has become a hot topic in the area of cloud computing while consideringhe scienti ¢ work ow applications
because it can greatly reduce the execution time of work ows and incrase the e ciency of data centers.

This paper presents a comprehensive survey and analysis of the datdgeement schemes proposed for
cloud computing.For this purpose, rst the de nition of data placement schemes are provided, and then the
classi cation of data placement schemes is presented based on the tgf placement. Then various proposed data
placement schemes are described and factors of data placement in eadheme are investigated to illuminate
the advantages, limitations and properties of each placement scheme inethil. Moreover, complete comparative
comparisons of the data placement schemes are presented which higifit the items that should be considered
in future studies and researches. As specied in these comparisonmost data placement schemes are aimed
to improve the performance and execution related issues in data cégrs.There is less focus on security related
issues in data placement.But with the ever increasing securityattacks on services of cloud,providing security in
the cloud environment has become a critical issue. As a result, sedty is one of the crucial issue which should
be considered in the future data placement.

As per the literature survey there is scope of further improvemenin data placement in cloud.Following
section describes further improvements in this eld.

1. For improving the inter data center tra c ,identi cation of nearby sites can be pursued that leads to
improved latency and costs.The location of data center can be providé as an input.In future more
placement factors can be considered such as computation capacity of eachngr and load balanc-
ing.Replicating the used data can also be used for performance in tersnof system response time and
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Table 4.1
Comparison of di erent data placement algorithms on placeme nt criteria
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Coorelation Based Data placement
[35] - - - X X - - - - -
[36] - - - - - - - X - -
[34] - - - - X - - - - -
[29] - - - - X - X - X X
[9] - - - X X - - - X -
Genetic Algorithm Based Data placement
[30] - - - - - - - - - X
[28] - X - - - - - - - X
[37] - - - - X - - X - X
Energy E cient based Data placement
[21] - - - - - - - - X -
[43] - - - X - - - - - -
[44] - - - - - - - X - -
[45] - - - - - - X X - -
PSO Based Data placement
[?] - - - - - - - X X -
[7] - - - - - - X X X X
[22] - - - - X - - X - -
[17] - - - - - - X X X -
[48] - - - - X - - X X -
[8] - - - - X - - - - X
ACO Based Data placement
[67] X - - - - - X - - -
[22] - - - - X - - X - -
[17] - - - - - - - X X X
[48] - - - - - - - X X -
Optimization Based Data placement
[49] - X X - X - - - - -
[68] - - - - - - - X - -
[29] - - - - X - - X - -
[48] - - - - - - - X X -
[50] - - - - - - - - X X
[?] - - - - X - - - X -
Fault Tolerance Based Data placement
[19] - - - - - X - - X -
[34] - - - - X X - - - -
Replication Based Data placement
[51] - X - - - - - X X -
[34] - - - - X X - - - -
[53] - X X - - - - - - -
[52] - - - - - - - X X -
[24] - - - - - - - X - -
[23] - - - X X - - - X -
reliability.

2. The data sets are of two types xed location and variable location data s&s. The xed location
datasets are the one that are located in a predetermined locations in th cloud environment and are
non transferable whereas the variable location datasets can be moved froone place to another. There
are works listing the use of variable location datasets, but for enhanceent xed location datasets can
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Fig. 4.1 . Data Placement Algorithms in Cloud.

Fig. 4.2 . Platform for Algorithms.

also be considered for further improvement of cost,price etc.

. The system performance of cloud can also be improved further by datling the characteristics of
tasks that can further be used for improvement of scheduling mechaem in a heterogeneous envi-
ronment.Further policies can be implemented on the basis of charactéstics of tasks and system with
di erent policy schemes can be implemented.

. The cost of running the work ow and the energy consumption can be analyed .The further investigation
is required on the issue for the minimization of power consumption tlat will lead to improvement of per-
formance in scienti c work ows.The data placement can be explored ly considering the energy/power
e ciency and power/performance trade-o s.

. In future more placement factors can be considered such as computatiocapacity of each server and
load balancing.Replicating the used data can also be used for better pErmance in terms of system
reliability and response time.

. Di erent methods of genetic selection a ect the performance of thealgorithm which requires further
study.Fuzzy strategies are not outlined.The granularization approach mossuitable for the entire work-
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load and optimal storage location of each of the resulting granular,sub workloadsan be determined.
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RESEARCH ON AUTO-SCALING OF WEB APPLICATIONS IN CLOUD:
SURVEY, TRENDS AND FUTURE DIRECTIONS
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Abstract.  Cloud computing emerging environment attracts many applic  ations providers to deploy web applications on cloud
data centers. The primary area of attraction is elasticity, which allows to auto-scale the resources on-demand. Howeve r, web
applications usually have dynamic workload and hard to pred ict. Cloud service providers and researchers are working to reduce
the cost while maintaining the Quality of Service (QoS). One  of the key challenges for web application in cloud computing is auto-
scaling. The auto-scaling in cloud computing is still in inf  ancy and required detail investigation of taxonomy, approa ch and types
of resources mapped to the current research. In this article , we presented the literature survey for auto-scaling techn iques of web
applications in cloud computing. This survey supports the r  esearch community to nd the requirements in auto-scalingt  echniques.
We present a taxonomy of reviewed articles with parameters s uch as auto-scaling techniques, approach, resources, moni toring tool,
experiment, workload, and metric, etc. Based on the analysi s, we proposed the new areas of research in this direction.

Key words:  Cloud computing, resource provisioning, web applications , auto scaling, resource estimation

AMS subject classi cations. 68M14, 91C15

1. Introduction. Cloud computing is emerging technology, which provides processg bandwidth, and
storage as a service. Elasticity is the main characteristic of cloud comyting. This technique allocated and
de-allocated the resources from the processes as per increment oecdement in requirement. The resource
pools are seeming unlimited for the users and can acquire or releaseetlresources anytime [5, 96]. Regular
monitoring of giving services is required to ensure the Quality of 8rvice (QoS) and need to ful ll the Service
Level Agreements (SLAs). SLA violation leads to the penalty to cloud providers. It is a big challenge for the
cloud service providers to provide services within budget and aise prot from datacenters. QoS assures that
the behavior of cloud services towards reliability, availability, elasticity, cost, time, etc. [75]. The infrastructure
providers o er di erent pricing policies, companies such as Amazon 131] provides resources for a xed price
per hour. Thus, the application providers should decide the resoures for processes, while maintaining the
SLAs. In auto-scaling, decision-making techniques to allocate the nuimer of resources to di erent processes are
categorized as reactive and proactive. The reactive technique regulariwatches events such as CPU, workload,
gueue, etc., and performs the elastic operation for resources as perréshold. Proactive forecasting methods
used to predict the tra c from the past workload. So far none of the technique is splendid in all the cases
[84]. The reasons for ambiguity and di usion in resource allocation for cloudenvironment are heterogeneity
of resources, dynamic application requirements, and failures. As for aw, none of the technique can tackle
previously mentioned issues. Autonomic cloud computing can contritite the self-optimization, self-protecting,
self-healing, and self-con guration scaling [68].

1.1. Motivation for Research.
Auto-scaling techniques for cloud application applied to estimate tre required resources to process the
input requests. Web applications workload is dynamic with sudden bust due to ash workload. This
study focused on various auto-scaling techniques for web applicationis cloud computing.
We have recognized the need for detailed survey speci cally for theveb applications. A methodological
survey has been carried out for auto-scaling techniques for web apphtions. Hence, we summarized
the present research challenges and future scope in this area.

1.2. Contribution of the Study.

A detail investigation has done to study various existing auto-scaling echniques in cloud computing.
The mentioned techniques classi cation has been done as per the commaaracteristics.
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Future research direction in the area of auto-scaling is presented.

1.3. Related Surveys. Earlier surveys have been conducted by the authors [49, 88, 85, 54, 28, 107, 23,

109], but the regular updates in cloud infrastructure and persistent esearch yielding the new research areas.
There is a need to explore the present challenges and new researclearin this eld. This survey augments the
existing studies and recent research articles to describe theesearch challenges for web applications in cloud
computing.

2. Auto Scaling. Auto-scaling is a technique to dynamically adjusts the resources é&bcated to elastic

applications as per the incoming workloads. Auto-scaler in the cloud envonment is generic while some are
application speci ¢ to meet the SLA, QoS and minimizing the cost of scalhg. The auto-scaling challenge for
the web applications is to dynamically grow or shrink the resources tomeet uctuated workload requirement.
Autonomous scaling techniques work without human intervention. Autonomic systems are self-(con guring-
optimizing-protecting-healing) [67]. The auto-scaling following the MAPE loop (Figure 2.1): Monitoring (M),
Analysis (A), Planning (P) and Execution (E) [92].

Monitoring : The monitoring system collects the information from a cloud environnment about the com-
pliance of user expectations, resource status, and SLA violation. It preides the state of infrastructure
to the cloud provider, and users get to know about application status wih expected SLA. Auto-scaling
protocols are decided on the basis of performance metrics for web appdittons. The author suggested
parameters such as resize numbers, operating interval, decision dation, decision threshold, refractory
period and instance bounds [45]. Generally metrics provided by cladi providers are related to VM
management; otherwise, it will be taken from the operating system. Tk proxy metrics are used to
reduce the complexity of metrics such as hypervisor level and appiation level (e.g., CPU utilization,
workload).

Analysis : The collected information is further processed in the analysis phse. It gathers all informa-
tion from metrics and current system utilization and prediction inf ormation of future workload. Some
auto-scaler are working on a reactive approach. The decision is taken afteanalyzing the current sys-
tem state. The threshold values are xed to scale in/out decisions, wlile others are using a reactive
approach or both. Reactive is a sophisticated approach because it's alwaysdelay between the settings
of resources for scaling decision. The VM startup time varies from 350 to 408econds [90]. Flash crowd
and events are still a challenge with the reactive approach.

Planning : Analysis phase evaluates the present state, now the planning phaseah to decide to scale
up/down or scale in/out to compliance with SLA and prot trade-o .

Execution : Execution phase is already decided in the planning phase. Cloud pwiders API is
responsible for the execution of planning. The client is unaware of th issues in the execution phase.
VMs are available to users for a certain period, the startup time of VM takes some time, and these
delays have been already discussed with the user in resource SLA.

Auto-scaling techniques have the following research challenges:
Under-provisioning: The application has not su cient resources to save all incoming requests from the

servers. It may happen due to ash crowd or events, or poor auto-scalig algorithm. This situation leads to
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Fig. 3.1 . The taxonomy of web application in cloud computing

SLAs violation and providers have to pay the penalty to the users, and eliability of the providers also e ects.
The servers take some time to be back in the normal state.

Over-provisioning: In this situation, the number of resources to pocess the application is more than the
required resources. Service provider's reliability is incrased in this case. SLAs violation is minimum in over
provisioning and up to a certain level bene cial to handle the uctuated workload. It a ects the prot of the
service provider, and on-demand services become costly for the etfits. No perfect solution exists either in
automatic or autonomous scaling.

Oscillation: It is a pack of both unwanted situations. Rapid resources saling is taking place without
considering the e ect on application performance. The condition can beavoided using static and dynamic
threshold value xed for the VMs scaling. A cooling down period is another approach used to handle the
oscillation [71].

3. Taxonomy of Auto-scaling. The proposed taxonomy for web application in cloud environment is
shown in Figure 3.1. The existing research classi ed based on the paramsters mention in the taxonomy. The
taxonomy covered the following points:

Type: Auto-scaler is a crucial component in cloud computing. Auto-scalers aregrouped into two
categories: Reactive and Proactive. The reactive approaches took the s@ad) decision by analyzing the
current state of the system. Proactive technique analysis the histrical data and take scaling decision.
Many article formed the new techniques using hybridization of theg methods.

Policy: Cloud service providers widely use horizontal scaling as elastigitfeature. Cloud providers are
providing a x and customizable resources where the user can con g VMs by specifying memory,
cores, bandwidth, etc. Some articles developed the auto-scaling tBniques using vertical scaling, where
the user can re-con gure the VMs resources such as CPU, memory and netwotbandwidth as per the
requirement change. The Centurylink service provider gives tle service to scale the CPU cores without
vertical downtime.

Auto-scaling techniques:  The researcher in the cloud computing used various techniques for atysis
and planning phase in MAPE loop to automate the scaling process. In liteature, widely used techniques
classied in 7 major techniques such as Threshold rules, fuzzy fes, application pro ling,machine
learning, queuing theory, control theory and time series analysis.

Approach: The newly added feature in the taxonomy is the approach of the investigatoron above of
the techniques to auto-scale. In the literature, the investigator \ision to improve one or more factors
such as cost, resource optimization, QoS, SLA violation, etc. Further, he researcher get clear idea
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about the articles which improve the speci ¢ objectives.

Monitoring Tools: It act as performance indicators. It helps to determine the scaling ecisions.
Monitoring interval de nes the performance of auto-scaler. Balanced p&ormance can be achieved by
selecting the right monitoring interval according to the application. Amazon cloudwatch monitoring
used by many articles whether some are using custom monitoring tool.

Service Level Agreement (SLA): The service providers need to know the expectations of the
customers. It is the master service agreement between the customend service providers related
to various performance outage issues. This document describes thegponsibilities of the customer and
service providers. It helps the customer to compare the performage among di erent service providers.
The commonly consider performance metrics in SLA related to auto-scatig are response time, budget,
cost, throughput, etc.

Performance metrics: It is an essential tool to enhance the reliability of the users movimg their
applications to the cloud. Di erence articles are using various metics to check the performance of their
model such as response time, CPU usage, input request rate, etc.

Pricing Model:  Cloud providers are categories the cloud resources in three di erdrpricing models:
on-demand, reserved and spot-instances. On-demand resources giverfprmance guarantee to the
target application. The number of resources grows or shrink as per the wétoad change. The reserved
resources are a xed number of resources. Amazon provides the spot tasices relatively cheaper than
the on-demand resources. Spare capacity instances sell through auctianechanism and user acquire
the resources by submitting the bid. Single cloud and multi-cloudresource estimation challenges are
di erent for web applications.

Experiment:  The experiment part describes the experiment evaluation in the @rious articles. The
researcher used real time workload or synthetic workload to input the ser requests. The benchmarking
application are also widely used in the research article for the multitier web application. Experiment
characteristics considered for the implementation of the model has &en reviewed in the taxonomy of
auto-scaling. Synthetic and real workload used by an article for the analys of the model. Cloudsim
simulator used by many articles, while some manuscripts used real sbed for the study of the model.

4. Elastic Applications. The elastic applications are dynamic in nature towards change in workload
and variables. The load balancer is responsible for the management of elastapplications. Cloud computing
applications are managed on VMs, and VMs are managed by the servers. Auto-scalera decision maker for the
scaling of resources. The system is said to be autonomous because humatervention is not required. Many
cloud applications (e.g., Video streaming, web applications) are elastiin nature [85]. Most of the papers about
elastic applications considered the web applications as compared to othelastic applications. Web applications
consist of three tiers: Presentation, Application, and Database. Most of he articles focused on the application
or business tier scaling. The major issue with auto-scaling is to scalthe small running jobs, while long-running
jobs are coming under the scheduling problem.

4.1. Web Applications Architectures. Earlier single tier architecture has used the dedicated server
for each tier such as a web server (load balancer), application server andatabase server. The load balancer
transfers the load among other instances of single layer architectureThis architecture is not suitable according
to the elasticity and scalability features of cloud computing.

Most of the companies are now using multi-tier architecture (e.g., Anmazon), where each tier in architecture
serves a speci ¢ purpose as shown in Figure 4.1. The most important bent of multi-tier architecture is to
manage the scalability and elasticity features. Resource management of rtiistier applications is still a challenge
due to higher interdependencies between the di erent layer431]. Web tier, application tier, and database tier
are deployed on the web server, application server, and database servel'he responsibilities of the servers are:

Web server: It accepts or rejects the incoming client request. Anther important work of web server is
to serve the static content. It also passes the request to the appdation server. The response is delivered
back to the user.

Application Server: It receives the request from the web serverThe literature survey is biased towards
the scaling of VMs for the application server. Business logic is procegd by this tier. It requests the
database for the required data. Optimization of queries can be done at thisevel also. After processing
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Fig. 4.1 . 3-tier Web Architecture [31].

data again send back to the web servers in the desired format.

Database Server: Database management system is working at this level. ri§jle tenant and multi-tenant
databases compatible with the cloud architecture (e.g. Oracle 12c). Strctured and unstructured rela-
tional database management system is used to store the data and pass the goed data to application
servers.

Another type of applications is service-based web applications such asaéebook and e-commerce website
of Amazon. Each service represented as the node is connected with anethservice through directed edges
and whole system abstracted as a directed graph. The application furthe classi ed in Micro-services and
Service-Oriented Architecture (SOA). Our article is mainly focusing on multi-tier web applications.

5. Survey on Auto-scaling Techniques. This literature survey is focusing on auto-scaling techniques
speci cally for web applications in cloud computing. To the best of our knowledge, there is no survey speci cally
focuses on web applications auto-scaling for analysis and planning phasAuto-scaling of cloud computing has
a large number of articles published. We put the papers in the assoated category by identifying the approach,
algorithms used in the research paper for a better understanding. We agairevised the models, metrics,
monitoring tools, etc., from the articles and create tables according ¢ the classi cation of techniques. The
symbol - in tables represent the lack of information in the article.

Author [49] have done a survey of Internet applications deployed on deidated or shared data centers. It
focuses on the web server's admission control issue. This serviie related to the SaaS layer of the cloud
architecture. The elastic nature of web applications is more relevanwith auto-scaling and can be done in two
ways: horizontal or vertical. Identi cation has done on the basis of approachreactive or proactive. The metric
used by the technique is identi ed in the survey. Workload used n the analysis of the approach is also discussed
along with the experimental setups. SLA parameter has to check the vadlity of the model, so SLA parameters
are collected from the papers.

Resources are the major factor in auto-scaling. To the best of our knowlegk, no existing survey has identi ed
all types of resources used in a cloud environment. EXxisting suryes considered only on-demand resources in
cloud infrastructure. In this paper, the authors have identi ed ot her type of resources (e.g. Spot-instances,
reserve and on-demand), for application tier elastic layer.

Another important survey done by the authors [88] on resource management inhe cloud, but little attention
has given to auto-scaling. Author [85] focused on the elastic application icluding web application. This
article classi es the technique and very useful literature suney, but the survey did not focus on the type of
resources such as on-demand, reserve and spot instances. Many new ggirg elds such as fog computing,
edge computing, dew computing takes the support from the cloud computig for elastic services [124].

We have carried out a very diverse survey by including these sweys with speci cally to web applications
auto-scaling techniques. A survey has done on the basis of auto-scalingdhnique. Author [85] has used the
classi cation technique and we have added more approaches along with méaned former groups. This section
covers the literature survey on auto-scaling techniques. Each artile is reviewed on the basis of auto-scaling
taxonomy. The classi cation of auto-scaling techniques are:

1. Application Pro ling (AP)
2. Threshold-based Rules (TR)
3. Fuzzy Rules (FR)



404 Parminder Singh, Pooja Gupta, Kiran Jyoti, Anand Nayyar

$SSOLFDWLRQ 3UR

LQWHJHU / $SSOLFD
3URJUDPP 6LJQDWXU
.13

:RUNORDG 3B
7THFKQLTXH

Fig. 5.1 . Methods of Application Pro ling

4. Control Theory (CTH)

5. Queuing Theory (QTH)

6. Machine Learning (ML)

7. Time Series Analysis (TSA)

5.1. Application Pro ling. Application pro ling is a process of nding the peak point of resource uti-
lization while running an application workload. The workload used for pro | ing can be real or synthetic. The
test can be both online and o ine for application pro ling. It is one of the si mplest ways to nd the desired
resources at a di erent point of time.

Pro ling of job through an o ine process gives resource requirements atdi erent levels of workload. The
produced resources requirements help auto-scaler to monitor theesource provisioning task in a precise man-
ner. Author [119] applied the integer linear programming (ILP). Authors [39, 43, 108] used workload pro ling
technique. The pro ling cons are to reproduce requirements manally after every update in applications.

To overcome the oine pro ling issues, online pro ling comes in rescue. The ne grain tasks need the
VMs immediately to cater to the ash workload. Author [132] devised the technique to pro le the application
workload with the further classi cation of application signatures. The classi cation has been carried out on the
basis of a number of machines required at di erent time stamps of apptation workload. The trained decision
tree update every time when the new application pro led according toits characteristics. Author [98] applied
the online technique to estimate the resources of each tier whilestimating speci c tier other tiers gained ample
resources. This process continues for each tier and gets the model fevery tier. Author [30] designed a rapid
pro ling approach for multi-tier web applications. Analysis of resources requirement correlation with each tier
of the web application inhomogeneous environment and pro le the VM for a spei c tier. This approach can
estimate the performance of VM without running on each tier. So it helps to put the newly added VM rapidly
into the service. Author [128] presented the architecture for the slf management of the application in cloud
infrastructure. In this article, the author performed the applicat ion pro ling using micro services. [83] designed
the approach using application pro ling.

The method to nd the critical point of utilization of resources whil e running of application workload (real
or synthetic). It is further classi ed into two categories (Figure 5.1):

O -line Application Pro ling: This method of pro ling is performed i n a detailed manner in resource
provisioning of tasks at di erent stages of workload. The advantage of o ine proling is to perform
pro ling manually after the applications are updated. The dierent me thods of oine application
pro ling are:

{ Integer Linear Programming (ILP): It is a mathematical optimization proble m. In this partial or
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all variables are integer. The constraints and objective function is lhear [119].

{ Workload Pro ling Technique (WPT): This technique gather the workl oad information. The
workload modeling performed to estimate the performance under the tsessed conditions. The
workload pro ling done with various types of testing techniques suchas limit nding, soak testing,
etc. [39, 43, 108].

Online Application Proling: This method of pro ling is dynamic in nat ure and ful ll the needs of
the ne grained tasks that immediately require working virtual machi nes with di erent workloads.The
di erent techniques of online application pro ling are:

{ Application Signatures (AS): This technique identi es a small set of classes of workload and clas-
si es them according to workloads. The resource allocation of workload is ached at runtime
[132, 120].

{ Elastic distributed resource scaling (AGILE): In this techniqu e, wavelets are used for ful lling the
resource demand prediction with much large time for the applications servers to start up before
falling short of performance [98].

{ Rapid Pro ling (RP): In this technique, the individual performan ce of the virtual machine instance
is pro led after it is obtained from the cloud. This technique helps to judge the best tier for the
pro led instance of virtual machine [30].

The cloud is providing resources on-demand. Spot instances can be ad with fault tolerance for cloud
applications. Maximum techniques are considering the on-demand resirces in the auto-scaling decision. Author
[108] used the heterogeneous spot instances with on-demand resourcesalibcould minimize the cost to a great
extent. Spot instances are up to 90% cheaper than on-demand and reservesources. Spot instances have an
out-of-bid issue, but can be useful for ash crowd and event challenge It will provide the cost bene t to cloud
providers.

Table 5.1 shows the taxonomy of reviewed articles in this section.

5.2. Threshold-based Rules.  Threshold based techniques are simple to implement and very popat.
For deciding the threshold value requires a deep understanding oéll the parameters of the corresponding
environment and workload. Amazon EC2 [4] and RightScale [113] are using threstd-based technique. The
threshold based rule technique is purely related to planning. Thenumber of resources allocated to the application
in the form of VM according to a set of rules. There are two types of scalig decision: Scaling up/down vertically
increase or decrease the capacity of the working node. Scaling in/out fers to horizontally increasing or decrease
the VM capacity. The scaling up/out and scaling down/in is working on the principle in Algorithm 12.

Algorithm 12 The algorithm of threshold rule based auto-scaling

1: if x1 >1tU 1 and/or x» >tU > and/or ::: then . tU is upper threshold
2: if Clock % dU == 0 then . dU is upper duration

3 n=n+r . Scale-out or Scale-up
4 else if Clock % iU == 0 then . iU is upper cool down period
5: do nothing

6: end if

7. end if

8: if Xy <tL 1 and/or x, <tL , and/or ::: then . tL ; is upper threshold
9: if Clock % dL == 0 then . dL is lower duration

10: n=n r . Scale-in or Scale-down
11: else if Clock % iL == then . iL is lower cool down period
12: do nothing

13: end if

14: end if

There are two parts of Algorithm 12: condition and action. The Clock is a system clock,x1 and x2 are
performance metrics (e.g. Number of requests, response time, budg€PU load, etc.), tU and tL are the upper
and lower threshold values of the performance metrics. Threshold catitions checked with upper duration dU
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Table 5.1

Taxonomy on application pro ling based reviewed literature

Ref [Type Policy [Technique  |Approach Monitor SLA Metric Pricing Experiment
[119]Reactive Horizontal AP and ILP |Cost-aware | IArrival rate  |Cost and re-|Reserved Custom
isponse time testbed
[30] [Proactive Vertical IAP and ANN |Load/  Ca- |Custom tool [Response CPU and [On-demand Custom
pacity aware time memory testbed.
usage SpecWeb
, TPC-W,
TPC-C ap-
plications on
Xen
[43] Reactive andHorizontal IAP Resource-  |Custom tool |No. of serversResponse on-demand Custom
Proactive laware and  arrival time testbed (Intel
rate Xeon 38
servers)
[132]Proactive \Vertical AP and Workload- Custom tool [Response  [CPU, /O, [On-demand Custom
CMAC aware (Script) time memory, testbed.
iswap Applica-
tions on Xen
(SpecWeb
, TPC-W,
TPC-C)
[98] |Proactive Horizontal IAP Cost and re-|- Cost and re-|No. of VMs [On-demand Custom de-
lsource aware sponse time cision agent
(VirtRL)
and olio
application
[39] [Proactive Horizontal AP and TSA [User- Custom Tool. [Throughput |CPU  usage/On-demand Custom
behavior and  arrival testbed.
time MediaWiki
Application
[108]Reactive Horizontal AP Fault tolerant [Simulated IAvailability CPU load On-demand Custom Sim-
and responseg ulation
time
[128]Mixed Horizontal AP Resource Real time Response Request ratejon-demand Amazon
aware time and avg. re- AWS
isponse time
[82] [Reactive Horizontal AP Data-aware |Simulated Response lafThroughput, [On-demand Custom
tency No. of testbed. IBM
resources X3500 M4
machine with
Xen
[120]Reactive Horizontal IAP Resource Simulated Response CPU usage,On-demand Custom Sim-
aware time and fresponse time| ulation
success ratio
[83] [Proactive Horizontal IAP Workload Real testbed [Throughput [Input rate, Reserved and 6 Cassandra
aware and responseresponse timejon demand 3.0 nodes
time with  Linux
Ubuntu 14.04
Server x86
64. Synthetic
workload.

and lower duration dL, which considered in the seconds. If certain conditions are met, th action will be taken.
The manager should decide resourcasacquired or released during the action performed from the total resoures
n. During horizontal scaling r is the number of VMs and during vertical scalingr is CPU or RAM. The lower
and upper cool down period is set asL and iU, during this time auto-scaler do nothing.

It is easy to deploy a threshold-based technique in a cloud envirament. De ning rules are a di cult
task, it requires input from the client on di erent QoS metrics. Q oS parameters have performance trade-o .
Application manager has to give threshold value of performance metrics paramters. The experiment carried
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out by the authors [70], they de ne the performance bene ts of the application-oriented metrics than system
speci ¢ metrics. The threshold needs to be carefully decided dterwise it can cause the oscillation problem [33].
To handle the oscillation issue, certain techniques such as cool dow calm and inertia periods are set, so no
scaling decision can take place in these time slots.

Most of the techniques are using one or maximum two performance metr&& Commonly used performance
metrics are input request rate, CPU load time and average response tim of application. Some of the authors
are taking application response time as a performance metric [33, 51] whillew focused on the system level
metrics such as storage, network, and CPU [52]. Author [87] considered thgcaling overhead and SLA violation.
Due to the introduction of a new type of resources [108] evaluate the avkbility metrics along with response
time.

The number of threshold values also varies with di erent techniques. Most of the providers are using two
threshold values: Upper and the lower threshold value. Author [52] use four threshold values. In this technique
along with upper threshold (T hrU), the author de nes T hrbU, which is marginally lower than ThrU and T hroL
is pretty above than the lower threshold (T hrL). The signi cance of setting such a threshold is to determine
the trends. Scaling action could be taken as per the trends.

Metrics are fetched from the monitoring tool. Collecting the run-time data from the monitor and taking
action as per the rules is a reactive approach.

RightScale [113] voting system is combined with the reactive approach. flmost of VMs agree to scale
up/out or down/in decisions, then scaling action will be performed. Threshold needs to set by the application
manager. Several authors are using the RightScale technique [123, 71, 45, 25]. thor [25] working on the
scalability of web applications by de ning the set of rules for the active sessions, further extend his work [24]
using RightScale. The rules are decided as per the upper and lowehteshold value of the sessions. If the
sessions are going upper or lower scaling decision will be taken.

RightScale is working on the voting system, but it is highly dependat on the threshold values set by the
application-manager and the nature of the application workload. Author [71] commre the RightScale with
another technique and concluded the disadvantages of RightScale. Reseher [123] attempted to overcome
this issue using the strategy tree. The regression-based model hagen used for three types of scaling policies.
Strategy tree follows the parent as per the workload trend.

The threshold rule-based technique is popular due to its simplity and the client can easily understand.
Reactive nature of TR technique is a major challenge. Another issue ithe TR technique is to set appropriate
performance metrics. In a cloud environment, the approximate startip time of the VM is 5 to 10 minutes, so
to ready, the machine in a reactive manner put a delay in service, Wich leads to performance degradation. To
resolve this issue to some extent, an author [86] suggested the dynamibreshold values. The initial values of
the threshold are static and later dynamic threshold values set as perhe SLAs violation.

Multi-cloud scaling is another issue in the auto-scaling. Auto-scalig for three-tier application has been
developed [48]. The rule-based technique has been devised to takeaBng decision for multiple data center.

Along with the on-demand resources, spot-instances are used for web dpgation provisioning. The spot
instances are 90% cheaper than on-demand resources. So e ective scglstrategy can provide signi cant bene t
to the clients as well as a service provider to reduce the SLA violabn. Author [108] provided a reliable solution
to use spot instances for web application provisioning. Spot-instance have a potential for fault tolerance and
tackling of web application's ash crowds or ash events workload.

Smart kill [20] is an important idea used to reduce the cost. Most of the srvice provider charge hourly
basis. It can further improve the system performance to avoid VM stating and shutdown time. It can reduce
the SLAs violation.

It is easy to implement the rule-based auto-scaling of the particularapplication. If the workload and nature
of application can forecast easily than rule-based technique can be usedApplication with an unpredictable
pattern should choose other suitable scaling strategies.

Table 5.2 shows the taxonomy of reviewed articles in this section.

5.3. Fuzzy Rules. One of the rule-based technique for an auto-scaling approach is fuzzy les. In this
technique, rules are de ned using if-else conditions. The majoadvantage of fuzzy based auto-scaler over the
threshold based rule-based approach is linguistic terms e.g. low, rdaum, high. It uses the control system as



408

Parminder Singh, Pooja Gupta, Kiran Jyoti, Anand Nayyar

Table 5.2

Taxonomy on threshold rules based reviewed literature

Ref Type Policy Technique IApproach Monitor SLA Metric Pricing Experiment
[71] Hybrid  [Horizontal RightScale and|{User behavior |Simulated - CPU load, Re-lon-demand | Custom simu-
TSA (LR + quest rate lator with real
IAR(1)) experiment
[123]Reactive [Horizontal [RightScale, Policy Based [Custom tool(4 |- CPU idle time, jon-demand | Real provider.
Strategy tree minutes) number of ses- Amazon EC2
sions + RightScale
(PaaS) + a
simple web
application
[70] Reactive [Horizontal [TR QoS based Custom tool |CPU load IAverage wait- jon-demand | Public cloud:
ing time in FutureGrid,
queue Eucalyptus
India cluster
[24] Reactive [Horizontal RightScale Performance |Custom tool |- Number of ac-jon-demand | Custom
+ MA to Based tive sessions testbed. Xen
performance + custom col-
metric laborative web
application
[45] [Reactive [Horizontal [RightScale Qos/  Perfor- [Amazon - CPU load on-demand | Real provider.
mance based |CloudWatch Amazon EC2
+ RightScale
(Paas) + a
simple web
application
[91] Reactive Mertical [TR SLA based Simulated - CPU load, jon-demand | Custom  sim-
memory, band- ulator, plus
width, storage Java rule
engine Drools
[52] Reactive [Both TR Storage/ Net- |- - CPU load, on-demand | -
work aware response time,
network link,
load, jitter and
delay.
[51] Reactive [Both TR Cost Aware Custom tool. 1 |[Response time [CPU, memory, [on-demand | Custom
minutes 1/0 testbed (called
IC Cloud) +
TPC
[20] |Proactive Horizontal TR + QTH QoS Aware /Amazon Response time [Request rate  [on-demand | Real provider.
CloudWatch. Amazon EC2
1-5 minutes + Httperf +
MediaWiki
[86] [Reactive Vertical [TR Cost/SLA Simulated. 1 [Response time |[CPU load on-demand | Custom simu-
IAware minute lator
[48] [Reactive [Horizontal [TR Cost/ Perfor- [Custom  tool [Response time,CPU load on-demand | Multi-cloud
mance aware |and manual. |Sessions Amazon EC2
(4 data cen-
ters)
[87] [Reactive [Horizontal [TR + Learning [SLA aware Simulated. 5} Scaling Over-jon-demand | CloudSim
Automata minutes head, SLA vio-
lation
[79] Reactive [Horizontal TR SLA aware Custom [Turnaround Turnaround On-demand| Real. Google|
time time, No. of compute  en-
requests gine.
[35] [Reactive [Horizontal TR Performance |Amazon Response time [CPU usage On-demand| Real. Amazon
aware CloudWatch EC2
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Fig. 5.2 . Categories of control system

a performance model for estimating the required resources (outpuvariable) for the workload (input variable).
Fuzzy sets are formed from the input and output variables, the membeship function de nes this process
between the (Q1) interval. Fuzzication is the process of transforming input variables into fuzzy sets. The
inverse transformation of single numeric values to best inferred fazy value is known as defuzzi cation.

The fuzzy rule-based model used to construct the auto-scaler. Tlsi auto-scaler is not able to handle the
dynamic workload because most the components of the fuzzy controller arexed at the design time (e.g. Rule
set, membership function). Regular update in the fuzzy controllerwith on-line monitoring can make the system
of adaptive nature, can better handle the dynamic workload [136, 140]. Author [140proposed a model to apply
the fuzzy-controller at the application tier, and forecast the resoures required input workload. Author [136] use
the same method for the database tier. Predict the required resouresr.; for the time step t+1, considering no
ash workload during that time step. Author [47] developed a dynamic approach for horizontal scale-out for the

[ , . .
dynamic workload. Author proposed a tness function: Fy = = & mR”ik . Here, metric observation represented

|
by mix and R; at k sample time a; [0;1]. The model works well under the failure of VMs, and robust for
di erent workloads.

Author [13] designed a fuzzy controller for scaling of scienti ¢ appli@ations. The vertical scaling policy
developed based on threads in the application and load on the VM. In future proactive policy can be combined
with this technique to reduce the waiting time in VM setup.

Many research articles extend the work with the neural fuzzy controler. Four-layer neural network uses
to represent the fuzzy model [74]. The rst layer belongs to the irput node. The second layer represents each
input variable membership to the fuzzy set. Layer three determies the precondition part of fuzzy rules. Final
layer act as a defuzzi er, which used to convert the layer 3 in nuneric output. The rules and membership of
nodes are formed on-line with the help of parameters and structure &rning.

Table 5.3 shows the taxonomy of reviewed articles in this section.

5.4. Control Theory. This method is used in two phases analysis and planning of the MAPE loop It
automates the processing systems such as data centers, storage sysse and web server systems. The main goal
is to automate the scaling process. The controller maintains the contolled variable y and manipulated variable
Vet Matches to the desired level. Manipulated variable act as an input to he target system, the output is
measured by the sensor.

The di erent categories of control systems are (Figure 5.2):

Open-loop: It is also called the non-feedback method. In this methd, feedback is not considered for
validating the desired goal. The output is calculated using the preset state of the system.
Closed-loop: The closed loop systems are further categorized into twcategories:
{ Feed-back: The monitoring of the output and also a deviation from the goal ismonitored by the
feedback controller.
{ feed-forward: The anticipation of any kind of error in output is performed by the feed forward
method. The action is performed in it after considering the type of eror in the system.

Feedback controller is mostly used in the reviewed articles (Figue 5.3). It further divided into several
categories [104] (Figure 5.4):

Fixed gain controllers : The simplest of all the available controllers. The di erent types of xed gain
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Table 5.3

Taxonomy on fuzzy rules based reviewed literature

Ref [Type Policy [Technique  |Approach Monitor SLA Metric Pricing Experiment
[140]Reactive Horizontal FR Workload Custom tool [Throughput [CPU alloca- Reserved Custom
aware/ SLA tion, Arrival [containers testbed +
aware rate applications
(Java Pet
Store)
[73] |Proactive Horizontal FR QoS based |- End-to-end [Number  ofjon-demand Simulation
delay servers  pe
tier
[136]Proactive \Vertical FR Qos Based [Xentop. 10[Response CPU load, jon-demand Custom
seconds time, No. of setup. Xen +
through- queries, (RUBIS and
put disk 1/0 TPC-H)
bandwidth
[74] [Proactive \Vertical FR + ANN  Workload Custom tool. [End-to-end |Number  ofjon-demand Simulation
aware 3 minutes delay requests,
resource
usage
[40] Reactive Horizontal FR SLA based [Custom tool [Response  |Arrival rate  jon-demand Custom sim-
time ulator
[59] [Proactive Horizontal FR Load aware [Custom tool [Number  of RMSE On-demand Microsoft
hits Azure Cloud
[47] |Proactive Horizontal FR + PID QoS based |Amazon CPU usage,CPU load jon-demand Real setup:
controller cloudwatch  NETIN, and network Amazon EC2
NETOUT usage
[80] [Reactive Horizontal FR Resource IAmazon Response  |Arrival rate, (On-demand Amazon EC2
laware Cloudwatch [time. 200 ms VM  alloca-
tion
[13] [Proactive \Vertical Fuzzy rules|Parallel ap-|Custom tool [Response Thread in ap- jon demand Simulation
+ CPU plications time plication and with
controller aware load on VM CloudSim.
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Fig. 5.3 . Working of Feedback control system

controllers are PID(Proportional-Integral-Derivative), PI(Proporti onal-Integral) and I(Integral). In it,
Proportional Integral Derivate (PID) is most common controller, with foll owing control algorithm:

X«

Uk = Kpex + Ki g + Kg(ex & 1) (5.1)

j=1

Manipulated variable is represented byuyx (e.g. New number of VM); e di erence between set point
Yret a@nd yg output; ki, k, and kq are the integral, proportional and derivative gain parameters, which
further adjust as per the target system.

The authors of [77, 76] use the | controller to manage the required VMs on averag€PU utilization.
Park and the author [103] deploy PI controller to adjust the resources for latch jobs and used their
execution process.k, and k; (gain factors) adjust manually according to trail-and-error [77] basis or
target application model. Authors [142] adjusted a PID controller derivative term using the RIL agent.
The agent learns to reduce the sum of squared error of control variables thiout a ecting budget and
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Fig. 5.4 . Categories of Feedback control system

time constraints over time.
Adaptive controllers : These controllers are the adaptive controllers that work as per the onlie data
made available by target systems. It is incapable of handling the ash load It is further classi ed into
three categories

{ Self-Tuning PID controller(SPID)

{ Self-tuning regulator(STR)

{ Gain scheduling(GS)
The adaptive controller is also used in the literature. For example, he author [2] used the two models,
adaptive and proactive controllers for scaling-down, based on the input wrkload and dynamic gain
parameters. Scaling-up is done using a reactive approach. Author also dised proportional controller
using proactive technique [1]. Author [102] introduced an adaptive PIDcontroller for MIMO and used
second-order ARMA for non-linear relationships between performance ah resource allocation. The
controller can t the disk I/0 usage and CPU. Author [14] used smoothing splines with gain. A gain-
scheduling adaptive controller applied to estimate the number of severs for input workload. Author
[62] combine the Kalman lter with controllers (SISO and MIMO) for CPU al location to VMs. Author
[41] predicted job completion using kriging model. The master node rqueued all the incoming request.
Model predictive controllers (MPC) . It is proactive in nature that considers the present output
and also this model forecasts the future behavior of the system. Onef its categories is Look-ahead
controller [114]. An optimization problem is solved by considering the cosfunction. These types of
controllers come under the proactive approach. Author [114] devised worklad forecasting model using
the ARMA model and look-ahead controller. Fuzzy Model Predictive Cortroller developed using the
fuzzy model [136].
Author [38] devised the auto-scaling technique for vertical memory. e application performance and
resource utilization considered in developing the hybrid controler. The objective is to consume less
memory for the task, and achieve the highest memory utilization. The auhor achieved 83% memory
utilization. This work can further extend to increase memory utili zation and considered the cache
memory in vertical scaling.
The auto-scaling task is highly dependent on the design of the controlieand the target application.
The controller main objective is to add and remove the resources in te auto-scaling process is very
e ective. The problem still persists, when the workload is dynamic and non-linear. General auto-scaling
model is required, that can be an adaptive controller with MPCs.

As discussed earlier, the controller has to tune the input variable Gumber of VMs) to calculate the output
variable (CPU load). In order to achieve this goal, a model has been dewvsd to represent the formal relationship,
which determines how input parameters a ect the output variables. This relationship is known as a transfer
function in control theory. PID controller represents with a linear equation, there is also the possibility to de ne
with a non-linear equation. Simple PID controller Single-Input-Single-Output(SISO) is used, but there is also
a provision to use Multiple-Input-Multiple-Output(MIMO).  Following performance models have been used in
literature:

ARMA(X) [102]: ARMA (Auto-regressive Moving Average) model is used to dene the characteristics
of time series and draw future predictions. ARMAX (ARMA with eXogenous input) devised the
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Fig. 5.5 . A simple queuing model with one server [26].

relationship between two-time series.

Kalman Iter [62]: It is used to make a prediction of time series. It is a recursive algorithm.
Smoothing splines [14]: It is a polynomial function used to smooth thecurves to avoid the noisy
observations.

Kriging model or Gaussian Process Regression [41]: Statistical frameworcombined with linear re-
gression to predict future values. Unsampled data have been used tperform the forecasting with a
con dence measure.

Fuzzy model [74, 136, 140]: Fuzzy models are used with fuzzy rules. Set ofembership elements
assigned a degree of value between 0 and 1 (Boolean logic).

Author [101] devised a RIL based controller. This system does not assarthe performance in all type
of conditions. The work carried speci cally for business logic tier. The proposed solution able to handle
the controller failures. Author [129] designed a hybrid technique forauto-scaling of cloud applications. SDN
controller applied to control the activities of the environment. The proposed model able to reduce the SLA
violation upto 0.03% only.

Tables 5.4 and 5.5 show the taxonomy of reviewed articles in this section

5.5. Queuing Theory. It is one of the widely used for modeling Internet applications. It is used in
the analysis phase of the auto-scaling process. It estimates the perinance metrics and waiting time for the
requests. Queuing theory is a eld of applied probability to solve the queuing problem. Queuing issue is quite
common in many elds such as telephone exchange, petrol station, superanket, etc. The structure of the model
is shown in Figure 5.5. The requests arrive at the server at mean arrivatate and remain in queue till the
processing. One or more servers are available to process the reqiseat the mean process rate .

Author Kendall [65] represents the standard notation for queuing modelknown as kendall's notation. It
describe the queue a#\ =B=C=K=N =D.

A . Arrival process.

B : Service time distribution.

C: Number of servers.

K : Capacity of system. The number of places in the system.

N : Calling population. Size of users from where the request comes. Opegopulation has an in nite
number of customers and closed model is a nite number of customers.

D : Queue's discipline. It represents the priority of jobs.

K;N ;D elements are optional, by default variables are considered ak = 1 , N = 1 and D = FIFO.
FIFO (First In First Out) is mostly used, which served the requ est as they come. Another important one is PS
(Process sharing). M (Markovian) refers to a Poisson process charagtized by , which indicates the number
of arrival request per time unit. D stands for deterministic also refers constantly. G is also used commonly
known as general distribution.

Multi-tier applications are complex in nature and the queuing network can be useful. The load balancer is
represented by a single queue and distribute the coming requesto the VMs.

Queuing theory is useful for stationary nature systems. It can work wih both proactive and reactive kind
of environment. The main objective of the cloud-based system is to deslop a model on the basis of some known
parameters (e.g. Arrival rate ). Performance metrics measured as the mean response time, and theeaage
waiting time in the queue. The web application workload is dynamic, it requires the timely recalculation of
gueuing model and metrics.

The queuing model can be used in two ways: simulation and analytical mthod. The analytical approach
can be used with simple models.M=M=1 and G=G=1 are the well-known methods used to de ne the arrival
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Ref Type Policy Technique IApproach Monitor SLA Metric Pricing Experiment

[103]Reactive Mertical [Pl controller  |Cost-aware Sensor library |Job's deadline Job progress [On-demand | Custom setup.
BLAST ,
OpenLB, AD-
CIRC, WREF,
and Montage
applications
on HyperV

[77] Reactive [Horizontal Pl controller | (Xen) Hyperic | CPU load, re-On-demand | Custom setup.
(Proportional HQ quest rate Simple web
thresholding) service + Xen
and ES + ORCA

[102]Proactive |Vertical  [MIMO adap- [SLO based Xen + custom [Response time CPU usage,On- demand| Custom
tive controller tool. 20 secH disk 110, testbed. Xen

onds response time + 3 applica-
tions (RUBIS,
TPC-W, me-
dia server)
+ ARMA
(performance
model)

[14] |Proactive Horizontal CTH: Linear |[Resource- 20 seconds Response time|No. of serverson-demand | Real provider.
Regression  +jaware and requests, Amazon EC2
Gain-scheduler response time + CloudStone
(adaptive) + benchmark
Smoothing
splines +
(performance
model)

[62] |Proactive Mertical |CTH: Adap- |[Resource- Custom tool. |Response time|CPU load on-demand | Custom
tive SISOJaware 5-10 seconds testbed. Xen
and MIMO + RUBIS
controllers  + application
Kalman Iter

[76] |Reactive [Horizontal CTH: PI'[SLO  based/ Hyperic - CPU load, re-pon-demand | Custom
controller \Workload SIGAR. 10 quest rate Setup. Xen
(Proportional  pased second + Modi ed
thresholding) cloudStone

(Hadoop)

[2] Hybrid [Horizontal CTH: QTH + [SLA Based Simulated No. of request/Service rate,jon-demand | Custom simu-
\lAdaptive con- not handled  |No. of requests lator in Python
trollers

[1] Hybrid [Horizontal [CTH: Adap- [Load Aware [1 minute simu- |- Service rate,on-demand | Custom  sim-
tive, Pro- lated. Total no. of ulator  (using
portional requests and Python)
controller  + pending in
QTH bu er

[41] |Proactive [Horizontal [CTH: Self- QoS aware - Execution time [Number ofjon-demand | Custom setup.
adaptive incoming and Private cloud
controller  + enqueued  re + Sun Grid
Kriging model quests, number Engine (SGE)
(performance of VMs
model)

[53] |Proactive Horizontal [CTH: fuzzy Workload Custom  tool |Response time [Number oflon-demand | Custom
controller  + |Aware (Fuzzy con- hits, RMSE testbed. Azure
TS troller) Small VM

[36] [Proactive [Horizontal [CTH: Learning [SLA Aware Custom tool. 5 [Response time|Scaling over-jon-demand | Cloudsim
automata minutes head
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Table 5.5
Taxonomy on control theory based reviewed literature (conti  nuation)
Ref [Type Policy Technique IApproach Monitor SLA Metric Pricing Experiment
[38] |Proactive MVertical [CTH: Hybrid |Application Control in- Response time[CPU and jon-demand Custom
Controller + |and Resourceterval  using memory  uti- testbed. Xen
TS aware /proc/ mem- lization hypervisor
info (RUBBoS
application)
[105]Proactive Horizontal [CTH: PID |Resource /Amazon CPU uti- [Scheduling lon-demand Custom tested
controller  + faware Cloudwatch |ization, gain, VM and Ama-
Fuzzy logic sensitivity failure zon EC2.
analysis Wikipedia,
FIFA  world
cup workload
[138]Hybrid |- CTH: Soft- [Security aware |- DDoS attack |Arrival rate Containers Simulated
ware de ned prevention
network
(SDN) con-
troller
[101]Proactive Horizontal [CTH: Re- |Application 6 minutes Response time|Cost and SLA |on-demand RUBIS appli-
inforcement  faware \violation catoin.  Cus-
learning tom testbed.
[129]Hybrid  [Both Software Resource Simulated. 1[Response time|CPU capacity, (On-demand Simulate with
dened net- aware minute bandwidth \VMs or Con-| CloudSimSDN
work  (SDN) tainers
controller

and service process. Simulation can be used for the complex system tbtain the desired metrics.

M=M=1 (Poisson-based) is a basic queuing model. Exponential distribuin is followed by both the arrival
1

times and the service times. The mean response tim& of M=M=1 model can be calculated aRR =

Arrival rate is represented by and shows the service time respectively.G=G=1 is another simple method.
Inter arrival time and service time are controlled by general distributions with prior information of mean and
variance. G=G=1 system is represented by the following equation:

2 1

2
a+b

ST 2R )

(5.2)

R is the mean response time and is average service time. The variance of inter-arrival time is 2, 2.

Little's Law [64] is also used in many queuing scenarios. It states thathe average number of requesti [C]
in the system is same as the average customer arrival rate multiplied by the average time of each customer in
the systemE[T]: E[C] = E[T].

Simple and complex queuing used in the research articles for analgsiof the performance of applications
and system.

Author [1, 2] used a G=G=n queue to model a cloud application, andn represents the number of servers.
The model used to calculate the required resources to processdthosted application workload , the response
time according to the con guration of servers.

An elastic cloud application can be represented using the queuing meork, considered each VM as a separate
gueue. Author [130] devised a technique usings=G=1 queues. Histogram used to predict the peak workload.
The number of servers calculated as per the queuing model and peak wdoad in speci c time step. The reactive
approach further used to correct the value. The de ciency of the tetinique is the under-utilization of resources.

Multi-tier applications can be deployed in a cloud environment and asigned one or more queues for a
speci c tier. Author [141] proposed a closed system with a network of gaues, which handles a limited number
of users. Author [50] deploy the multi-tier application as an open systen. G=G=n queues have been used and
considered one queue per each tier. Author [8] used the queuing melfor a three-tier web application. It
computes the response time per each tier. Author [10] proposed a hylatiauto-scaling technique. The queuing
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theory clubbed with the time series analysis technique. The prdiction error and prediction interval can be
reduce with appropriate selection of the model using classi cation &chnique.

The models discussed are considered the analysis part of the MAPE loopSome techniques are used to
implement the planning phase using optimization algorithm and predidive controller [2] in order to maximize
the revenue for the datacenters [134]. On-line monitoring captures th number of requests, which further input
to the queuing model to estimate the number of VMs required for the processing of application workload
[50, 130]. Author [141] proposed a model using regression technique to appimate estimate the number of
CPU by calculating the quantity of a client requests at each tier (eg. Browsing, ordering or shopping). Author
[44] proved the importance of parallelization of workload in multi-core sysem. The model can be improved
with the generic design which can implemented in Hadoop, edge and othenvironments for vertical scaling.

Application of the queuing model is for cloud application and system moeling. It de nes the static
architecture and required an update in parameters or structure of themodel. Simulation and the analytical
tool can be used to solve the model. Any change in the number of input guest or a number of resources
needs to update the model, which is not cost-e cient. Most of the articles used CloudSim simulator [18], and
some authors [135] developed a new simulation tool speci cally for the aut@caling. It includes the trace le of
widely used workloads.

Queuing model is a component in auto-scaler. The model works quite @ently with linear parametrized
applications, and not t for the applications with a non-linear workload. Th e queuing model requires more
e orts to work with multi-tier application because of complex nature an d non-linear relationships.

Table 5.6 shows the taxonomy of reviewed articles in this section.

5.6. Machine Learning. Machine learning is a technigue that is used on online learning for th con-
structing dynamic approach for the estimation of resources. It is a sdladaptive technique as per the workload
pattern available [3]. The machine learning algorithms reclassi ed irto various categories. The review is made
for the di erent categories used in this particular literature.

Reinforcement Learning (RIL) : It is one of the widely used machine learning approaches. The agent
performs an action as per the received environmental state. As in a cloudnvironment, auto-scaler acts
as an agent. An agent works on the principle of trial and error method. It gets aresponse or reward
for each action performed [126]. The optimal scaling decision is taken by seing the current state,
performance metric, and type of application. The auto-scalar or agent works ¢ yield more rewards.
The main objective of machine learning is to control the data. The purpo® of the agent is to fetch
appropriate action of each states.

R
Re=Tg1 + Mo+ 2rg + 0= Kr s ke (5.3)
0

At time t+1 the rewards gained areR;.; , the factor is the discount factor. The value function Q(s; a)
known as Q-value function de nes the policy. The Q(s; a) values evaluates the cumulative rewards for
each states by execution action a.

(4 )

Q(s;a) = E Klskerjs, = SSa = a (5.4)
k=0

This proactive learning method makes the decision with the state of aplication about the future
reward(e.g. response time). The result is generated after the comgte execution of the application on
the cloud. The phases analyze and plan of MAPE process are covered by Riechniques.Firstly, data
about the application and rewards are taken from the lookup table (or any otherstructure) for later
use (analyze phase).In the planning phase, the data is used to take ¢hscaling action.
To apply RIL to auto-scaling, some basic elements need to de ne: rst the action set A, the state
spaceS, and the reward function R. The rst two depend upon the type of scaling: horizontal and
vertical. Reward function depends upon the cost to acquire the resawes (VMs, network bandwidth,
etc.), and SLA violation penalty cost. While considering the horizontal scaling, the state de nes as
input workload and the number of VMs.
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Table 5.6

Taxonomy on queuing theory based reviewed literature

Ref [Type Policy Technique IApproach Monitor SLA Metric Pricing Experiment
[134]Reactive Horizontal QTH Budget Aware |Simulated Response time |Arrival  rate, lon-demand| Custom simu-
service time lator (Monte-
Carlo)
[141]Proactive |- QTH + Re- |QoS Based Custom tool. 1 |- Number  and on-demand| Custom simu-
gression (Pre- minute type of trans- lator, based on
dict CPU load) actions (re- C++Sim. +
quests), CPU Data collected
load from TPC-W
[130]Hybrid  Horizontal QTH + His- |Resource Custom  tool. Response time |Peak workload jon-demand| Custom
togram + |Aware 15 minutes testbed. Xen
Thresholds + 2 applica-
tions (RUBIS
and RUBBOS)
[8] [Proactive Horizontal [QTH + His- [Prediction - Response time |Arrival rate on-demand| Custom
torical perfor- /Resource testbed. Euca-
mance model |Aware lyptus + IBM
Performance
Benchmark
Sample Trade
[50] Reactive Horizontal QTH (model) |Cost-Aware Custom tool. 1 Response timeArrival  rate, lon-demand| Custom test-
+ Reactive minute and cost service time bed (called
scaling IC Cloud) +
TPC-W bench
mark
[42] |Proactive Horizontal QTH + kal- [User Aware Custom  tool. Response time |Arrival rate on-demand| Custom
man Fil ter 10 seconds TestBed
[133]Proactive Horizontal QTH QoS based - Response time,Arrival rate on-demand| Custom test-
Bottlenecks bed. Open
stack
[11] |Proactive Both QTH Resource awargCustom Response time |[Request arrival on-demand| Custom  test-
rate, No. of bed. RUBIS
\VMs per tier benchmarking
application
[56] [Reactive [Horizontal QTH Resource awargCustom Response time |Arrival  rate, jon-demand| Custom test-
No. of resource bed. Open-
allocation Stack.
[116]Proactive Horizontal QTH + |SLO aware - Response time [CPU  utiliza- jon-demand| Simulation and
Markov chain tion, through- real testbed on
put, Band- Amazon EC2.
width, Session Synthetic
loss workload using
Apache JMeter
[135]Proactive [Horizontal QTH (Simula- [User behavior/Custom tool. VM utilization, |Arrival rate on-demand| Custom Simu-
tor for auto- [and resources (15 minutes |Arrival rate lator for gen-
scaling) eral purpose
[44] |Proactive Both QTH + Am- (Cost-aware Custom Cost and Re-Resource allo-on-demand| Real testbed
dahl's  Law+ testbed. 10jsponse time  [cation, service using  Open-
Kalman Filters seconds rate Stack. RUBIS
benchmarking
applications,
WITS traces
and synthetic
workload.
[10] Hybrid  |Horizontal QTH + thresh- |[SLO aware Custom agent |[Resource Oscil{No. of VMs - BUNGEE
old rules lation experiment
controller.
FIFA  World
Cup, BibSono-
my, IBM CICS
transactions,
German-
Wikipedia,
Retailrocket
traces.
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Researcher [127] devised usingy; U; 1;U;), where w is the the total number of user requests observed
per time period; u; and u; ; are the number of VMs allocated to the application in the current time
step, and the previous time step, respectively;

Authors [32] followed the de nition of the state as (w;u;p), where w is the total number of requests
and u is considered as the number of VMs allocated angh as performance in the contract of average
response time. Horizontal scaling has been done on the basis of three dgons: append the new VM,
deallocate the VM and do nothing.

On the other hand, the resources assigned to each VM (CPU, RAM) for vertial scaling are considered
in state de nition. Authors Authors [112, 139] devised the state de niti on as (mem, , time 1, vcpu,::::,
mem,, time, vcpw,), where mem;, time; and vcpy are the i VM's memory size, scheduler credit
and number of virtual CPUs. The possible operations for three variables an be increased, decrease or
no-operation. The RIL de nes the task as a combination of each variable operabn. Rao et al. again
proposed a technique, where RIL agent learned per VM [111]. State de nibn is con gured as CPU,
bandwidth, memory, and swap.

RIL learning is also very useful for tasks that are very closely relatd to auto-scaling problems, for
example, the con guration of application parameters [16, 139]. Author [139] inclde the RIL agent
with ANN to con gure the parameters as per the application and VM performance, such as Session
timeout, MinSpareServers, Keepalive timeout, Maxclient.

RIL can also be combined with control theory. Authors [142] combine the RL agent with a PID
controller. Application parameters are guided by the controller to meetthe Service Level Objectives
(SLO). The resources are dynamically provisioned according to the pameters. The author [95] esti-
mated the future prediction problems with anomaly detection technique. The isolation unsupervised
tree is applied for the upgrading the model. The local and global level atp-scaler design is proposed.
The author consider the containerized resources in cloud infrastrucre. In real environment, there is
more complex anomalies are presented. So, more number of anomalies needditect to design the
robust solution.

RIL algorithms are important to gain the best management policy for cloud applications without any
initial knowledge. It is an online approach to learn and adapt as per the workoad, application or system
change. RIL technique could be a better approach to handle the auto-scidg for general applications,
but the RIL approach is not mature enough to deal with the real cloud environment. This is an open
research eld and e orts are required to handle the ash workload and rapidly change of state and
actions.

Hidden Markov Model (HMM) : This is modeled with a hidden Markov chain with the hidden
states. In the hidden Markov chain technique, the state is known b the observers whereas in HMM
it is invisible to observers. For example, two friends Sam and Rickare communicating on the phone.
Sam describes his activities (eating, drinking) and Rick estimatedthe weather condition from his
activities. The estimation is performed on the basis of the maximum lkelihood estimation technique.
The parameters of HMM are x de nes the states in the model, y is the total observations under
consideration and state transition probability de ned with a and b the output probability shown in
Figure 5.6.

An HMM model usually require fewer observations as compare to basic Markochain models [99, 100].
The system condition needs to observed minutely and input to the nodel. The author used the Weka
data mining tool for implementing the HMM model, 2 states used with 0:01 iteration cuto and spherical
covariance. As per an author, model given 97% accuracy in the auto-scaling dision. Database tier is
not considered in this work.

Support Vector Machine (SVM) . Itis also used in some articles. It is one of the supervised learnin
technique that is a combination of two techniques: classi cation and egression. It can be applied to
non-linear workload [97]. The classi cation is done on the basis of clusterformed and generates the
classes for data under speci ¢ region. Linear SVM can be used for classifig the web workload.
Researcher [78] proposed an adaptive technique with SVM and Linear Regresa (LR). Characterization
has done on the basis of priority of the job and workload pattern. The generic rodel has been developed
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Fig. 5.6 . Hidden Markov Model (HMM) [110].

for cloud applications. The model can be extended further consideng the di erent QoS parameters
according to the SLA and application.

Q-learning: It is the most used algorithm in auto-scaling by extending it with vari ous techniques.
Author [127] used the SARSA [126] approach. Some articles [112, 139, 111, 16] did not sffgaivhich
machine learning approach used in their research, but problem de rtion and update function resemble
the SARSA. There are many problems in Q-learning and SARSA addressed vanus ways as following
[9, 33, 32, 139, 127]:

{ Initial performance is bad and required a large training period. On-ine performance is poor before
the best solution is found. It requires the exploration of di erent states and actions.

{ The curse of dimensionality problem in Q-learning. The number of staé variables grows the state
exponentially. States are stored in lookup tables. As the table grows,titakes time to search for
the possible state from the lookup table.

{ The environmental condition has a great impact on the performance of the RL algorithms. As
the conditions change the best optimal solution degrades the performanceRIL need to design to
work with application behavior or environmental conditions.

Tables 5.7 and 5.8 show the taxonomy of reviewed articles in this section

5.7. Time Series Analysis.  Time series analysis is a very popular model and has applications in many
areas including economics, bioinformatics, nance, engineering, etcto predict the measurement for future time
steps. An example, the number of requests that reach the server for aapplication at one-minute intervals.
The time series is used in the analysis phase to forecast future woldad.

Performance metrics (input workload, CPU load) sampled at xed time intervals (e.g. 5 minutes). The
predicted seriesX gained from the sequence of observatiom.

X = Xe;Xe 13Xt 23505 Xe we (5.5)

Time series applied in auto-scaling to forecast the future workload or esources required. Prede ned rules
are designed in planning phase [66], and optimize the resource allocatidgfhl14].

As discussed earlier, the main objective of time series analysis i®tpredict the future workload, on g
observation from historical workload known as a history window or input workload (whereq w). Time series
analysis classi ed in two categories: direct prediction and identi cation of a pattern in time series. The rst
category, direct prediction contains auto-regression, moving averageARMA, ARIMA, exponential smoothing,
and machine learning approaches:

Moving average (MA): A widely used to smooth a time series to Iter noise from random uctuation
and to make predictions. General formula of MA is as follows:

Reer = Xy + @X¢ 1+ i+ agXe ge1 (5.6)

Ri+r IS a forecast value from lastg observations with weighted average. Prediction interval denotes
by r, and typically sets to 1. Equal or dierent weight factors are assigned tothe values denoted
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Ref Type Policy Technique IApproach Monitor SLA Metric Pricing Experiment
[127]Proactive Horizontal RIL+  ANN- [Resource - Response time |Arrival  rate, jon-demand | Custom
SARSA + laware previous num- testbed
Queuing model ber of VMs (shared
data cen-
ter). Trade3
application
(a realistic
simulation
of an elecq
tronic trading
platform)
[112]Proactive Mertical ~ [RIL+ANN VM perfor- [Custom tool  [Throughput, |CPU and jon-demand | Custom
mance response time |memory usage testbed. Xen
+ 3 applica-
tions (TPC-C,
TPC-W,
SpecWeb)
[33] |Proactive Horizontal TR + RIL Resource Custom tool. [Response time Request rate,jon-demand | -
aware 20 seconds) response time,
number of
VMs
[142]Proactive MVertical  [CT- PID con- |QoS based - IApplication- IApplication on-demand | -
troller + RIL related benet jadaptive pa-
+ ARMAX function rameters CPU
model + SVM land memory
regression
[111]Proactive Vertical [RIL + CMAC [SLA based/ [Custom  tool [Response time |CPU, 1/0, jon-demand | Custom
Capacity based|(Script) memory, swap testbed. Xen
+ 3 applica-
tions (TPC-C,
TPC-W,
SpecWeb)
[32] |Proactive Horizontal RIL Resource- - Response time,Number of userjon-demand | Custom
aware cost requests, num- testbed. Olio
ber of VMs, re- application
sponse time + Custom
decision agent
(VirtRL)
[139]Proactive |Vertical  |RIL + ANN Budget Custom tool  [Response time [CPU andlon-demand | Custom
aware/QoS memory usage testbed. Xen
based + 3 applica-
tions (TPC-C,
TPC-W,
SpecWeb)
[9] [|Proactive Horizontal RIL Workload Simulated Response time,Number of userjon-demand | Custom simu-
aware cost requests, num- lator (Matlab)
ber of VMs, re-
sponse time
[16] |Proactive MVertical  [RIL + Simplex [Resource Custom tool  |Response time,[CPU, memory, on-demand | -
aware throughput application pa-
rameters
[99] [Reactive Horizontal HMM SLA aware - Cost- Number of re-jon-demand | -
Performance |gquest, MAPE,
RMSE
(78] [Reactive [Horizontal [LR(Linear Workload Custom  tool. |Cost- Prediction on-demand | Simulation
regression) +|based (1, 10 and 60Performance ftime (ms)
SVM minutes)
[60] [Reactive Horizontal RIL: Fuzzy Q- |Workload Custom. Response time [No. of VMs On-demand| Simulated
learning aware and  Custom
testbed.
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Table 5.8
Taxonomy on machine learning based reviewed literature (con tinuation)

Ref Policy Technique IApproach Monitor SLA Metric Pricing Experiment
[12] |Proactive Horizontal RIL Resource- Custom Response time[CPU  usage,/On-demand Custom
aware throughput, testbed and
Mean Q-value CloudRL mat-
lab simulation.
Benchmarking
applications
(RUBIS,
RUBBoS and
Olio)

[137]Reactive [Horizontal [RIL: Q- Workload Custom. 1t Arrival  rate freserved, on-{ Custom
learning aware hour. and rewards |[demand and| testbed. Mat-

spot instances | lab.

[95] |Proactive Vertical ~ [Unsupervised [Resource Custom Response timelCPU  utiliza- [Reserved and CloudSim.
learning:  Iso-jaware tion, responsejon-demand Custom
lation  based time, no. of testbed.
tree failed sessions RUBIS bench-

marking
application.

[63] [Proactive Horizontal HMM:  Multi [Data- Custom. - CPU  usage,on-demand Custom
layered streaming Prediction testbed.

applications time, RMSE, Hadoop for
MAPE data stream-
ing.

by ai;ap;az;:i;aq. There are types of MA's are Simple Moving Average (SMA) and the Weightel
Moving Average (WMA). Moving average performs in various forms, but the objective of MA is the
same. In simple moving average's general formula is considering tharithmetic mean of previous g
values. It considers the same weight of all the observations. WMA conskrs the di erent weight for
each observation. The highest weight assigned to new observation, whiless weight is given to previous
observations.
Exponential Smoothing (ES): In contrast to the moving average, the weighted average of previous
observation is also calculated, but the ES considers all the observationf time series (v values) from
past history. The new parameter , the smoothing factor has very less in uence on the predicted valug
because exponentially decreasing weight assigned to the new obsenaats. There are many versions
of ES such as simple ES and Brown's double ES [15]. The smoothed valge is calculated from the
present observation and past smoothed value based on recursive formula; = x ; +(1 )St 1. Time
series with fewer trends can be forecast using simple ES. Browsidouble ES is suitable for linear trend
time series. Two smoothing series are required to calculate as:

st= x(+(1 st

5.7
@=slv@ ), &0

s? is calculated from simple ES tost. The trend d; and level ¢ is obtained from s! and s? smoothed
values. The forecast valuex. ; is obtained from following formula:

Rier = G + Iq

a=2sf s (5.8)
d =7 S
Auto-regression AR(p): The future value is forecast using the linearweighted sum of previous observa-

tion p in the time series:

X1 = DiXe + BoX¢ 1+ D+ BpXe per + ¢ (5.9
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p represent the number of observations in the AR equation, which could b di erent from history
window w length. White noise ; is added in the formula. AR coe cients are calculated using di erent
methods such as maximum likelihood or least squares. The widely esl technique in the literature is
Yule-Walker equations and auto-correlation coe cient. The formula of auto-correlations as follows for
Xt to Xt «, wherek =1;2;3:::

o= covariance(Xt; Xt k) _ E[(Xt )Xt « )
k= var (x;) - var(x;)

(5.10)

Auto-Regressive Moving Average, ARMA(p,q): This model is the hybridization of both AR of order p
and MA of order . ARMA model is described as:

Xt = Xy 14 i+ Xy p+ (@ 1t it agt g (5.11)

ARMA model can be used either purely as AR or MA model using ARMA(p;0) and ARMA(O;q)
respectively. ARMA is best suitable for stationary time series.
The extension of the ARMA model is Auto-Regressive Integrated Movirg Average (ARIMA) model is
suitable for non-stationary time series. If (white noise) shows no pattern, then ARIMA(p; d; g used
where d represents the degree of di erence.
Machine learning techniques: Analysis of time series was carried outy many authors using machine
learning-based techniques.
Regression-based techniques are based on statistical methods to foranpolynomial function, that nd
the nearest points from the history window w. Linear regression is ordered 1 polynomial expression.
The distance of points should be as less as possible. Multiple Linear Reession is used when there is
more than one variable in the expression.
Neural Network is a group of interconnected arti cial neurons put on multi ple layers. Multiple inputs
are put in the hidden layer, which further given an output. In time series one output against one input
from the history window. Random weights are assigned to the input vecbr during the training phase.
The weights are adapted to the optimized output has not achieved.
Pattern Recognition: Time series data is a combination of seasonal and noreasonal data. The time
series has patterned with a speci c time period (e.g. hours, daymonth, year, or season) on the basis
of short term and long term workload. It nds the matching pattern in the history that relates to the
current pattern. It is very similar to the string matching techn ique [27].
Signal Processing Techniques: This technique is based on harmoranalysis to decompose a time series
signal into di erent frequencies. Fast Fourier Transformation and spectral density estimation lIter the
noise and estimating the signal value.
Auto-correlation: In the linear regression errors are independent, lhe auto-correlation function is used
to deal with the dependent error pattern. The input workload from the history window is shifted
recursively, and further compared with the original time series.
The histogram is used to represent the time series. It splits theime series values into equal size bins, and
each bin represents the frequency. In literature, it is used taepresent the forecast values, resource distribution,
and usage pattern.

5.7.1. Review of Articles. Time series analysis for multi-tier applications is most frequenty used in the
literature. A simple moving average model yields poor results, @ that the MA used to remove time-series noise
[76, 103]. The resource prediction model of Author [55] was developed usimpuble exponential smoothing and
a simple medium and Weighted Moving Average (WMA) applied. Because ofv history records, ES signi cantly
provides better results. Author [94] used the Dual ES of Brown to pedict the load of work and obtain good
results with a small error in the HTTP workload. Author [72] applied neur al network and di erential evolution
for workload prediction. The back propagation method give adequate accuracyFurthermore, the accuracy of
the model can be improved with the pattern classi cation technique.

The auto-regression models applied for [21, 22, 46, 71, 114] workload and resource t@&t. The author
taking three previous observations used the AR model to estimate worload [114]. Estimated additional response
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time from the forecast values. A resource allocation optimization controler applied, taking SLA violation costs,
recon guration, and leasing resources into account. In order to forecastequests per second, Author [71] used
AR(order 1) and concluded that its performance is very much based on many mnager-determined parameters
(e.g. history window, adaptation window, size, and monitoring interval). The forecast is based on short and
long term trends, depending heavily on the size of the history widlow. Further, the model extension determines
the adjustment window.

The ARMA Model foresees the future workload (number of requests) issimple and e cient. The usage of
VMs on the CPU is predicted by Author [37]. In di erent article [117, 17, 93], the ARIMA model is applied. The
historic workload was required in ARIMA. The model's performance depads greatly on its history. ARIMA
is ideal for dynamic workload applications such as web applications. The hdzontal and vertical scaling was
applied to increase the cost-benet [117]. The classi cation given is:increasing, stable, seasonally and on/o,
used by the authors [89] VMs were repacked (or recon gured) to provide ertain capacities, and workload-
based application repacking was performed. The approach then nds thedeal package of VMs. The approach
proposed can save 7% to 60% for the use of the resource. With additional QoS mameters, the container based
approach can be further optimized. For workload forecasts and evaluate impds on various QoS-parameters,
investigator [17] used ARIMA model. The workload of the web application is d/namic and includes seasonal
information. For non-seasonal data, the model provides 91% accuracy but isot suited for a highly non-seasonal
workload. This work can be further extended by means of an adaptive approaciior working load classi cation
and the heuristic design for ARIMA t for various classes. As mentioned atove, an author [93] presented the
GA-based approach to time-series prediction do not t in for all types of workload. The prediction model has
been assessed using traces of real workload. A new metric, descrigigolution optimization, was introduced in
the article called the Elasticity Index (El). The El range varies between 0 to 1, with a value of almost 1 the
solution is good. Compared to other models, the model gives less erromhis approach takes longer to predict
the incoming request, even hourly prediction. In addition, the mapping of only few prediction techniques with
a particular application pattern and workload pattern can be enlarged. In particular, GA models can design
cost, energy, resource sharing, and parameters.

Author [125] performed the workload prediction using classi cation technique. The historical workload took
under consideration of sliding window. The past 5 lags has consideredifto t the model and predict the future
request. On the behalf of peak-to-mean-ratio and2 norm used to calculate the scale of time series. The
model gave su cient accuracy in terms of RMSE and MAPE for web application workload. There is no existing
model which can capture all types of pattern. The error rate is still more than 10%. The model accuracy can
be improved with application pro ling. Author [69] designed the Cloudl nsight approach using regression, time
series and machine learning techniques. The predictor pool has Htiand select the prediction model according
to the testing phase output.

The precise of neural networks [58, 106] are highly dependent on the size thie input in the history window
in several regression equations [14, 106, 71]. Author [58] have used more than dristorical value and achieved a
better result. The need for a balanced size of the input history wirdow is de ned by the author [71]. Regression
of di erent window sizes used to locate forecast values. Another imprtant factor is the r prediction interval.
The size of the interval window is examined and found 12 minutes at theight point due to the startup time of
VM being between 5 and 15 minutes. The neural network applied to 2 mintes to forecast the gaming load by
the author [106]. The neural network in terms of accuracy, however, is biger than MA and ES.

The literary authors also focused on horizontal and vertical scaling. It @n be taken individually or in a
hybrid manner. The researcher [34] investigated that horizontal scalig costs are higher than vertical scaling,
but also relatively high throughput. The author prefers to scale horizontally. Model of regression to estimate
the future workload. The author [37] concentrated on the ash crowd's horizontal scaling (CPU and memory),
while regular changes are made with vertical scaling.

Proactive time series forecasting and a reactive approach can be combite The author uses a reactive
strategy for scale-up and scale-down scale model and developed a modélhybrids that can be self-sized [57].
Polynomial regression is used to determine the number of instances afpplication and database VMs.

Some authors have also applied a pattern identi cation method on time gries analysis [19, 46, 122]. FFT-
based techniques for identifying patterns matching the use of resurces (RAM, CPU, I/O, and network) are
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proposed [46]. The comparison is done using auto-correlation, histogram, and saregression. The authors [19]
have developed the algorithm with more parameters and poor performance.

The use of application resources in some articles is also estimated bhe use of the mean distribution [21]
and, the highest frequency with simple histogram [46]. The current sage and historical data [29], the dynamic
load balancer is introduced by the Holt's technique. This can be usedvith web workloads and able to give
e ciency in prediction. This can solve problems with load balancing.

Techniques for time series analysis can predict future web applations workload. Moreover, resource re-
guirements can be predicted through this information. This approach s very attractive because the auto-scaler
is known to be able to prepare the VMs in advance. The inconvenience déchniques is precision depending on
workload, selection of historical windows, measurements, the inteal of prevision and the target application.
The time series forecasting exists no best solution for all types ofgttern. The future scope of the adaptive or
GA-based time series forecast for a speci ¢ application, taking QoS parasters into account. Tables 5.9 and
5.10 show the taxonomy of reviewed articles in this section.

6. Future Directions. As per the literature survey, still, there is scope for further improvement in the
present auto-scaling solutions for the multi-tier web applications. The following sections describe important
future directions in this eld.

6.1. Monitoring Tools. Multi-tier web applications are installed on the servers. Cost e edive monitoring
tools are required to implement, which explore the hidden paramegrs such as cache memory, service time and
type of request (e.g. Compute intensive and data intensive). Applcation and workload-speci ¢ monitoring
interval can further improve the auto-scaler results.

6.2. Pricing Model. Companies such as Amazon, Google and Microsoft have their dierent prigig
model. Most of the researchers consider auto-scaling techniques on-demand resources while considering the
unlimited resources. Other types of model are also introduced,dr example, Spot instances by the Amazon.
The cost of such resources is very less as compare to on-demand resosarceery few authors start working on
a spot instance, so the area is very immature and have di erent resarch challenges. Auto-scaling technique for
spot-instances using reactive and proactive techniques give beneto cloud providers and clients.

6.3. Resource Allocation. While allocating the resource for input workload, the information of data
center resources is also required. Some parameters such as CPU, RAMisk are well-known factors considered,
but some parameters such as cache memory, network bandwidth, and faulolerance are least considered in the
literature. VMs for input workload for di erent tiers of the web applic ation is the future scope of many articles.
SLA base resource allocation with di erent QoS parameters need improgments. It can be further improved by
extending the queuing network model.

6.4. Horizontal and vertical Scaling. Horizontal scaling is used in most of the articles. Operating
system and cloud architecture support horizontal scaling. The verti@al scaling is easier in cloud infrastructure
and gives better cost bene t. Hypervisors and operating system suppdrcould be enhanced for the vertical
scaling. Energy and cost-e ective VMs allocation, and consolidated migraton are future areas for research.

6.5. Workload Predictor. The existing workload predictors are considering the historical workoad.
Flash workload is hard to predict from the past workload. As growth in the online data mining and deep
learning techniques, real-time data can be used to avoid the sudaeburst condition in the data center. Web
applications face this problem due to any hackers attack (DDOS) or ash eent. Categorization of application
will be more helpful to handle the ash crowd. Spot instances can be rare e ective in terms of cost optimization
to serve ash workload.

6.6. Multi-cloud Auto-scaling. Multiple cloud providers are supporting multi-tier web archite cture.
Cloud providers individually proving the reliability of their s ervices. Multi-cloud architecture for web appli-
cations needs to work upon. The cloud provider can be selected by coidering the application feature as the
type of application, input workload, geographical area, etc. The reliability-aware auto-scaling in the multi-cloud
environment by factorizing the various parameters.
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Table 5.9

Taxonomy on time-series analysis based reviewed literature

Ref Type Policy Technique IApproach Monitor SLA Metric Pricing Experiment
[21] |Proactive Horizontal TSA:  AR(1) |[Resource Simulated. 1,|Response time [Request rateOn- demand| Custom simu-
and Histogram |Aware 5, 10 and 20 and service| lator + algo-
+ QTH minutes demand rithms in Mat-
lab
[22] [Proactive Horizontal [TSA: AR Energy [Simulated Service not|Login rate, (On- demand| Simulator
IAware available  (lo- number of
gin), energy jactive connec-
consumption  ftions, CPU
load
[106]Proactive Horizontal [TSA: ML Neu- |QoS based 2 minutes Prediction ac- [Number of en-|On- demand| Simulator of
ral Network curacy tities (players) a MMORPG
(compared to game
MA, last value
and simple
ES)
[46] [Proactive [Vertical — [TSA: FFT |SLO based Libxenstat Response time [CPU load On- demand| Custom
and Dis- library. 1 testbed. Xen
crete  Markov minute + RUBIS +
Chains. part of Google
Compared Cluster Data
with auto- trace for CPU
regression, usage
auto-
correlation,
histogram,
max and min.
[94] |Proactive |- TSA: Brown's [Performance |10 minutes - Number of re-|On- demand| Custom
double ES based quests per VM testbed. TPC-
w
[66] [Proactive Both TSA: AR + |Resource Zabbix - Number of re-|On- demand| Hybrid: Ama-
TR IAware quests zon EC2
+ Custom
testbed (Xen
+ Eucalyptus
+ PhpCollab
application)
[19] |Proactive Horizontal [TSA: Pattern Workload 100 seconds |Number of ser-[Total number On- demand| Analytical
matching IAware viced requests,jof CPUs models
cost
[122]Hybrid  Mertical ~ [TSA: FFT and [SLO Aware Libxenstat li- [Response time,(CPU load, [On- demand| -
Discrete-time brary. 1 sec-jjob progress |memory usage
Markov Chain ond
[114]Proactive Horizontal [TSA: AR QOS Aware | Response Number of|On- demand| No experimen-
time, VM cost, jusers in the tation on sys-
application re- [system tems
con guration
cost
[57] Hybrid  [Horizontal [TR (scale out) |SLA based 1 minute Response time|CPU load [On- demand| -
+ TSA, poly- (scale out),
nomial regres- number of
sion (scale in) requests, num-
ber of VMs
(scale in)
[37] |Proactive Both TSA: ARMA  |SLA based - Prediction ac- [Number of|On- demand| Custom
curacy requests, CPU testbed. Xen
load and KVM
[55] [Proactive |- TSA: Brown's |Cost-Aware Simulated Prediction ac- [CPU load, |[On- demand| Custom
double ES. curacy memory usage testbed. TPC-
Compared w
with WMA




Research on Auto-Scaling of Web Applications in Cloud: Surv ey, Trends and Future Directions

Table 5.10

Taxonomy on time-series analysis based reviewed literature ( continuation)

425

Ref [Type Policy Technique IApproach Monitor SLA Metric Pricing Experiment
[58] |Proactive Horizontal [TSA: ML Neu- [Resource IAmazon Prediction ac- [CPU load (ag- [On- demand| Real provider.
ral Network |Aware CloudWatch. |curacy gregated value Amazon EC2
and (Multiple) 1 minute for all VMs) and TPC-W
LR + Sliding application to
window generate  the
dataset and
R-Project.
[34] [Proactive Both TSA: Polyno- Resource/ Custom tool. 1 |[Response time,Number of re-On- demand| Custom
mial regression|Cost Aware minute cost for VM, quests testbed. KVM
application li- + Olio
cense and re
con guration
[117]Hybrid  [Both TSA: ARIMA [Cost-Aware 4 and 20 min-|Response time[Number of re-|On- demand| Custom simu-
+ Repacking utes quest, cost lator
[39] Hybrid  Horizontal [TSA + Proler |QoS Aware 5 minutes Response time|Number of|On- demand| -
request, CPU
usage and
throughput
[17] |Proactive Horizontal TSA: ARIMA |QoS aware simulated Response time|Request rate,|On- demand| CloudSim
RMSE toolkit
[93] |Proactive Horizontal [TSA: ARIMA |Resource simulated Response time,Request rate,(On- demand| Custom
+ GA IAware Cost Bootstrap, testbed in
Mean Elas- cloud
ticity Index
(MEI), RMSE,
MSE
[29] [Proactive Horizontal [TSA: Holt [Load Balancecontrolled en-[Execution lAverage  and|On- demand| Custom
model + Re-|aware vironment time, Number |standard error testbed using
verse trend of migrations fand Break- two clusters
(RT) + GA + down with  Globus
Fuzzy logic toolkit
[6] [Proactive Horizontal TSA: Double |Cost aware Custom Resources andNumber of re-On- demand| CloudSim
Exponential SLA quests
Smoothing
(DES)
[7] Hybrid [Horizontal TSA: Weight |cost aware Custom cost Number of re-|On- demand| CloudSim
moving  aver- quests + CPU
age (WMA) utilization
[72] [Proactive |- TSA: ANN Workload Prediction in- |- IArrival  rate, (On-demand | Sumlation
+ Dierential aware terval (1, 5, 10, RMSE in Matlab.
evolution 20, 30, 60) NASA and
Saskatchewan
traces
[69] [Proactive - TSA: CloudIn- Workload - - No. of re-- Python 2.7 on
sight aware quests, Predic- Ubuntu 16.07.
tion overhead, Google work-
Commutative load, Wiki,
distribu- Facebook
tion function dataset
(CDF)
[125]Proactive [Horizontal [TSA: LR, |[Resource Custom Prediction ac- [Number of re-On- demand| R-tool
ARIMA  and [aware curacy and re-|quest
SVR sources
[61] Hybrid  [Horizontal [TSA: QTH |Resource Custom Response timelArrival  rate, [On-demand | Real exper-
+ Contin- [aware Ms allocated, iments on
uous Time Resource Amazon EC2.
Markov Chain utilization RUBIS, RUB-
(CTMC) + BoS, Cassan
IAR dra and Olio

benchmarking
applications
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6.7. Energy aware Auto-scaling. The existing work mostly focused on cost optimization and QoS
requirement. The data center is also facing environmental issuealso. Solar datacenters and renewable energy
resources in the data center can reduce the carbon problem. So the dmn and energy-aware auto-scaling
provide the preference to the environmental friendly data ceners in a single and multi-cloud environment.
The weather condition and maximum solar power generating data centers ge the highest priority for resource
allocation.

6.8. Bin-packing Auto-scaling. The bin packing approach o ers potential research topics in auto-scaling
of web applications in cloud computing. The size of bins could vary, whibh makes this approach more robust.
Resource provisioning of bins is lightweight and gives cost bene ts.

7. Conclusions. Auto-scaling technique provisions the resources as per the incomg workloads. The
application providers reap the bene t with this technique in ter ms of cost while maintaining the QoS. However,
the auto-scaling design and development process having number of alhenges. In literature, authors proposed
the auto-scaling techniques with various characteristics in order b overcome the problems in auto-scaling in
cloud.

In this article, a literature survey of the state-of-the-art auto-scaling techniques has carried out and, iden-
ti ed the key challenges in auto-scaling of multi-tier web applications. Moreover, the auto-scaling techniques
are classied and taxonomy is presented based on various characteristicsFurthermore, the future research
directions have been proposed based on the key challenges.
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DYNAMIC TASK SCHEDULING USING BALANCED VM ALLOCATION POLICY
FOR FOG COMPUTING PLATFORMS

SIMAR PREET SINGH , ANAND NAYYAR Y HARPREET KAUR Z AND ASHU SINGLA *

Abstract. The fog computing models are getting popular as the demand an d capacity of data processing is rising for the
various applications every year. The fog computing models i ncorporate the various task scheduling algorithms for the r esource
selection among the given list of virtual machines (VMs). Th e task scheduling models are designed around the various tas k metrics,
which include the task length (time), energy, processing co st etc. for the various purposes. The cost oriented scheduli ng models are
primarily built for the customer's perspectives, and saves them a handful amount of money by e ciently assigning the res  ources for
the tasks. In this paper, we have worked upon the multiple tas k scheduling models based upon the Local Regression (LR), In ter
Quartile Range (IQR), Local Regression Robust (LRR), Non-P  ower Aware (NPA), Median Absolute Deviation (MAD), Dynamic
Voltage and Frequency Scheduling (DVFS) and The Static Thre  shold (THR) methods using the ifogsim simulation designed w ith
the 50 nodes and 50 virtual machines, i.e. 1 virtual machine p er node. All of the models have been implemented using the sta ndard
input simulation parameters for the purpose of performance assessment in the various domains, specically in the time d omain
and e ective consumption of energy. The results obtained fr om the experiments have shown the overall time of 86,400 seco nds
during the simulation, where the DVFS has been recorded with  the 52.98 KWh consumption of energy, which shows the e cient
processing in comparison to the 150.68 KWh of energy consumpt ion in the NPA model. Also, there are no SLA violations record ed
during both of the simulation, because no VM migration model has been utilized among both of the implemented models, whic h
clearly shows that the VM migrations are the major cause of SL A violation cases. The LRR (2520 VMs) has been observed as bes t
contender on the basis of mean of number of VM migrations in co mparison with LR (2555 VMs), THR (4769 VMs), MAD (5138
VMs) and IQR (5352 VMs).

Key words: VM allocation, VM selection, fog computing, task schedulin g, ifogsim simulator.

AMS subject classi cations. 68M14, 90B35

1. Introduction. In this era, the cloud computing applications are getting popular and more online
applications are opting for the cloud computing platforms to e ectively execute, manage and optimize the
applications [1, 2]. The cloud computing environments provide the exible application hosting plans, which are
primarily divided in three infrastructural variants: Software as a Service (SaaS), Platform as a Service (PaaS)
and Infrastructure as a Service (laaS) [3, 4, 5, 6].

The SaaS plans o er the hosting of software or application without worrying about the platform and
infrastructure related operations, whereas PaaS plans enable the uséo take full control over the operating
system environment, and can e ectively optimize the application paformance on the platform level [7, 8]. On
the other hand, the laaS service includes the internal network of vaus systems (particularly VMs in this case)
altogether, which are used to run the applications with high user count Cloud computing grids are owned by
the cloud operators, and is implemented in few grids across the world [®, 10]. Because the cloud computing
infrastructure is quite expensive, it is always implemented n form of small number of grids across the globe and
provides a high-performance service with abundance of processimgsources, i.e. CPU, RAM and storage. When
cloud computing is known for a processing powerhouse, it has one pnary disadvantage, which is associated
with communication cost (i.e. the extra time delay to transfer the request and request-reply between the cloud
& end user) [11, 12, 13, 14].

As described the primary disadvantage of cloud computing in the form of communication cost is the pref-
erence of extending the cloud computing services on the edge (th@mputing on the edge). There are several
extensions of the cloud computing services, which forms fog comput§, edge computing and content delivery
networks (CDNs) [15, 16, 17, 18, 19]. The CDNs o er frequent data caching servis, which enables the rapid
delivery of frequently accessed data from the cloud resources. Thigequently requested data is saved in the
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caching memory on the internet service providers (ISP) network,which does not o er any additional service
[20, 21, 22]. For example, when you browse Facebook website on your PC or smarh@ne, most of the data
associated with your pro le and friends is loaded from the local CDN o ered by ISP. The edge computing, on
the other hand provides the distributed smart grid services, whth enables the use of user end nodes to compute
the data [23, 24]. The Search for Extraterrestrial Intelligence (SETI) project uses distributed smart grid over
the internet by enabling the user nodes to process the sateli# data in small chunks per node, and pretty well
describes the concept of edge computing. On the contrary, the fog comping is the semi-centralized processing
paradigm, which extends the cloud computing close to edge nodes [25, 26, 27he semi-centralized infrastruc-
ture is owned by cloud operators or its business associates to e esly o er the services with optimized and
reduced communication cost, as well as extends the overall procesgi power of the cloud computing. Unlike,
the edge computing and CDN, the fog computing o ers the complete senge package, which hosts the comput-
ing resources and o ers computing, storage and event-based or need-bassghchronization with primary cloud
using synchronous or asynchronous archetypes [28, 29, 30, 31, 32].

In this paper, the proposed model is design and developed to e ectily schedule the user tasks on the fog
computing resources by combining the VM allocation and VM selection mehods in the perfect arrangement.
Various methods associated with VM allocation & VM selection are evaluatedand combined in suitable com-
bination to discover the best task scheduling combination for the e ective and optimized user data processing.

The paper structure is as follows: This section (Sect. 1) discussethe introduction of cloud and fog
computing technologies. Next section (Sect. 2) covers the literatug review. Section 3 explains the decision
parameters (Sect. 3.2) and the proposed algorithm (Sect. 3.3). Section 4 deribes the results that are computed
using the proposed approach. Finally, Sect. 5 describes the conclies and future directions.

2. Related Work.  Zhuo Tang et al. [33] proposed DVFS enabled Energy E cient Work ow Task Schedul-
ing algorithm (DEWTS). They used the scheduling order of all the tasks to obtain the makespan in their algo-
rithm. The authors used di erent algorithms for computation of deadline s. In overall process, their proposed
algorithm was able to reduce total power consumption by upto 46.5% for paralleapplications. The authors
worked on randomly generated work ows in their research work.

Yuan Fang et al. [34] discussed Cyber-Physical Systems (CPS) and proged Simple and Proximate Time
Model (SPTimo) framework. In addition to this, the authors also presented Mix Time Cost and Deadline
First (MTCDF) time task scheduling algorithm, which was based on computation model of SPTimo framework.
Their research provides an optimal scheduling solution in total timerequired and time cost parameters.

Zhao, Qing et al. [35] has implemented the energy-aware scheduling ohé user tasks over the cloud
computing resources. This scheme generates the task binary tree bas upon task correlation, which is used to
prioritize the user tasks. The authors proposed the Task RequiremenDegree (TRD) based calculation method
for pro cient scheduling, where it also considers the bandwidth to optimize the communication cost.

Nidhi Bansal et al. [36] designed the QoS enabled optimized cost-based stiuling methodology. The
authors have focused upon the cost of computing resources (virtual mames) to schedule the given pool of the
tasks over the cloud computing model. The cost optimization has been @formed over the QoS-task driven
task scheduling mechanism, which did not encounter the cost optingation problem earlier. The authors have
shown that the earlier QoS-driven task scheduling based studiesas been considered the makespan, latency and
load balancing. The QoS-based cost evaluation model evaluates the resourcemputing cost for the scheduling
along with the other parameters as in their secondary precedence.

Gaurang patel et al. [37] have worked upon enhancement in the existing gbrithm of Min-Min (Minimum-
minimum methodology) for scheduling on cloud platform. The authors haw proposed the use of active load
balancing in processing the tasks over the cloud environments. Tén authors have proposed the new method
for the e cient processing of tasks over the given cloud environmen known as the Enhanced Load Balanced
Min-Min (ELBMM) algorithm. The authors have recovered the major dra wback of the existing model of Min-
Min algorithm, where sometimes the makespan and current resource utzation is not properly considered and
the tasks is scheduled over the slow resource which causes thedaty. In their research, they have e ectively
overcome the problem concerned with the Min-Min algorithm. The authors have proved their model better
than the Min-Min and ELBMM model for the task scheduling. Also, the execution times has been reduced to
the optimum levels, and better than the existing model.
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Weiwei Chen et al. [38] have proposed the imbalanced metrics for the ophization of task clustering on
scienti ¢ work ow data executions. The authors have examined the imbalanced nature of the task clustering
during the runtime evaluation for the purpose of task clustering in depth. The authors have proposed the
improvement to e ectively evaluate the problem of runtime task imbalance. The authors have proposed an
horizontal and vertical method for the evaluation of series of task clusteng for the widely used scientic
work ows. Their proposed model has utilized the in-depth metric values for the real time evaluation of their
research model.

Xu et al. [39] has worked towards the load balancing of the user tasks, whichansiders the task partitioning
on cloud. The load balancing methods are known to be e ective for e cient user task processing on cloud
resources, because clouds generally receive high volumes of user dat. Tan et. al. [40] worked on a novel
scheduling technique for cloud models. The authors complimentethe use of particle swarm optimization (PSO)
model to analyze the scheduling performance in the terms of delay ahresource consumption. An optimized
weight based mutation criteria with adaptable indolence oriented mehodology is deployed to optimize the
scheduling performance. Additionally, this scheme o ers the load lalancing schema to e ectively schedule the
user tasks.

K. Li et al. [41] described the feasible resource expansion for centraked, de-centralized and semi-centralized
computing platforms, which also involve the parallel processing pasidigm. The scheduling problem is described
as NP-hard problem, and suggested several feasible solutions to e ectuatheduling of the allocated computing
resources. The authors proposed the swarm optimization (ACO orientedaution) to deploy the load balancing
as e ective meta-heuristic scheduling elucidation for the cloud patforms by reducing the individual load and
e ectively distributing the tasks of multiple users altogether.

X. Luo et al. [42] proposed an algorithm for resource scheduling under cloudomnputing environment.
It is di erent from the under conventional distributed computing domain because of the high scalability and
heterogeneity of computing resources in cloud computing domain. In tfs paper, based on dynamic load balance,
the authors has proposed a resource-scheduling algorithm. The di emt statistic transferring power and retard
between nodes in cloud as well statistic-processing power of ned in cloud is considered in this algorithm. To
increase the e ciency of cloud computing and reduce the median respnse time of tasks, the algorithm selects
the best node to ful ll the task. The simulation results show that the algorithm reduces the average response
time of tasks.

N. Bessis et al. [43] discussed in their paper about the new technologieevelop fast and their complexity
becomes a crucial concern. One proven way to deal with improved cophexity was to engage a self-organizing
strategy. The many dierent strategies exists that deal with the load balancing problem but most of the
problem are task oriented and it is, therefore, hard to di erentiate. So, the researchers of the paper developed
and implemented a generic architectural pattern, called self-iniiative load balancing agents. It allocates the
exchange of di erent algorithms, both sightful and dense ones, through plgging. In placing at di erent levels,

di erent algorithms can be tested in combination. The objective was simplicity in the selection of optimal
algorithm for a de nite problem. Self-initiative load balancing agent was the concern and domain independent,
and can be collected towards inconsistent network topologies.

A. Jain and R. Singh [44] described grid computing for classi cation of non-ilentical resources that are
cast 0 as virtual resource to a user and impart superior grid domain. Now-adays, large amount of resource
management in peer-to-peer grid environment is used. Load balancing igecial concern to balance the overall
load of the nodes. There are numbers of solutions to achieve load equaligtate. ACO is used to provide optimal
solution for solving a problem of load balancing. In the paper, the authors hagproposed Master-Ant Colony
Optimization algorithm (M-ACO), and it is used in peer-to-peer environment. The proposed algorithm gives
better results in peer-to-peer environment. MATLAB simulation to ol was used, which provides di erent kinds
of functions to bloom heuristic algorithms with new notions.

R. Chaukwale et al. [45] discussed the complication of e ciently schedling jobs on several devices, it is
a vital consideration when operating the Job Shop Production (JSP) scleduling system. JSP was a NP hard
di culty. The procedures that focus on fabricating an exact solution of the problem can evince insu ciency in
discovering an optimal solution of the problem to Job Shop Production sgtem (JSP). Hence, in such conditions,
heuristic methods can be developed to discover a good solution of ¢hproblem within reasonable time period.
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In their paper, the authors studied the traditional ACO algorithm and has proposed a load balancing ACO
algorithm for JSP. The paper also presented the observed results. Itvas noticed that the proposed algorithm
showed better outcomes when compared to traditional ACO. Many reseattes [46, 47, 48, 49, 50, 51, 52, 53, 54,
55, 56, 57, 58, 59, 60, 61, 62, 63, 64, 65, 66, 67, 68, 69, 70, 70, 71] discussed about scheduling and allocation
methods in fog and cloud environments.

After going through the related work, it was found that with the increase of Internet of Things (10T) devices,
sensors, fog devices, actuators etc., lots of data is getting generated’his will lead to network congestion in
coming future. Thus, there is a huge need to schedule and allocatéhé tasks, that are dynamic in nature, in a
proper planned/optimal manner. This research work tries to simpli e s the future arising problems in the area
of fog computing.

3. Methods and Materials. The fog scheduling solution proposed in this paper is implemented sing
the ifogsim simulator considering the fog environment. Ifogsim simuhtor is based upon cloudsim platform
for cloud infrastructure simulations. The proposed scheme combine¥M allocation & VM selection procedures
with performance optimization methods to boost the cloud's capability for user task processing. An idle process
sequencing algorithm should be aimed at reducing the overall taskingverhead, tasking time (task completion
time) and communication overhead by the whole task considering the inoming and outgoing information. The
task management faces the major challenges from the bias-free dynamics@urce allocation while keeping the
cloud performance to the maximum in terms of execution time and compuational overheads. This scheme
o ers the load balanced paradigm over user task stack, coupled with envisnmental parameter optimization,
and enhances the endurance and general capability of the cloud environme

3.1. Proposed Approach.  The link optimization algorithm is designed as an intelligent solution in u-
enced by behavior of the real Internet of Things (I0oT) inter-nodal relations in scenario of increasing number of
IoT nodes. A collaboration of 10T nodes in nding the appropriate paths and doing other tasks has been prior-
itized to achieve the link behavior in cloud systems. The fog resowces store the usability for path devising and
following while taking a movement from source node to the destinabn computing resource on cloud environ-
ment. With the raise in the number of requests on a singular path, thestrength of connection increases on that
particular path. The requests of that group select the shortest path on the basis of this usability index. The IoT
connection request province optimization method has been appliedof resolving the problem of rising number
of requests, with the target of discovering the shortest path. The ajjorithm fully depends upon the history of
usability index to take further judgments for optimal solutions for any of the computational requirement. The
use of arti cial links for the state of development rule and for the selection of optimal resources beyond the grid
computation or the cloud environments has been proposed in the prospeiee work. The arti cial links have
been used for the purpose of cloud computing scheduling and shortegiath identi cation. The link province
system adopts the arbitrary-proportional rule, which is the state of transition rule used for link optimization
system and works on the basis of probability or a chance to choose the optiah resource out of k-resources for
task assignment in the cloud. The usability index of a resource depeafs upon the number of available resources,
processing cost and estimated time. The VM load has been selected asetlprime factor out of all these three
factors; hence the computing decision is computed after verifyinghe cumulative and individual runtime VM
load. The usability indexes are regularly updated using particular cbud resources or VMs selected for the act of
scheduling. The shortest path is computed after analyzing the runtme parameters, which e ectively analyzes
the load, availability, communication cost and processing delay of a viual machine. The VM runtime param-
eters are procured and continuously updated, and helps the schedaly decision on the cloud systems. Fig. 3.1
describes the shortest path in distributed and/or segmented sub-pths, and explains the Egs. 3.1 and 3.2.

(k+ A"

Probs = (k+ A" +(k+ Bi)”;

(Probs + Probg = 1) (3.1)

Ay = A+ Bi+1 = Bj +(1 ) (Ai + B = i); (3.2)

where describes a binary object and carries only 0 or 1 as value, which is compad over the runtime probability
values (described afProby & Proba). The variable stacks A assigns the primary shortest path andB denotes
the optimized shortest path over A.
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Fig. 3.1 . Shortest path in distributed sub-paths

3.2. Decision Parameters.  The VM load and failure rate has been assigned as the main parameters to
take the scheduling decisions. Both of the parameters has been usedrfthe purpose of data scheduling over
the given cloud resources. The virtual machine load is the parameter wich de nes the overall utilization of the
resources of the given virtual machine. The VM load can be used to signiffhe runtime availability in order to
process the given task on the given time t. The tasks running over the given VM, utilizes the certain amount
of resources. The total percentage of the resources being used durittge time t is considered as the VM load.

When the virtual machines are ordered in the workload allocation pool for pocess sequencing in the given
cloud environment, the load monitoring on each virtual machine becomes ery important step to correctly
perform the data scheduling tasks. The virtual machine load or overhad is calculated on the basis of di erent
parameters like CPU size, memory size etc. Each VM load must be calculatl on the basis of its local parameters.
Any use of general parameter values can result the biased load over the give/Ms. The CPU and memory
overhead or usage on the given VM considerably in uences the performancef VMs in the process sequencing
practices. The workload on VM can be evaluated on the basis of formula represited in Eq. 3.3. To calculate
the total load over the virtual machine in the cloud environment is more than or equal to its capability, the Eq.
3.3 gives the result.

X
i[v]Loadi Xik  Capacity; 8k;Px 2 P (3.3)

Finally, to justify the virtual machine load, Eq. 3.4 is used.
Xik = Xik (3.4)

where X is considered as the components of assignment to the non-overloaded VMsThe overloading or
non-overloading de nes the current state of the VM calculated after conputing overall load and percentage of
resources and measuring them against the threshold level.

The failure rate is described in the form of percentage of schedulingpilures in processing the assigned tasks
over the given VMs in the cloud environment. The failure rate signi es the trust of virtual machine. The VM
with the lowest failure rate can be considered as the highly trustedVM and vice-versa. The probability of
processing of the task can be increased by assigning the tasks over VMsth optimized & reduced failure rate
(FR). The FR can be computed by using the Eq. 3.5.

FR =( 'TT?) 100 (3.5)

where T, is the sum of processed tasks and; is total amount of tasks assigned over the given VM.

3.3. Link Optimization Based Optimal VM Allocation (Link Optimization- OVA). In this work,
the optimal load sharing approach based on the link optimization has been intbduced for the load o set
approach over the cloud environment in the case of data scheduling. Th@ath A de nes the rst resource
and path B de nes the second resource. The other resources can be assigned wilie further alphabets with
the assumption that all of the resources or assets are logically able to exeting all the processes in the cloud
environment. The resource selection must be done on the basis of avafility of RAM and CPU processing



438 Simar Preet Singh, Anand Nayyar, Harpreet Kaur, Ashu Singla

powers, which must make the whole process e cient in terms of reponse time. The traditional methods are
known to allot the random resources for the given task, which e ect theperformance of cloud scheduling model
and hence slow down the query processing procedure resultivgth higher response time. The link optimization
is the probability-based procedure to choose the appropriate resoge in the available list of VMs. The proposed
model is aimed at lower task response time for maximizing the numbepf jobs processing in the span of one
second. The proposed model has been made capable of subdividing the kasvhich facilitates the quicker
process and processes the smaller tasks faster than the hefty ones teduce the overall load and to increase
the number of successful requests processing every second. eThubdivision of tasks is based on the length of
the task. A task is usually divided into %° slots, wheret is smallest time unit available for the task length
calculation in our proposed model. A task smaller than or equal tot will be processed in one round, where the
tasks larger thant can be scheduled in queue or on di erent VMs according to the load and tine calculation for
the faster processing. The arbitrary proportional rule is applied to recognize the ratio of processes in processing
the given resource, and has been presented in the Egs. 3.6 and 3.7.

_ (Ry + K)X }
PL= R+ KK+ (Rp ¥ K)O (3.6)
B:1= P TR;; (3.7)

where A; is the count of assigned tasks on the resourcB; & A, involves the resource probability, R; denotes
the usability index based on the available ratio of RAM and CPU on VM under consideration, TR; depicts the
resource availability required to process task. The k and h are the coe cients used for the choice of probability
among the available resources for sequencing of the processes amongeasible resources. The value & and
h is calculated on the basis of VM load and resource availability on all of the avdable VMs. The variation
in the values of k and h will de ne the variability on the basis of current processing load on d erent VMs,
which inspires the task assignment decision of the link optimizationalgorithm. The used rule for the probability
calculation has been represented in the Eq. 3.8.

p = p (R + K)¥
=

PR KR (38)

In the proposed work, the meta tasks are used for testing of the proposedhodel. The meta tasks does not
carry any dependency on other tasks in the processing queue, whicheans the response time will be calculated
for each individual task by evaluating the variation between nish tim e and start time. The waiting time is also
considered as the response time delay, which is caused due to thaiting period spent in the queue.

Figure 3.2 represents the basic ow of Algorithm 13.

4. Results and Discussion. In this research, there are total seven VM allocation and selection polies
are described. All seven models are programmed to utilize the di eent aspects into consideration in order
to take the nal decision on VM allocation and VM selection for the completion of job assignments. The
VM allocation models used in this simulation are Local Regression (LR), Iter Quartile Range (IQR), Local
Regression Robust (LRR), Non-Power Aware (NPA), Median Absolute Deviation (MAD), Dynamic Voltage
and Frequency Scheduling (DVFS) and Static Threshold (THR) models The following gures elaborates all of
the models implemented under this research paper.

Each of the VM allocation model is further amalgamated with the VM selection models. The NPA and
DVFS models are not primarily designed for speci c VM selection or alloation policy. The NPA and DVFS
models are designed to select all of the available VMs, and allocate sulsks or tasks on the optimal resource
selected from the list.

Each of the VM allocation model (IQR, LR, LRR, MAD & THR) is combined with all VM selection
models including Minimum Migration Time (MMT), Maximum Correlati on (MC), Random Selection (RS) and
Maximum Utilization (MU). All of the VM selection policies are described in the Fig. 4.1. There are total 22
combinations, which are produced using the combination of VM allocation an selection policies. The Fig. 4.1
shows all of the possible combinations of VM allocation and selection model
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Algorithm 13  Link Optimization - OVA Algorithm

1
2:
3:

10:

11:

Acquire the environmental parameters for task scheduling

Analyze & acquire the list of available VMs in the VM stack over cloud segmet

Analyze & acquire the runtime performance of available VMs in the form of CPU, RAM, storage capacity,
power consumption, etc.

: Represent the acquired parameter list obtained on Step 2 & 3;

VM| = Vi;Vo; Va; Vg, iVa; (3.9)

where VM is the virtual machine list and Vi to V, represents the virtual machine IDs

: Obtain cumulative & independent list of resources in the form of computing capacity

VM, = VM; VM3, VM3 VM, (3.10)

whereV M, represents the resource capacity of each resourteM; to V M,, to represent the virtual machine
IDs

: Begin the iterative structure to process tasks with every e ective resource

a. Obtain & acquire the resource availability from every VM on availability stack
z N
VMg = V Mi; (3.11)
i=1

whereV Mg gives the resource availability after calculating the resource load usg Eq. 3.12.

_ VCPU,.

I‘"chuT’

(3.12)

where L represents the overall resource load on the particular VM, whereas th& CP U, and V CP Ur
gives the currently used resources and total resources available sctively.

Li = Lq;Lo;Lg;iibp; (3.13)

where L; represents the list of resource load for all the VMs in simulation.
b. The fundamental utilization factor is computed for individual resource
Terminate the iterative structure initiated on step 5
Assign the task stack to runtime cloud environment

T =ty to;ts; 0t (3.14)

where T vector represents the task vector andt; to t,, represents the individual tasks
Determine the work ow's task stack and compute the length of each indgpendent task in the stack

tc(ti) = ( ESTfinishtime ESTstarttime ); (3-15)

where t; and t; gives the overall time length for each of the task by subtracting the eBmated start time
from estimated nish time

In case a task is dependent or multivariate, sub-divide it into substacks involving minor tasks recognizable
with index i

Initialize the iterative structure to process each sub-task on sib-task stack indexed with index i

a. Obtain the resource availability factors for each VM on the VM list

b. Compute and validate the task duration (estimated) against the computational capacity (resource

availability) against each available VM
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c. Determine the current load of each VM on the list by analyzing the re®urce engagement
Aj =P TRi; (3.16)

where A; depicts the availability of the VMs

d. Observe and accumulate failure events of each VM on the list and preparthe FR value to evaluate
its endurance

e. Con scate all the VMs on the list with FR below threshold to process current task of sub-taskt( to
prepare the allocated VM resource list @V Mrl)

f. Finally select the appropriate resource based upon best combinationf time (estimated) and resource
engagement fromaV Mrl

1T o(i)In VC(j); (3.17)

VMg (K) = V (Vi) (3.18)

whereV Mg (K') resource availability after calculating the resource load for particdar machine with id
K, whereK any can be any value from the given VM IDs. VM represents the virtual machne list and
V(i) gives the capacity of the VM with ID as i.

g. Revise resource allocation record accordingly and also update total load of lacated VM after task
assignment

h. Further, revise the utilization record enlisting resource awilability

R = Rj +1; (319)

where R; is the usability and this equation shows the incremental usability index with the movement
of each VM.
i. Go the step 9(a) if not end of task list
12: Terminate the iterative structure and exit the program

The simulation results of all the unique combinations are acquired in he form of various performance
parameters. These performance parameters are included to analyze theerformance on the basis of time, VM
migrations, Service Level Agreements (SLA) related parameters, Energy ansumption, Host Shutdowns etc.
Detailed statistical analysis of host shutdowns, VM & host migrations, VM & host selections and overall time-
based analysis in the terms of mean and standard deviation is also computed’he Table 4.1 shows the detailed
list of performance parameters.

The simulation of all results, based on the parameters discussed in Tdb 4.1, are obtained and listed in
this section for each of the VM allocation and VM selection models. The onlyexceptions are Dynamic Voltage
Frequency Scaling (DVFS) and Non-Power Aware (NPA) models. For thesewo exceptions, total 15 parameters
are recorded in contrast to the 23 parameters for all other models.

The DVFS model has been described with the random nature, where all ofhe available VM are used in
the random order without any qualitative based allocation parameters. TheFig. 4.2 shows the results obtained
for the random DVFS.

In this sub-section, the VM allocation model of Inter Quartile Range (IQR) has been used along with
the Maximum correlation (MC) method. Fig. 4.3 the results obtained from this model for all of the enlisted
parameters.

In this sub-section, the VM allocation model of Inter Quartile Range (IQR) has been used along with the
Minimum Migration Time (MMT) method. Fig. 4.4 represents the resu Its obtained from this model for all of
the enlisted parameters.

In this sub-section, the VM allocation model of Inter Quartile Range (IQR) has been used along with the
Maximum Utilization (MU) method. Fig. 4.5 shows the results obtained from this model for all of the enlisted
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Fig. 3.2 . Basic ow of Proposed Algorithm

Fig. 4.1 . Possible combinations of VM allocation and VM selection mod els

parameters.

In this sub-section, the VM allocation model of Inter Quartile Range (IQR) has been used along with the
Random Selection (RS) method. The results shown in Fig. 4.6 is obtaiad from this model for all of the enlisted
parameters.

In this sub-section, the VM allocation model of Local Regression (LR) has ken used along with the
Maximum Correlation (MC) method. Fig. 4.7 represents the results oltained from this model for all of the
enlisted parameters.

In this sub-section, the VM allocation model of Local Regression (LR) has ken used along with the
Minimum Migration Time (MMT) method. The results represented i n Fig. 4.8 are obtained from this model
for all of the enlisted parameters.
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Fig. 4.2 . Results obtained for random DVFS

Fig. 4.3 . Results obtained for Inter Quartile Range (IQR)

Fig. 4.4 . Results obtained for Inter Quartile Range (IQR) with Minimum Mi gration Time (MMT) method
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Table 4.1
List of performance parameters for the results evaluation

Parameter Name Units
Host Count Count (default 50)

VM Count Count (default 50)
Simulation Length (Total) Seconds (default 86400 seconds)
Consumed Energy Levels Kwh (kilo Watt per hour)
Migration counts (VM) Count
Service Level Agreement (SLA) Percentage
SLA (Performance Degradation) Percentage
SLA (Per host Elapsed Time) Percentage
Total violations (SLA) Percentage
Average violations (SLA) Percentage
Host Shutdown Count Counts
Time before shutdown (Mean) Seconds
Time before shutdown (StDev) Seconds
VM Migration Delay (Mean) Seconds
VM Migration Delay (StDev) Seconds
VM Selection (Mean of execution delay) Seconds
VM Selection (StDev of execution delay) Seconds
Selection of Host (Mean of execution delay) Seconds
Selection of Host (StDev of execution delay) Seconds
VM Reallocation (Mean of execution delay) Seconds
VM Reallocation (StDev of execution delay) Seconds
Total Execution Delay (Mean) Seconds
Total Execution Delay (StDev) Seconds

Fig. 4.5 . Results obtained for Inter Quartile Range (IQR) with Maximum Ut ilization (MU) method

In this sub-section, the VM allocation model of Local Regression (LR) has ben used along with the
Maximum Utilization (MU) method. Fig. 4.9 shows the results obtained from this model for all of the enlisted
parameters.

In this sub-section, the VM allocation model of Local Regression (LR) has ken used along with the Random
Selection (RS) method. Fig. 4.10 shows the results obtained from tisi model for all of the enlisted parameters.

In this sub-section, the VM allocation model of Local Regression Robustl(RR) has been used along with
the Maximum Correlation (MC) method. The results represented in Fig. 4.11 is obtained from this model for
all of the enlisted parameters.
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Fig. 4.6 . Results obtained for Inter Quartile Range (IQR) with Random Se lection (RS) method

Fig. 4.7 . Results obtained for Local Regression (LR) with Maximum Correl  ation (MC) method

In this sub-section, the VM allocation model of Local Regression Robustl(RR) has been used along with
the Minimum Migration Time (MMT) method. Fig. 4.12 shows the result s obtained from this model for all of
the enlisted parameters.

In this sub-section, the VM allocation model of Local Regression Robustl(RR) has been used along with
the Maximum Utilization (MU) method. The results obtained from this m odel for all of the enlisted parameters
is shown in Fig. 4.13.

In this sub-section, the VM allocation model of Local Regression Robustl(RR) has been used along with
the Random Selection (RS) method. The results obtained from this mdel for all of the enlisted parameters are
represented in Fig. 4.14.

In this sub-section, the VM allocation model of Median Absolute Deviation (MAD) has been used along
with the Maximum Correlation (MC) method. Fig. 4.15 represents the results obtained from this model for all
of the enlisted parameters.
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Fig. 4.8 . Results obtained for Local Regression (LR) with Minimum Migra  tion Time (MMT) method

Fig. 4.9 . Results obtained for Local Regression (LR) with Maximum Utili ~ zation (MU) method

In this sub-section, the VM allocation model of Median Absolute Deviation (MAD) has been used along
with the Minimum Migration Time (MMT) method. The results, show n in Fig. 4.16, are obtained from this
model for all of the enlisted parameters.

In this sub-section, the VM allocation model of Median Absolute Deviation (MAD) has been used along
with the Maximum Utilization (MU) method. Fig. 4.17 represents the re sults obtained from this model for all
of the enlisted parameters.

In this sub-section, the VM allocation model of Median Absolute Deviation (MAD) has been used along
with the Random Selection (RS) method. The results obtained from tHs model for all of the enlisted parameters
are shown in Fig. 4.18.

In this sub-section, the VM allocation model of Non-Power Aware has beerused with no method for VM
selection. The VM selection policy is simple random method like DVFS which is unlike the random selection
(RS) method for other VM allocation policies. Fig. 4.19 shows the resuk obtained from this model for all of
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Fig. 4.10 . Results obtained for Local Regression (LR) with Random Selec tion (RS) method

Fig. 4.11 . Results obtained for Local Regression Robust (LRR) with Maxim um Correlation (MC) method

the enlisted parameters.

In this sub-section, the VM allocation model of Static Threshold (THR) has been used along with the
Maximum Correlation (MC) method. Fig. 4.20 shows the results obtained from this model for all of the
enlisted parameters.

In this sub-section, the VM allocation model of Static Threshold (THR) has been used along with the Min-
imum Migration Time (MMT) method. The results obtained from this mo del for all of the enlisted parameters
are shown in Fig. 4.21.

In this sub-section, the VM allocation model of Static Threshold (THR) has been used along with the
Maximum Utilization (MU) method. Fig. 4.22 shows the results obtained from this model for all of the enlisted
parameters.

In this sub-section, the VM allocation model of Static Threshold (THR) has been used along with the
Random Selection (RS) method. Fig. 4.23 represents the results obtaed from this model for all of the enlisted
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Fig. 4.12 . Results obtained for Local Regression Robust (LRR) with Minim  um Migration Time (MMT) method

Fig. 4.13 . Results obtained for Local Regression Robust (LR) with Maximum  Utilization (MU) method

parameters.

Table 4.2 shows the summary of the results for each experiment. Thigable represents the experiment name
and the result obtained by that particular experiment with respect to each parameter. This summary will help
us to evaluate and analyze the conducted experiments in much easieray.

All the experiments were conducted keeping the host count and VM coun xed (as 50) so as to compute
the results on the same platform. This helps us in comparison with thedi erent algorithms. From this, it is
seen that experiment name: randomnpa consumes the highest energy levels than all the experiments.
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Fig. 4.14 . Results obtained for Local Regression Robust (LRR) with Rando m Selection (RS) method

Fig. 4.15 . Results obtained for Median Absolute Deviation (MAD) with Max  imum Correlation (MC) method
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Fig. 4.16 . Results obtained for Median Absolute Deviation (MAD) with Min imum Migration Time (MMT) method

Fig. 4.17 . Results obtained for Median Absolute Deviation (MAD) with Max imum Utilization (MU) method
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Fig. 4.18 . Results obtained for Median Absolute Deviation (MAD) with Ran ~ dom Selection (RS) method

Fig. 4.19 . Results obtained for Non-Power Aware (NPA)

Fig. 4.20 . Results obtained for Static Threshold (THR) with Maximum Correla tion (MC) method
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Fig. 4.21 . Results obtained for Static Threshold (THR) with Minimum Migrat ion Time (MMT) method

Fig. 4.22 . Results obtained for Static Threshold (THR) with Maximum Utiliz ation (MU) method

Fig. 4.23 . Results obtained for Static Threshold (THR) with Random Select ion (RS) method
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random _dvfs 50 50 86400 52.98 | 0 0 0 |0 0 |0 29 [300.1 |0 NaN | NaN
random _igr-mc_1.5 50 50 86400 46.86 | 5085 0.02113 0.26 8.14 | 1.13 10.81 1517 1002.3 | 1214.4 | 20.33 7.93| 0.00663 0.09327 0.00102 0.00079 0.00317 0.00494 0.01952 0.09417
random _igr-.mmt _1.5 | 50 50 86400 47.85 | 5502 0.0177 | 0.23 7.82 | 1.05 10.44 1549 1004.52 1178.23 17.62 7.89| 0.00017 0.00044 0.001 | 0.00144 0.00393 0.01149 0.0130§ 0.02002
random _igr _.mu_1.5 50 50 86400 49.32 | 5789 0.02148 0.26 8.24 | 0.98 10.71 1622 997.96 | 1119.87 20.38 8.02| 0.00021 0.00049 0.00094 0.00053 0.00428 0.0042 | 0.01346 0.00924
random _igr _rs_1.5 50 50 86400 47.43 | 5032 0.02059 0.25 8.32 | 1.05 10.42 1526 1009.4 | 1191.37 20.29 7.95| 0.00019 0.00049 0.00098 0.0006 | 0.00277 0.00271 0.0111 | 0.01004
random _Ir _.mc_1.2 50 50 86400 34.35 | 2203 0.02124 0.14 15.63 3.17] 12.45 685 | 1484.67 2719.41 20.35 7.95| 0.00266 0.02902 0.00081 0.00197 0.00133 0.00235 0.01283 0.03109
random _Ir_.mmt _1.2 |50 50 8640Q 35.37 | 2872 0.01912 0.13 14.31 3.16 12.89 806 | 1330.63 2212.7 | 16.6 | 7.7 | 0.00013 0.00039 0.00087 0.00355 0.00133 0.00208 0.00943 0.00991
random _Ir _.mu_1.2 50 50 86400 35.38 | 2808 0.02047 0.13 15.21 3.39 13.13 816 | 1293.22 2183.8§ 20.06 8.11| 0.00018 0.00078 0.00105 0.00523 0.00155 0.00324 0.01002 0.01019
random _Ir _rs_1.2 50 50 86400 34.33 | 2338 0.02269 0.14 16.17 3.16 12.78 692 | 1459.61 2639.05 20.37] 7.94| 0.00008 0.00049 0.00088 0.00375 0.00111 0.00256 0.01036 0.01202
random _Irr _mc_1.2 50 50 86400 34.35 | 2203 0.02124 0.14 15.63 3.17/ 12.45 685 | 1484.67 2719.41 20.35 7.95| 0.00137 0.0063 | 0.00132 0.0072 | 0.00139 0.00254 0.01081 0.01231
random _Irr _-mmt _1.2 |50 50 86400 35.37 | 2872 0.01912 0.13 14.31 3.1 12.89 806 | 1330.63 2212.7 | 16.6 | 7.7 |0.00024 0.00088 0.00112 0.00541 0.00205 0.00331 0.01088 0.0114
random _Irr _-mu_1.2 50 50 86400 35.38 | 2808 0.02047 0.13 15.21 3.39 13.13 816 | 1293.22 2183.88 20.06 8.11| 0.00022 0.00087 0.00099 0.00556 0.0022 | 0.00332 0.01037 0.00992
random _Irr _rs_1.2 50 50 86400 34.3 |2196 0.0235 | 0.14 16.35 3.6 | 13.29 701 | 1451.49 2789.53 20.52 7.93| 0.00008 0.00053 0.00099 0.00491 0.00133 0.00281 0.00981 0.01107
random _mad_mc_2.5 |50 50 8640Q 44.99 | 4778 0.02504 0.26 9.81 | 1.53 10.96 1468 980.23 | 1213.2 | 20.35 7.95| 0.00202 0.00782 0.00117 0.00247 0.00323 0.00397 0.01353 0.01212
random _mad_mmt _2.5 50 50 8640Q 45.61 | 5265 0.01967 0.23 8.61 | 1.31 10.91 1528 965.45 | 1253.17 17.17 7.77| 0.0002 | 0.00081 0.00144 0.00498 0.00378 0.0036 | 0.01324 0.00997
random _mad_mu_2.5 |50 50 8640Q 47.36 | 5628 0.02529 0.26 9.73 | 1.53 11.11 1632 944.32 | 1137.05 20.18 8.03| 0.00025 0.0009 | 0.00117 0.00519 0.00471 0.00437 0.01504 0.0111
random _mad _rs_2.5 50 50 86400 44.95 | 4882 0.02485 0.26 9.66 | 1.69 11.16 1489 970.18 | 1185.94 20.29 7.98| 0.00028 0.00097 0.00127 0.00538 0.00348 0.00418 0.01263 0.01028§
random _npa 50 50 86400 150.68 0 0 0 0 0 0 29 |300.1 |0 NaN | NaN
random _thr _mc_0.8 50 50 86400 40.85 | 4392 0.03726 0.27] 13.79 3.09 12.93 1389 924.72 | 1363.51 20.47 7.94| 0.00152 0.00632 0.00047 0.00119 0.00201 0.0037 | 0.00868 0.01095
random _thr _-mmt _0.8 | 50 50 8640Q 41.81 | 4839 0.03048 0.23 12.99 3.25 12.81] 1424 929.7 |1348.87 16.82 7.67|0.00011 0.0006 | 0.00038 0.0011 | 0.00249 0.00502 0.00839 0.00835
random _thr _-mu_0.8 |50 50 86400 44.08 | 5404 0.03544 0.28 12.69 2.73 12.73 1578 900.54 | 1253.98 20.23 8.09| 0.00017 0.00075 0.00033 0.00103 0.00262 0.00388 0.00886 0.009
random _thr _rs_0.8 50 50 86400 41.12 | 4442 0.03592 0.27 13.16 3.03 13.18 1391 934.82 | 1404.86 20.52 7.96| 0.00007 0.00044 0.00045 0.00106 0.00251 0.00535 0.00877 0.01113

[As174

e|buiS nysy ‘Iney| 19aidieH ‘reAheN pueuy ‘ybuls 198id Jfewls



Dynamic Task Scheduling using Balanced VM Allocation Polic y for Fog Computing Platforms 453

Fig. 4.24 . Consumed Energy Level per Experiment

Fig. 4.24 shows consumed energy levels along with their experimentames.

From the Table 4.2, migration counts can also be computed and it is seen thatperiment name: ran-
dom_igr_mu_1.5 involves maximum number of migration counts. Fig. 4.25 shows the migrabn counts for each
experiment.

5. Conclusion and Future Directions. The fog computing resource allocation methods proposed in
this paper combines the allocation and selection techniques altogethewith optimal parameter stack to make
scheduling decisions. This paper primarily focused to reducehie task load by implementing the rapid task
processing, while also incorporating the sub-group oriented scheding on available resources. This scheme is
believed to improve the user contentment by improving the costto operation length ratio, which eventually
reduces the customer churn, and can e ectively boost the operationatevenue. The failure event tracking also
plays a vital role in scheduling operations by avoiding the computirg resources with high failure probability. The
proposed model is learnt to reduce the queue size by e ectively klcating the resources, which resulted in the
form of quicker completion of user work ows. The prospective methodresults are evaluated against the state
of the art scene with non-power aware based task scheduling mechanis Out of the random VM allocation
and selection policy, the DVFS (52.98 kWh) scheme outperforms NPA (150.68 kW) model for the cloud task
processing. Out of the particular VM allocation and selection models, vhich includes IQR, LR, LRR, MAD
& THR. The results have obtained and analyzed using the energy, SLA iningement and work ow execution
delay. The performance of the proposed schema has been analyzed in vars experiments particularly designed
to analyze various aspects for work ow processing on given fog resource§he LRR (35.85 KWh) model has
been found most e cient on the basis of average energy consumption in congrison to the LR (34.86 kWh),
THR (41.97 KWh), MAD (45.73 KWh) and IQR (47.87 KWh). The LRR model has been also observed as the
leader when compared on the basis of number of VM migrations. The LRR (2520 VMs) &s been observed as
best contender on the basis of mean of number of VM migrations in comparison Wi LR (2555 VMs), THR
(4769 VMs), MAD (5138 VMs) and IQR (5352 VMs).

In future, this work may not only con ne to task allocation and task scheduling, but can be extended towards
various load balancing algorithms that compute the load that gets generated on edcVM. Moreover, this work
of allocation and scheduling can be extended to the emerging technolags like bigdata to solve problems arising
due to huge data in daily routine. This work may also be extended towads machine learning and deep learning
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Fig. 4.25 . Migration counts per Experiment

for pre-judgement of the upcoming di culties and can set up a recovey/maintenance module accordingly.
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